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Tags Cloud-Manager-Connector i-03ad... &) Running @&
Limits tomerCM231152prod i-07cd... &) Running @Q
e tomerCyvo i-0a0s. .. () Running @& &
Instance =
e Instance: i-03adf85b99abdfbfa (Cloud-Manager-Connector)
Instance Types
Launch Templates Details Security Networking Storage Status checks

Spot Requests

i Plans £ :
Savings Plan ¥ Security details

Reserved Instances
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Dedicated Hosts

Cloud-Manager-Opeyator-PSmGGXw [A
Scheduled Instances i ]

Eanepbing D e ikl Security groups

3. 7£ MEMR) RSB\ « REARA ~ A%E—T RERFRAL



Permissions Trust relationships Tags Access Advisor

~ Permissions policies (1 policy applied)

Policy name

- Cloud-Manager-ConnectorCloudManagerPolicy
Policy summary | [] JSON | Edit policy

4. —T T JSON') ~ ARETEE—MEBN{E TATIE TFHIMIR ;

° EC2 : BUHsE

° EKS : BEHRE

° EKS : BUHHSE

° |AM : GetlnstanceProfile
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

#F5ER!
WIGHETTIRAE « LUEABlueXPHTIEETFEER!

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec



verbs:
- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators
- tridentbackendconfigs

- get
- list
- watch
- Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole
apiGroup: rbac.authorization.k8s.io
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eksctl create iamidentitymapping --cluster < > --region < > —--arn
< > —-—-group "system:masters" —--username
system:node: { {EC2PrivateDNSName} }

b. KERERERE -

kubectl apply -f <file-name>
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eksctl create iamidentitymapping --cluster <eksCluster> --region
<us-east-2> --arn <ARN of the Connector IAM role> --group
cloudmanager-access—group —-username
system:node: { {EC2PrivateDNSName} }

4REEAWS/AUTH
BHiZ4REAWS/AUTH ConfigMap ~ #&RBACTZEVERHT1E = BlueXP ConnectorfJIAMA & o

"ETEIET « H2BIAWS EKSXXHH" o

DT S

apiVersion: vl
data:
mapRoles: |
- groups:
- cloudmanager-access—-group
rolearn: <ARN of the Connector IAM role>
username: system:node:{{EC2PrivateDNSName} }
kind: ConfigMap
metadata:
creationTimestamp: "2021-09-30T21:09:182Z"
name: aws—-auth
namespace: kube-system
resourceVersion: "1021"
selflLink: /api/vl/namespaces/kube-system/configmaps/aws—-auth
uid: dcc31de5-3838-11e8-af26-02e00430057¢c

AzuredKubernetes = £ ES
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b. ##—T*FEUEF] (IAM) >FEfa* o
C. B—TE:TAGMEIRM (...) - ABKR—T4RE" -
d. $#—TFJsoniFiL FFIHERR :

"Microsoft.ContainerService/managedClusters/listClusterUserCredential
/action"

"Microsoft.ContainerService/managedClusters/read"

e #%—T MER+E#M ~ ARKR—T TEfH -
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FREMSTIE R 2 [ ~ 1RAERRELR o
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s RN AEIBEIEIBA43F R T FEKubernetesi= &

IRHEREELAFENNREEF X « #FiEi&ConnectorMCloud Volumes ONTAP DB2ZBEEKubernetesZ&5EFR7E
FtEEvnet o BRI ~ EEBEREAIVNets Z R ELH EHELR o

MU T 6588 RE —{Evnetth IS @ TH ©
/s M icrosoft
Azure

<~ == 3 Virtual network

Connector

Kubernetes
cluster

-
O:—

UTE5—E%H - BEmKubernetes#E&EX R EAIvnet LT o TELLERFIFR « HZIHEERI EKubernetesi &
HvnetEiConnectorfCloud Volumes ONTAP #){4MIvnetZ 2T E4R ©
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RN BIRHBlueXPRYSEEE IS ~ 7 BEZ &£ Astra Trident ©
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TridentB R F R EBAPTEAIEIEER o
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System assigned  User assigned

A systermn assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. Y
in code. Learn more about Managed identities.

B save X Discarc 'i_:' Refresh F‘? Got feedback?

Ohbject {principal) ID (D
‘ (c288356-adea-485b-adde-c15b5ce2cd01 T

cg?

Permissions (1)

| Azure role assignments |

* MREERE BHREEMNKubernetesB £ ~ B EEFIREFERENERERE o

BU=SEABNABRLE -

1. S LIRIBEEH OB KR EFTIRE -
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g E A L B FIKubernetes 5 EE I D B R o

B subjects: kind: FRCHFERELTEI subjects:

W 1D ~ B A AREERENERE RS -

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L}

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

L}

resources:
- persistentvolumeclaims
verbs:
- list
— Create
- watch
- apiGroups:
- storage.k8s.io

resources:

name : ERARAIEIKETE S D HAIH
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- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

#F4ER!
WIGHETTIRAE « UEABlueXPRTIE#TFLRR! ©

B subjects: kind: FEREHNFEREEREM subjects: user: FHRMRIERTEZ DM

¥t ID ~ B B E IR EERENERERTE -

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
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- secrets

— namespaces

- persistentvolumeclaims

- persistentvolumes

- pods
- pods

- get
- list

/exec

- watch

- Create
- delete
- watch

apiGroups:

- storage.k8s.io

resources:

- storageclasses

verbs:
- get

- Create

- list

- watch
- delete
- patch

apiGroups:

- trident.netapp.io

resources:

- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list

- watch

- Create
- delete
- watch

apiVersion: rbac

.authorization.k8s.1i0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-ac

subjects:

kind: User
name:
apiGroup:

cess-binding

rbac.authorization.k8s.io0o
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roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident 224
ER <Y IRMHTEEIRE « WiEBlueXPZE#EAstra Trident ©

eksctl create iamidentitymapping --cluster < > --region < > —--arn <
> ——group "system:masters" --username
system:node: { {EC2PrivateDNSName} }

2. BIBREEREELSE ©

kubectl apply -f <file-name>

Google Cloud#KubernetesZ £ E>

&R LA fE FABlueXPTEGoogleFHTIE K EIEFE B HIGoogle Kubernetes Engine (GKE) #
SN EHEENKubernetesER & ° TR EMIE EBlueXPZ Al ~ SRS TIHE
K o

@ REBEA_Kubernetesizf_ ~ HPRGKEM BHEEKubernetesix SEMVARREMEE - RELERZER
MRS EIR S ETE ©

Astra Trident
EERIhRAstra TridentfIURERR A 2 — o GBI U EZEBlueXPZ £ 4R Astra Trident o {RF&sX "R 5T R
&4 228 Astra TridentZ Bl

Cloud Volumes ONTAP
7EBlueXPH ~ W A{E A EEKubernetesi= S£ABERIFA A RS ~ T{E&H Connector  Cloud Volumes ONTAP *
UNEARRE LS BR ~ s5RI{EAstra Trident> 4" o

BlueXP Connector
ConnectorA BN EEPRTEGoogle FHIT o FABEE o

HERRIEARAE

Kubernetesz#& & Connectorz [ « U K&Kubernetesz& £ 1Cloud Volumes ONTAP R{E:BIZE 2 « 2R EEL
BRIBAR o FABERE o
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B ERERITIE EIRA M Connector (UUIFRFTEGKERE)
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2. FHEEERN THNEE « ENESEERE AGNERWAS -
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4. B—TREAC UIEFHABIIER -

S. ¥—TF THTGH#ERR) ~ B TAERFFILEAE o

—

container.clusters.get

container.clusters.list

6. —T TEH LUHFRERNAE -
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FREMIE R 2 [ ~ IRHAERRELR o
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> Google Cloud

!’"’ WVirtual private cloud
)
e T S e S e ';
1| Connector I
| Kubernetes |
! cluster :
|
| HTTPS :
|
! |
l |
1 |
] |
|
L R et |
L ERBACIZHE

RBACE#:% R & 7EEFHActive Directory (AD) HIKubernetes# & F#I1T o REAADHIKubernetes#E &£ B E15E

=B EKubernetesi & _FiZ#EConnectorE & « WU{EConnectoriF R R BIEHE o

i EEIR
BN EIERIERERKRE -

G fEEF SR
EEEABlueXPHTIS#EEFLER - TEIEEERTHRE TR « WIRERTRE -

Z24E Astra Trident
S ER I BlueXPRYSTEIRAE ~ A REZ3EAstra Trident o

@ Z2#EAstra Tridentd « BlueXP & Z28EAstra Tridenti& i F1Kubernetest4® « Hhf 5 Astra
TridentE A F B EBNPA RN ER o

FtEZ Al
LUEEITERE subjects: name: {EYamiiEZES « (BEBEXEBlueXPRIME—ID

TR LGB B Ty mEA T EIME—ID ¢

CERHY

gcloud iam service-accounts list

gcloud iam service-accounts describe <service-account-email>

20



* R TARFSIRP SR B "BinEiEa" o

& Cloud Manager Service Account

DETAILS PERMISSIONS KEYS METRICS LOGS

Service account details

Name

=

B e AT =
2 > e ROCOUNT S E

Ema

cioudmanager-zervice-accoumi@cloudsync-dev-214020.iam.gserviceaccount.com

Unigque 1D

102217358851946603445

pg
BULEABNABERLE -

1. eI LRI E OB KRBT -
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B subjects: kind: FRCHFERESLTEH subjects: name

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch

- apiGroups:

resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

L}

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

L}

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses

: AR RERBRANME—ID



verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

#FEER!
HIGHETTIRAE « UEFABlueXPHTIE#TF4ER!

i subjects: kind: FREHFERERMEH subjects:

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L]

resources:
- secrets

— namespaces

user

: AARERBIRFEME—ID -
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- persistentvolumeclaims
- persistentvolumes

- pods

- pods/exec

- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list
- watch
— Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole



name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident &4
ERMS YIRS « WiEBlueXPZE#EAstra Trident ©

kubectl create clusterrolebinding test --clusterrole cluster-admin
--user <Unique ID>

2. BHEREREELE -

kubectl apply -f <file-name>

OpenShiftFfIKubernetes &£ &>

&R LUE B BlueXP#TIE K& B18 B HEIEAIOpenShift Kubernetes#= & o 1ESEE LT
EBlueXPZ Al ~ AR S FHIEXK o

Astra Trident
EERIThRAstra TridentfIORERR A< 2 — o G R LU EZFEBlueXPZEE o 4Rk Astra Trident o {RFEsZ "R R
&4 Z28EAstra TridentZ Al ©

Cloud Volumes ONTAP
B E R E A EENB SRS o Cloud Volumes ONTAP "NZEE4HREHER ~ 55711 Astra TridentSZ{4" o

BlueXP Connector
E=E{FFBlueXP ConnectorfRKE A K& EIEKubernetesi= £ o (KEBZE I FifConnector ~ SE2FEHRAEEE IR
L FERS PR EE R AYIR A Connector :
* "AWSTEEEES
* "Azure Connector"

» "Google Cloud Connector"

AR AR BE
Kubernetes#& &£ 1ConnectorZ [ + UKk Kubernetesz&=5#1Cloud Volumes ONTAP 2{E:BIE 2 [ « ZiEEH
BRIELR o
EERBACE#EMKubernetes4Hi5#E (Kubeconfig)
zz[)\OpGﬂShlft%% EE B HERBACIEERIKbeconfighEZE ~ 7 BERIAARRBRIINAE o ZE17Kbeconfighg
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* BRER | HHREREFTESKE -
© FUEEFER C RERTIEE « 1 AEEABlueXPITG TR « UWEEIERERTRE TR o

* Z#EAstra Trident © EEEIRHBIueXPHITZEEISHE « A sEZ % Astra Trident ©
@ Z2#EAstra TridentBF « BlueXP& Z28EAstra Trident& ik F1Kubernetesté® ~ Hh & Astra
TridentfiEEREENPIEEEER o
#E7KbeconfigtEZ
fEOpensShift CLI ~ E31 Z[E A ZBlueXPHIKbeconfigigZe o

1. EREEFERAETAHLURLEMN locloging (B9DEA) & AOpenShift CLI o
2. BIRRFBIRE ~ NFFAR

a. #7474 loc-service-account.yaml) HIRRFSIRAFEZEE o

REERABRBNGLER - MRELEETEE « CRKXETINTRIERERNEE -

oc-service-account.yaml

apiVersion: vl
kind: ServiceAccount
metadata:
name: oc-service-account
namespace: default

a. ERREIRE -

kubectl apply -f oc-service-account.yaml

3. IRIBEHISHERELBTHBERA -
a. #3717 Toc-clusterrolebind.yaml] B TClusterRoeBinding! & ©

oc-clusterrolebinding.yaml

b. R EREERTERBACKIE
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cloudmanager-access-clusterrole
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default

#F5ER!
WIGHETTIRAE « LUEABlueXPHTIEETFEER!

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec



verbs:
- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators
- tridentbackendconfigs

- get
- list
- watch
- Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cloudmanager—-access-clusterrole
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default
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30

BYEBNASKEIEEE « W:EBlueXPRESIZEEAstra Trident ©

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: cloudmanager-access-clusterrole
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: oc-service-account
namespace: default

C. ERREABRE

kubectl apply -f oc-clusterrolebinding.yaml

FIHARFSIRPEE « 1§ T<RE>) BABERNZEARSR

kubectl get serviceaccount oc-service-account --context <context>
--namespace default -o Jjson

BHAVER RN TIRS !

"secrets": [
{ "name": "oc-service-account-dockercfg-vhz87"},
{ "name": "oc-service-account-token-r59kr"}

]

"secretts "y EETTEZRSILA0FIEE o £ L& Bl « Toc-service-account-dockercfg-vhz87 ) BYZR5|
#0 ~ M Toc-service-account-toke-r59kr'fYZR5 B A1 o EEEA ~ 52 FRHE TR —ARFEIRE %18
&5 o

E4 T BIKbeconfig :
a. #37 lcree-kupeconfig - shl 182 ° & THI5<SHEREER toke_indexy BULAIERERIE o

create-kubeconfig.sh



Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

T

anything else here.

SERVICE ACCOUNT NAME=oc-service-account
NAMESPACE=default

NEW CONTEXT=oc

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. A S U HEREKubernetesiEE o

source create-kubeconfig.sh

+
S

CHRERTESER kubeconfig-sa f&OpenShiftER EEHTIE EEEBIXPHIIESE ©
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