BlueXP #REAE(ReEXHF

BlueXP ransomware protection

NetApp
March 22, 2024

This PDF was generated from https://docs.netapp.com/zh-tw/bluexp-ransomware-protection/index.html
on March 22, 2024. Always check docs.netapp.com for the latest.



Sk

BlueXP $hZREASIRE 1
FRASEE © BlueXP $hREBE(RETEEIIFITNAE
2024 £3 A 5H
2023 F10 B 6 H
Fta1ER
BEfZ BlueXP # RIS (RETRE
BlueXP EhZRERAE(Re& A RIRM
BlueXP #hZRE AR (ReE IR AP
& 7E BlueXP #hZEEpE(R:E
7ZHY BlueXP #hZREEE(R:E
¥RE BlueXP $1EUB(RENTIEEH
527 BlueXP BhHREMEE(RERT
BlueXP #1&R# RS (REE REESE
£/ BlueXP $hREAE(RE
£/ BlueXP $hZR#BE(RE
FRERIR—ELFaHEES2R
RELIFEAREZTHRNEBRE
ClIEEAEINSREIEE R
RPHREEHBERIME (EEHRERZE)
AT IR
EMUERS 2 1B
1S #3Bh
PNES— L
Hi 12
i
=5
PEFARERLER
FRURIAHE

© 00 N O W W N NN -

A A A A DA B DB W WOWDNDNDN=2 2 2 A
O 00 00 0 01 01 O OO O © N O 0 o o ;o1 =~ O



BlueXP #1ZRE AR X5




S RaE TR E VT LIRE

KB . BlueXP #hZiEk

A% BlueXP #REBSIRETAERIFNINAE

|
X1
N

i

2024 F£3 H 5 H
ItE BlueXP $hZRE e {REEMNTEERRANE = 55 ©

* RERAIEIE Y [ RTEAREERNRAIZIN « GIRTEERTLGEIL « EERMIFRRA o FARBREIER
EIJ o

° )’QEL%?‘ #&f% (Datalock ) RYRAIEME * @ CIRTE A LUERYIHFINE R NetApp Datalock #51if ~ 7£
BREFREPRIEFTENHEND o "RABRBRIARIFRERA"

** E@Uﬁﬁ}:@ NetApp StorageGRID * : FR7T B AWS Z 45 ~ EIR7E R LUERE StorageGRID {EABHIDE N
o "RABRMERR TN BRI o

*  AEBERENEMINE ¢ MRAETDMEESEREEER - LEAERAZREERE o "R AR
AR ERZINSRTEER" -

* T IRIERER o MIBREFEER o TE - ERAIUEE-TERRET » (KEIRE - I{’F%ﬁﬁﬁﬁﬁﬁ@iﬁt “H
ERHRENREERZERMIRE o "RABRRNEIEH RO ERNE (ESHROHERZE)

"BRf# BlueXP FERUAS(RE" ©

2023 F10 H 6 H
BlueXP $ZRHAIREIRIEE SaasS MRS E « FIREEH « EHBERE « URKHESBBRTIEEL -

HNFEERRZS - IEARFEEIfREE Oracle ~ MySQL « VM BHEIEFHE « REFERE NAS 7RG LIERHERER
BERETEaH « WUKR{ER] BlueXP tRE _E Cloud Volumes ONTAP on AWS ({8 NFS EEipE) - LigE
EH&E{HZE Amazon Web Services Eimf#1Ze51 ©

;ﬂg?ﬁﬁﬁb?i’ﬂﬁsﬁl ERRFSRI T ERZIE NetApp 5117 « FBENBENRZEEESZ 2 EETIZMAEsER T
© —IRFLEEIEARFAA TIFE HAIEN RIS RE o
© RARBE RIS REER
* 1R BlueXP $ZREBREEE - AEREIRT
* RS RRRFRERIRFECHIZTFEHENSAKEL « HEHRRBLE -
EETFEHNEEZNN - HESHENEEHRUIERE
* RETHEHRUESHH I FaHNRE -
* EREBEREFIEATSEMRAFTNER « LERH RS RUBEE4PiRE -

"BEHR BlueXP BIZERBE(RIE" o


https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-protect.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-settings.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-alert.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/rp-use-recover.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html
https://docs.netapp.com/us-en/bluexp-ransomware-protection/concept-ransomware-protection.html

FafER

B BlueXP $)RERBL(RETAE

RPN ENSEZHHETRANBENNEN - EEZTETERPRES - LUREE
EIHRRREARE, © 1RiE IDC HIRE « $IRFETESELEERTSEHRNISNE - W]
SEEE—REIZCE Z B ErERI7ZE

BlueXP BIZR#fE(RER —IERARTS - ARSHREFENIRE « ERHEER o HNTEERRA « IEARFE AT fRE
Oracle ~ MySQL VM BERIEKE « UKEARIPEE NAS FESRE _LAEREA « LUKRTE Amazon Web

Services (f£F NFS E#ii#E) 1 BlueXP tRFEY Cloud Volumes ONTAP ~ Wi B kHE{DZE Amazon Web
Services Einf#fFs% 5K NetApp StorageGRID ©

@ X LUIRMTTRB IR o EBILTEE S EE « NetApp RETE MR ZAMERE D4R
B}~ ABEMEFERER

BlueXP #ZRI A REERITNAE

BlueXP #/ZREBEREMRTF IS D EA ZIA NetApp £X1if « SBERREEES - BHRE2EESHREFETR
EMRESUEER THIBMR -

« * R * 7£ BlueXP A + BlueXP tRE « T{E&H] BlueXP Connectors # ~ 353 NFS T{EIE1E « 7T NetApp
ANEFEEE NAS FRFAEEAERE « EREHEASK VMware BIEN TEEH - BERE SR ERELIEF 2
£~ WEH SRR RENSIRMES o

* * EERVER R #(7 2 Snapshot 1878 ~ UfReE * WV T(F&EH ©
* *ER  FIAER BRI EBHIRE o
* * BEIRIE) NetApp ONTAP Snapshot #87s ~ LA[EIFE * AJREM BN ZRERASINEE -

* *IRAE * IS TR R HATFAZIA NetApp 57417 « BBIINER TE& S IE BE(FRR o R LUEEZR ISR
& « BERIREERER - RIRFHNRERBRMES

Automatically discovers Recommends Uses advanced ML to Automatically responds Rapidly

and groups data by intelligence-based more accurately detect by taking immutable restores workloads
workload, determines workload protection potential ransomware Snapshot copies when a through
workload importance, and palicies and applies them attacks on workloads in potential attack is simplified orchestrated
assesses workload risk. with one-click, near real-time. suspected. recovery.



fiEF BlueXP #HZRUASREERTIT Az
BlueXP EhZRERASREIE (I THEES

* BRIFEHNENE « RECEARBEOTEEIER « T EAHEZ R -

* FHMEERE RN FRERE « LG HBEREZ R IERIERRT

* REBRRMRERE DN ~ RIERETFROES -

* QER—TBERTER A/ ML ERNERHRERS °

* REFERAREAETEEHFIER « 110 MySQL ~ Oracle » VMware BERIZFHEHIERILA o

* EA Al AT ~ EE2REEFSE LR RS RREEH TR E -

* 1L Snapshot 75 « W REREHLET « UHEHERZINEBETRERE B EHNE -

* ERBOHRBIBIIE « UFFS RPO JRRY © BlueXP EHZRERES(REF SR NetApp RIEARTS (£245 BlueXP
BHRRER FIERAERER) ) RKFFECHRRESHPIMERNTE -

D%
£ BlueXP $hZREBSRENTEERRZE « NetApp A EEEUNENER o

i
BlueXP MR ETEE A S TRBE MMM - FIARSBATIEEHE -
SHATRENRAS « NetApp AT BN L RARAIE IS BAVRE o

BlueXP /1R RETEERE M HE !
« ONTAP
* NetApp B X #REFRRERAM o FF2H "B T HRUEREEE" UBUSFAER -
* BlueXP &7 ELEIRARTS

BlueXP #RIASREREFL TN

TE=PER BlueXP $hRE RS ReEZ T ~ HIEEEAXMGRER ©


https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

Architecture

m STORAGEGRID
¥ 75
\ ' 4
e Backup

BlueXP ransomware protection Ul

@,
On-premises =3

Management

Cloud: NetApp VPC

Cloud: Customer VPC

BlueXP Connector

BlueXP ransomware
protection agent

(o]

ThAE
* kAl

AR

R

sREH
* SHRFTAELZE BlueXP R PR AIPEPE NAS (NFS &) &l o
* #BIZRE ONTAP fRFE APl NE R ER ~ WS HE T (& S8R o SR AR

"ONTAP" #1 "#f4SnapCenter" °

* ZFESEMIEE BRI NetApp Snapshot #EZAFIERRBRERBAR « LURATAIFEEEED

FBEAITHAE - A% ~ ZARFEE(EF BlueXP H{7ELUER - BlueXP E{iEER -
ONTAP ARFEHN NetApp #:Aif (FIU0 B EENZRERAS(REE « FPolicy ~ f&{n/RAIF
Snapshot J[RAl) ~ RiEBREAREE T & SE LR o

FEABEME "B EHREEEEE" M "BlueXP B EIEE" « "BlueXP E{iIEERT"F
"ONTAP FPolicy" ¢

* REBEFRRINFREER - BEEIFEHFIEREFHELIER - TRETLFEHA

EBETIERF - BEfRERR

* BREERENG2LEFARY - TERCHERUNITEaRERSTRR

* FERRINERESECHNNIFEH - THEZETIFEH « WiFH BlueXP Hin

BZ[E R ONTAP API B9{EM °

* ARSI SEEE (ML) RIVEABEENKE  DUSRIRISEEERIMENEES)
* RELEEAINE AT ERFREREPAIEEENHRUNBERERG « WEBE

SMYE B Snapshot AR RIAMEFHERRROEEEEE) - BEREAEL
EARALRR - BB ERE  MASHETET(FaRBIMEE -

* M ONTAP  BE#ZREUARREM FPolicy %7 ~ HIEINEMEMA T IEEHIEER

eI


https://docs.netapp.com/us-en/ontap-family/
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/ontap/nas-audit/two-parts-fpolicy-solution-concept.html

THEE BTt
* [CIfE * ) ﬁ?ﬁ*ﬁ%ﬁﬁﬂ BIENIEZEEE) ~ EAEIEENM Entropy ~ MUIRBNIESERINE RS HAE

* {EM NetApp BMTFESR (HI0 ONTAP ~ B E#ZEEHBLFREM FPolicy ) REEIR
R Snapshot 87 °

* wig * SRERFER Snapshot SifE7 ~ W fEMA BlueXP BN ELEIR « ONTAP ~ BEXEhEEAE
ReER FPolicy $1iififRTs « BERENBRERR (RPA) o

* HERLIFREAIRE « 815 VM ~ ERHBNENE  WHEERAREN 2t -

SHENEDBE - TERIEMEREKR
58 BlueXP $hZREASRETEE « BATCHERSER TIEENEN BE - TERBEMNERKENHERKER [
SEE

 XENEHBEE

* Amazon Web Services (AWS) S3

* NetApp StorageGRID

s TEMNTERE -

* EPERE ONTAP NAS (f#M NFS EE#HE)

* ONTAP Select

* AWS A Cloud Volumes ONTAP ({EF3 NFS EEii7E)
HNFEERRA - EARFS A (ReE& FYERARERE TIFEaE .

* NetApp 185
* VMwareEREH&E
* BilE GERRTEERRZS « Oracle 1 MySQL )

BB RER RERARAIITEE
PR AR BN ZRENBS (REEAERERY —LEAI0RE ~ ARE SR ERRS -

* *fR5& * ! BlueXP $RIAFRERFRE « RAEEARERE « FER Snapshot AR ATEHR EREETR
ERZ 24 o

* * TYE&H * : BlueXP #RIFFRETREFH T EEH A B4E MySQL B Oracle HFHE + VMware Bl
BeERELARE -

BlueXP #hZRERRS (R Ao R &G
BYAMEF BlueXP 1= RE{R:E - B RMEEIRIE - A ~ ARENNAERERES



ZEfRTAAE o
FE(EA BlueXP $REBSRETRERRAE « EFEERFHETINRENS

I\

* NetApp StorageGRID 3 AWS S3 AR E{D B FEERERRE
A2H "AWS EIRFE" UBUSHEER o

* EHTHRAONTAP
o EEEIE ONTAP #[R
° NetApp B EEHZERERERE « H BlueXP $1ZXREBEREFER « AJEABEFE ONTAP HITERE LR

F3 ~ RIGEEMBY ONTAP RRZSTE 526 "B X YR UEEREME"

MBESREFAER « 552 "BEM7 BlueXP #1ZEES(RE" o

* 7£ BlueXP # :
° BlueXP #AZBTE BlueXP F:RESEERMEE (VPC) SNIPPEREIFA BlueXP Connector © 5
B8 "s%%E Connector BY BlueXP X{4" o

@ WNRIEHE 2@ BlueXP Connectors ~ BRFEE Z 71 BlueXP Ul BRIFREETRUSMNIFRE
Connectors &l o

° EIFIRIBEHEVAHERH BlueXP H5 RIERIRTS
° %A NetApp NAS AEBEPEMFRHED BlueXP LIFIRIE

° BlueXP &P ~ EF—EEAFRY Connector ZERERZIERE ONTAP FE © A ARIRHM TIFIRIRER
AN HEERY BlueXP 1R o

° BfEIRA EIEERA BlueXP EAERP « AIRRNREFER

o ||$,E,—ii\i&— BlueXP %E‘*u

BlueXP &G {RERE AP

LUt F4aE A BlueXP BIRERSREFTERNDER - BETRPREGH THTRER
HEZFEENNER -

o WRBASTRIE M

"HERICHIRIETT S B LEEX"

e B ESREBERERTS
* "#£4% NetApp StorageGRID B Amazon Web Services {E&#& {5 BHyith" o
* "7f BlueXP HIs&%E Connector"
* "REHEMDBER" o
* "IRER BlueXP R TEE#E" -


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html

BT RIE ?
REMRBEZ % ~ 12 P REATUMGEATEE -

* "ERERREBE TR EEEREA R
* "RETIEEH" o

* "[CIFE(EAI AT SERV BN FRERBE I R o

* REREBRIRE (EEHROHRZE) "o

% TE BlueXP #hZ=EEE{rE
ET(EF BlueXP $IRHAR(TE  SEHITAESERRE o

FIsaZ Al « SE7EARBY "oR I RREHIRIREEEME -

Efathfein Bayt
EETIHP—EFED B -

* NetApp StorageGRID

« Amazon Web Services

TEHEMBERNMASREEERZE « [TTHE S BlueXP $FRRBRERFPIREREAHED B o

#4#% StorageGRID A&7 BRI

WNRICBEREA StorageGRID A H{D BRI ~ 5528 "N 1EStorageGRID" ¥1% StorageGRID BYEF4HE
s

5 AWS R 1D BRIt

* £ AWS HIRRERS °
* BRIE "AWSTER" 7£ AWS i o

UNEETE BlueXP HEIE AWS FFREHAE 552 "SR TR Amazon S3HEFE"

#E BlueXP

T—% 2R BlueXP # BlueXP #1ZREBE(RERTS o
1B "fRE BlueXP FER" o

£ BlueXP &1L Connector

{TRERZIHAS NetApp BB « SURIETERRTS - 4% - B/GE BlueXP Connector B » ER O EHZHIERE
BRFSRUB TR ©


https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html

EEEFAILARTS ZA17E BlueXP FE 17 Connector ~ :52R:RBAM BlueXP X4 "#{a] 317 BlueXP

Connector" °

@ WNREBE 2@ BlueXP Connectors ~ BRFSFZ 71 BlueXP Ul BRIFREETRUSMNIFRE
Connectors Bl o IEARFE ZIRZR AR A AERIRIFRE T/EEFIFRE Connector ©

7ZEY BlueXP #hZ=Ehpe(RE

{SATBUER NetApp BlueXP B A BlueXP $iZk BRSNS o 7 BlueXP ZfIBIEESSH « A * %58 * > * P
IREE * o

IEHARES B0 72 BlueXP HEHAERE" o

7E BlueXP HZRUAFRETRE BN BRI
A BlueXP #RERESfREE RN B RUMEBEIRZR R E (0 BRI - FSFAEN ~ B0 "SRERTEER" ©

1ZEY BlueXP #hZ=EnRE(REE
& B LAfEERS NetApp BlueXP & A BlueXP EhZRERBE{1REARTS ©

HEE ABlueXP ~ {ERILUfEEANetApp S iEMLL IR ERER « WAl UERE FEHAMZIEEMNetAppEin
BA o "RABRBEA"

1. BIEABERIEERS - RIfE "BlueXPEIZER" o

HIR NetApp BlueXP EAEM °

2. & A BlueXP o
3. 1t BlueXP AfAIZIEE23 ~ 33EHY * {R:E * > * PhRVBERE ~

MREBRLEF—REALRS - mEHREERER -
T~ BlueXP $REBERERTRMG IR -


https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/
https://console.bluexp.netapp.com/

= -
@ Ransomware protection Clad Dashboard

Workload data protection

Recommended actions

Confi

Protect cri

Protect cr

Tedo (17) Dismissed (0)

iqure backup destinations

tical workload fileshare uswest_ 01

itical worl

tload fileshare useast 03

critical workload MySQL 7306

ical workload MySQL 536

a

L

N

Alerts and workload data recovery

@;

view all

Review and fix '
eview and i

Restore nes

View ail

Mew (Last 7 days)

Total

(s=2) 46 6ie
=)
2 Workicad data

e

46 se

o

5 ]

Restore
View all

n progress

4. FIAERARRTS o

° YNERIEH BlueXP Connector ~ S{AZULTEEERYIEEE ~ (8A]

fRItETEaEs
° MNREZE
—RIRAREEMBYEAE o

AR
Betm

° NRIWZEHFIRA Connector I BlueXP EBE ~ B8 I * $hZRENEE(RE *

AI‘H:H'E’J FE o

c MRECELSHAE - SMEN [ BRREER

RIFEH B IE - FEEL

#IE o

=EE x

\I:Ix

1 RS

BRZR BlueXP HZREGEREN TIFEH

= EfFH BlueXP #1REfE(R:E

52

AT A AR E

B ~ SNECHERFHERERIE ©
1 B~ SHRE-RIRER

~ DUEE

BlueXP BV ~ MA B RERER Connector ~ EfEE I * ShZRERAS(RE * 1 B ~ FHIR
AR AR SZREE © NetApp i & AT

EITARTS - MRITHAREERE * 1R

 IRFFUIRFERZRE R o TEERZREAR » BlueXP #1ZRERES

fREEZ 2 HFRE BlueXP Connector MikF R T{FZERFBVFAE LIFRIEPRIFMAHIRE

MIEZE o

®

LERRFS &

FHEREMIERELR

AHMEIR A R REER R

HITAERREA - BIueXP LI ENIG AT

» EEBRINEINRE

SHMEAER ~ IR IEE SRR AN EPRTEIRE -

1. 1€ BlueXP AfA2IE523 ~ BEHL *

fR& *

2. REREEPEE C RRIEAH - -

Snapshot #725#1 NetApp B XX Epe(RE

> * BYRERESIRE * o

BB GRRTIFEHEN « TERRINTETERRENREZNR -

10

E@ih MySQL FEATER « Oracle FEATER + VMware &

o 1R



= -
@ Ransomware protection Clad Dashboard Protection

Workload data protection

Recommended actions

Tedo (17) Dism

Configure backup destinations

Protect critical workload MySQL 730

Protect critical workload MySQL 536

Protect critical workload fileshare uswest

Protect critical workload fileshare useast

Alerts and workload data recovery

@;

view all View ail

issed (0)

2 and fi
101 Review and fix
103 Review and fix

6 Review and fi
Review and fi

()

Mew (Last 7 days)

~ Total
v

]
~
~ v

) 4pais
Workicad data

CF  Last updated: February 15, 2024, 3.42 P

5 ]
Restore
View all

1 pro

gress

5 E BlueXP #ZREXFS REERE

A A AE

TR LUERRRIR LRER « R E R Byt -

i vl =1l

BlueXP #ZREREE(RE FIAA AR BN HI LIEEH « ATk M RIEKERED Bt T(EaEH -

FEFRESEIFAEH  MEZMGHED B0 o SR LUEETIIHEPR—EFHHD B :

* NetApp StorageGRID
* Amazon Web Services (AWS)

R URIR RN BV R B AT IS (0 B Bt

ERIRBEZRBFFEUED BRtEETR
BRREHFTZER - HP—THEFIRERRE

1. 1% BlueXP L2253

2. IBRBRIRNEZZBFER

o

=t l=1ENp Ry

A * (ReE * > * BYRWESRE * o

11




3. FEBRART  #E TREBM B, AVEE « B REMELE - -

@ Ransomware protection CEED Dashboard

Workload data protection

18
At risk.
4 (Last 7 days)

View all

Recommended actions

39 %

Completed

1n/28

Complete / total

Protection Alerts

Protected
1(Last 7 days)

View all

Te do (17) Dismissed (0)

Configure backup destinations

Backups are taken on remote store either
WS 53 or storageGrid

How do | complete this?

 Dismiss

Protect critical workload fileshare_uswest 01

Recovery Reports

Alerts and workload data recovery

EH

Alerts

View all

a
Reviewand fix /™ '

Review and fix N/

4

Restore needed

View all

(i) 46°°
N~

/" Workioad data
New (Last 7 days)

Total

Protected

At risk

(O Lst upaites: February 15, 2024, 3:42 P

Eo

Restore in progress

View all

@\\ 18

“—’  Workload backups

® o

Failed {Last 7 days)

36 ci
A

W Before [ast 7 days

Backup data

W Newin last 7 days

4. IREBFHOHEEARRE « BERITHERRET

1% StorageGRID #Ti% A #% B a9ith

EE 1 NetApp StorageGRID 32 E &5 B9 «

115 RE > BB * BEH B - g - o

2. AR BHHERTE o

12

sAEA TIIE ©




Add backup destination

Mame backup-dest?
Provider

(i) Action required
Select a provider to back up to the doud.

aws

=

Armazon Web Services

StorageGRID
Provider settings

Cefined by provider selectio

b
Metworking Cefined by provider selectio b
Backup lock Cefined by provider selectio e

3. 3842 StorageGRID () (*) o

4. ENEEREFENE THE - ARBASGERE
o * HIEERE ¢

* BT RFEES B EEEDNGHERE o
* StorageGRID B EIELSTEEAYIH A FE « HIHIE - StorageGRID FEE B ZE EIBRE o
o * HgE% * . 3EEEE IPspace °

* |Pspace 2%E

BINBHEEREFRTERVEES o ItIPspacelVEE R E e ARA B HERERFE
o BIEE * | IEEESERRGRERDTRIELZMIBR o LLEERMER NetApp Datalock #5:4if ° F1E
BOHHESERESHEANEE « HED 30 X ~ BN LES 14 XAVAEEHAR o

O

MRECHEERERDHERE

FOERBEER | EREEFERZPMER MR RENED
5. 3EHY* TAdd*) o

.
CES

RER

WD Bt ERIE ER{7D BRIMSE

BE °

13




Seitings + Backup destinabons

Backup destinations
Backup destnations (1)

StarsgeGRID e Dl [T anlip-4

1% Amazon Web Services #ig A& (H Bt
EER AWS REAHD BRI ~ SBFHATIER ©
UNZE7E BlueXP FREIE AWS EERGEIFAEN « S32H "SI EHAmazon S3F#EE

17 BT > BHBMM - BE SR
2. BAfH BB RTE o

Add backup destination

MName backup-dest?

Pravider (i) Action required

Select 3 provider to back up to the doud.

aws @

Amazon Web Services StorageGRID
Provider settings Cefined by provider selection
Metworking Cefined by provider selection
Backup lock Cefined by provider selection

Cancel

3. 352 Amazon Web Services* ©
4. EIVEEREZEMNM TETE « JABH ATERE :

14



https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-viewing-amazon-s3.html

o * HEEERE ¢

. %ﬁ%ﬁﬂ’ﬂﬁ%ﬁ@ * ¥R BlueXP FEARAREE « FEINRANMGTE - A2BFRFHONRESE

* AWS 1RE ~ @i « ZERE 8 AWS P58
"UNRICEEQITIESITEE « 2T S3 Brgg o

°*NE *  MREBRILMY S3 HEFE - FRARBHREGENNEZREN - IRECEEZRENR
7& - RInEERErHAER -

IRIETERR ~ FEEPMNERZER AWS SENSIHETINE o Lol LUEEFER AWS BN - 32
FRBCHNERREEERINE o
o * MEPRIEAR * | IBB4E |Pspace - UREBEFERMEIRL -
* |Pspace RIEEHNIVHEEFIEMFEE o ItIPspaceMNEEME MmN BER B HAARRAERIFE
B A LRIZER T EF A AIRERN AWS AR IS ( Private Link )

MNRIEEERER AWS Private Link ~ 5528 "EE Amazon S3 89 AWS Private Link" o

o BIOEE * | IEEESERRGRERDTRIELTMIBR o LLEEBRMER NetApp Datalock #51ff ° F1E
BOHSERETHEAHEE « HED 30 X » B LES 14 RAEVEEHAR -

(D)  ORCHERERGHERE  NEAEREHR BN EEEERE -

BB BEMAE (BA S3 | BypassGovernanceRetention #[E) BITE{RBHARE = M)
PRZIREERIIEEE o
FOERBERN C  FRERATEREHMERAMPRZRENBMDIEE o
5. 3R TAdd*) °
#ER
HEVER Bt S EH BRIMIEE o

Satings » Mackup destinations

Backup destinations

FE

* T2 BlueXP $hZEEAS(ReE URL ? *
1 URL ~ B7E2ER S A © "https://console.bluexp.netapp.com/" 77EX BlueXP FiZ4 o

15


https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/bluexp-s3-storage/task-add-s3-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://console.bluexp.netapp.com/

* MR EREIRIEASEER BlueXP B1RERE(RE ?
FEZE NetApp ZHEEZE (NLF) o BlueXP BRUIRFETRELST FRREMAAHIRE - FAETRERED
7ET(EIREE o

HARTSHOTEBERR AR BlueXP R BUE RSN o
(@ s - NetApp THHTRERBIRATALELENM -

* YN{AIRRFE BlueXP EhRERAS(R:E ? *
BlueXP $hRE RS RER R EEMRIA © BlueXP AAIEE & BRI REAS(ReEREIE o

MEFABRRA ~ A B4R NetApp SHER « A el EERT - 81% « B&EH BlueXP Connector
B~ EEESZRFIVEEINGE o

* BlueXP #/REEERER T ERAMNRE  ZIRMABRN ?
BAl - BlueXP #IREEEREEEANREERR - FEHTESEN

YNTEFAA BlueXP IRFSHELEARBIERA « 552K "BluexP HEE" o
* WN{AIRRIEAFENAERR 2
RARPEESTERBRFLERRIIFEH (AREIRERER) - RETHTHEAABNT -

* MEEERTERE?
BlueXP #ZREREERER BB EEMTES 1920x1080 HES °

* RIEZERMMEREES 2
EAIRACHY B EBERETREIE B (E ©

B H AR TS B &)

* BlueXP #hZ=ERE{RERTAERF] NetApp ONTAP F(RERTE 7 *
TR ~ BlueXP EhZRENFEREZIXZE ONTAP HERER Snapshot HERZ ©

* WNRIEHEERA BlueXP IR FRERERA « BEDVAERKEEURBPETEE? *
FFIEZRIENE BlueXP SRR FRERFETRAEE -

TREH

© I QBMERRHE?
T{EE i EEE—ERRst o TR SR NPT HIRE - BIA « BEHE orad.host.com ERY Oracle DB 1
(TIERR « B AR S BILET voll Al vol2 o L HIIE—TBHAL Oracle DB B3 ERRA0TS 5 TEHE
TirEE -

° BlueXP #1REEEREMAIBIREETFEHER ? -
FRERRAHYERHMBSTIBRFBURIFT 3 ERY Snapshot ZAFHHZRIER o
Tra#EBSTIRRFA T Snapshot SAZIRTE !

* R SEHEEARE 1 HREBER (BEKEMREDR)
CCEE  SRIEENREBEADR 15 - B8/EREE 119
T RE D SRDEBE 1 HIRBEE

° ¥iZAY Volume ~ {BHREET **

16


https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-modes.html

IR CERIE PG T HBOMERE « SBEMEBRERER - TERFRERAIRREZNHIRE o

© BARMA SR TRFIANIIERHE - AIfEL T HERE?
BRI{Z%1& NFS HHR&E  iSCS| HFRE « CIFS MR EMEM AR ZIZAVER SWERELR - FEHIR

ERERRL -
fReERA

* BlueXP #hZ=X# BRI ST HEMBREM T Ea s RAIEEFE? *
BAl - BlueXP {7 8ZE/F ( Cloud Backup ) ZiEEEMREE—EHDERA o AL ~ BlueXP FE7EIEER
LUK BlueXP $hZ=RERBE(REINGEG HABKRERE o

Snapshot BARZRE « AL EIRARFS D FIFIE

17



i

£/ BlueXP EhZ=EBS{ReE

£ BlueXP $hZRIAS(R:E
fEF BlueXP $RHARIRE - CAIMRR T FaRESKRILEET FaH -

* "R BlueXP YRREHRENTIEAMN" o
HERIRRRREN TFR MR o
| BEYEREREREL AT -
CRETIFER
| SRR R TIER -
 MGAMEFTRIURAE « IABALERAHOS T ERAR IS -
R HERMBRERA -
B A AR R A o
USRI (FERERZE) o
CRERERE o
ERBRIR—ETFRIEZR
BlueXP #ZREBSIRERFIRIZE LIFRMREE DRI o LA LURR A EnEER
RS ZEREN TEEH - BRREHUMELENTIFEH  TEEFRZ D HETFRE
SR RENEERA - LUFHEIRERE
AT E BRI RA R AR R -

ERGRRRERTIEE&HEEIR

im%
1. 1%t BlueXP AR B3  EE * R * > * PRUPRE * -

RERZ% -« BRREGETIFRHEMRENR RN

18



@ Ransomware protection CEED Dashboard Protection Alerts Recovery Reports

Workload data protection Alerts and workload data recovery

Ej@ 5 57‘ 4 on

Protected Restore needed estore in progress
1(Lest 7 days) View all View all View all
View all View all

Recommended actions P .
() 46°° (a) 18

To do (17) Dismissed (0) /" Workioad data N/ Workioad backups
a
Configure backup destinations Reviewand fix 7™ ' Mew (Last 7 days) 10 o8 ® o
I Failed {Last 7 days)
Backups are taken on remote store ether Total 46 =
AWS S3 or storageGrid
- I Backup data 36 e
A
1/28 How do | complete this? Protected W Before last 7 days
Complete / total B Atrisk W Newin last 7 days
* Dismiss
Protect critical workload fileshare_uswest 01 Reviewand fix N/

2. ZERRY ~ EIUESESERPEERBITTIERN—E :

o TEEHERMRE * (BT NeREE 1 - BaE [R#E) EEEEEMARNERNREIRE
MIFaH - EFREEREFRERDATE - TFEHMEEERE - F2H "RELFER" -

T ERATFEHENRE - B—T " BHE% *  MAEEXETFaHNERTEN  EFHRN
SIETERIER ~ ZEMFIFEITIRGE - 526 "EREAZINETR"

EHRBTHHEAP—TEIREE -

* RRE BTmRNEREE)
- RfErriiE (BmE MdE) BEEL)
* 8 (BEmAERERR)
* IIERE (BREmEEEL)
- BikiE (BERE MidE) BEm)
° *ERITE *  AENMARE  FIRREEIRER  ARE—T  FEHEEE" -

AR RRBERR EIRERS N RELIEaH" -

BIE EREHBRRIREIIGHEAEZ « ST T8 RRED 24 /N - TBEUELIEFIIL - &
BEENRERIRR o KAILUERITRIESERE -« SR ERAF -

THRSTBECRENTE -

Cr TFERER EREAE 7 RNRERERELE o

© TIRREEG * | BRBE 7 RARBAMSAERN T ER#EHHEE -
BRERRR LVRERZ
BlueXP $hZRERAERAE AT TFRMVIRE - WRBRITHRABIRE -

19




CRILURBIEB I IRETE) « iSEBRREEES il o 3 - MRCEHERERERE - TRILESERIR © BUH
RIETHEREFRZERONTHRE  MAILIHEEBINIMUSEE -

AT 2 RRFS iR 2 RavEE A -

i 3058 R
g EhRERSRERA TR BRIRZEIRE o BIKRAGETIIFEH -
HE2RA "RELEEHERTRNRE
Wi o
REMFEM BB i}Imf’lf,%%i BRUIRBEREBEREN HHER BRI ETE =L TEE HIU
: R -
BSH N RERE -
s {E/RA o RLETEEHAERA B IEINIRER ~ FIEED  BEIFMITAR
i€ - BBRASRCTIFRRAIR BN ~ WEHATRMVEIES £
& o REfEFRE LRUBERIZEIEE
E2R "RELEFEHERHRURE
i o
REFAENEENERAERATIEE [RE EEFRATARGFENR ERRAGEETIEFEH o
&~ PhEEhREE © RYEFE (RBEERNEXIERE H2HE FRELFEHIEZTHRNE
®) EREATIERE - W o
REEENEENERRLZTFE [fE EEEETMEREANE ASEIFEHIEKER -
& - [hEEhREE © EEReFANFARNEETFE F2R "FRELFEHEZHRTDEE
8] EETFaRTRZEIRE . K2 o
TR E R FEWRER - TERIE R o
E2R "ERENZNSHRREE
o
B ER

1. 1 BluexP AfABIEE2R P « T * {Re¥ * > * BRUBERE ~ o
2. 1 TEEMVENE) BERP - EEUEE - ARER C REMEBE * -
3. BETTHIZRAPALLEN(E - FEEEEX * RARY * o

BEgit (TSR REFBR - LERE CFEl BB -

TCIHR AL EREIRRIRE S B AN EIRIRE - ECWRIREREAETH « Bl EHEIRIA
BEESTMSEREE - TE) sfFgiEm -

4. EERFENARBEERETENEN « FEW - FHf - EBm o
R LIFEHRR I RNIERE
{ERTLER BlueXP $hEREARAESTA FHIBIE « MRS TFaR RS HRGMEE -

* RIRANITIERHRE o
s RRAERAG TFEH -

20



° RS FERTEINIRERE S « LUIBHLERZRET RW IREE o
BELFITE RW RSP ZEIREN TEE R RE

* BIRFRA (ERIGEINERR]) o
BlueXP PR RESERFAMASEIEFEaHIERESIER - TIEREELIEFR TS Snapshot J83R
T

* R L &/EHEEARE 1 HREBER (BEKEMREDR)

CCEE I SRIEENREBEADR 15 B8/EEE 119

CCRE D BRIBEES 1 HIREBES
© (REEARRE * | TIEEHFTRET M EHP—ERZEARRE - IEHERSERRA
ZRE CEARE -
* R AEREMRA -

*ETHR Y D EEERFER S BRKRTTR o
TR ERRAMBREIAEE o
* RERESAR * | TEEH AR NI EP—BRERSATRE
@2 TERRERARE « B9 E Snapshot EARBETER ©
© *ETTH ¢ L IETEETTHED S Snapshot #87S ©
* * 5B+ 5198 Snapshot S M R ITHFERL ©
* N/A : TREHREDSERBMAHTE

B TIFEHP RIS RE
RELFRHNF P 2Z2—  ERRATEMN LIFR M REFREARE - MAIUBER TIERNTFEH

* VM IE&H
c ERERTIFEHE

TER
1. ¢ BlueXP Z{ABIEE25H « BEEN * {R:E * > * $IZRENAE(RE * ©

2. YT THIEF—IR
© REBRINERHREG RS ~ BB RREH* -
° WETHAERAPEEE * fReE * o

21



@ Ransomware protection (CEED Dashboard Protection Alerts Recovery Reports
5] 18 . 5
e 36Gie 10 cis
Atrisk Protected =
Data st risk Data protected
1 (Last 7 days
Workloads (23) Q &

Workload 2| mpe 2| Connector 2 | Managed by % | Importance 3 | Protectionstatus = | Protection health = |  Policy 2 | Backupdestina.. = |
vin_datastore useast.. VM datastors  aws-connector-us-sa.  n/a Criticat @ Protected © Hestthy tps-policy-2 AIS US East (Ohio) (" protect )
m_ M datast = @ e ) Heaitry v ANS US East (0o} P
m_dat ™M a cal U N AWS US East (Ohio} (_Protect

3. ELEED ~ S UFRAFEE TIFaH -

TR E RN RERAER G TIERH

=T RBREER « EALRIRANSRTEMFERIIERE—NSETFEH - KHAILRAERRAEKG
EERINIFaH -

BlueXP #$ZRUEMRECIE TS LFRHERIEFITRLERR
EH|E4% Snapshot SER 128 (KR8 Snapshot Snapshot
BEHE EALEE LR

"EARIE 8F—X g 15 HDiE 3. 288 309
aHRA

&H g1K 14. 14, 309

=E 518 35 5. 309

=y F30%K 60 2. 309
*BEIE 85X = 30 DiE—X 3. 144. 165
a#HFEA >

&=H F1X 14. 14, 165

=E =18 35 5. 165

E=y=| H30XK 60 2. 165
IREIE 8F—R = 60 iE 3. 2. 93
a#RA

50 s1% 14, 14, 93

=3 =138 35 5. 93

88 SRS 60 2. 93

22



1. ¢ BlueXP BhRE RS (REH ~ HIT FFIHP—IF !
° RBERINERHREG ST BB - BRI~
o it TERIRER) BT - BEEUEKRAINERS  ARER - MBIFMELE * o
° RETHAERAPEEE * {ReE * o

2. 1t MRE EESBEIIEAH « ABRERNTIEEHEMN * RE~ o

BERNHIRIRAREE -

Protect
Assign policy to workload vm_datastore_useast_01_4719
Policies (2) | 1 selected Q A “
Policy % | Snapshot copies + | Backups s+ | Detect + | Protected workloads =
(] rps-palicy-1 Hourly, Dally, Weekly, Monthly Hourly, Dally, Weekly Brimary, Extensions 2 ~
Frequency \ Snapshot copies \ Snapshot copies to keep \ Backups to retain Enabled settings
Hourty Every hour at 15 mins 10 12 Detect incidents on primary
Daily Everyday at 6:10 AM H 30 Take automated Snapshot copies
Weekly Every Sat, Sun, Mon at 6:10 AM 5 4 Block 3,000+ known suspicious extensions
Menthly Every 1st, 2nd, 3rd of the month at 5:10 AM 12 0
O @ Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekly Primary, Extensions 2 ~
o .

3. EELERMEEH  HR—TRANG FHER
4 BB TIFRMARR -

5. JREY * (R4 * ©

6. 1869 MERIREEEIE Bk  LBRGRBEETS ERM ©

MRFARVAFEEHEDTER » ERIURBRILMFRERE o S UERFGETE R « HERARAR
AL ERTE ©

TR NI EREFTENREFFRENRE « TUHERSAENAREETENMRER#FRE
TR UEEERRERRAISKE T EEHVBREPREIRE

TR EEHMEIRABD R
1. 1€ BlueXP #hZERBEIRETHAERT ~ BEHN * fR:E * o

23



24

18 36aie

5

10Gie

Atrisk Protected
Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)
Workloads (23) aQ 4 Manage policies
Workload $ | Type % | Connector 2 | Managed by ¢ | Importance $ | Protectionstatus & | Protection health % | Policy % | Backup destina... 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  nfa Critical @) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Qhio)
vm_datastore_uswest. VM datastore  aws-connector-us-w... nfa Critical 6 Protected @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical @ Atrisk n/a None AWS US East (Ohio)
%t TMre€) HEERN - SR
= o
% Mrs€) EmEER* EEFEA
Protection > Manage policies
Manage policies
ERlices [3) Q i “
Policy 9 Snapshot copies e Backups % | Detect e Protected workloads g
RPS-Policy-Critical Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 2 ~ e
RPS-Policy-Importatnt Hourly, daily. weekly, monthly Hourly, daily. weekly, monthly Primary, extensions 2 ~
Hourly, daily, weekly, monthly Primary, extensions 0 ~ -

RPS-Policy-Standard Hourly, daily, weekly, monthly

£ TEERR) HEP - =R A

o

Protection » Manage policies > Add policy

Primary storage

Snapshot copy schedules

Primary detection

Block file extensions

Secondary storage

Backup schedules

Secondary detection

Add policy

Copy from existing policy

BT -

[P Sefect

WARTRRRME - HMARANRABELETERN - IRECHARANRARE  FEEFEERNER
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- * Snapshot #EHH *  EIBHHRIEE « BRGH) Snapshot MAKE - AEIEURMMAHRE -
EBER  ERBENENEBRERE LSRR o

* > HERINES * C BALLEEREREHEHE I RNEES - MEXEENR « REZEHES
Snapshot 7 °

o * REFRME -
*EOHHE ¢ EERERERENEEEIE B S o
*REEA L EREEMENRERERE LSRR EG
s SHEMD ¢ SRR R I — B B S PR R B A TE R B LB o BB
_immutable {#7FRE _ °

I3 IE(F FH NetApp Datalock $:1f7 ~ RISEE R BEFRE LRED c BOEREBHEE (LERE) B
HAR#E A DataLockfREBHEME - ERRBEEEZNHENRIHHEMNRERTE L 14 RNEFE - £
A/ iA30KDataLockRB/RA ~ RFEMERAZEI0K ©

6. BEHY* TAdd*)

ERERAFERABEILRRIBD B
1. 1€ BlueXP #hZEREGIRETNAERT ~ EEHL * fRE * o

36ais 10ais
At risk Protected
Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)

Workloads (23) a4 Manage policies
Workload s | Type % | Connector % | Managed by ¢ | Importance $ | Protectionstatus & | Protection health % | Policy % | Backupdestina.. 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  n/a Critical ©) Protected (© Healthy RPS-Policy-Importatnt  AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical ) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Ohio)

vm_datastore_uswest.. VM datastore  aws-conn Critical @ Atrisk n/a Nene AWS US East (Ohio) Protect

2. 1 TRe€) HEER R~ o
3. 1t TRe#) HESEER * g~ o



Protection » Manage policies > Add policy

Add policy

Primary storags

Snapshot copy schedules Weskly

Primary detection

Block file extensions Disabie

Secondary storage

Backup schedules Weekly

el “
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1. 1t BlueXP $hZRERBE(RETNAER T « BEEX * fRe& * o
2. MREEEENTFESE - AR RE* o
3. & Mr#) HEF  ALFRERRERIRA] o
4. FEETRANEMAFMEER « FERGAINMA TR - ARETFMEER -
O. BEEY * fi#fF * MUSTRIEE o

mERARA
REERARET(FESAERIMNE « 72 ERBIBFASZR -
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7K o IEBF ~ fRFERZTE BlueXP Bh1ZRE S (Reg * £ * EBTEFEBETRAMR °

AERRMEERN  BRETRCAEEFBEFNE  LUEREFEESRRIRERR -
SEETAESEARERE LA ZSERERENEN - RILBEBLERRBEEMN

IERRFS IRV EIES _ 8% _ « SiERELERIRE ~ f0

* EFRRERERYNEE
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ETREUTITARESER
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* AFRIZIFNIERINAE Z AL R IR « HEINVITAEREEARE « BEREESEANE -
o BIZRFS Entropy ©
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3. B—TER MR HSEET « BHASEWRRE LAFREEM -
AERREMET FR—TELARBEN "SR~ -
o 1B MR EELEMER-

@ Ransomware protection (CEED Dashboard Protection Alerts Recovery Reports

Automated responses

o B 10cis 9
Alerts Impacted data <
Snapshot copies

Alerts (5) Q. &
AlertlD = | Workioad 2 | Location $ | Type 3 | Connector $ | Incdents < | Impacteddata S | Firstdetected &
Alerta3i4 svm_cvoawswestdimsdemosanabox02as File share aws-connector-us 1 268 4 months 206
Aert8727 Oracle_8621 1001193 Grace aws-connector-us-east-1-account-LXtitéXh-1050 2 268 4 months ago
Alert3932 MysQL 9294 100110 MysQL 3i/3-ConnEctor-Ls-gast-1-account-LXtit4Xn-105d 2 266 4 menths ago
Alert7918 vm_datastore_202.7359 1019552126 VM datastore onprem.connector-account-LXEfXh 1 268 4 months ago
Alerts319 aws-connector-us-west-1-account-LX{f4Xh-e296 1 26 4 months ago

6. #E [R#=TUE FTAEBITETIRGE (ESEMRHERZE) |-

R F R AEREFETINE EEHHHRZR)

ERERETERFNETFERZE « CRZAGEFEIEERER - SNEHNSERFPETNE « WERKIRE
2F o

SR
1. 1 BlueXP #HZRENBEREINFERA BN * LR * o

@ Ransomware protection (i Dashboard Protection Alerts Recovery Reports

Automated responses

5 10cis 9

Alerts Impacted cats
Snapshot copies

Alerts (5) Q. &
AlertlD = |  Workioad 2 | Location S| Type 3 | Connector $ | Incdents < | Impacdeddata S | Firstdetected &
Alerta3i4 svm_cvoaviswest0l msdemasandbox02aws File share aWS-CONNECtOr-Us-West-1-account-LXtR4Xh-£296 1 268 4 months a6
Alert8727 Oracle 8521 1001193 Crade aws-connector-us-east-1-account-LXtit4Xh- 1050 2 268 4 months ago

Alert3932 MysQL 9294 MysaL 3Ws-CoNNEctor-us-2ast- 1-account-LX| 2 26GB 4 menths age
Alert7918 vm_datastore 202 7359 10.195.52.126 VM datastore onprem-conn: 1 268 4 months age
Alerts319 1001215 aws-connector-us-west- =295 1 2GiB 4 menths age

2. 7 &R BEEA -~ BEERER -
3. BERAETRPES o
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Alerts > alerts727
alert8727
Workload: Oracle_8821 Location: 10.0.1.193 Type: Oracle Connector: aws-connector-us-eas...
@: 4 months ag 263
Potential sttacks First detacted impad t
Incidents (2)

Incident 1D %+ | Volume 3| swm %+ | Working environment + | Type =]
Inc4922 t_data svm_a dboxi)
Inc3163 :_log2 svm_c mpsdemo: it tiack

Mark restore needed

286
mpacted files
a %
Firstdetected = |  Evidence % | Automsted responses  *
4mont s detected 3 P
m a 6 detected Snap: o

- MREHEE SH S ERBIFEITNGE >
EED:U@JT’E ABEN* EnEERR
6. EERETFEHMIE « BAEMESHE

nld:l:%
ETETAWIER

BRE

WETRSIREBBE

FHEEHE *Mark restore 3

TR o

* P18 * TEE & ~ SUER *

MRS |1RH -

WHNERUREHEBRNE (EFHFEOHRZE)

i LEEHIRGCA TEBEFIRIE) 2% « BlueXP FIREAS(RE
PriEIRiE -

RPA) ~ IisA TIERAZLUEST

BIRERERNITFRH
WEIREN NMERFAIE) MERER IIEaEH -
&“%
1. T TIEP—IR :
° TEBERRT
° WETNFERFIEN Recovery °
2. 15R - iE * EEPRRITEEHEN

VIBRETRERSRH HERFTE

PAEs|

Iy

5t SRR

MEERBERIERE (

tAREE o

@ Ransomware protection [ previen ] Dashboard Protection
4 8Gie
Restore il
Workloads (5)
Workload % | Location s e 3
MySQL 9294 100,130 ySQL
Oracle 8821 10.0.1.193 Ora
shars
m_da 10 M dat

Alerts

Bo

| Cconnector

Recovery Reports
0 Mis
ogress 2
% | Managed by % | Recoverystatus
1 1) Rest eded
1 1) Res eeded
Center for Vit ) R eeded

1 2 GiB
Restor Dat:
Q £
$ | Progress 3 | Importance 3 | Totaldata § | Action :
Criti B
d GiB
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* IR EERIIERRAEN REBRERERER o
* EHREELR - BERaiiER | BRIRERIREERLR -
* 7t VM EBHRINEREREMRE
ItEFERITEaHBERMEEARRE
HER
1. ¢ BlueXP #/ZREREE(REINAE RSP ~ BEH * [B]18 * -
2. 1R - 1B * BEEmPMTEEEEH -
3. EEERN NERFAE) MENIEEaH -
4 BEEER -ABEENCER"
o *IZREEE * | EEVECESERAVERIEDR ¢
° FrEHMIREE
° {& Volume
° RIEZE | GO LUEEBERENBERRHE—HEE o

fE % ATLURER 100 B2 B —EhIZE o
6. IRBEEENZ AR  MHEERER - BENT THIEF—ERERF -

BERFIAHIRE
1.7 NER) BEN DER SBED « EH  FrEHiiEE - o
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Restore "MySQL _9294"

Warkload: MySQL_9294

o Restore (g\, Review

Restare

Host: 10.0.1.10 Type: MySQL Connector: aws-connector-us-eas...

Restore scope (® Allvolumes (O Byvolume O syfile
Source Restore points: Safest for all velumes -~
Restore points @ safestfor all volumes :

Volumes (2) Q
Volume %2 | Restore point s | Type <+ | Date s | Size —
mysql_useast_21 cbs-snapshot-adhoc-1697555391705 Backup October 17, 2023, 11:09 AM 2 GiB
mysgl_useast_22 cbs-snapshot-adhoc-1697555327497 Backup October 17, 2023, 11:08 AM 2 GiB

2. xR ERSRREHE TRENEEFMWER o

a. ERCERRERENHVERE

BlueXP ¥ EEiBe (R Al B B R SR A R A SRR « LT (FaR
EMZEMN) 5T - BRI EMLEES e E— @i E— A E S R W 5E

[RRARZS

3. * BRuMth * EIBRIMEH R TAEUEEFAER -

a. EHT{EIRIE o
b. EEE#ETE VM o
C. %EHY Aggregate °

d. SEEFRLINMNEFRBENRERENHIRERIEDS o

HOHRE S RABTAET « REHRELTE + BHLH + BHEE -

4. BEEMRET o

5. EET—%o
6. IRBIEAYELE o
7. EEEIR o

8

- W LEATRERS ~ EE RIS * DRRIRERE LN TFaH « HPEERESEARRZ B -

TR ERRERERAEATFEH

1. 72 BER) BEEM NEREEEL & - ZEE * 4K Volume * o
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Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MySaQL Connector. aws-connector-us-eas...

Restore scope O Alvolumes (®) s8yvolume O syfie
Select volume you want to restore and edit its settings, mysql_useast 21 settings:
Volumes (2) | 1 selected Q
bt e N
WVolumy -
° il Destinat Act red v

2. EHEEEES « EINGERFENIEE o
3. * RE * I ERURIES A FATBEUE AAER
a. ERNCERRERENIERER
BlueXP EhZRERASfRaE PTG RAEBIRA A BB R EMBSMED « LR TEE) 15
T o
4. > Bpyith | EENBEENR TAEUEEEMEER
a. FEINTEIRIE o
b. JEENETE VM o
C. 3EHY Aggregate ©
d. BEIEH Volume %75 o

Q) sHBELEEETARAHEERTE + HALTE + BHEH -

5. BEIBRTE" o
6. JEIE T—5 o
7. RRIEAEE o
8. BEIBMER" o
9. #i¢ FFTHAERER « BEEY * IS * MURRIME S E LM TIraE « Hhie iR a7 R 2 fEE -

HREERREREAERLFaH
1.7 NER) BEN DEREBE) B EW - KIER " -
2. THARERED  ERNERERNHIRE -
3. IR+ ERURIEFEHE THRENEEFMEER
a. ERICERIERERAVERR

BlueXP EhZRERAS(RaE IS RAEB R BB AR EMNRAED - LT BE) 15
o
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b. %A 100 (B RN E—BRICETER -
4.+ Bl ¢ © EERE HOHSSIE T AT B SHEER o
a. EEEEESENGE | BRI EREA LS EHE RS o
@ ENERNEHSERRLERTSS  EHFCHENLE SURSRRNENS
PRSI T8 o
b. JEERT {FIRIR o
. EERBEIE VM
d. thE] B ARSAE o

@ mRCKECBERET  ERETEREE LEESNFHRE -

e ENCERERNERNBHLBEBRUENTRREHER -
o BEMRAE
6. BEE T o
7. SRRV o
8. FFEIER" o
9. ¢ LA ThAER ~ B * IR1E * URRIWEEE LMW TIFaH « HHEERESTREZHEH -

BEREREERERIVEZLRENENFHRE
1. ERNZERNERLAEHENEFREZR £ NER BEEM NER) SEED « B0 4k Volume * 3¢ *

RIEE * o

Restore “fileshare_uswest 02_.." O Restore (@) Review
Rest P O Alvolum: B O eyl

Select volume you want to restore and edit its settings. fileshare_uswest_02 settings:

volume (1) | All selected Q
source ot rastore o ~

Volume &
(] Dest sionres &
he a it E me wil be restored. A new b ced g A

W SVM Ag
Hew volume
I voil

2. FHFREBRED  ENERERNEIFE o



3. R+ ERBURIEE A TRENEEFMEER -
a. ENTCERARERERVERR o

BlueXP #/ZREAS fRak Al R (B RAA A BB R EMBNRMED « LR TER) 15
o

4.+ BRYH @ BEEXBRBERE THEUEEFMEER -
a. EERERENNMUE | REFRUENCITUIEENEAMLE -

BNERNEH S ERRAHER O  BMIFTIRER ST « TRIRGERNER
TS T o

b. FEERT{FIRIR o
C. EEEU#E VM o
d. tha] LUEAREAR o

Q@ SRCKETERRT - EREWERES LERSNTHKE -

S EEMRIE 0

6. WBRITCHYEE o

7. FEEER o

8. IhRER T ~ BEHY * 18 * LUBREIMEERm NI FEH - EhEEikt e EikE 2 H8E) -
£ VM BRER VM 182

EGENEERN VM 2% ~ 357 e BEmEEENITELEDRE o
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Restore "vm_datastore_202_7359" @ restore (2) Review

Restore

Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128

Restorescope (@

Source

Restore points (4)

Restore paint 2 | Provider
@) ore_202_11-21-2023 2030010238 aws
@) RG-vm_datastore_20 aws
O RG-vm_datastore_20 232030010250 aws
@ RG-vm_datastore_202_11- AWS
Destination

Tvpe: VM datastore

Connector: onprem-connector-account-Lxtft4x..

| Date -

P

November 21, 2023, 8:30 PM
November 20, 2023, &30 PM
November 19, 2023, 830 PM

November 18, 2023, 8:30 PM

2 BREERRERERIERE -

3.« Qg+ | EEAME o

4 BB T—5 o

5. HRIEHERIE o

6. BIBER" o

7. fIhAER T ~ AR * RE ¢ LURRIIREEE LA TR « HohEsR

2B -
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https://docs.netapp.com/us-en/bluexp-fsx-ontap/start/concept-fsx-aws.html#getting-help
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96015585434285107893 T Not Registered
Account serial number Add your MetApp Support Site (N5S5) credentials to BlueXP

Follow these instructionsto register for support in case you don't have an NS5 account yet.,
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