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Workload data protection Alerts and workload data recovery
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Policies (2) | 1 selected Q A “
Policy % | Snapshot copies + | Backups s+ | Detect + | Protected workloads =
(] rps-palicy-1 Hourly, Dally, Weekly, Monthly Hourly, Dally, Weekly Brimary, Extensions 2 ~
Frequency \ Snapshot copies \ Snapshot copies to keep \ Backups to retain Enabled settings
Hourty Every hour at 15 mins 10 12 Detect incidents on primary
Daily Everyday at 6:10 AM H 30 Take automated Snapshot copies
Weekly Every Sat, Sun, Mon at 6:10 AM 5 4 Block 3,000+ known suspicious extensions
Menthly Every 1st, 2nd, 3rd of the month at 5:10 AM 12 0
O @ Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekly Primary, Extensions 2 ~
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Workload $ | Type % | Connector 2 | Managed by | Importance $ | Protectionstatus & | Protection health 3 | Policy % | Backup destina... 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  nfa Critical @) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Qhio)
vm_datastore_uswest. VM datastore  aws-connector-us-w... nfa Critical 6 Protected @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
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RPS-Policy-Critical Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 2 ~ e
RPS-Policy-Importatnt Hourly, daily. weekly, monthly Hourly, daily. weekly, monthly Primary, extensions 2 ~
RPS-Policy-Standard Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 0 ~ -
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Workloads (23) a4 Manage policies
Workload s | Type % | Connector % | Managed by ¢ | Importance $ | Protectionstatus & | Protection health % | Policy % | Backupdestina.. 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  n/a Critical ©) Protected (© Healthy RPS-Policy-Importatnt  AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical ) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Ohio)

vm_datastore_uswest.. VM datastore  aws-conn Critical @ Atrisk n/a Nene AWS US East (Ohio) Protect
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Automated responses

o B 10cis 9
Alerts Impacted data <
Snapshot copies

Alerts (5) Q. &
AlertlD = | Workioad 2 | Location $ | Type 3 | Connector $ | Incdents < | Impacteddata S | Firstdetected &
Alerta3i4 svm_cvoawswestdimsdemosanabox02as File share aws-connector-us 1 268 4 months 206
Aert8727 Oracle_8621 1001193 Grace aws-connector-us-east-1-account-LXtitéXh-1050 2 268 4 months ago
Alert3932 MysQL 9294 100110 MysQL 3i/3-ConnEctor-Ls-gast-1-account-LXtit4Xn-105d 2 266 4 menths ago
Alert7918 vm_datastore_202.7359 1019552126 VM datastore onprem.connector-account-LXEfXh 1 268 4 months ago
Alerts319 aws-connector-us-west-1-account-LX{f4Xh-e296 1 26 4 months ago
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@ Ransomware protection (i Dashboard Protection Alerts Recovery Reports

Automated responses

5 10cis 9

Alerts Impacted cats
Snapshot copies

Alerts (5) Q. &
AlertlD = |  Workioad 2 | Location S| Type 3 | Connector $ | Incdents < | Impacdeddata S | Firstdetected &
Alerta3i4 svm_cvoaviswest0l msdemasandbox02aws File share aWS-CONNECtOr-Us-West-1-account-LXtR4Xh-£296 1 268 4 months a6
Alert8727 Oracle 8521 1001193 Crade aws-connector-us-east-1-account-LXtit4Xh- 1050 2 268 4 months ago

Alert3932 MysQL 9294 MysaL 3Ws-CoNNEctor-us-2ast- 1-account-LX| 2 26GB 4 menths age
Alert7918 vm_datastore 202 7359 10.195.52.126 VM datastore onprem-conn: 1 268 4 months age
Alerts319 1001215 aws-connector-us-west- =295 1 2GiB 4 menths age
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Alerts > alerts727

Workload: Oracle 8821

alert8727

Location: 10.0.1.193 Type: Oracle

Connector: aws-connecior-us-eas..

Mark restore needed

@ : 4 months ag 2cia 286
Potential attacks rst detectad mpact . impacted files
Incidents (2) a %
Incident 1D %+ | Volume 3| swm %+ | Working environment + | Type %+ | Firstdetected 3 |  Evidence % | Automsted responses  *
Inc4922 oradle_useast_data2 svm_c dboxd: 4mont detected 1Sna o
Inc3163 g2 m psdemo: i it m g 6 detected Snap: o

4. MRICHETEE4 B EBITET
EED:U@JT’E ABER * 1EE
6. EERMEBTIFEEIRE -

TIRIE »

BiRR *
SATEAT % HrisE
"du:%

ETETAWIER WETRREI1RE

BRE

BBE

sHEE1E *Mark restore 3K * o

* P18 * TEE & ~ SUER *

MRS |1RH -

WHNERUREHEBRNE (EFHFEOHRZE)

"ILEFaEFA TERBITME] 2% - BlueXP BIRUBREMGERBEMNERE (

RPA) ~ Mi7s TIERAZLUET

BIRERERNITFRH

TEHIEIRIE -

WEIREN NMERFAIE) MERER IIEaEH -

1. T TFHEP—IE
° TEBERRT
° WETNFERFIEN Recovery °

2. 1%F iR * EEPHNTEEHEH -

CIRRAETRERTH NERFE A5t ARER

tAREE o

@ Ransomware protection CERD Dashboard Protection Alerts Recovery Reports
4 g Gis 0 0 Mis 1 2 Gie
Restare e in progress N Restored 2
Workloads (5) Q L
Workload % | Location s | Tye 5| Connector % | Managed by 3 | Recoverystatus $ | Progress 3 | Importance 3 | Totaldata § | Action :
MySQL 8294 10.0.1.10 ySGL + 1 1) Restore needed it B
Oracle_8821 10.0.1.193 Oracle ector- 1 ® Fai
f -1 D R eeced

s 1 prem-c C: for Wi ) R ded - GiB
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WETEEaH

f£F3 BlueXP B1RASRE « HEFEES I LURENAREZNERMI A RIFIERR - URESARETLIE

a# o
ZRHEEEES R UEARARBRIRESE :
* IREFT AR E
s EHRERRNIERAERNKERERERARER o
s ITHIIREEL - BizoiEER | BERKRBARINEIEZLR -
* VM BHREVERFERE RE °
REFERITFaEERMEEARR
SER
1. 1% BlueXP #/ZEEEE(REINFER+ ~ BEEL * [O]1E * o
2. 1R~ 1B * EEPITEEEE -
3. EEURR NERFIE N TEaSH -
4 FEEZR -HENER* o
S. *IEREFE *  EINNCEESTHRRERLEE :
° FrBlIRE
° {& Volume
o IR | oI LIEE EERFENER KRG E—IEE o

fE % ATLURER 100 B2 B —EhIZE o
6. IRBEEENZ AR  MHEERER - BENT THIEF—ERERF -

BERFIAHIRE
1.7 NER) BEM DER SBED « EH - FrE#iiEE - o
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Restore "MySQL _9294"

Warkload: MySQL_9294

o Restore (g\, Review

Restare

Host: 10.0.1.10 Type: MySQL Connector: aws-connector-us-eas...

Restore scope (® Allvolumes (O Byvolume O syfile
Source Restore points: Safest for all velumes -~
Restore points @ safestfor all volumes :

Volumes (2) Q
Volume %2 | Restore point s | Type <+ | Date s | Size —
mysql_useast_21 cbs-snapshot-adhoc-1697555391705 Backup October 17, 2023, 11:09 AM 2 GiB
mysgl_useast_22 cbs-snapshot-adhoc-1697555327497 Backup October 17, 2023, 11:08 AM 2 GiB

a. ERCERRERENHVERE

AR EBCRIRENE TR EEFEER -

BlueXP ¥ EEiBe (R Al B B R SR A R A SRR « LT (FaR
EMZEM) 57 - BRI EMEES e E— @i E— A E S R W e

[RRARZS

3. * BRuMth * EIBRIMEH R TAEUEEFAER -

4
5
6. IERIITAVEE o
7
8

a. EHT{EIRIE o
b. EEE#ETE VM o
C. %EHY Aggregate °

d. SEEFRLINMNEFRBENRERENHIRERIEDS o

HOHRE S RABTAET « REHRELTE + BHLH + BHEE -

R o
BT

<o ey s
CEEMER o

- W LEATRERS ~ EE RIS * DRRIRERE LN TFaH « HPEERESEARRZ B -

TR ERRERERAEATFEH

1. 72 BER) BEEM NEREEEL & - ZEE * 4K Volume * o
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Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MySaQL Connector. aws-connector-us-eas...

Restore scope O Alvolumes (®) s8yvolume O syfie
Select volume you want to restore and edit its settings, mysql_useast 21 settings:
Volumes (2) | 1 selected Q
bt e N
WVolumy -
° il Destinat Act red v

2. EHEEEES « EINGERFENIEE o
3. * RE * I ERURIES A FATBEUE AAER
a. ERNCERRERENIERER
BlueXP EhZRERASfRaE PTG RAEBIRA A BB R EMBSMED « LR TEE) 15
T o
4. > Bpyith | EENBEEN R TAEUEEEMEER
a. FEINTEIRIE o
b. JEENETE VM o
C. 3EHY Aggregate ©
d. BEIEH Volume %75 o

Q) sHBELEEETARAHEERTE + HALTE + BHEH -

5. BEIBRTE" o

6. JEIE T—5 o

7. RRIEAEE o

8. BEIBMER" o

9. #i¢ FFTHAERER « BEEY * IS * MURRIME S E LM TIraE « Hhie iR a7 R 2 fEE -

HREERREREAERLFaH
1.7 NER) BEN DEREBE) B EW - KIER " -
2. THARERED  ERNERERNHIRE -
3. IR+ ERURIEFEHE THRENEEFMEER
a. ERICERIERERAVERR

BlueXP EhZRERAS(RaE IS RAEB R BB AR EMNRAED - LT BE) 15
o
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b. %A 100 (B RN E—BRICETER -
4.+ Bl ¢ © EERE HOHSSIE T AT B SHEER o
a. EEEEESENGE | BRI EREA LS EHE RS o
@ ENERNEHSERRLERTSS  EHFCHENLE SURSRRNENS
PRSI T8 o
b. JEERT {FIRIR o
. EERBEIE VM
d. thE] B ARSAE o

@ mRCKECBERET  ERETEREE LEESNFHRE -

e ENCERERNERNBHLBEBRUENTRREHER -
o BEMRAE
6. BEE T o
7. SRRV o
8. FFEIER" o
9. ¢ LA ThAER ~ B * IR1E * URRIWEEE LMW TIFaH « HHEERESTREZHEH -

BEREREERERIVEZLRENENFHRE
1. ERNZERNERLAEHENEFREZE £ NER) BEEN NER) SEED « B0 4k Volume * 3¢ *

RIEZEE ~ o

Restore “fileshare_uswest 02_.." O Restore (@) Review
Rest P O Alvolum: B O eyl

Select volume you want to restore and edit its settings. fileshare_uswest_02 settings:

volume (1) | All selected Q
source ot rastore o ~

Volume &
(] Dest sionres &
he a it E me wil be restored. A new b ced g A

W SVM Ag
Hew volume
I voil

2. FHFREBRED  ENERERNEIFE o
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3. R+ ERBURIEE A TRENEEFMEER -
a. ENTCERARERERVERR o

BlueXP #1ZREBEfRE IR RIEEREAF BB R ERNNSEMER « LR & 15

e

4.+ BRYH | BEENBRBHERE THEUEEFMEER -
a. EERERENNMUE | REFRUENCITUIEENEAMLE -

HABERNENEBERRIGERN B & « EFIEEIEE

TR o

b. BEERT{EIRIE o
C. EEEU#E VM o
d. tha] LUEAREAR o

HatE - SRIRGERNEN KR

Q@ SRCKETERRT - EREWERES LERSNTHKE -

5. BBRIF -
6. RBICATRIE o
7. EEEE o

8. fEThAERR ~ BEEY * h1E * LUERIMEEE LN TFaH « HREERBEERE A%

EEENZER VM 2% « 572 [hiE) BEELLEENTEEDER
1 KR > ERSRRE R TERUEEFEER
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Restore "vm_datastore_202_7359" @ restore (2) Review

Restore

Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128

Restorescope (@

Source

Restore points (4)

Restore paint 2 | Provider
@) ore_202_11-21-2023 2030010238 aws
@) RG-vm_datastore_20 aws
O RG-vm_datastore_20 232030010250 aws
@ RG-vm_datastore_202_11- AWS
Destination

Tvpe: VM datastore

Connector: onprem-connector-account-Lxtft4x..

| Date

P

November 21, 2023, 8:30 PM
November 20, 2023, &30 PM
November 19, 2023, 830 PM

November 18, 2023, 8:30 PM

R
o0

2 BREERRERERIERE -

3.« Qg+ | EEAME o

4 BB T—5 o

5. HRIEHERIE o

6. BIBER" o

7. fIhAER T ~ AR * RE ¢ LURRIIEEE LA TR H « HohEsR
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