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JRA1

"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",



"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [



"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]

11
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1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok



JRA #2

"Version": "2012-10-17",
"Statement": [

{

by

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "K8sServicePolicy"

"Action": [
"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"k n

13



"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags",
"tag:getResources",
"tag:getTagKeys",
"tag:getTagValues",
"tag:TagResources",
"tag:UntagResources"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "tagServicePolicy"
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"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

15
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",



"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n
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"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"



"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

19
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"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

21
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",

23



"ec2:AttachVolume",

"ec2:DetachVolume"

I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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"Name" :

"Actions": |

"BlueXP

Operator",

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.

Compute/disks/delete",
Compute/disks/read",

.Compute/disks/write",

Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",

.Compute/virtualMachines/read",

Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",
Network/locations/operationResults/read",

.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

.Network/networkSecurityGroups/join/action",

Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft.Network/virtualNetworks/virtualMachines/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",

"Microsoft.

Resources/deployments/operations/read",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft
ts/read",

"Microsoft

ts/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",

.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",

Storage/storageAccounts/blobServices/containers/read",

Storage/storageAccounts/listAccountSas/action",
"Microsoft.Storage/usages/read",
"Microsoft.Compute/snapshots/write",
"Microsoft.Compute/snapshots/read",
"Microsoft.Compute/availabilitySets/write",
"Microsoft.Compute/availabilitySets/read",

"Microsoft.Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

on",

"Microsoft.

"Microsoft.

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft.Authorization/locks/*",
"Microsoft.Network/routeTables/join/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",

.Storage/storageAccounts/managementPolicies/write",

"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",

.Network/privateDnsZones/virtualNetworkLinks/write",

"Microsoft.Network/virtualNetworks/join/action",
"Microsoft.Network/privateDnsZones/A/write",
"Microsoft.Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

"Microsoft.Insights/Metrics/Read",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/delete",

"Microsoft.Compute/virtualMachines/extensions/read",

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

"Microsoft
"Microsoft

"Microsoft.

Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

Compute/diskEncryptionSets/write",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

on",

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

.Network/applicationSecurityGroups/joinIpConfiguration/action",

.Network/networkSecurityGroups/securityRules/write",

Network/applicationSecurityGroups/delete",

.Network/networkSecurityGroups/securityRules/delete",

.ContainerService/managedClusters/listClusterUserCredential/acti

ContainerService/managedClusters/read",
Synapse/workspaces/write",
Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",

.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",

"Microsoft.Synapse/workspaces/operationResults/read",
"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",
"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read"

1,

"NotActions": [],
"AssignableScopes": [],
"Description": "BlueXP Permissions",

"IsCustom": "true"
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Azure NetApp Files
B 1RER BlueXP D 3EIEHE Azure NetApp Files BHIBF « Connector 212H 5! APl 3K :

* Microsoft.NetApp/netAppAccounts/read

» Microsoft.NetApp/netAppAccounts/capacityPools/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write
» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete

I EER
Connector & #t¥t BlueXP {5 BB RIZH T APl 3K :

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/read

* Microsoft.Storage/storageAccounts/write

* Microsoft.Storage/storageAccounts/blobServices/contains/read
* Microsoft.Storage/storageAccounts/listAccountSas /1TE)

* Microsoft.KeyVault/Vault/Read

* Microsoft.KeyVault/Vault/accessPolicys/write

* Microsoft.Network/networkInterfaces/read

* Microsoft.Resources /]I E/:E

» Microsoft.Network/virtualNetworks/read

» Microsoft.Network/virtualNetworks/subnets/read

* Microsoft.Resources /5] B/& REF4E/:EEX

* Microsoft.Resources /5] R/ & IR EF 4R/ & JR/EREX

* Microsoft.Resources /s]B/EREHE/E A

* Microsofti#/#HE/*

* Microsoft.Network/privateEndpoints/write

» Microsoft.Network/privateEndpoints/read

* Microsoft.Network/privateDnsZones/virtualNetworkLinks/write
* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Network/privateDnsZones/A/write

* Microsoft.Network/privateDnsZones/read

» Microsoft.Network/privateDnsZones/virtualNetworkLinks/read
» Microsoft.Network/networkInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete
* MicrosoftE J5/ZpE /bR
* Microsoft.ManagedIdentity /{EFAZ& & 3 s8I/ K/ TE)



ERESEIBRINEER « ConnectorZ 23 H TFIAPIER :

* Microsoft.Synapse / T{E&/E A

* Microsoft.Synapse /T {E&/:&HY

* Microsoft.Synapse /T {E&/Mb&

* Microsoft.Synapse /& $#/1T8)

* Microsoft.Synape/checksNameAvailability /17E}

* Microsoft.Synapse / T{E&/{EEARAE/ZEEX

* Microsoft.Synapse / T{E&/h N i Rl)/ZEEX

* Microsoft.Synapse /T{E&/&Z{AlllpFiretallRules /1TEh
* Microsoft.Synapse / T{E&/{E24E R/EH

* Microsoft.Synapse / T{E&/Fh B inm2h B AR/ T

4R

BIR{E A BlueXP 9488F « Connector i2H T% APl &K o

178 RAREE ?
Microsoft.Compute/locations/operat 2y
ions/read

Microsoft. Compute/locations/vmSiz 2/
es/read

Microsoft.Compute/operations/read Zgy

Microsoft.Compute/virtualMachines/ 2y
instanceView/read

Microsoft. Compute/virtualMachines/ 24
powerOff/action

Microsoft. Compute/virtualMachines/ £
read

Microsoft. Compute/virtualMachines/ 24
restart/action

Microsoft.Compute/virtualMachines/ 28y
start/action

Microsoft.Compute/virtualMachines/ Z&
vmSizes/read

Microsoft.Compute/virtualMachines/ 28y

write

Microsoft.Compute/images/read 28
Microsoft. Compute/disks/delete 21
Microsoft.Compute/disks/read 28
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Microsoft.Compute/disks/write
Microsoft.Storage/:85 vl Fi & /5EEX
Microsoft.Storage/operations /sEHX

Microsoft.Storage/storageAccounts/
listkeys/action

Microsoft.Storage/storageAccounts/
read

Microsoft.Storage/storageAccounts/
write

Microsoft.Storage/storageAccounts/
blobServices/contains/read

Microsoft.Network/networkInterface
s/read

Microsoft.Network/networkInterface
s/write

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/read

Microsoft.Network/networkSecurity
Groups/write

Microsoft.Resources /z]B/MiI B/:E
EX

Microsoft.Network/locations/operati
onResults/read

Microsoft.Network/locations/operati
ons/read

Microsoft.Network/virtualNetworks/r
ead

Microsoft.Network/virtualNetworks/c
hecklpAddressAvailability/read

Microsoft.Network/virtualNetworks/s
ubnets/read

Microsoft.Network/virtualNetworks/s
ubnets/virtualMachines/read

Microsoft.Network/virtualNetworks/v
irtualMachines/read

Microsoft.Network/virtualNetworks/s
ubnets/join/action
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178 FARERRE "

Microsoft.Network/virtualNetworks/s 2y
ubnets/write

Microsoft.Network/routeTables/join/ Zgy
action

Microsoft.Resources /BRE/EX£LE =M
B

Microsoft.Resources /ZRE/:E =1
Microsoft.Resources /ZBE/E A =1
Microsoft.Resources /& J5/3EHX =1

Microsoft.Resources /sJEI{EELE =M
B/EEEN

Microsoft.Resources /;]JE/E R =ZH
4B /MRS

Microsoft.Resources /1E/EREE =W
4H/:EHY

Microsoft.Resources /1E/EREE =B
40/ R/sBEY

Microsoft.Resources /s IEI/BREE =M
4HIEA
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Microsoft.Computell
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ead
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ocations/vmSizes/re
ad

Microsoft.Resources
[ETBMU B /:BEY

Microsoft.Compute/o
perations/read

Microsoft.Compute/v &

irtualMachines/insta
nceView/read

Microsoft.Compute/v
irtualMachines/powe
rOff/action

Microsoft.Compute/v
irtualMachines/read

Microsoft.Compute/v &£

irtualMachines/restar
t/action

Microsoft.Compute/v
irtualMachines/start/
action

Microsoft.Compute/v
irtualMachines/deall
ocate/action
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Microsoft.Compute/v
irtualMachines/write

Microsoft.Compute/v
irtualMachines/delet
e

Microsoft& JR/Zp&/
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Microsoft.Compute/i
mages/read

Microsoft.Compute/i
mages/write
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Microsoft.Network/n
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Microsoft.Network/n
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e

Microsoft.Network/n
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/action
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Microsoft.Network/n
etworkSecurityGroup
s/read
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s/join/action
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s/delete
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Microsoft.Network/vir 24 =1 &=
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Microsoft.Compute/d
isks/read

Microsoft.Compute/d
isks/write

Microsoft.Compute/d
isks/delete

Microsoft.Storage/:
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Microsoft.Storage/op
erations /sEHY

Microsoft.Storage/st
orageAccounts/listke
ys/action

Microsoft.Storage/st
orageAccounts/read

Microsoft.Storage/st
orageAccounts/DEL
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Microsoft.Storage/st
orageAccounts/write

Microsoft.Storage/2&
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ad

Microsoft.KeyVault/V
ault/Read
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rite
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s/write

Microsoft.Network/ro
uteTables/join/action
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Microsoft.Compute/s
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Microsoft.Compute/s
napshots/read

Microsoft.Compute/s
napshots/delete
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/action

Microsoft.Compute/a
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Microsoft.Network/lo
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Microsoft.Network/lo
adBalancers/write

Microsoft.Network/lo
adBalancers/delete

Microsoft.Network/lo
adBalancers/backen
dAddressPools/read

Microsoft.Network/lo
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action

Microsoft.Network/lo
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dIPConfigurations/re
ad

Microsoft.Network/lo
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ancingRules/read
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join/action
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ad
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* Microsoft.Insights /f51Z/38HX

» Microsoft.Compute/virtualMachines/extensions/write
* Microsoft.Compute/virtualMachines/extensions/read
* Microsoft.Compute/virtualMachines/extensions/delete
» Microsoft.Compute/virtualMachines/delete

* Microsoft.Network/networkInterfaces/delete

* Microsoft.Network/networkSecurityGroups/delete
* Microsoft& J5/28 & /Mbx

Kubernetes
Connector& iz FHIAPIER « LUFEKREIEAzure Kubernetes Service (KS) H#I{THIEEE !

» Microsoft.Compute/virtualMachines/read

* Microsoft.Resources /5] B/{il &/:HEX

* Microsoft.Resources /5] B/ EE4E R/3E

* Microsoft.Resources /5] Bl/E REF4E/:E

* Microsoft.Resources /5] R/ & IR B4R/ & JR/EEY

* Microsoft.ContainerService/& IR 2 £ /:8E1

Microsoft.ContainerService/managedClusters/listClusterUserCredentials/action
R
S5 BlueXP #¥3EHER « Connector @3 751 API 25K REE Azure BIR_EMIIRS

* Microsoft.Resources /& J&/zEEX

* Microsoft.Resources /5] B/ EE4ERE

* Microsoft.Resources /5] H)/& JREH40/:E

* Microsoft.Resources /5] B/ & IR EF4H/ & JR/EEY
* Microsoft.Resources /#Z50/:EEX

* Microsoft.Resources /f832/E A
nE

HIRGTE BlueXP 9fEBF « Connector €24 T5! APl 3R o

» Microsoft.Storage/storageAccounts/listkeys/action
* Microsoft.Resources /5] B/ & REF4H/:E
* Microsoft.Resources /5] B/ &/3EEY

ConnectorZ #1¥t H &EFZi2 H THAPIEK o
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* Microsoft.Storage/storageAccounts/blobServices/contains/read
» Microsoft.Storage/storageAccounts/managementPolicys/read
» Microsoft.Storage/storageAccounts/managementPolicys/write

» Microsoft.Storage/storageAccounts/read

R
BB ERREIRRT ~ FFIEE T AR E PG °

2023 F£12 A 5H
# Volume BEiEHE{DE Azure Blob FF:2ERF « BlueXP BpEIERABZE TIIHR :

» Microsoft.Compute/virtualMachines/read

* Microsoft.Compute/virtualMachines/start/action

* Microsoft.Compute/virtualMachines/deallocate/action
» Microsoft.Compute/virtualMachines/extensions/delete

» Microsoft.Compute/virtualMachines/delete

Eifth BlueXP {472 IRESBEIELALIR « FULUI R CEAE IR « BLEAERIRRETE Connector HIEI3TA
P

2023 5812 H
THIHERE#HILZE JSON R ~ 7% Cloud Volumes ONTAP BIREEZLEHER ©

» Microsoft.Compute/images/write

* Microsoft.Network/loadBalancers/frontendIPConfigurations/read

TIERERIsonRAIFZER - IR TBREELERER -

» Microsoft.Storage/storageAccounts/blobServices/contains/write

* Microsoft.Network/publiclPAddresses/delete
20233 H 23 H
BlueXP $EARBEZE I Microsoft.Storage/storageAccounts/delete | #ERR o
IE#ERR{5 A Cloud Volumes ONTAP %4EIEH o
2023F185H
THHEREFE EJson/RE] :

* Microsoft.Storage/storageAccounts/listAccountSas /1 T}

* Microsoft.Synapse / T{E&/Fh B im b AR E/1TE

BlueXP &7 EIER R EE LR o
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* Microsoft.Network/loadBalancers/backendAddressPools/join/action

IE#EBR 2 Cloud Volumes ONTAP #E1TIENEZFEFTERIRER o

ConnectorfYGoogle Cloud#fRE

BlueXPEE#EPEA SEEGoogle CloudHITENE ° BELEAER B 2 ENetAppiR I BEE]T &
B o R REAR EREAABlueXP{ERE LEHEPRAVIHAE ©

ARFS R P 1ERR
THEERAETA G ConnectorfEGoogle Cloud#BE&rh B2 & RAITE R R AR o

AR It B AR EREEESVMBIIRFEIRS

"R ERERILH Google Cloud #FR"
* "RERFRIETAIERR"
* "REMBEATER"

T ARRERBIRASPIEERE - ZBGBRRME -

title:

NetApp BlueXP

description: Permissions for the service account associated with the

Connector instance.

S

tage: GA

includedPermissions:

- lam.serviceAccounts.actAs

compute.
compute.
compute.

compute
compute

compute.
compute.
compute.
compute.
compute.
.disks.list

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.

regionBackendServices.create
regionBackendServices.get
regionBackendServices.list

.networks.updatePolicy
.backendServices.create

addresses.list
disks.create
disks.createSnapshot
disks.delete
disks.get

disks.setLabels
disks.use
firewalls.create
firewalls.delete
firewalls.get
firewalls.list
globalOperations.get
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