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INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
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E"IIE] aggri B ONLINE
INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled
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Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3

WREBFAEFERRAENDENRS » RIER SR SEIREEZII—EMIRS

FEERMREEH DB

Cloud Vqumes ONTAPEIIRFEREFHREHIRE D BB ER - MRMBB RS » ERIENREEHE
BNERAAE

TR
1. RRERIEEIsERT » EERHEFE>EE -

2. 77 ?r\ﬁ: HE L > EEESRIFHEIREMCloud Volumes ONTAPZR#E » AR HiER I EREIFEERNEIN

3. KRR IR(E - HRZIEDERETRAEN DB #7EF

B+
a S3 Tiering i What are storage tiers?
* Enabled Disabled
te: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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— Organization Project - =
= M NetApp console NetAppNew Project-1 C ‘ e 0

Agents
Overview
Agents (3 /58) Q
Name 4+ | Location = | status (1) = | Deployment Type = |
LAWSAgent US East (N. Virginia) Active aws
= L5678 eastus Active =”i (CD)]
Ll atAwWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7

Agent Id: 3
HTTPS Setup
E’oud Volumes ONTAP Settings I
o S Jo =
4. 71 TRE) T T REFERE - BN ENTRZEREEER) -
Overview > Cloud Volumes ONTAP Settings
Edit Cloud Volumes ONTAP settings
Capacity
Capacity Management Mode Automatic Mode N
Aggregate Capacity Thresholds - Free Space Ratio 10% N
Aggregate Capacity Thresholds - Free Space Ratio for Data
ggregate Capacity p 10% ~
Tiering
Volume Autosize - Additional Size in Percentage to Which
1000% N
Volumes Can Grow
General
Automatic Cloud Volumes ONTAP update during
On N
deployment
Azure
Azure CIFS locks for Azure HA systems off N
Use Azure Private Link On N

S IRV EREN AT AEMLLA - AgB—T MEF -
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1. BT E R SRR T E R SR R0ERE o

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 33 NASLIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hrh private_ip_x & e0a _ER{ERIIEHBIFAT IP o
3. W% | BIfETEERESEE LIF o
network interface create -auto-revert true -vserver svm_2 -service

-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Hrh private_ip_y & e0a LB —EXRFERIVEBIFAT IP o
4. B—ERZEREDEAREERILSS o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

WP BRBLEN » AAMNREFERESTEFNELD—ERS » AREA ST T ERKES D2 IR
HEE—TTRERN HA B EEI (#TFEE

BLEDERTE— AZ Y HA B EE T —ERTRIEFER SR - 1 NAS LIF B2 —EFRA IP ik » INREE
TEE LIF > QIRES—ERERNRA IP ik

iSmifE LIF EDECTEENRE 1 L o MRS > AN IP (UL ATEEIRE Z 88 o
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vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

- TEEARL 1 EEI NAS LIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh private_ip_x :& cvo-node1 By e0a L R{ERIVEHENFAT IP o TEIZERBRT » % IP BERIAEE (L
E'J cvo-node2 MY ela » EARFEHBL default-data-files R IP AJLUBTE RIS VEESLLENES o

ER L TEERS 1 ERURTFERMESEE LIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

HrP private_ip_y & e0a £ B —EIRIERNVEHBIFATR IP o
- A AT S DAL AT ERLES o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

IS RRUEN » BTN EFERESREENEL—ERSG » RREA SEERFERMS LRI

&n ©

- IIRERERABIZCloud Volumes ONTAP 9.11.1 SRE SRS > sFIECUHTF ERE 2R ARTS REL o

BEEMIRTS » BAAT T UFE{RECloud Volumes ONTAPTE]LA{ER iSCSI LIF #E{THIL B IREAR o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

TEZEFTREN HA B EEB T 77 R
BLESERESE AZ PR HA B LT — BRI EFER LS
5 NAS LIF 2R50 > 738 IP iR 4R » MEEIE LIF 2R > 58 IP (LR AIER o BLEFE) IP Uik R

RELTE AWS FIEIRFAE IP - AR » 8 IP G7E AWS BEXRFPEEECERIEEMEE VPC hi5ERZAY
ENI

77T EFE) 1P EONTAP—EEF » W AR SEMR _ ENSERFERKSE LECE—ETAA IP (il - BRIRE
LU R » HAp7EEnEs 1 MENE 2 £ iSCSILIF ©
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. 7TE725 1 E#IT NAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port elOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° JZE IP MM BRINIEEE HA BECE R AWS &I HRYFRE VPC B CIDR &1 240 © 192.168.209.27
B—ESEFES IP Ldk o "7 ERERIEIETZE) IP (A EZEE" ©

> “-service-policy default-data-files' &R/ IP ] LUBTS BB AHEHES ©
3. M EEIE 1 LRV HTEERISSEEELIF .

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port elOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 7£8924 1 £33 iSCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if

ip nodel iscsi 2 -home-node cvo-nodel

° Itk iSCSI LIF EE LB E#Z RIS TYE) IP B9 LIF BT c EFRNE iSCSI LIF » BFRAERCE ATTEE,
Z BB -

° “-service-policy default-data-block’ R/ RIP{I AL R E1EEIRL 2 B o
° private_ip %2 cvo_node1 B eth0 (e0a) LR EAMIEHBIFAR IP it o
5. 1£8f%L 2 £ iISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° It iSCSI LIF B2 R HFERIRPFE IP BY LIF BT - EFZE iSCSI LIF » (BRFEE AT ER
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Z 8% o
° “-service-policy default-data-block’ &/ RIP{I AL R 1EEIRL 2 BB o
° private_ip 5& cvo_node2 Y eth0 (e0a) ERERAVEEBNFAR IP fidlk o
6. K—ERZERESDEARHTFERLES

vserver

add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

IEPR2WEN » AAHNREFERESFEFNELD—ERS » RRET SRR FEREES LRI
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oo ©

WRIEFEARZECloud Volumes ONTAP 9.11.1 SiE SRS » B IS HTF E R 2 AT IR IRFS SRR o

BEENIRTE » AT UFEECloud Volumes ONTAPR] LA{ER iSCSI LIF #{TH I B IRELR o

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client
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* data-fpolicy-client

°* management-ad-client

* management-dns-client
°* management-ldap-client

* management-nis-client
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POST /azure/vsa/working-environments/{workingEnvironmentId}/svm

TEAKERTEIUTSH
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{ "svmName": "myNewSvml"

"svmPassword": "optional, the API takes the cluster password if not
provided"
"mgmtLif": "optional, to create an additional management LIF, if you

want to use the storage VM for management purposes”}

HA %
AT API IEIUTE HA ¥ BB AT B i RS -

POST /azure/ha/working-environments/{workingEnvironmentId}/svm

ERRERPEIUT2H

{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes"}

BIREHBRAN HA Fo ERYETE VM
fEF API > [SR] U E R an R ANMIFREEEIFEA HA BCE PRVRTFERIHES -

ez Al

ZHERIBEREXEES ERIEREIECloud Volumes ONTAP BYETZEEIILES o FRR#EMRE S7E "NetAppi2 i
BE" o

SRR
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TR
* AT API MDY Eiran s B AR RAE LAY VM ¢

PUT /azure/vsa/working-environments/{workingEnvironmentId}/svm

ERRERPEIUT2H

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* AL API PRIYE ap% HA ¥ ERETF RS ES ¢
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PUT /azure/ha/working-environments/{workingEnvironmentId}/svm

FEAKERTEIUTSH

"svmNewName" : "NewSvmName",
"svmName": "OldSvmName"
}
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* SEALLT API PRRIURMIBRE EIRE R AR _LRIRETE VM

DELETE /azure/vsa/working-environments/{workingEnvironmentId}/svm/{svmName }

* EALLT API MEILURIBR HA ¥ AT BB ES ¢
DELETE /azure/ha/working-environments/{workingEnvironmentId}/svm/{svmName }
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* data-fpolicy-client

°* management-ad-client

* management-dns-client
* management-ldap-client

°* management-nis-client

a2 Al

EHl eI EES TR AAEACloud Volumes ONTAP HA ¥ 37 (17 S #1428 o« FREMNERESTE. ..
"NetAppieHAYEER" °

BHIRRR
fEFA T API IEDYTE E BB R AR E R (#7F VM ©
POST /gcp/vsa/working-environments/{workingEnvironmentId}/svm

ERKRERPEIUT2H

{ "svmName": "NewSvmName"

"svmPassword": "optional value, the API takes the cluster password if
not provided"

"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes"}

HA %

BT API FRDUTE HA ¥ R TR ERINEES ¢

POST /gcp/ha/working-environments/{workingEnvironmentId}/svm/

FEAKERTEIUTSH
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{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if
not provided"

}

EERRTFERE
fEF API > (ERIEHran R MIFREEERREA HA BCE PRIEEFERIEES -

FIsEZ Al

ZHI S RIBERE X EES EHIEREIECloud Volumes ONTAP HA ¥ HIETZE RS - FTEMNHIEESTE. ..
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Eien AT E R
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* EATF API IR ERTer R BEIR R _ERIRETE VM

PUT /gcp/vsa/working-environments/{workingEnvironmentId}/svm

ERRERPEIUTEH

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* {FRLUT API IENE % HA i EIVHETRERISES

PUT /gcp/ha/working-environments/{workingEnvironmentId}/svm

EAKERFEIUTSH

"svmNewName" : "NewSvmName",
"svmName": "OldSvmName"
}
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* AU API DU IBRES ERRE R4 _ERVRETE VM
DELETE /gcp/vsa/working-environments/{workingEnvironmentId}/svm/{svmName}
s AL API FERYMIBR HA ¥t _ERYGETZEHigES ©

DELETE /gcp/ha/working-environments/{workingEnvironmentId}/svm/{svmName }
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{5 KMS B > ua&%i‘ﬁ ERER SVM B LIF B E iR & iR E IR inEhE TEH o BB IRHERARE AWS 89
B EREIRISETEN - MRBEERICEALR » EERE L IRABASBEIERT -

FAYaZ Al
* Cloud Volumes ONTAPAZEIESE 9.12.0 S EShR A
* BHEEREHIEENE (VE) 5508 » 1 H
* BAELRZSHEARMEEREIE (MTEKM) 2 -
- EERRESR SVM BEE
© EAEHERRMEI AWS 5T

\\\\

@ EREEBER SVM BB R -

[

AWS

T AR —E" T BN EEMERN IAM B e RN AWS KMS £ ° IAM BELAE S RFFU TR
T’EE’JﬁB%

° DescribeKey
° Encrypt
° "Decrypt G EZEILIER > ABR"AWS X4 ©
2. "AFEEN IAM AEHIEER o "BEREZXF DescribeKey * Encrypt ° # Decrypt &iE.
Cloud Volumes ONTAP
1. IR HICloud Volumes ONTAPIRIES o
2. HAFERSHEPREAR |

set -privilege advanced

3. BF AWS SIREES !
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRIRRES > AR o
5. 2 AWS KMS EIERRE :

security key-manager external aws show -vserver svm name

£/ Azure Key Vault Z¥£Cloud Volumes ONTAPIIZ & 18

&R LUEERE Azure Key Vault (AKV) 2R{7:E Azure ZBERIERZEXHONTAPINIZE£1E © 33
ZR"Microsoft SX{4" o

AKV {EE] FAMREE R SVM HINetApplAiE@EINZE (NVE) 88 c N TREZEE > A2 RB"ONTAPSIAE" o
ATLEA CLI S{ONTAP REST API B AKV S8 EIE o

M AKV B > B EFERERER SVM LIF Q;Ein”ﬁ%f“ SIRIREE o BB EIEAER AR ARIRRHENGHD
EniEARTS (Iogln.mlcrosoftonllne.com) EITIE - MRBEMRIEERER > FERFEEA LR ASREER
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© BEREEY SVM EEE
* B Azure 5TR3

PR
* AKV REE7EE R SVM LR E
* NAE FREEEL AKV —#EfEFE o NAE EEIMFZIER KMIP fFARES o
* Cloud Volumes ONTAPEIEYE 15 D 8E#REA—X AKV » LUFESZEIZEVEM BT A - biRBEAR R rI %
R M EEHAERFEORKRRE (B 1K) - HIRER RN RS

foEiBTE

Rt 5 BRREER AN (AT (A Azure FEHERICloud Volumes ONTAPEC B M R N3 37 Azure Key Vault 5§ o 10
REEKRTMELY R » ARARCES I EMVECERE » 1RIRTEEL Azure Key Vault » ZA%&4E4ECloud
Volumes ONTAPECE ©

* Azure FEFRTZT(EEH

* B3I Azure AP IGRIEE

* ¥17 Azure Key Vault

* BUMBESR

* 3237 Azure Active Directory i (f£FR HA)

* Cloud Volumes ONTAPECE

Azure FEAIE

1. 7B TE Azure FTRIFEEMIE A ECloud Volumes ONTAPFRZEY Azure Key Vault FIFEFRTER - £
Azure AO#ELEH » BHEEFREEM o

2. FEEEAEEM

3. ATHRERRRIBEAEIEES BN AR R - ERMNE—TAF RURE Azure Key Vault BIFEH o
S S

4. 1f Azure IR E T » EEFEAMOEAREN - REARENX (PRI IDME#% (EAR) IDERIZZ2
B o EHERREMERETRERER -

¥E3I Azure FFImiE
1. 1€ Azure Key Vault FEFFZTUEEMAY Azure AABIET » 2848 DREBMEES) B8 o

2. BIEME P IRERE o ATHNERHTREA—EEEERNLHE © NetAppZENBMHARS 24 BA ; B=
1 E’J#—*:Eiﬁ/ﬁﬁ%%?ﬁ%%%?ﬁﬂ’ﬂ?&ﬁ °

3 B—TMIELEIUZFIHER - ERET|FIHNNETS » TREAFEFTIZENME » WEHRERE
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FACloud Volumes ONTAPECE  ECEHZEEE > WBEBABRET

#2317 Azure Key Vault

1.

WRIEHIRER Azure Key Vault > BIFT L& ELEIZZICloud Volumes ONTAPELE ; B » X BEIRIEILE
PR ERREFEURA o

£ Azure AQ#BILH » BEZF Key Vaults 25 ©

BLEE T+E17) WEAFTERES > SFERE - BIEMNEERE - It ARBEMRFREERIRE > LT
TIRREE DEERABRFRE -

EE T — D IOERIEFEURES o
SR LU EEIE ¢
a. EEFEECE T » EEVault AR o
b. EEIRFET » EiEAzure MR R EITHIIEE N o
SR+ IR DTS TR B R BE ©
TERBARET - 12— T MTURE » ARBIESE « WENESEIRHA o

EEEE THEMREE (58 WE BR) > ARTERRERINEESELUEEFRA AR © KFF
B

° RESEMEIR . B 20 @
o MR - BiEE 8 @
° JREBHEIR : BEEE 16 1@
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. B—TF—% » TEEE Azure PEN T RETMMERENAzure FEFETNGEM o« |ET—F o

() sExmREsRE—EEE-

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. ##—TF—FMR > BRFSEEZLEL - A% > H—T&iLo
N BEET—PEAEREE o

12 EEEERNEREIRSG FSUEEMAERIESR + BIRETSHEERE - (EREIRGEUERGER
PR CHEERIRLEEBHRE )

13. THTWREE URI | TERUNSRAEAEET - EEEHEIRERLREGRT#E R Vault URI - EHREER
FERREIRDER o

BIUNMEEE
1. FEf&#Cloud Volumes ONTAPIEIZHY Key Vault ZEEH » BEF Keys EIE
2 EEELIEANEIER o
3. ITERIEIER E AL ©
4 REUTER
© NEERATE
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° HILER I RSA
° RSAEI®A/ © 2048
- BRA I E
S. EEREIREUMBE o
iR[E1Keys%E B3l EE 12 (0 M [ 72 T2 O 2R 88 o
7. EEBRRATHNERID » EEBEBE -
8. IREIFIRITAFTHAL - /H URI» ERERBIE7VEMNFTES °
#8137 Azure Active Directory 25 ({£FE HA)
1. {2 E18% HA Cloud Volumes ONTAPZR#E:RTE Azure Key Vault Bf A BB IR o
- 7E Azure AO#BILEHEE Z EHEIATE o
ZFEHEEIZE Cloud Volumes ONTAP RN E R AE4E > AARIEEREA RN FAES o
BB HRIEIECloud Volumes ONTAPEBE M FARRR 278 o
- B ERFIRIAIRRE o £ MUTUEED » EENTRE !

o Microsoft.AzureActiveDirectory

cn_-h_oom

o Microsoft.KeyVault
° Microsoft.Storage (F]3%)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BIERTFRMBETARTE o
Cloud Volumes ONTAPECE

1. FEREERN SSH AR mERTIREEIE LIF o
2. FEONTAPH#E AEREHEFRIZT
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set advanced -con off

3. FEEFIBMNER SVM IEREH DNS L& !

vserver services name-service dns show

&k} SVM #ig45m Azure DNS ~ A A DNS s At%{@AR23AI DNS AIARSIEHE EJ@EZE@%%%‘EEH
SVM BYfF BT :

vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. EiEEAER SVM 37 DNS ARFS -

vserver services name-service dns show

4. FRERAREREMEHENRAL ID FIFEASE ID BYA Azure Key Vault :

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

®

fif

' full_key URIMB{EXZEF]A <https:// <key vault host name>/keys/<key label> 18z °

S. FRINERFR Azure Key Vault % > B A “client secret value & H IR REF o
6. IREZIREIRSRAIEE ¢

68

“security key-manager external azure check &S0 R -

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

MR service reachability MAEERE 0K’ SVM BEAFBFIB N EREFTERTTFE Azure Key
Vault fRFE o FERIEH Azure R SRESFIER AR ZRELEEBIFAA vNet ZI3E Azure Key Vault 4R UHEL o 40
REEWIL > F5EEEA Azure Private IRZEE vNet REBIFE Key Vault o IERIFEIEFEIE SVM LHriEEFRE
F & B KRR IRZABIFAN IP {3 o

i

J& "kms_wrapped_key_status i &Rt "UNKNOWN TEHABL B RS - HARBEIEE A OK E—&MEE o



7. AJEE © L—LIEUEK%L/(%ﬁnﬁ NVE E/JIjJFJI: °

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

UNRABCEIERE > Cloud Volumes ONTAPH B EhiE L HARE & M B REIR @ N o
8. MREBIEMEILMINE c NREBHIEE > -is-encrypted BEEERE trueo
vol show -vserver SVM name -fields is-encrypted

9. A%  MNREFEFH Azure Key Vault BxzE/R:E LAV/ESS » SBEA TGS ©
security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

MERAEAE
* "X Cloud Volumes ONTAPIATE Azure RIERE F EIEMNEIR"
* "Microsoft Azure X : B Azure Key Vault"
* "ONTAPIE< 2E15r"

53 Google Cloud KMS EI£Cloud Volumes ONTAPHIZ &%

&R LUER"Google Cloud Platform BY& i E2AE# (Cloud KMS) "#£ Google Cloud
Platform Z3ZE I ERER P {REZRICloud Volumes ONTAPIIZ &8 ©

A LUEFIONTAP CLI 8{ONTAP REST API EXF Cloud KMS HIEH8EIE o

A Cloud KMS B » 53 EFERERAER SVM B9 LIF E—E;Tiiﬁ”ﬁﬁf“"‘:ﬁ mEhEITE o NIRRT
intetEH B 78R EHE?‘ (oauth2.googleapis.com) 1T c MRBENRECE R LR » FEFELAIEHEF
FAEREIRRE

FAtEZ Bl
* IS RHFEZHITCloud Volumes ONTAP 9.10.1 X E S 7
* EABEERER SYM o Cloud KMS REETEER SYM LECE o
* AR EED SVM BIEE
* FETE SVM EZHEMIRENZE (VE) 55 al:8
* #¢Cloud Volumes ONTAP 9.12.1 GA Bl » tHIEREZ AL MESRERE (MTEKM) 5508
* EEFWM Google Cloud Platform TR

=1
GoogleEE
1. 7£1889 Google Cloud IRIEH » "E 7 $18 GCP £BIRMEHE" ©
2. % Cloud KMS ##&#1Cloud Volumes ONTAPERFSIR 35k E A
a BiUBTAR:
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt,cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—-—-stage=GA

b. {EKERINETAS !
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location --member serviceAccount: service account Name
--role projects/customer project id/roles/kmsCustomRole

@ AR IEFEAAYRZCloud Volumes ONTAP 9.13.0 SN EShRZs » BIEEEIBHTAR ° &7
LX?Ef)ﬁ?EE%E’\J[Cloudkms .cryptoKeyEncrypterDecrypter?’] ABE o

3. THRFIRA JSON £ !

gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com
Cloud Volumes ONTAP
1. ERAEEEN SSH AR IRERTIREBIE LIF o
2. GBI EREEIRER -
set -privilege advanced

3. 2K} SVM B3I DNS o
dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. ¥37 CMEK 1£8 :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. HIRIERAF » :AEA LR GCP IRE HAYARFSIRE JSON &8 °
6. FEEREERAZALTS

security key-manager external gcp check -vserver svm name

7. T3 @IWIREACRIEINE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G
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1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log
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Information

Features

System Tags

Scheduled Downtime

Blob Access Tiering

Instance Type

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

3 Tags y

Hot i

Standard_E8ds v4 2
Capacity-based
Not Supported f

off &

Not Registered
Disabled 2

4

3. BHiNetAppEI ZREIEHR TS 5

a. IRCHVHERE RRURIRIRRES > 558 — T TERENRIRRER) -

NetApp Snapshot £:AMiZ{ft 7 E R RENMNREEEHMARS T - RINERNFARENRZRAAIHRD
PIER o (REREIZAZMEERY - AIRILE#NZRERESEIR o MhiPIE I LURMHAIR B —XHRI AT e B K HER
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¥asg FPolicy SEIG AR TIIRIERAES !

micro ~ J0%% ~ $87E ~ N%E ~ crypt ~ crinf ~ r5a ~ XRNT ~ XTBL » R16M01D05 ~ pzdc ~ ¥ ~ 1§04 !
~OMG! ~RDM ~ RRK ~ encryptedRS - crjoker ~ EnCiPhErEd ~ LeChiffre

E{&Z7ECloud Volumes ONTAP_EEXE) FPolicy B¥ » i E I ILEE o IEHIREMNE RH
FZREFERE LAY o EF LUERCloud Volumes ONTAP CLI H#Y vserver fpolicy policy
scope 15 BT HHAEREIESR

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remedistion. Learn More

° Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection

ONTAP's native FPolicy configuration monitors and blacks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#RIEME
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AR B R EIEE) o
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EiFE ARP VR G B BeEREE 28 %) 3¢ NEE o

£ ARP FLE BB BEONTAPR AR EIEESFIONTAP CLI #4THY ©
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i
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Information Features
System Tags 3 Tags
Scheduled Downtime On
S3 Storage Classes Standard
Instance Type mb5.xlarge

Charging Method

Write Speed

Ransomware Protection

Support Registration

WORM

CIFS Setup

Capacity-based

Normal
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Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)

Sun, Mon, Tue, Wed, Thu, Fri, Sat
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FtEZ Al
EEUATNIREE:

* 3 AEACloud Volumes ONTAPESEIZEEE HA HEBE (VM Bfl) #igE— NIC LB SnapMirrorfiElRs

© EEFEHHN NIC » EEERN VM BEEERMBRBRER NIC ©

* FREEN B IZEERZ I UFINE—EERAAE (VNet) o BIZZEE Azure FHCloud Volumes ONTAP
R4 o IRFEEATLUZ Azure FIFYCloud Volumes ONTAP RS ONTAPZ AL ©

SR 1 L BIERSNY NIC TEIERBR VM

AERIRMHARIUNEIZ I NIC MASEMIINEI B4 VM BIERER - B2 VM 2 Azure HCloud Volumes ONTAPH
RIEENELEY HA BHR4 » [BERTEEEIMY NIC ©

TR
1. ZEONTAP CLI & » {2 FEf%E o

dest::> halt -node <dest node-vm>

2. £ Azure AOAEBLES > 18 VM (B1EL) HREERHEELE ©

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. f§F9 Azure Cloud Shell 7Y Bash IB1E (5 |- EI2L ©
a. (FLHEREL o
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>

b. R BCEARE o

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. REMRLZEHERA > EMETFER CRREEFERMBEREEFHER) EAXTE -
a. EERERKES EZIAINIC ©
b. SHAREEFHEEBFHEE Do

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. fEARRREFHERIFHER ID ERRERMSS LRI NIC - 7EE28 AR NIC 19478 -

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. RIEFABIPAIIL o Itb IP i3k <new_added_nic_primary_addr> FARATEEE > #7 NIC AUBFEERS LIF o
5. J#HY NIC FINEI VM o

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics

<dest node-vm-nic-new>

6. MENERKEE (BiRL) o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. 12 Azure AO#MEEH » FifE 49R8 MERESDFTEY NIC (B0 nic-new) 7F7EE ENERAEREERLA ©

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

HIC HABEE > SFHGFRHEHREREEDER -
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SR 2 1 737 NIC EBILHTAY IP 2268 ~ BRI ANBEEER LIF
BYEER LIF MUEENE P TR AR ERE R INGERM T BE DR
fEFHONTAP CLI BTIA 5%

1. BT IP RS9 (new _ipspace) ©

dest::> network ipspace create -ipspace <new ipspace>

2. 7E3FRY IP 22 (new_ipspace) L3I ERBAIHIHFIE nic-new EIFIE o

dest::> network port show

3. BN EEBAM > MBERIRS e0b o HIMEMALEMIRN HA L EE » MMGERIRS e0d - HIMERSD
H Blob B HA BCHERE » FTEEIRIEZ eOe o SHEMENRERME > I VM B8 © BT ‘node show LAZHER
Rh%atE o

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. IEFRERES (new_bd) FOFTHY NIC (nic-new) LFBIIZEER] LIF ©

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

O. ERFEATRYEERER LIF BUERIL -

dest::> net int show

HIt HA HE0E > AHSIFBANMBEELELSR o

HEE 3 BRRRRAGNEEAG MM EEN S

AER A A AR R ARG BIZ A% Z R HERMARREA o
fEFONTAP CLI S\ TIU TH 8 o

1. Bgs8 BRBFERVEY AR LIF S LRI LRGBS AVBF AR LIF $01T ping 1%1F - A BRBEERITILSR S »
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EIE BAR IP (b2 2RIR ERYBF &R LIF IP fidt o

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

2. ;J%tfﬂsﬁ%ﬁﬂﬁ%ﬁ%ﬁ LIF 58U ping B EZERMERR LIF - BAZ2EEE LI NIC B IP I

src::> ping -1if <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

It HABEE > SAHESFRHEREREEDER -

B 4 ERFRARNBRARZHEERIL SVM BEEZ
RERMINAITERR AR B R R Z I SVM HERIERRA o
fEFAONTAP CLI AT THER ©

1. ERAMRRERME LIF IP (I EFABREBR LEBUEBHE -peer-addrs ° it HA % > 5 HM{EETELEY
HRIEBFER] LIF IP {U3EA -peer-addrs ©

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>

2. AN FESRERES o

3. EFBEZEEEE LIF P (HHEAREFER IP (il » ERIFE LB B EHEEE peer-addrs « HIt HA
> Bl H B EREEAY B AZBEEERT LIF IP {U3t{EA -peer-addrs ©

src::> cluster peer create -peer-addrs <10.161.189.18>

4. B A FESRERES o
S BMBEEKHERHSE -

src::> cluster peer show

R I AR TE o] MR (L EER B o
6. 7ETEIZ_LET SVM HZHELR o 3R SVM F1EIZE SVM B EZ B K SVM o

109



dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. % SVM HEFEL o

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. & SVM BEEH% -

dest::> vserver peer show

E{TEIZXEE R peered* M EEAIENE R snapmirror®.

B 5 | ERIRRAN BRAMRZHEZIISnapMirrorfg &R %
AERER HANAITERIR R 4 B IR R4 2 B 1L SnapMirrortE SBAIRBIERER

g*@@Iﬁﬁﬂ’\JSnapMirror@@Eﬁ% » B HENIR B BISnapMirrorfE &R » FATR BRI FTAYSnapMirroriE B

{EFIONTAP CLI $I{TIUTHER o

1. B2 SVM LR U BERHREWRE o

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. 1£B1Z LI SnapMirrortE 4RA% » EhEIFEERISnapMirrorskBEFIETE o

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5min

3. £ BIZ_E#I1A1ESnapMirrortE B4R % o

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. TEONTAP CLI A » BBHITU T i< B8 SnapMirrorBEAAREE -
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dest::> snapmirror show

RIMAARAER Snapmirrored BHAMIEER trueo

5. BJ#E ! TEONTAP CLI # > $IITLA T a2 E A SnapMirror &I EsCER: ©

dest::> snapmirror show-history

5E c AU ERREREN BRE - SERRARRE » IASEHIRE 2SR NE B RHERE -
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teastEn o
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INFORMATION FEATURES

System Tags 0 Tags

CIFS Setup Not Configured

Scheduled Downtime Off

Storage Class Standard Storage

Machine Type n2-standard-4 ﬁ
.Luk

Write Speed Mormal

Ransomware Protection ofr

Support Registration NOL Reglstered
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2.

title: NetApp Dm TO IM Convert Solution

description:

VM where the tool will run.

stage:

GA

includedPermissions:

compute

compute.
compute.

compute
compute

compute.
compute.

config.
config.
config.
config.
config.
config.
config.
config.
config.

.addresses.get
disks.get
forwardingRules.get
.healthChecks.get
.instanceGroups.get
instances.get
regionBackendServic

deployments.create
deployments.get
deployments.getLock
deployments.lock
deployments.unlock
deployments.update
deployments.delete
deployments.updateSt
operations.get

Permissions for the service account associated with the

es.get

ate

deploymentmanager.deployments.get

deploymentmanager.deployments.list

deploymentmanager.manifests.get

iam.serviceAccounts.get

storage

storage.
storage.
storage.
storage.

.buckets.create
objects.create
objects.delete
objects.get
objects.list

b. £ Google Cloud I B:TAE » WA FH YAML iERPERIIER
‘gcloud iam roles create dmtoim_convert_tool_role --project=PROJECT _ID \
-file=YAML_FILE_PATH ¥NZE£AEN > A2E "EUMEEE AR

. i BFIAEMMEIERAREL VM BIIRFSIRE ©

d. # “roles/iam.serviceAccountUser B &g EILARFEIRE o 552/ "IRFEIRABIE" o

BN —ERBEUTHEEN VM o Ea]7ELE VM BT TR ©
o H334ERY © Google Compute Engine 1423485 e2-medium

° {EEZ4: | Ubuntu 25.10 AMD64 Minimal
° HABE . BANABAEF HTTP fl HTTPs

° HABE R/ 1 20GB

o B2 | RISIRS | ERIMRIEIRE

(FR{& . ubuntu-minimal-2510-amdé4)
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ZEM | FIEE - BEE AP REFIER !

" BiR¥a  BRAE

* Compute Engine : MiiE

- 7 ME (AR

* Google Cloud Logging (LAFif&% Stackdriver Logging) API: {ZE A (F8:%

* Stackdriver Monitoring (287 Google Cloud Operations F9—&84}) API : ZEA (F8%
" IRFBEIE Ml (FER)

" IRFSIES BB (FRRR)

* Google Cloud Trace (LARi#84 Stackdriver Trace) : EBA (TR

fFFE SSH HAREFIEIA VM | gcloud compute ssh dmtoim-convert-executor-vm --zone
<region where VM is deployed>

- {EREEY NSS /KRG "NetApp SZHEAHIL" THEMTH | wget <download link from NetApp
Support site>

FRBR4ETEM TAR 88 ¢ tar -xvf <downloaded file name>
TEHIEZEUTHEES :

° Docker : 28.2.2 build 28.2.2-0ubuntu1 S EHTARZA

° Terraform : 1.14.1 S{E =R

° Python : 3.13.7 ~ python3-pip * python3 venv

sudo apt-get update

sudo apt-get install python3-pip python3-venv -y

wget -O - https://apt.releases.hashicorp.com/gpg | sudo gpg —--dearmor
-0 /usr/share/keyrings/hashicorp-archive-keyring.gpg

echo "deb [arch=$ (dpkg --print-architecture) signed-
by=/usr/share/keyrings/hashicorp-archive-keyring.gpg]
https://apt.releases.hashicorp.com noble main" | sudo tee
/etc/apt/sources.list.d/hashicorp.list

sudo apt update && sudo apt install terraform

sudo apt-get install -y docker.io

sudo systemctl start docker

Google Cloud CLI gcloud BIEfc RaETEEHi%es £ o

7. B EFFERE Y ZE Docker B#4H » LUBET AHEEE sudo #ERENAI{EH Docker ©

sudo usermod -aG docker SUSER
newgrp docker

8 LREETA:
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10.

cd <folder where you extracted the tool>
./install.sh

EEETHAZEEREIRIED dnconvert-venv » TS BOLZEFRBNENIEENR o

A TEMNZEEIRIE | source dmconvert-venv/bin/activate

LA “non-sudo fEAAE B D HITER T A - BERFEARE Console RIEEMARFSIR A AERIRARTISIRE » I BsZARTS
WREBEBFTA "Google Cloud Infrastructure Manager FREERIHEFR" o

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \

--service-account=<the service account attached to the Console agent>

TR E
It TR EEERFIA Cloud Volumes ONTAP 4K E SVM sHHEMINEE © BITME » EAIUEEFRE
BEARFAIARAE - SECERMNASKERZLL <converted system name-imdeploy> #& L BERE Google

Console B Infrastructure Manager T » %7 Console 3R7Ef#EH Infrastructure Manager API 2k &1#5% Cloud
Volumes ONTAP %4t o

@ BEISERLTE » 55707E Google Cloud Console HfflfR Deployment Manager BYZRE 44 o ItEER
EYHE S Infrastructure Manager FAIYEIE Cloud Volumes ONTAP R&EHITTE R} o

MREFEEES AN AEFRR—& EHI%2S - MREEIRAE 24 HEERLRE Deployment Manager > 8l

BILAMIBREX EE R 25 o

BRI

WMREARBEESE L > AT LUZRU TS BREHE] Deployment Manager :

TR

1.

BRI CANTETAMRIN W £ ST TH :

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \

--service-account=<the service account attached to the Console agent> \
--rollback

B S HERTEA ©

TERAEAS
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* "NetApp Console Agent 4.2.0 2¥17:RFE"
* "Google Cloud Infrastructure Manager FrZEHIHERR"

FHAASIESEIECloud Volumes ONTAP

Cloud Volumes ONTAPEF'E’Ju—JF LEE SRS _JLLONTAP,%.. EI223 ( ONTAP System
Manager) £/ » ©R2ONTAPRAAIREMNEIENE K] LUE1ZE{ENetApp ConsolefZE A&
REIES o

1R
AT HER S PHONTAPRAEE S HITRBRHFEIERINEE - UTIIRESHP LI » BUARFE !

c ERREEE  EE-BUEEE - HA - otree ~ ECEEMIHFERIKES
* IREET | "REFERBITENERS o
* EREIE  B1E P EM - WRNAE - EIRREN I KERERE o

* BIEFlexGroupliif& | R ASEEBRREIE BB MEIEFlexGroupliiE&E o BlueXPEHIA RS
EFlexGrouplifE@ 2L ©

* BRI ERSMHES  RMER - (FEMEZESS -
* EMREBERHRE | REMEFERMES - LUN F0—EE8HE -
* EHEIER | RIE SAN RREhEREHET NFS AR o

* ONTAP S3 ¥{F£7ZEIE : Cloud Volumes ONTAP HfJ ONTAP S3 = EIRINAE(E7E System Manager B2
AJA » MATE Console FAAJA o

XENECE

« EEEREIFHHFHICIoud Volumes ONTAP 9.10.0 R EEERAAEBONTAP System Manager TR E7E
.—A:EE °

* GovCloud BiFZR A Hit @R EIRNEIEA T RAKEIEEE
PR
Cloud Volumes ONTAPA IR 2 A B3/ E P EERAY—LETNEE

* NetApp Cloud Tiering : Cloud Volumes ONTAPAR3z#& Cloud Tiering © I HAFR &R » (CREZEIRIEIZEERR
Bl EE RO B E#E -

* Bk ARBEEERAYRRAEE (BEABERNERER - CHEEBRREEREEERS

* ZIBEFH4R © Cloud Volumes ONTAPARZIER AR EIEEM £ > XTF BMETEHIEEN o
ERAGNEIIEH | AFEEEAZEENRAGNERIES -

* SMB &R A (CA) © Cloud Volumes ONTAPARZ R "HH4ERI Y SMB H="BIRMPERIEE o

EENAMEIEESN G/ 5E
BREES » ERIUAES S FIONTAPR R EIESNERERMENZ D ERE o LEILURIBEONTAPEAEAS®
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HEE (ERERFEUERARR) > WIRERERMANER S5 - IRRASMEE  AERESRIEN S FNA
MEESNEMHARARETREZHAHONTAPERE RS » BAEH BT EEAI#ERE - WRETERS
P8R - ERAENERABEEERETNAAEIES -

@ ILEER E B AR AR A s IR B P EYONTAPE B & I ESEIEHI 5 IR » FimCloud Volumes ONTAP
RIRAA o

PR

EESAARMNIES SIS IR SEEH Cloud Volumes ONTAPREFIE ERBAVESI & RIBRE o
. RS SRR R o

2. BN - TR A RN E IR B R A U o
3. LA AE AR T » B EREAEEE - BRIERT > SHRERLM -

@ %%H@Jﬂ:ﬁ%ﬁ,m BT AISMBREREER I AEUAEEMIIRE TIERELBRILE

4. BEEEE o
FIBERRREIES
&R AT Cloud Volumes ONTAP%#E7ZEXONTAP System Manager ©

S ER

1. REREEINFERT » EERE>BIE o

2. T RFEE L 0 BEFFEMCloud Volumes ONTAPZ 4T o
3 B—TRABEE -

Organization Project w = ’
= f 0 9

NetAppNew Project-1

] el e 0 0

4. MRBIRT > FAWALHONTAPEAE REBELRE BFA o
o MRHIFHSIAL - sHFERELE—T T#AF) o
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FRRAREIESREEEAICloud Volumes ONTAPZRAR o fEa[ 32— NR[E]) REIEHIE o

BRfERRMEESHE

MREFEEMEA System Manager #Cloud Volumes ONTAP BIi1#8h » &AL 2 E "ONTAPXIE" W EBZ SR
BR o IR 2—LEalSEA B BIAIONTAPS {384 !

* "ONTAPAE& « EREXMSHERE"

* “{§5f System Manager ZENEE"

* "#70 LUN E1g"

=

s "BIS4ER A SMB H=E"

¢ cLI ZIECloud Volumes ONTAP

Cloud Volumes ONTAP CLI :ZIESESIMITARE EEan < » BN SBERREZEER CLI
KR Ee—ERIEREE o A UFERZ2IMNE (SSH) &Ei%E CLI o

ez Al

fEF8 SSH #45%/ICloud Volumes ONTAP B9 F #47EB A EBCloud Volumes ONTAP BYAEERIEAR o fFI4N » RATSE
EEREIRHERER AP E T HETT SSH o

@ %%K%E%@ AZ FEs > Cloud Volumes ONTAP HA EEET@/&H}?@U IP iR EEEEREO
ERTIMNEBEREAREI A o A ATERB R AERIRS ISRy IS TER o
HER
1. #£NetApp Consoled » FEEZEEIETEAY IP {3 :
a. RARIEBEIhEERY » EEHEF > o
b. 1E£* 24 Em L > #EECloud Volumes ONTAPZ#; ©
C. WHAAIEKRPETRNERESIE IP (it -
2. {£F SSH FABEESIRFERIBEEENE IP ik o

B+
TERER T EA PUTTY RIEEH)

Specify the destination you wart to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

OBaw OTeinet ORiogn @SSH O Senal
3 EBARTRFRT  MABTEERSHESE o
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Password: *****x*xkx%k
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RIRERMEM

E&z5Cloud Volumes ONTAP HJAutoSupports&

AutoSupportE ENE51E 2 4RI BB LI MINetAppi i L B 21X E o FERIBER T » &1E
Ei2Y_EEREY A AutoSupport > LUfEER HTTPS E#itHE R iR 85X B - RIFER
s8AutoSupport@ B R LABIXB LR o

M—RE2RED FWEMRCloud Volumes ONTAPEASIMIBAEERELRR - BRIFHEGER > F2RENEinEHE
AUREEREEK o

AutoSupportE:K

Cloud Volumes ONTAPEIEEFE ENetApp AutoSupportiy ik B Bt 4EFEVERR » Erl U EBEERAIRERR
i ENetAppFE T SZ IR EE XA R ©

ERERARA N AS KBS N B AR EF HTTPS MEEZE T5i%2E » LUECloud Volumes ONTAP R LAfEi£AutoSupportsTl&
* \ https://mysupport.netapp.com/aods/asupmessage
* \ https://mysupport.netapp.com/asupprod/post/1.0/postAsup
N2 7A vl A H ik 48 RE i 4R R {F3X AutoSupportslE » NetApp Console® B &% E EAICloud Volumes
ONTAPZRALUEAIES & RIER A NIE[EAMRSS - B—HNERERFZEFISRIENZ2BFENTRREEER
3128 EITALLEAR o BPEEF SRIERENE » CREFMBLLERZIR o

WNRIEZACloud Volumes ONTAPER 7 EI&HYHILRE] » AR EIEEEE(RCloud Volumes ONTAPZ 2 Ef4H 7t
FrAIREIEIE 3128 BITHILEAR o

IRAER HA S > B HA AR BESNMERAZR o

Bhnag ML F IR A& » eI LGRS AutoSupport UBRE RT I EEXEHR - ARARAE > 352 F "ONTAPXIE !
& EAutoSupport" °

HEPRAutoSupportfit B fE

MR B IHEARR AR - BES|S8ERE LM Cloud Volumes ONTAPR#AELUEAIES & RIEE R ER N IEREMR
2 ERWEIZR BIERI SRS » IR ERIR G EEBXAutoSupportil S o FHIKIRUU TP RRILRRE

1. {5F8 SSH L2 #3#15 5 Cloud Volumes ONTAPZ 4% » LIEEONTAP CLI ©

121


https://mysupport.netapp.com/aods/asupmessage
https://mysupport.netapp.com/asupprod/post/1.0/postAsup
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html
https://docs.netapp.com/us-en/ontap/system-admin/setup-autosupport-task.html

"7 RUN{AIEER SSH &4 EICloud Volumes ONTAP" o
2. FEAutoSupportF R RIS FAMAES ¢
autosupport check show-details

EZBARABTWT :

Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:

mailhost. Error: Could not resolve host -
'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:

<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok

Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok

Detail: No configuration issues found.
5 entries were displayed.

R http-https $BRAIAREE R OK B R TAutoSupport B IEFEACE > AJ LA XA o
3. ZBH > EEEESECloud Volumes ONTAPEIZEHIARIE URL :
autosupport show -fields proxy-url

4. MNRAIE URL BHAHZ > ;5 ECloud Volumes ONTAPLAER S & RIREAIE :

122



10.

1.

autosupport modify -proxy-url http://<console agent private ip>:3128

BREEZAutoSupportiREs :

autosupport check show-details

UNRARBE(IIRLEN > 5ERE5Cloud Volumes ONTAPFIIEHI & RIBZ 2

INREREBRMREAN AR > 55E1B SSH EREZEFaAERE -
T ERA RAER & IRERR Linux VM IEZ(ER"

DIEBERIBRIE

Eﬁﬂi/opt/application/netapp/cloudmanager/docker_occm/data/°

HEUCIEERERE squid. conf © BEXHFRIEEE -

http port 3128

acl netapp support dst support.netapp.com

http access allow netapp support

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on
NRIGHIFEZE IR A Cloud Volumes ONTAPZ 49 CIDR &1R{&E

acl cvonet src <cidr>

http access allow cvonet

L 2—EfF

http port 3128

acl netapp support dst support.netapp.com

acl cvonet src <cidr>

http access allow netapp support
http access allow cvonet

request header max size 21 KB
reply header max size 21 KB

http access deny all

httpd suppress version string on

48 0 31280

> SAATIS (R B M R FFFEY -

REERTENER » ERXIERER © sudo ° A% » IREBEEEARIZE Docker 32 Podman » HITUAT&H< .

472 Docker » 553817 docker restart squide®

WNREFEAE Podman » 51T podman restart squide
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12. {E[EONTAP CLI IE&#ECloud Volumes ONTAPZZ B L& AutoSupportsil & :
autosupport check show-details
MERAESS
* "AWS H1Cloud Volumes ONTAPHIAEES K"

* "Azure HiCloud Volumes ONTAPHI4EEE T K"
* "Google Cloud #Cloud Volumes ONTAPHY4EEE K"

#Cloud Volumes ONTAPZ 45 € EMS

EHEIERA (EMS) WELRETAMONTAPRMA LEEMEHNENR - EEBNEMHE
Ao EEIUABEEHEREERESHENM (BFERMMLE - SNMP B EHES RS H
anfrfkds) FFHIRE o

Ee] LAERS CLI 5% 7E EMS © BRAREA » 5526 "ONTAPS {4 | EMS BCE B
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