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1. ABAIERAERE_https_proxy F/5{_https_proxy IRIEEASL :
a. MRIEERENIProxy8EEE (FAELE/ZE) - BRT TGS .

export https proxy=<proxy server>:<proxy port>

.. MREERENProxyBAEEE (ERAERW/ BHE) BT FIeS !

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>
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7EEB=Z NetApp Kubernetes Monitoring Operator Z Ail ~ 555C1E operator-config.yaml FRE&E AgentConfiguration
# Proxy BE& o

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

7T operer-config.yaml F45%8 AgentConfiguration ~ U BEFTHIAIRIRE repo I E ° AN EHBIFERIIH
B imagePullSecret ~ SNEFAMER} « 5528 hitps:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/


https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation for
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repositoryl[using a custom or private docker repository].

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig
WNRITZE OpenShift 4.6 SLEFhRAS_E#1T - BIAZBTE operer-config.yaml F4zEE AgentConfiguration ~ 7 BE
EXF runPrivileged &€

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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Z 4 Kubernetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (...wEMNdM) A e e ST P S Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

£ Kubernetes %% Kubernetes Monitoring Operator Agent BJ % :

1. BAM—EELBNGRER - MREFHRERE LA Kubermnetes BHF » FHEAERENEE BN
B[ o

2. —BEABLIESHE « BB LU Download Command | EZ#E 54 E|5IRLE o

3. RAZTURE R ERBAE_bash_fREPIHIT i THIRMFELRKIER - FF1E - BEANBRRABERNER A
RUBF 1 7524/ N5 ©

4. MRIEHETHINBERERE ?’E%&EFHEI’J MEf%) HHENR ER ~ i EBLA bash Shell MEANLUENTT o FLGHEER
TERE ~ A HERE ,L':E’Jﬂ\ﬁ{a%ﬁr SRS MERIERIRAREC N BRI S 454 o B operer-
deployment.yaml FREJEETE ~ LUK operer—conf/g. yaml FEYBISIAEHFERTE ©

o, gﬁﬁ?% ~ SAR R AT FRRVARRREEIR ~ U0 Proxy SUAAAREFERTE © S URIEE SN EEEEE

6. EFEIT 1% - A1EE KUBECH ERERIEA B ~ TEHIEHIT « USPBIRIES ©
1. ZREEEBELET - TREE—T_T—% _#%ifto
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* MERRSAAEELME (ER)
* B (BER)

* BESM (ER)

RIETERR « B8 Kubernetes WESREFG R LAUERTH ; MREREFFERREWESITH « ERILIRE
E Kubernetes > Collectors * ABNEEARAIRIWESS =85 IhieRPER EXEE) - SHER -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation (£ [l SOOI CYQ (LT = Filter..,

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A o l.@ Rodiviieplovent
SHEETRSETHNBEARE « W aRIEREEFARA R ESRITTH -

£3 kubernetes M0d|fy Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel
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cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

[EHE R AT TRYRR
NRICCERZERAHRINEEEITHAR - W BEARE L RABE R BRIR(EERAA BT MRERE > ErIUERHA
RAZFREILAVRER > FRIRESRIMITRINRE o #H— T EZLOIMRREFHITIER » ARIER Roll Back °

FEFHR

FIENIR B EE F RS 1FEE AgentConfiguration (MIREH e AETERAY _NetApp-monitoring ~ ;52X
S LZER) -

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
WEREFHE AgentConfiguration

© HERAEETORIEET o
© BRSS9 ST o

N8 AgentConfiguration RIETE :

* A FPERERRIERRATENEERE WNREHHREBTERRMN NetApp B ~ FABEERNS
BEM)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0].spec.cluster-name}'
~ BURBERFNES WRENGLEBMAIERRMN Netapp
ERITThAE « ANABENGBER)



kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, fRRZES>IHENERTF o
2 <<installing—the—kubernetes—monitoring—operator,# ESSERIREE T o

° SAIERERNEERE

o TELERFTRY Operator YAML 1&ZE 2 % ~ s85Li agent_backup.yaml FRER EETIEBEZE T&EM
operator-config.yaml - A BEITIHE o

° EAREERANZMIGENI ARG BT #EE

{Z1E B E) Kubernetes ESiZi2(ES

EEZ1E Kubernetes E5iTi2(ES .

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
EE/#E) Kubernetes Monitoring BHEF

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETERRRRRE

#B% Kubernetes Monitoring Operator

#/£= » Kubernetes Monitoring Operator BITE&:dr & Z=EfEE [ NetApp-Monitoring | ° MIRIEEHRTE EH IR
2T BEEELBTERURPIERED T MEREPIAZIPBER o

RIfER T L R R REHAR AR EHER(FS

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREERFESETHEBmRERT « AN RER :

kubectl delete ns <NAMESPACE>

AR I MREBEMAa<ER HARER o BERATIERRERRIREREGERES

KEFHIT FEEGS o (REEFNZEME » HPh—EHLrfegEm A IYHE) AE - ELNEnES
WEE DR o
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

MREABEIZEMRBRE

kubectl delete scc telegraf-hostaccess

FitKube-state51%

NetApp KubernetesB2iZi2/FE & L4 H 2 AKube-£& $51Z « LUB G B E A E 1 TERS S 4 &2E o

YNFTHE A Kube-State-Metrics & > B2 "AE" o

=IE | HEJ4R1EE

BLEREOZBATEHE TR £/ Proxy ~ A BFISFAE RISREFE7FESER OpenShift AUMERAE o
ARASEEIR

RBIERBERTE RITE AgentConfiguration BB IRPEITHRIE © K] LUAREE operer-config.yaml 1828 ~ 1T 5B &
BFZAMREILER o ILERTIRTNFRES c MERMIRNERET > B2RBE TTHNEE"

THRIUEA TGS EREET FZRIFEILER :

kubectl -n netapp-monitoring edit AgentConfiguration
EEEEEENESEEREAEE I’ AgentConfiguration ~BEHITTIIGHS :

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED NHERREMEMRES ( NotFound ) J B ~ BIKBELARCHEER « ARcER

AgentConfiguration ©°
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AIProxy &4t :

* HUTLEREBRE (FA TcURL] ) FFEZ Proxy ~ MIBITRERIBR BN RAELZE LN Data
Infrastructure Insights IRiE
* BI1Z Kubernetes S5 B{ER Data Infrastructure Insights IR1E@:FTER Proxy
NREER LR E—TEHMED Proxy ~ 77 L4 Kubernetes Operating Monitor ~ s ZE5CHEE 5 Proxy

BRE AT Data Infrastructure Insights IRIEEIT RIFHVE - MIREHERIEEMRSS ~ METURBEZRE
EHFAIMEARES / VM 77EYX Data Infrastructure Insights ~ BIIf&#HY Proxy FIREE IEFERRE ©

HN BN % Kubernetes {EXE R4 Proxy ~ EREEBEHF A ~ 5ALHRE _http KIERIARES /hitps LIR(FEIAR
23 IBIEEE o THELEProxyIBIER « BEIAEHEELTE no_proxyEnvironments 8 o

EHERTEY « sAERH * £ * 28 Kubernetes Monitoring BEF 2 Al * BT FFFER :

1. ZBAERERE_https_proxy_#1/5%_https_proxy IRIFEE
a. MNRIEFERENProxyRE5E (ERERE/EN) ~ BFRT &S

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERAERWE/ BB FRT TGS -

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

152 Kubernetes &AL Data Infrastructure Insights IRIZ@ENAY Proxy ~ BERETFAIEIERZE ~ T
Kubernetes Monitoring Operator °

i

7£EBE Kubernetes Monitoring Operator Z A * :55C1E operator-config.yaml & AgentConfiguration Y
Proxy &E& o
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERBFI XA RIS ERTE

HR#EFER « Kubernetes Monitoring Operator &#¢ Data Infrastructure Insights {77 EE P HAENA 230R{& o TNRLT
£ Kubernetes REMARIEERE - BZEEXTAENBETHFAE Docker EFEH A 2 F i PIREVA 23R
& ~ BIIABEEETE Kubernetes Monitoring Operator FREERI A 8377 ENHE o

1 NetApp Monitoring Operator Z#£/5IRHIT TFARIRENR & o Lbas S EE A Data Infrastructure Insights f&#
12 ~ R IREEMIFRA SRR « FA1BEH Data Infrastructure Insights 472 o HIRIZRES « FHEa AR
Egn%ﬁﬁﬁiéﬁ EFE o LS THIRFEFMERNFEEE - BIFERE - F2RATH - BREELEEANE
ZOVEEZINEES Kubernetes B2

* NetApp B5¥%

» CI-KRBA-Proxy

* Cl-ksm

 Cl-Telegraf

* ## distrouse-root fFH#E

Efrachk

* Cl-Fluent fii7c

* Cl-Kubernetes-event-Exporter

AERR XU AE LM [E]
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* Cl-net-BiR&

R Z2ER] ~ 38 Toperator) SRIBREFGHETEH TTAB/AH/ B2 RIBREHRERE - BREHEEFERE
FRiE e AR R A AR AZEC F] B $RER 1SR Data Infrastructure Insights {77 AIBREIZSC A B SRR IS —3 o

7£ operer-deployment.yaml| FAREEES IS EE IE « WEKFIEMER 2B UEREIIFAE Docker #1FEE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

£ operer-config.yaml 4REE AgentConfiguration ~ LU PRFTEYEIBIRE repo (U E o AIEHNFAB REREEILN
A9 imagePullSecret ~ MNEFAME K « 552R https:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig

UNRITZZE OpenShift 4.6 SLEFhRAS_E#1T -« BIAZBTE operer-config.yaml H4zEE AgentConfiguration ~ 7 BE
e

EXF runPrivileged &€ -

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftAlSER B{FEEINNZ 2 B4R ~ UFHHEF LEKubernetesToFHITEEY ©
REMSE

NetApp-Cl-telegraf-DS ~ NetApp-Cl-Fluent-bit-DS #1 NetApp-Cl-net-$822%& -1 4-DS e BT = EFHEE
ERL EHERZ—(E Pod ~ WUBIERINEMMB &R LHNER - BEHREERER AT RELECHMM * 58 * o IRE
EEs FACE TR B EERSH > WEMELE Pod 7EEEENRS LETT » BInJURELLSRBIE *AE * '
AgentConfiguration F" o NIRIGER BT/ SHEREZEREPHFIEENE « SN BETIREFESNEPINEHEN
BEETHEE ~ UEHHERBITIRIES Pod ©
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https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

o

R EZ N Kubernetes TSR HE

il

#R[E]" NetApp Kubernetes EsiFiR{EE 24 * BHE"

R ER

HERPBR Kubernetes Monitoring Operator 157 E2{E 2 A% HIREIR ~ SBEZEEZ AT - 1 operer-setup.yaml &
ZhRFETIER -

ClusterRole/netapp-ci<namespace>-agent—-secret
ClusterRoleBinding/netapp-ci<namespace>-agent-secret

NRZBFAAR ~ HERRERETMRER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

MREREE DI ~ 3518 AgentConfiguration B operer-config.yam! ABCHES B SRR AR - THEEFE
IBEERTFEE _kindsTolgnoreFromWatch : [ Secrets | © :&FRILITHES|SEMES |SENFEEMMUE ©

change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

E#z% Kubernetes ESiTiR(EE R G5

REE MG R HIFENFIAERAMEI9H NetApp £ E o BRI UEZEFIFER COKE TAFEHEREMG > oF
&7 Kubernetes A EH23 o MNFEELFME R "KubernetesSX 4" » 552 ©

AREEREELANAFESRAIERERFERZESRN _ EEN | RIRFERE LEELTHABRHEE > IR
BRELRER _ TR

AEFYRETERES AT TR

1. BRMEHIT TRAREEER B
2. HIFRTE » SRER T ARFERE
3. EEFHAELARER (889 DI BREEE pub)
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4. {EF CO%EE KEnET R - F2RUT NI EREA

$ cosign verify --key dii-image-signing.pub
--insecure-ignore-tlog <repository>/<image>
Verification for <repository>/<image>:
The following checks were performed on each

- The cosign claims were validated

-—-insecure-ignore-sct
:<tag>

<tag>
of these signatures:

- The signatures were verified against the specified public key

[{"critical":{"identity":{"docker-

reference":"<repository>/<image>"}, "image": {"docker-manifest-

digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]

SEE AR

MNRIETERTE Kubernetes ERIEIRFERIBEIMRE « FER TIIFIER !
R A

FKEF2KubernetesiFE Volume B ¥ FERY B I (1255
& 2 BRVBEALELR - FBKubernetesF4&Volume g
ERFRF ARSI T ATEIRERTE ©

HiESHPEIELUATRRIAE @ E0901 15

21 1 39.962145 1 5923 ° AI{E : 178) k8s.io/kube
ARERISAZ | MR / (#7F / BB S o BufE ¢ 352 : HIEY!
H * v1.MutatingWebhookbuilder 4B5E : {AAR2S A Z!
FRERIE IR E0901 : 21 : 43.16178 (AR £,
Z 10 BB v1.16178 v1/816v1.v1.vi.vivlvlviv2.1*
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AR R RR L IR A N TelegrafCIETER ~ AR E
RN TelegrafCIERER © EAZEFH Telegraf
2.0 IR EHhRZS ~ BABEBIESIEEH Kubernetes

= EEFRE - LS Data Infrastructure Insights ©

WMRET#HITKUuberneteshR 48K AL 1.20IKubernetes
2.0.0hRBLE RS 2 Kube-state & ~ B fE & HIRE
R o HERSKuberneteshas :  kubeclthrads &
FEEN{SKube-sti& EEhRZS © _kubeclt Get Deploy /
kube-state-metases -0 jsonpath="{.image}’ =ZE#
BEBLEAE  FRETUER Ekube-state-metases
EE -~ UERT

Fl|Les: mutatingwebhookwebhookvalidkap_props_en
efroupZ2#4BRE . resources=certicatesignquests * 7K
FHEEY ~ ZH5E  cronjobs ~ BUHEMA ~ 2PE - IHEL &
MERBEIET « FEE ~ T(F - [RHIZEE - spfaZEm
HFEREREA ~ 8134  FHEERWRE  FEERWEE
BRERE « % - IRT5 ~ IRFS - ARERERER ~ 852
ERGE -EEFA - EXxX - BR -BR-ER--BR-
R ~ BIF4E ~ BIR ~ BRAER - BF ~ f#F ~ 8%
BB IR~ BIR « BIR ~ (17 ~ ABERT ~ &
F-REE-#EFE B -BRE -BR -BR - f#FE
B -BE - BR - EBRE -BER REE -EEF R
I EE EBR &R {#EF& B« FEE - 'R
HERE - BR - REE - BR -BR -#EE - B
F-BRE - BR #EE -#EEe -BRE -BF B

webhookconfigurations ~ volumefi 4"



AR

HEZ Telegraf B95:RNSE T8, » 18 Telegraf
BERRESTHT: 108 1M B 14 © 23 © 411P-172-
31-39-47 systemd[1] : EXEIIMIMERN EMBIRARZI
BRRN > RetE8REETEENE-10A 1M B 14 ¢
23 . 41 1P-172-31-39-47 Telegraf[1827] .
Time="2021-10-11T14:23:41Z" Level=error
msg="Failed to create cache
directory./etc/telegraf/.cache/snowflake > err :
letc/telegraf/.ca Che : #EFREIE o ZBE \n"
func="govake.(*defaultLogger ) .Errorf"
file="log.go:120" Oct11 14 . 23 : 41 IP-172-39-47
Telef=18211-20211-20z"E 2 RE © FHRL
/etcltelegraf/.cache/cloflake/occ_restore cache.json

: EIEEEREZE S B #% \n" func="govake.(*defaultLogger
) .Errorf" file="log.go:120" 10 B 11 H 14 : 23 : 41
IP-172-39-47 teleraf[1821-2021:2012]Ex&h Telegraf
1.19.3

7EKubernetes t ~ M Telegraf pod¥Res FHEzR : T
BEIEmountstats B I FF 22 £ 552 © BIERRImountstats
FEZ2 : /hostfs/proc/1/mountstats ~ $532 : B8
Eft/hostfs/proc/1/mountstats : #EPREIE

mkdir

7EKubernetes t - M Telegraf ReplicaSet pod#Res T
Hl)$&52  [inputs.prometheus]#&zRin plugin : Could not
load keypair /etc/Kubernetes /pi/etcd/server.crt

. letc/Kubernetes /pi/etcd/server.key . open
letc/Kubernetes /piletcd/server.crt B $E S 1 HITEEE

HAPSP/PSAIRIE - EREEER EHMNEITRER?

REEASBRFERIEEIME - MAREER PP/PSA

Grep -l pp (FEEETRIXAREMIIER)

A

EE2CHMRERE - MN"EEGItHUb Y E BB ~ 35
20 - QB TelegrafE BB EIETT T « EREEIIU
ZRRELESERNE o

YNERER A 3RHIB1T SELinux ~ BIRTRE& FHIE
Telegraf Pod 77EX Kubernetes &% EHY
/proc/1/mountstats 1828 - BE e ARLLRT ~ B4REE
agentconfiguration ~ ZA&EXF RunPrivileged 5&7E ©

BRAEZFHMER > 552/ OpenShift sREH ©

Telegraf ReplicaSet Pod AJ1E35E 4 + RiEh Sk etcd BIEA
LE#1T o 1R ReplicaSet Pod R TEEH—{EEIZL L
17~ IS E RS LR o MBI EEIRY etcdEiR,
EEEME - REA ARV ENBTEE
ZETelegraf ReplicaSet ~ Telegraf-RS © /40 - 47
#gReplicaSet... kurbectl#R#ERS Telefra-RS ... ~ M
BENAFTEE EHRIE o ABEMEBIReplicaSet
Pod °

INRTEY Kubernetes EEIETEHIT Pod Z2EER (
PSP ) B Pod Z£&5F8] (PSA) - BIEREBEARE
B HTHY Kubernetes BE1EEEE o FHKR TP RALK
EBAIXIE PPIPSAWEER | 1. LEFAIRE:
PZE21EE . kebectl delete agents NetApp NetApp -n
NetApp B53% kebectl delete ns NetApp E51% kebectl
delete crd agents.monitoring.clusterrolebinding agent-
manager-rolebinding agent-proxy-roleagent-
rolebinding admin-rapproxy-rateagent-bindingleagent-
bindingleadmin-
rolecinglecinglecinglecinglecinglecingle. 2 2 R ¥ ARk s

BUBEIERE o

1.FEA T G<THRECEIE | kubectl -n <name-
space> fRERIERER 2.4 EREAZ2MER BR
A Bl - EEEH Pod 22 H5RM Pod 22 5F
A~ M RAFEEEETIHE - FHTImSETHES

. kubecll Get PSP (fEEEmPodZ & REIERER

) kbecll Get all -n <#p&Z=fE>

3R TmagePullBackOff] $H:R
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MREEBIHNE RIEREHEFE - BHREE
Kubernetes Monitoring Operator IEFER¥:A; « FAEIAE S
E’HZEE?E_%E‘E*E?& o FERE ZEHBANRERRT / AAER

f%iﬂﬁi%ﬂ??ﬂﬁ%ﬂ’ﬁﬁﬁﬂj  REBHE AT TR E

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs

<monitoring-operator-pod> --all
-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-contailners=true

B4t Pod HEMARTRR N T EEHHEERIK
£2R - FEATHAEE | EHP—E Pod BIEEER
LSRR Bz RRES © BI90 @ --{"CI-FE B -id":" f&r9FA
B -id" ~ "collector & " : "Your -k8s-cluster % ¥& "
~ "Environment : "prod" - "Level" I "error" ~
"msg" . BEFEREN o JREA [ #ZDOARZA 3.10.0 BRI
PZORRZS 4.18.0 ~ "Time" © "2022-11-
09T08:23:08Z"} --- * Net EiZ#& Pod E3K Linux %10
FRASZE /D% 4.18.0 © EFAFS "uname -r " @ERZOAR
7~ WEEEM >=4.18.0

12E K8S B FRFRIRTE - AT EMtETE
BANERHERE « s8R ERERBREERIRTE (
NTP) HEZERFREE&HEIGE (SNTP) ~RBEFR
TP RS FAYRSRS o

Net-BiZRE B—4ME5E « 71 k8s =ENSEMI L
1T Pod s TR MEEFR) ARRERY Pod - WARE
ERh#E CPU BRI ERMERE - MRERIPAR
A% ECIEREHM CPU ©

bR EEE REEREMIVEESE « B_Telefra-Rs_
podTE_ksm_ pod BN Z FiFLERIENEF A HIR o FRr
BPod#EHITHR « ELNEEZEELL ©
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5

KBTI EEHEAME - BRINX4RIEHBIHAR
REIRE o

Operator #3422 BT Net-Oborative (T{EEEHIFE
) Pod fiIi? CrashLoopBackOff

Pod 7£ Operator sa =R #1T (F85R1E © NetApp-
Monitoring ) ~ EEHFHTIEEEHHER
Kubernetes E& + Ul FARZEEREAER

BT HATETHNELMRERE Pod BN THE
Ry ARER

28 Kubernetes BEITIREE 218 > HE L BN7EC R
BITHAR [ IMERHEHIR inputs.prometheus]
$83% | [ http://kube-state-metrics 32 HTTP Z3REF
LA $ER o <namespace> © http://kube-state-metrics
svc.cluster © <namespace> Zx# : dial tcp: LOOKUP
kube-state -indformations.data.svc.cluster
<namespace> ° Zst . HIEEE

K2 EEIEEDPEEMN Kubernetes CronJobs 1E7E
WEERESE -


http://kube-state-metrics

AR

358 Kubernetes hkZs (Bl kubectl version)
RE v1.2x HERERRZE ~ ESTEHAIR

1 o Kubernetes Monitoring Operator ZFEH kube-
state EE2hRZA{EZ1E v1.cronjob ° fFH Kubernetes
1.2.x J2LUFHRZSES « cronjob EiR%A vibeta ©
cronjob. ALt  kube KESEE 8 AKX E] cronjob B
R o

#mEE AgentConfiguration H8J Teledraf @EL ~ i
dockerMetricCollectionEnabled %7 false ° HRAz¥4H

° 4N

=R BRI EENHSEE" o | K L.
Telegraf @ ... -5 L RRRE BITER

: - TEREBNRIER ¢ - R5IH# L As
2% _UNIX #8F _placeholder f&: UNIX :

/llrun/7A BRE sock

#mEE AgentConfiguration B Telegraf @EL ~ i
outputTimeout EINZE 10s - BRAFMEE > A2Eie
EERY AHRSIEIE" o

AWEE LSRRI S B R o

#ZE 2023 &£ 10 B 12 B + Data Infrastructure
Insights BEEE EEER - UEFAFERERHER
% BERO ARG ERGENEE FLIEMM
RAZER o

HINEMELE Pod BI%TE !

“kubectl -n netapp-monitoring get
pods

5

ZiHB{EE 2% - Telegraf-DS Pod & A
CrashLoopBackOff ~ Pod 528 &8 [ su
B oo

: ik

1T Telegraf sLiRtEP B ELUA T AR EETER

AME e | [XERERX ] B A outputs.http © POST T
\https : //les/rest/v1/lake <tenant_url> / #EEX / #2£&

xdb | FFERAEIERER . NREBBHE (AR - EF
1R AR BB AIE)

HIERFLEEMEHRN _ 28 _Jkl -

ATEREIMERSEEEER Pod IEERIT ~ —E%
7 NetApp-Cl-monitoring + <pod> * B—{E&%
monitoring *~ <pod> ?

89 Kubernetes B EIMZLE[EIER Data

Infrastructure Insights ©

grep event-exporter
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fElRs :
awk {print $1}'

&2 Kubernetes Monitoring Operator Z8&HJ Pod
RAABERREMER ©

AR AARE IR ~ BEY NetApp-Cl-kube AREE ?E’fﬁ
Pod ﬁ,iﬁiﬁzz«‘i{%ﬁtﬁ% BRI NEREHE « 4HEE
ElREFRAZE NetApp-Cl-kube AREEFSIZEY o

NetApp-Cl-kube-state 512 Pod TE#11T Kubernetes %
TEE AR B EIARRE SRR GER (BIERIE
g o

KA Kubernetes BRET RO TEERE TEM4E
BEAKE - A% maxEventAgeSeconds | A5

o
Y

Telegraf @& & A A FIHENCIREFA EMER

Wl

.\.=|=

Gt

HED Telegraf HHMWESHEHELUUTASR !
[Inputs.DisklO] #XUxEE T VDC | AYBARRATE |
JdevIVDC S 5538 © SR Ib AT ot B 63 _
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A
sed 's/event-exporter./event-exporter/”

f&% T NetApp-CI-EVENT - Exporter 1 5 [ EVENT -
Exporter | °© #T2K » fREEEEIERER kubectl
-n netapp-monitoring edit agent ’ MiERFE
log_file F9{E > URIR E—DHIRFINBEESHEHEE
Pod %78 - EARSHER « log_file FEZHRES T
Ivar/log/container/NetApp-Cl-event-Exporter.log 1

g [ /var/log/containers/event-Exporter.log 1

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- /var/log/containers/netapp-ci-event-exporter*.log

SE 5 BT LRI 2R B 2 A S — B o

$52:8 Kubernetes Monitoring Operator "48/A535£18" »
FABEE CPU M / SHEEIRASPRE o

StateSetSet I FEE "SI KA o fEIEIE(EAIZA
¢ B8 1% - NetApp-Cl-kube HREEIE1E Pod E‘jEE.’V)_\TE
{E o

mEAFHER Pod °

1EMGEE T agentconfigurated ~ 1N event-aler-
maxEventAgeSeconds (BMENNZE 60s) ~ event-
kaler-kubeQPS (BEME/NZE 100) ~ M event-
kaler-kubebBurst (BMiE/NZE 500 ) o WNFESLEAHRREE
THRVEFAAE N » sA2 R ERRETE B ©

EFUEMERIERERLR / EARE Telegraf AI#HE L IRAS
E’JFE%‘J o YN RIENNPRHIMLIFZEIR » F/HER NKMO IR
BAE > W& NOISS 5&%4 true © L#Ié.’r?a/‘r Telegraf A&
E.uiﬁ HEMNGIREER - #HASETEREZRA
b ~ AABREIREBER IS HIRLEINGE - BER
*‘FT_ AR EHTE R IREMNIRIERIIT o Y15 inbizon
HHRSEETERVEHANER » A2 R ETEHH o

$1 Kubernetes Monitoring 12EEM= - BLLE
EERMW -~ UL MZRE o HE 7
AgentConfiguration F4R#E Telegraf @& ~ A

_runDsPrivileged %% true © WNFEFFAME ~ 55" E5H
ERV/ERSEEIE"2 o
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H{th KindsToWatch LGSR D PRAVEMMTESE R E ~ A ICUNEES3FREEIEITERR
TEEERE
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LogRecordAggrintervalSe f{¢UNEESHEXCERE Cl RUSER

conds

BEERTIE change-#1%#& water-DS EBSMNATE - (EfRIBREETT

I o & 0 ' {key : tint1 - operator : Exists *
effect : NoSchedule} ~ {key : tint2 - operator
. Exists - effect : NoExecute}

AgentConfiguration #£Z2 |

LR 2 AgentConfiguration 1222836 o

apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-ci-monitoring-configuration
namespace: "netapp-monitoring"
labels:
installed-by: nkmo-netapp-monitoring

spec:
# # You can modify the following fields to configure the operator.
# # Optional settings are commented out and include default values for
reference
# # To update them, uncomment the line, change the value, and apply
the updated AgentConfiguration.
agent:
# # [Required Field] A uniquely identifiable user-friendly
clustername.
# # clusterName must be unique across all clusters in your Data
Infrastructure Insights environment.

clusterName: "my cluster"

# # Proxy settings. The proxy that the operator should use to send
metrics to Data Infrastructure Insights.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-
support

# proxy:

# server:

# port:
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NOProxy:

username:

password:
isTelegrafProxyEnabled:
isFluentbitProxyEnabled:
isCollectorsProxykEnabled:

H H= H= H HF= FH

[Required Field] By default, the operator uses the CI repository.

+H =
+H ==

To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: 'docker.cOl.cloudinsights.netapp.com'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'netapp-ci-docker' to the name of your secret.

dockerImagePullSecret: 'netapp-ci-docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: 'true'

# # Number of days before expiration that the ApiKey should be
rotated. This must be less than the total ApiKey duration.

# tokenRotationThresholdDays: '30'

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '60s'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '10000'

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '150000'

# # Collect metrics on multiples of interval (round interval).

# roundInterval: 'true'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs



(collection jitter).
# collectionJditter: '0Os'

# # Collected metrics are rounded to the precision specified. When set

to "0s" precision will be set by the units specified by interval
(precision) .

# precision: '0Os'

# # Time telegraf will wait between writing outputs (flush interval).

Max=collectionInterval

# flushInterval: '60s'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJitter: '0Os'

# # Timeout for writing to outputs (timeout).

# outputTimeout: '5s'

# # telegraf-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# dsCpuLimit: '750m'
dsMemLimit: '800Mi'
dsCpuRequest: '100m'
dsMemRequest: '500Mi’

H H= FH+

# telegraf-rs CPU/Mem limits and requests.
rsCpulimit: '3

rsMemLimit: '4Gi'

rsCpuRequest: '100m'

H H= H= H H*

rsMemRequest: '500Mi'

=

# Skip second run of processors after aggregators
# skipProcessorsAfterAggregators: 'true'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: "'

# rsTolerations: '

# If telegraf warns of insufficient lockable memory, try increasing
the limit of lockable memory for Telegraf in the underlying operating
system/node. If increasing the limit is not an option, set this to true
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to instruct Telegraf to not attempt to reserve locked memory pages. While
this might pose a security risk as decrypted secrets might be swapped out
to disk, it allows for execution in environments where reserving locked
memory 1s not possible.

# unprotected: 'false'

# # Run the telegraf DaemonSet's telegraf-mountstats-poller container
in privileged mode. Set runPrivileged to true if SELinux is enabled on
your Kubernetes nodes.

# runPrivileged: '({{

.Values.telegraf installer.kubernetes.privileged mode }}'

# # Set runDsPrivileged to true to run the telegraf DaemonSet's
telegraf container in privileged mode

# runDsPrivileged: '({{
.Values.telegraf installer.kubernetes.ds.privileged mode }}'

=

# Collect container Block IO metrics.
# dsBlockIOEnabled: 'true'

=

# Collect NFS IO metrics.
dsNfsIOEnabled: 'true'

=+

# # Collect kubernetes.system container metrics and objects in the
kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,
AKS, GKE, managed Rancher). Set this to true if you want collect these
metrics.

# managedK8sSystemMetricCollectionEnabled: 'false'

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.
# podvVolumeMetricCollectionEnabled: 'false'

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.

# isManagedRancher: 'false'

# # If telegraf-rs fails to start due to being unable to find the etcd
crt and key, manually specify the appropriate path here.

# rsHostEtcdCrt: "'

# rsHostEtcdKey: "'

# kube-state-metrics:
# # kube-state-metrics CPU/Mem limits and requests.
# cpuLimit: '500m'
# memLimit: '1Gi'

# cpuRequest: '100m'
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# memRequest: '500Mi'

# # Comma-separated list of resources to enable.

# # See resources in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs, daemonsets,deployments, ingresses, jobs, namespaces, nodes,persisten
tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of metrics to enable.

# # See metric-allowlist in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# metrics:
'kube cronjob created, kube cronjob status active,kube cronjob labels, kube
daemonset created, kube daemonset status current number scheduled, kube daem
onset status desired number scheduled, kube daemonset status number availab
le, kube daemonset status number misscheduled, kube daemonset status number
ready, kube daemonset status number unavailable,kube daemonset status obser
ved generation, kube daemonset status updated number scheduled, kube daemons
et metadata generation, kube daemonset labels, kube deployment status replic
as, kube deployment status replicas available, kube deployment status replic
as_unavailable, kube deployment status replicas updated, kube deployment sta
tus observed generation, kube deployment spec replicas,kube deployment spec
_paused, kube deployment spec strategy rollingupdate max unavailable, kube d
eployment spec strategy rollingupdate max surge, kube deployment metadata g
eneration, kube deployment labels, kube deployment created, kube job created,
kube job owner, kube job status active, kube job status succeeded, kube job s
tatus failed, kube job labels, kube job status start time, kube job status co
mpletion time, kube namespace created, kube namespace labels, kube namespace
status phase, kube node info, kube node labels, kube node role, kube node spec
_unschedulable, kube node created, kube persistentvolume capacity bytes, kube
_persistentvolume status phase, kube persistentvolume labels, kube persisten
tvolume info, kube persistentvolume claim ref, kube persistentvolumeclaim ac
cess mode, kube persistentvolumeclaim info, kube persistentvolumeclaim label
s, kube persistentvolumeclaim resource requests storage bytes, kube persiste
ntvolumeclaim status phase, kube pod info, kube pod start time, kube pod comp
letion time, kube pod owner, kube pod labels, kube pod status phase, kube pod
status ready, kube pod status scheduled, kube pod container info, kube pod co
ntainer status waiting, kube pod container status waiting reason, kube pod c
ontainer status running, kube pod container state started, kube pod containe
r status terminated, kube pod container status terminated reason, kube pod c
ontainer status last terminated reason, kube pod container status_ ready, kub
e pod container status restarts total, kube pod overhead cpu cores, kube pod
_overhead memory bytes, kube pod created, kube pod deletion timestamp, kube p
od init container info, kube pod init container status waiting, kube pod ini
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t container status waiting reason, kube pod init container status running, k
ube pod init container status terminated, kube pod init container status te
rminated reason, kube pod init container status last terminated reason, kube
_pod init container status ready, kube pod init container status restarts t
otal, kube pod status scheduled time, kube pod status unschedulable, kube pod
_spec _volumes persistentvolumeclaims readonly, kube pod container resource
requests cpu cores, kube pod container resource requests memory bytes, kube
pod container resource requests storage bytes, kube pod container resource
requests ephemeral storage bytes, kube pod container resource limits cpu co
res, kube pod container resource limits memory bytes, kube pod container res
ource limits storage bytes,kube pod container resource limits ephemeral st
orage bytes, kube pod init container resource limits cpu cores, kube pod ini
t container resource limits memory bytes, kube pod init container resource
limits storage bytes,kube pod init container resource limits ephemeral sto
rage bytes,kube pod init container resource requests cpu cores, kube pod in
it container resource requests memory bytes,kube pod init container resour
ce requests storage bytes, kube pod init container resource requests epheme
ral storage bytes, kube replicaset status replicas, kube replicaset status r
eady replicas,kube replicaset status observed generation, kube replicaset s
pec replicas, kube replicaset metadata generation, kube replicaset labels, ku
be replicaset created, kube replicaset owner, kube resourcequota, kube resour
cequota created, kube service info, kube service labels, kube service created
, kube service spec type, kube statefulset status replicas, kube statefulset
status replicas current, kube statefulset status replicas ready, kube statef
ulset status replicas updated, kube statefulset status observed generation,
kube statefulset replicas, kube statefulset metadata generation, kube statef
ulset created, kube statefulset labels, kube statefulset status current revi
sion, kube statefulset status update revision, kube node status capacity, kub
e node status allocatable, kube node status condition, kube pod container re
source requests, kube pod container resource limits,kube pod init container

_resource limits,kube pod init container resource requests'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*],replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following
abbreviated single line format only.

# # No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'



# tolerations: "'

# # kube-state-metrics shards. Increase the number of shards for
larger clusters if telegraf RS pod(s) experience collection timeouts
# shards: '2"

# # Settings for the Events Log feature.
# logs:
# # Set runPrivileged to true if Fluent Bit fails to start, trying to
open/create its database.

# runPrivileged: 'false'

# # If Fluent Bit should read new files from the head, not tail.

# # See Read from Head in
https://docs.fluentbit.io/manual/pipeline/inputs/tail

# readFromHead: "true"

# # Network protocol that Fluent Bit should use for DNS: "UDP" or
"TCP" .
# dnsMode: "UDP"

# # DNS resolver that Fluent Bit should use: "LEGACY" or "ASYNC"
# fluentBitDNSResolver: "LEGACY"

# # Logs additional tolerations. Use the following abbreviated single
line format only.

# # Inspect fluent-bit-ds to view tolerations which are always
present. No tolerations are applied by default for event-exporter.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# fluent-bit-tolerations: ''

# event-exporter-tolerations: ''

# # event-exporter CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# event-exporter-cpulLimit: '500m’'

# event-exporter-memLimit: '1Gi'

# event-exporter-cpuRequest: '50m'

# event-exporter-memRequest: '100Mi'

=

# event-exporter max event age.
# # See https://github.com/jkroepke/resmoio-kubernetes-event-exporter
# event-exporter-maxEventAgeSeconds: '10'

# # event-exporter client-side throttling
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# # Set kubeBurst to roughly match your events per minute and
kubeQPS=kubeBurst/5

# # See https://github.com/resmoio/kubernetes—-event-
exporter#troubleshoot-events-discarded-warning

# event-exporter-kubeQPS: 20

# event-exporter-kubeBurst: 100

# # fluent-bit CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# fluent-bit-cpulLimit: '500m"'

# fluent-bit-memLimit: '1Gi'

# fluent-bit-cpuRequest: '50m'

# fluent-bit-memRequest: '100Mi'

# By default, the Fluentbit DaemonSet will mount the /var/log and
/var/lib/docker/containers host paths to access/read the

# Kubernetes container logs. If Kubernetes has been configured to
place container logs in a non-default location, use

# this option to modify the Fluentbit DaemonSet to mount the non-
default path.

# fluent-bit-containerLogPath

# # Settings for the Network Performance and Map feature.
# workload-map:
# # netapp-ci-net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/
# cpuLimit: '500m'
# memLimit: '500Mi'
# cpuRequest: '100m’
# memRequest: '500Mi'

=+

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8'

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # netapp-ci-net-observer-14-ds additional tolerations. Use the
following abbreviated single line format only.
# # Inspect netapp-ci-net-observer-14-ds to view tolerations which

always present.

are



# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'
# l4-tolerations: '

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
nodes.

# # Note: In OpenShift environments, this is set to true
automatically.

# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpulimit: '1'
# memLimit: '1Gi'
# cpuRequest: '500m'
# memRequest: '500Mi’'

# # Interval after which a non-successful deployment of a workload
will be marked as failed, in seconds
# workloadFailureDeclarationIntervalSeconds: '30'

# # Frequency at which workload deployments are combined and sent, in
seconds

# workloadDeployAggrIntervalSeconds: '300'

# # Frequency at which non-workload deployments are combined and sent,
in seconds

# nonWorkloadDeployAggrIntervalSeconds: 'l5'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"api key", "jwt", "accesskey", "access key", "access-key", "ca-file",
"key-file", "cert", "cafile", "keyfile", "tls", "crt", "salt",

".dockerconfigjson", "auth", "secret"'

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"authorization.k8s.io.subjectaccessreviews"'

# additionalKindsToWatch: ''

# # A comma separated list of additional field paths whose diff is
ignored as part of change analytics. This list in addition to the default
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set of field paths ignored by the collector.
# # Example: '"metadata.specTime", "data.status"'
# additionalFieldsDiffToIgnore: ''

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

# kindsToIgnoreFromWatch: ''

# # Frequency with which log records are sent to CI from the collector
# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecutel}'

# watch-tolerations: ''
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order netapp-fitness-... Deployment 4,515.16 161.84 65.07 0.00

)

% EN_BEEEARE _RERBIFEaHNFAEESEER -
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Filter By 7]

2/2 2 0 Namespace

Up-to-date  Unavailable
Pods: Current [ Dezired

Labels

260mc

24, May 1Z:00 FM

= Request = Limit

Highest CPU Demand by Pod

132.76m: frontend-7...5f8f-284kb

127.55m frontend-7..578F-gd8mk

Pods (2)
PodName T Status
frontend-TlccdSfaf2a4khb

Heslthy Runming

frontend-Ticcdsfaf-gddmbk Hezlthy Running

Kubernetes & & A

Kubernetes Change Analytics {2 {if&

@ i ny ) £
& ci-demo-01 / @ netapp-fitness-..

netapp-fitness-store-01

@l frentend

Type Date Created
Deployment Apr11,2023 11:34 AM

0.17cie

Mamory
359
Regue
2 GiB
o
24 May 1200FM
= Request = Limit

Highest Memory Demand by Pod

0.02GiB frontend-T..2f6f-284kb

0,08 GiB frontend-T...5f8f-gd3mk

Healthy Containers cpu_usage_nanocores {mc)
1oft 133

toft 128

0.00gis

Total PVC Capacity claimed

memory_rss_bytes [GiB)

0.08

0.03

K8s IRIFRTE BN R TS RR o ERMEBEARRS

RELCHNERZF o FIA Change Analytics ~ ERILUBHMSESI BN AR EE « WG H
K8s k%5 - ERRIEN =R AT AR 1L RRH o

SBEAERER?

* 275 Kubernetes IRIFH ~ AISEEEAAREAEMERFH o BT AR HE B MIARARR KB T
FEFMAREENRENN - FEILHBBERILEE - SRR RHEIHFEENR Kubernetes IRIT ©

EE1%18 Kubernetes B0 #7 ~ FH2IEZE * Kubernetes > BB * o
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NetApp Cloud Insights Demo [/ Kubernetes [

Filter By = Kubernetes Cluster ci-demo-01
Alerts As @2 Deploys
Timeline

B @ fontend >

=

. @ catalog >

Compare to: @

Workloads

"] peint-of-sale

Kubernetes Resources

|7 Mamespace (8}
8 Changes and B Alens

M)

o

P

5

-~

i

O

Change Analysis

» X MNamespace netapp-fitness-store-01

» X Workload Name frontend

~x@e

® Dec 14,2023

0:29 AM - 10:35 AM

Reset Zoom  Bucket: 20 seconds

ata Infrastructure Insights BIPRETHAE—#% - EREEEEE

EEE E

BEE

1
10:36 AM

Triggered On : name

Deployment:
catalog

Deployment:
catalog

Deployment:
frontend

Deployment:
catalog

Deployment;
catalog

Deployment:
catalog

Kubernetes #£ « sp =S TIFRHAIE « HEHE {+) 1RERAGHIE B CRIEHEESS ©

ELREINEERSE - R EEMNIFEH (LUK

1R

T EREREMEERS) K SEZEENZsRERTE

1 T
1037 AM 10:38 AM

Last updated 12/14/2023 1:29:55 PM

Status

Active
Complete
Resolved
Resolved

Active

01 0 Kind Health Pods Storage Labels
Deployment Unhealthy 2f2 ] 5
W
1 v 1 | i 1
10:30 AM 10:31AM 10:32 AM 10:33 AM 10:38 AM 10:35 AM
Changes
Type Summary Start Time Duration
@ AL-279510 Workload CPU Throttling 12/14/2023 10:35:00 AM
© Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5 minutes
@ AL-279476 Workload Network Latency-  12/14/2023 10:04:00 AM 27 minutes
RTT High

A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1 minute
A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM
A AL-27949T Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute

Resolved

HEE R B FIEERRY Data Infrastructure Insights B 25 E BB EFEIE o RiEEERIE - E@MEHTEILE

BEEIAW : TEEIRL © @A

Tz LIFEHMVEBNEREEAR c TERPE—TLHER - IEE—T B - UEETNERERNREEE -
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xBEe

Labels
3

Bucket: 6 minutes

Filter By - Kubernetes Cluster =~ stream-54 ¥ X Namespace | kube-system X ¥ |X - Workload Name = coredns
Kind Health Pods Storage
0 8 0 0
dleit o ety Deployment Healthy 171 0
Timeline
. @ coredns >
I ' | | ' 1 i
12:30PM 12:45PM L00PM L:15PM L30PM 1:45PM 2:00 PM
Compareto: @ Changes
Type Summary Start Time Duration
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute
© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM
© A1-2982887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute

RIRARRE

© AL-2982887

@ AL 2932782

© 212982732

O AL-2982441

© AL2982441

once Workload Down copy

once Workload Down copy

once Workload Down copy

once Workload Down copy

once Workload Down copy

11/28/2023 3:01:00 PM

11/28/2023 2:57:00 PM

11/28/2023 2:57:00 PM

11/28/2023 2:32:00 PM

11/28/2023 2:32:00 PM

ERR@IG T AESFSEMIEE - LAIRLETHE (BENEBE)
£EEF Active =~ FBHRTE

Alerts

As ©17

MHRRR

0 milliseconds

1 minute

ERIEIRME ~ AREERE TEATL -

Triggered On : name

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

Deployment:
coredns

I ' I
2:45PM 3:00PM 3:15PM

Lastupdated 11/28/2023 3:17:05 PM
Status

Resolved
Active
Resolved
Active
Resolved
Active
Resolved

Active

o EEFEIE Active 1 Resolved Eis « BE

IRt EEETREPEAREE o [ « FERE ST started ~ Completed F Failed SPEMETE - EREEBE
BRI ~ ZATRIERN TR o

Failed 2p&

Deploys

A —]
N EREXAE

\ L
TAREE )

0 35

U

ETREETRRZWA 3 KIFEH - SELEFaufEZNIEHFAREZTEEHEMNEREE - E—T
T sEs « BIEEREZ4E ( Kubernetes Explorer) ~ 18K (TIEEHEME) g (BHiR) -
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TD.F'3WGI'HGEC|S . @ _—— e
with Most Alerts Analyze:

=i

Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs

sHAHERHE R
1575 B PPN B R —EEAR ~ ISEFARMSBAEE o N BRI E G RTEBINE - BIERIIAH

AEERBE « FHERR « WA EENE « URRREEERNES - ethFRTRHERR - EREMEE -
WUBAEAIHERASE A -
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€ Deploy Failed

Summary

Start Time
10/18/2023 2:40:01 PM

Triggered On

@ ci-demo-01 »

End Time
10/18/2023 2:50:02 PM

Triggered On : kind
Deployment

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure

Duration

10 minutes

ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Associated Events

EventLogs

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

Efst ~ ERNETUERETTHFAEN « SEEEETIERS - UKBETRETRERERNER -
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