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Filter By 7]

Clusters (2)
Name T Overall Saturation (34) CPU Saturation (26) Memory Saturation (6] Storage Saturation (3%) Nodes Pods Namespaces Workloads

self 56 25 56 31 z 63 18 68
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FilterBy - namespace | kube * X
Create wildcard containing "kube"
kube-public
kube-system
None
REERAFTHESER (FiM AN ME ¥ SEHEMUPURERRT - CERNFEFENNIER

GLURE BT ©
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kubectl -n netapp-monitoring edit AgentConfiguration
EEHECHBNEEBREEEZE AgentConfiguration ™ AHITIIGS !

kubectl get crd agentconfigurations.monitoring.netapp.com
MRETET NERREMEMREE ( NotFound ) J B ~ BIKBELARCHEER « ARcER

AgentConfiguration ©
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1. ABRIERAERE_https_proxy_#/3_https_proxy IRIFEE :
a. MNRIEFERTENProxyRE5E (ERERE/EN) ~ BFRT &S

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERAERE/ BB FRITTESHS -

export

http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>
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7EEBE NetApp Kubernetes Monitoring Operator Z Fil ~ 555 1E operator-config.yaml A& E AgentConfiguration
B Proxy BE& ©

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERBI ARG RERTE

IRIEFEE ~ NetApp Kubernetes Monitoring Operator &4¢ Cloud Insights &FEHIRINA 28715 © R IEG(ER
Kubernetes B EEMAEIEEE - BREERTAENBETHFAE Docker EFER B RS IRPIRINA LA
B4 7E:8 E #t NetApp Kubernetes Monitoring Operator FrEE A 23 RI7ZEUE o



% NetApp Monitoring Operator ZHE A R#IT MEARIREVRER) © IEEF S EE A Cloud Insights 77/E « #EEY
RIEERNFTEIEGAERKY « AR E W Cloud Insights f#1FE o HIRIERE « SARARENEEEL E5E o b
LTETHIREEFMERNFIER G - BIFERAINGE - A2 TH ~ BRELEEGNRE -

ZIVEIEEINEEEL Kubernetes B2

* NetApp B

* Kube-RBAC RIEF23

* Kube-state $51Z

* Telegraf

* 4 distrouse-root {EAE

FFacR

* Fluent {iI7T

» Kubernetes-event-Exporter
AR R4 A B 3th ]
* Cl-net-BizgR&

RIBERIERRE ~ 1§ Toperator) HIRMETBHEXTIEH TBA/AMYEE) HIFHREREFE - BEREFE
i LEBR IR AV BRIR IR S0 B $7E81E B Cloud Insights 77 EHRAIBRGARECH] B ERER IS —2K ©

£ operer-deployment.yam| RAREEESITEIEE ZE « WIENFRE G2 BUUERZRVFAR Docker E1FE ©

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

7T operer-config.yaml F45%8 AgentConfiguration - LA BEFHIAIRIRE repo L& ° AN EHIFERILH
B imagePullSecret ~ SNEFAMER} « 5528 hitps:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/


https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name
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WNRITZE OpenShift 4.6 SLEFhRAS_E#1T - BIAZBTE operer-config.yaml F4zEE AgentConfiguration ~ 7 BE
e

EXF runPrivileged &€

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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2. {EFENE ["Get" ~ "watch " ~ "list" BIFAERAENBERIFRE - F52H

https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (..M dM) A e ST Pl Production Best Practices i@

Installation Instructions Need Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

ustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.



o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7ZKubernetes =% #NetApp KubernetesE5iZi&FE R IBIZ AP ER ¢

1. BAM—EELBNGRER - MRERE F4K W5EATH Kuberetes EH FH ~ EAMBERNVEERBM G
BZEM o

2. —BEAGELISSHE « BRLA U Download Command | EX#E LRI 5T8E5E o

3. ZTURE A ERBAE_bash_fREFILHIT i THIRMFELRKIER - FFi8 - BEANBRRAAERNER A
RUBF 1 7524/ )\ 5 ©

4. ﬂﬂ%&xﬁﬁﬂ:ﬁﬂxﬁﬁﬂ_ B SRAEBUERRY TR AR B ~ ’EEESA bash Shell TEANABAT o FEARHEE
FERNTE H%H?E%EU&:E’J*A’%G%T?T 5 i’“%.ﬁ?ﬂﬁﬂﬂ’] SCANE R RAEE o ¥ operer-
deployment yaml FEYERTE ~ LUK operer-config.yaml EPE’\J‘?EI#%?E@T::%??T BRIE ©

S. MNBEE - AR n] FHRV4AEREIEIE « BI40 Proxy SRFABETFERE o SR LURABRAR "4HAREETE" o
6. EEIF 2%  FAEN KUBECH ERENIER R « THIHIT « UEEIREE -
1. ZREEEEELET - TREE—T_T—F _#&%ifto
8. ZHETRE H—T _T—% 1%l o BEMMIBRIZ 2 E1F operer-Secrets © yaml ¥EZE o
RABRRR 52 7E Proxy o
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FRLLES ~ 55— T Kubernetes BEFFMAF R HEIRIRAY * (EC0ERE * %R « AREUHEN MSCir&ES

.} kubernet H
O kubernates Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Log Cellection
k3s-2Znodes Emabled - Online

Deployment Options

Log Collection

Cancel

It EEth & R B RIRECERUIREEIR A o LU T2 RTAE
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FHREZFHINetApp KubernetesZ5iZigES

FERIR A BB F T 1F1E AgentConfiguration (YNSRI
ENmAZTER™) -

e}

Meed Help?

e .
VAREE :

Ve & =R 2FEZAY NetApp-monitoring ~ 3A5CX B

kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
WMRTEFHE AgentConfiguration

* 2K RABEFHIRNTERF °

° FEARERE IR A RREG MREERANER

N8 AgentConfiguration RIFTE :
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kubectl -n netapp-monitoring get agent -o

jsonpath='{.items[0] .spec.cluster-name}'
~ BIUIRAEREFINESN WRENGRERATETERMN NetApp
BEPEINGE ~ SRR EER R ER) -

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-netapp-kubernetes-monitoring-operator, RRZEEE>>
REMERF -

2 <<installing—the—netapp—kubernetes—monitoring—operator,§ﬁ§>>

RAMVERTF o

° sAfERERNEERTE o

o TNELERFTRY Operator YAML 1&ZE 2 % ~ 585 agent_backup.yaml FRERIEETIEBEZE TEM
operator-config.yaml - A BEITIHE o

© BRICSE FEENHN SRR G R EEANEETHEFE
{Z1E M EXEINetApp Kubernetes &% 5
EE(Z1ENetApp KubernetesBsiZ2{ES ©
kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0
EER#NetApp KubernetesEafFiR{ES :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1
IETEfERRZR

#5b&NetApp KubernetesE53iZi21ES

A EE ~ NetApp KubernetesBsiFiREEMTER tp A ZERIA TNetAppEaiE) o MREEREB CHIHHZERM -
AT LA TRUKRFIEREGSHIERPIZG R M o

AIEA T < AR R BT R A B IR E S ¢
kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete

clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREERMFENETHEBmRZERT « AR ER :



kubectl delete ns <NAMESPACE>

MRB—Een<ELD HARER - FRRTIHESTERRZEERGEIRES o

KERITTIEEGS - REBANZEFERME « HP—EaSrEEER RIS S o BLEME
ﬁgg*&ﬁilu\% °

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

MRFRERIZEMARRE

kubectl delete scc telegraf-hostaccess

Bt Kube-stateisiE

NetApp KubernetesB iR EE & BB L EEKube-statet5iE - FHREFHAELE) ©

Kube-statefS1Z st &85
HEHA Ty EERFECE tekube ik RE E S 5T BB E T ¢

1. "ConfigMap?&1%"
"TREE R IR
"EREEIR"
"AOFEE"
"mATEEEE"
"EELEE"
"}F4EVolumetgiZ"

" & Volume R IHIZAE"
"Pod}5iE"
"ReplicaSetE£"
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M. "R
12. "IRFFIEIE"
13. "StatefulSet5IE"

== Configuring the Operator
EBTRANERFH - RBEMNRENE _AgentConfiguration
BB RHEITRE o G U4REE _operer-config.yaml
EE  ENEEFFZAREILLER - ILERE T —ERENERED - F2RBE
xref:{relative path}telegraf agent k8s config options.html ["BIFEMIEEE"]
BRANRHMIRAERF

THRIUAEA TGS EREET FZRFHEILER :

kubectl -n netapp-monitoring edit AgentConfiguration
EEYENCEBENEEBRAEEZIE AgentConfiguration ™ :BHIT YIRS :

kubectl get crd agentconfigurations.monitoring.netapp.com
MREEER MERRBMAARE ( NotFound ) J AR - BIAELARECHEER « 7 EEH

AgentConfiguration ©°

5 EProxyz1g
& B LATE 1@ th 75 55 FB Proxy 3R Z22£NetApp KubernetesE5iZ12ES o ELERBE R AR SIBILAIProxy R 4% ¢

* ERITREEABRERE (EA TCurll ) FBZEProxy » MUERHITIZINE R ERBVRMERECloud Insights =
THERERMRIRIR

* BiZKubernetes#&EEEProxyZ #E£1Cloud Insights {RHZ BRI TEN
MR ERAEF—TEMTEProxy ~ &7 Z2ENetApp Kubernetes{E2EE1R28 « N BLBELRHIProxyE R E A
AAFFELCIoud Insights fRRIBESEIRIEETT RIFHVE MR EHProxy ~ M BRI LACloud Insights R EREEZEH
FHEARES VMTEERIHAE ~ BUIEHYProxy AJ BESR E IEFE ©

AR ZENetApp Kubernetes{F# Bz ti2s8Proxy ~ 57’ E_httpVIERIARE/hitps IR FIARIHIRIZEE ~ A
BBZE BET) o TELProxyIRIEAR « EAISEHEERE_no_proxyEnvironments E#] o

EER T  AERMLENetApp KubernetesBS 12 1EE Z R #1T FHIFER ¢

1. ZBRIEAERTE_https_proxy_ F1/Z¢_https_proxy IRIBSEIEL :
a. MNRIEERTENProxy:RBEEE (FRERBEB/ZEE) ~ FRIT MG :
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export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERERHE/ B FRTTESH< -

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

HEiZEKubernetesiR AT EICloud Insights ERVIRIGHEIT@ABIProxy « BEREBIAEELIETZE - &
#£NetApp KubernetesEsiZi2(ES o

7£EBZE NetApp Kubernetes Monitoring Operator Z Fil ~ 555 1E operator-config.yaml A& E AgentConfiguration
B Proxy BE& ©

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERBI LA RIGRERTE

RIETEER - NetApp Kubernetes Monitoring Operator B¢ Cloud Insights {#fFEHIRENA 2875 o MNREFER
Kubernetes B2 EEMAEIEEE - BREBERTAENBETHFAE Docker EFER B RSP IRINA LA
B4 B8 E ¥ NetApp Kubernetes Monitoring Operator FrEE A 23RY7Z AV o

1% NetApp Monitoring Operator 4t AT TASIRENREE) o IEEF S EE A Cloud Insights {#72E ~ #AEUE

EERFRARGARIRIE  ZAE I Cloud Insights #1FE o tHIRIERES « SEEIARMENREFEGFEE o Itan<
S THIREEFERNAERSR « BIFERME - F2RTH - BEEEXANAR -
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S BE RS Kubernetes B35

* NetApp B

* Kube-RBAC IR

* Kube-state $51Z

* Telegraf

* 4 distrouse-root {EFAE

e

* Fluent {iI7T

» Kubernetes-event-Exporter
AR IR 38 i B 3t ]
* Cl-net-BigR&

RIBERIERRE ~ 1§ Toperator) HIRMETBHEXTIEH TA/FMY/EE) BIFREREE - BEARHTE
FhiE LEBR IR AYBRIR IR S0 B 87E8 188 Cloud Insights 77 EHRAIBRGARECH] B ERER IS —3K ©

£ operer-deployment.yam| RAREEESITEIEE ZPE « WIEAFR AR 2 BUUEREEVFAR Docker E1FE ©

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

7£ operer-config.yaml H#4zEE AgentConfiguration ~ MARBEHTEYABRE repo (& o AENABREFEERILN
B imagePullSecret ~ SNEFAMER} « 5528 hitps:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name
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https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

OpenShiftis~
WMMRIEZETE OpenShift 4.6 HEFARA_E#IT ~ BIMAZETE operer-config.yaml H#4z%E AgentConfiguration ~ 75

EXF runPrivileged %7€ :

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShiftA] SEZ B EREIMNNZ 2 B4R ~ LUF HE FE EKubernetes ToFHITEER ©

EANN TNy

EETIR NetApp Kubernetes EsFHIREE R AR EM IR ~ SBEZEZFIN operer-setup.yaml FEZE
fIBRTEIE R -

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

NRZBFAR ~ HEFRERETMERER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

WMRERABEE DT ~ 351E5K AgentConfiguration B operer-config.yam! ABCHE B SRR MR « THEEFE
& T8 S _kindsTolgnoreFromWatch : T Secrets | © s&FEIL{THES|SEANE S SEHIFEEMAE ©

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

IE7EE#:5Kubernetes Checksum

EEIABEHITE MM E ~ Cloud Insights B ELFRE A EREZERERTHMMZA] » EHITECHEE
B BEHITATHFE (MIEFFERNTHEZE) - BEFERETURENRUVIRSMNRERE N ZESRS « I
I2BEN Tinstally 3215 o

REE TP ER
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1. kBRI ERAERR ZREAEXR KR -

2. FERETBR RAZIGRET  MEMEIFRESRT
3. {ten < HHMIERELE"--install" o
4 WX FiREREREERD
o HEFRHMEMSRE (TIFEH) + - ARMIT -
° THILRE (FAR
installerName=cloudinsights-rhel centos.sh .. && sudo -E -H
./SinstallerName --download --install
xx {EPRTFEL
installerName=cloudinsights-rhel centos.sh .. && sudo -E -H
./SinstallerName --download

T8 e < Ef¥Cloud Insights FRE 4B mETIAEER THE TIEEEE o BLEMmEIFERRR !
© RRISTH
* IRIRIER
* YRR ERIER
FEMIChecksumigZ (sh256.signed)
BN %EAEREN—EPESHEZ (NetApp_CERT.pem)

LEIGTH ~ IRIFEER YamiEFRHI A R BREEE TS

ol L FESRE IR A TYTEE « LUEREEZPEMIESE :

1A918038E8E127BB5C87A202DF173B97A05B4996
BESHhR

openssl x509 -fingerprint -shal -noout -inform pem -in netapp cert.pem

FZMChecksumiEZE o] LU PEMIE 21 TEGES ¢

openssl smime -verify -in sha256.signed -CAfile netapp cert.pem -purpose
any

—BFfE R mERE BB « BIRTHIT TP BRRRERIBIE N R &

sudo -E -H ./<installation script name> --install



SEEHERR

MRIETEEENetApp KubernetesEsiZi2 (SR8 FIRIRE -

fSRE ©

KEARZIKubernetesiFiE Volume B ¥} FERY 1B I (1758
2 ERVBE4E /4R - FFYKubernetesHF&\Volumed
ERETEFEIIRES Y TR TBIRERTE o

HECHPEIHELTIATHAR

E0901 15 : 21 : 39.962145 1 AR 4128 o FifE :
178 ) k8s.io/kube-state $51Z / RE[ / #1F | BESS ©
HIfE @ 352 @ EEEFL ¢
v1.MutatingWebhookConfiguration : fRIIREFHKAZEE
KREETR

E0901 15 : 21 : 43.168161 1 {ARETES o AifE :
178 : k8s.io/kube-state - }B1& / REF / %17 / EE

23 o BUfE ¢ 352 I EEYIW < v1. FHA | EREHELAE!
ERWEJE ( Get scales.calation.k8s.io )

EE
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AEETIIEE:

A -

AIRIE Y R IR A M Telegraf VT2 ~ AR E
LR RN TelegrafRIERER o A ZEEATelegraf
2.0HRELEFHTHRZS ~ T B Kubernetes# 7R BN A
HiCloud Insights X BIE R EENEEFE ©

R E#HITKubernetesik A€ 72 1.2089Kubernetes
2.0.0hRELE#THR4s 7 Kube-state E & ~ BIEJfE & HIRE

LS o

£ EHYE Kubernetes fRZ~ :
kubectl 7 _
EEEUE kube HREEESHRE .

_kubectl Get deploy/kube-state-metabs -0
jsonpath="{.image}’

A THIEEERSEE - ERETTLUEIHE kube RRE
EE5E « LUFRA TR

_ BFFERRIEIEAERS
_validatingwebhookconfigurations _

_voleffitf BIR _
EAREHER ~ MPIeTUER T CLI 5% -

resources= /RGN AT - AHREHFE ~ AJABET{E « BX
THERTE ~ ZPE - ImEh ~ KFREEEEHEIES Bl T
€ ~ IRHIZERE - fpaZ=f - A9RRIREY ~ BOBS « HEE
MEM - FETERITESE « BH4H - BRE  EHIgs - &
BRES « H#Z - RS « IREEE

FRRERBER !

"BsE R A  AHRREIAE « FIAET(F « BUBRESE
EBE  Undh KR EEEEES Bl TF 18
A ~ PREIEEE « BEEhTUERRERAER: - s 2=/ ~ 8
[RA ~ BiL ~ FAETETRIRE « FHETETES « B¥
B~ ERIERIES  BEIRE - BREFRERT - B8

webhookconfigurations + volumepfi{4 "



AR

HEZ Telegraf B9FE:RASFHLTIIRNA ~ {8 Telegraf
BERRBILHIT -

108 1M1 B 14 © 23 : 411P-172-31-39-47 %4 d[1]
| BESMIE N EmERSENERE « F5HERER
REFEERE o

10811814 : 23 : 41 IP-172-31-39-47 Telewraf[1827]
: Times="2021 : 10-11T14 : 23 : 41Z" level =%§
s=msg="failed to create cache
directory./etc/telegraf/.cache/snowflake - err: mkdir
/etcltelegraf/.ca

Che : #[REIE - ZBE \n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120"

10 1M 14 :© 23 . 411P-172-31-39-47
Teledraf[1827] . Time="2021-10-11T14:23:41Z"
Level=error msg="#;%BHEN o ZB& - BIEX
letc/telegraf/.cache/snowflake/OCSP [Clf&

_cache.json @ &

g2 B \n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120"

10811 HE14 : 23 : 41 (IP-172-31-39-47 B=)
[1827] : 2021-10-11T14 : 23 : 41Z1 | B
FTelegraf 1.19.3

7 Kubernetes £ ~ F# Telegraf Pod [E]#R F5$E:R :
" BZIE mountstats FFEE A FRFRE N - MIAREX
mountstats #£2€ : /hostfs/proc/1/mountstats ~ 552 :
BHEX /hostfs/proc/1/mountstats : HEFREIE

£ Kubernetes _E - B Telegraf ReplicicaSet Pod [g]
HRT5EEER -

[ M2 R inputs.prometheus] $532 © EESAEA
keypair /etc/kubernetes/pi/etcd/server.crt -
letc/kubernetes/pi/etcd/server.key : BIEX
letc/kubernetes/pi/etcd/server.crt : I EIE 2R B %

5

ERBHAIRGRE o
LB o A E TelegrafE BB HIEE T
AR RSB L EEERENE o

B2 ERGItHUb X E" EYSE
ERE

UNRERF MR HIE 1T SELinux ~ BIRTSEEFELE
Telegraf Pod 7£EX Kubernetes &%t EHY
/proc/1/mountstats 2% - EERARLLIRH  :54REE
agentconfiguration * #A%& B RunPrivileged &&7E °
UNEHMME ~ s52E | https://docs.netapp.com/us-
en/cloudinsights/
task_config_telegraf_agent_k8s.html#openshift-
instructions °

Telegraf ReplicaSet Pod AJ1E35E 4 + BiEh sk etcd BIEA
L #117 - B ReplicaSet Pod k£ E 1 —{EETE5 E#
17~ BRI EWEIELEER o BN EIRY etcdEiRh
EEEME - REA  FRVENBTERE
ZFTelegraf ReplicaSet » Telegraf-RS °

%N « 47%8 ReplicaSet...
Kubectl #7%8 RS telegraf-RS

TWAEFRREPIMABENRE o AR EMEEIReplicaSet
Pod °
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AR

HAPSP/PSAIRIE - EREER EHMEITRER?

KEEAIHENKMOKBEIRE « I {EAPP/PSA.

grep -i PSP (FEREERIX A EMEMIIER)

MREHEB BIFA B BIERE#FE ~ BHERR
TENetApp KubernetesEa 1R EE IR IEFEHFH ~ RLRIRE
BEIELEHER o BREZIEN MRREEE]/HA
Arepo °

?;Hﬁ%ﬂ??ﬂﬁ%ﬂﬁ@tﬂ  REEHERAT SR E

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true
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#A -
MREHIKubernetesZEEFEHITPodZ 2 EK (PSP
) BPodZ2F A (PSA) ~ BN BEFRERH
HINetApp KubernetesEsIFHHEES o sAHKIR TS B FA
RZEBFEIZHE PP/PSA B NKMO

1. BRfFZ i FoRipBEIERE !

kubectl delete agent agent-monitoring  ( kubect! fillfx
RIB(IEEELH) -netapp -n netapp Ea#%

kubectl delete ns netapp E51%

kubectl delete crd agents.monitoring.netapp.com
kubectl delete clusterrole agent-manager-role agent-
proxy-role agent-eterms-reader

kebectl delete clusterrolebinding agent-manager-
rolebinding agent-proxy-rolebinding agent-cluster-
admin-rolebinding

2. i BERFENRTARE
1. AT e < MRERIEER

kubectl -n <name-space> 4REEIEFER

2. % "22RRIEA) Bn4 (R - E81FAPod
LZEHRMPodRZEFTA » WARFFNKMOEE o AT

an L HERT

Kubectl Get PSP (FERE/R Pod Z2EIRERFR)
kubectl Get all -n <namespace>

H3] TmagePullBackOff] $E:R

RIEEIRFEREAME - BRI EAR TR
REE o

NKMO sraZEMPHERERRE (TIEaHEE)
Pod fii#? CrashLoopBackOff



AR

B Pod HENAER BRI TFRHBEERIK
£43 - spERTHER ¢
REHP—E Pod BYECEE  HESIRIEIZORES B4

{"CI-#8 B -id" : "your —FHF -id" - "collector —
cluster" © "your — k8s-cluster — name" -~
"Environment : "prod" -~ "Level" I "error" - "msg"
D ERRE R o [RA : FORRZS 3.10.0 B RAEIZOHR
72 4.18.0 ~ "Time" : "2022-11-09T08:23:08Z"}

* Net E3223# Pod E3K Linux #&ZIODRRAEZE /DA 4.18.0 ©
fEAEL "uname -r " IEIZOKRZ ~ MFEEEM
>=4.18.0

1BE K8S mEMR LHRRRE © 27 EMHMEITIE
ZAERERS - SRR CERERERERHE (
NTP) Eif§ZEBEREEIGE (SNTP) RPN
I A3 ERYBSRY o

Net-EiZRE B—4H &5 « 7£ k8s =ENBEREL L
#17 Pod o

sC PR MEER) REEH Pod ~ IEBEEEEESE
CPU ZiEIRREBIRME - RENE P A ANMESS
1EREF0 CPU o

IR EREERBAEREMNEESE « B_Telefra-Rs_
podE_ksm_ pod EXENZ RIFAERIENR A G IR - Fir
BPod#TERITH « BEASEZEFLE ©

ER:% Kubernetes ii4Ax (Bl kubectl version) °
WMRZ v1.2x FEEIRE  S2TERABIRES] o NetApp
Kubernetes B5#E1REEEPE R kube-state - EEhRZA
€32 #& v1.cronjob. £ Kubernetes 1.2.x KA TFHRZs
BF - cronjob EE% vibeta ° cronjob. At ~ kube
AREEEE 28 L E cronjob BIE ©

EiN==
Pod 7£ NKMO @& =R #TT (FERR{E : NetApp-

Monitoring ) ~ {EEAPHNTIEEEHLHER
Kubernetes B2 « Ul ARG RETEMER

NKMO g5 EFFRRFELEMREBRE Pod B THEHE
B ARER

Zit NetApp Kubernetes E5iZ12EE 2 1% ~ TG HD
EHhEITIIAS ¢

[inputs.prometheus] SMHEREEER © MEH HTTP &
KIS BE 4§52 hitp://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics:
H¥4F http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics:
5% TCP : LOOKUP kube-state - #R1%& ©
<namespace> ° Svc.cluster o 7St : HEEIAE

FRAEEINEEPIZEER Kubernetes CronJobs 1ETE
WEEMEE °

ZEBEE 7% - Telegraf-DS Pod A
CrashLoopBackOff ~ Pod sC#2ZHE [ su
By oo

: ERERR
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#R#8 AgentConfiguration Rl Teledraf @E% ~ M
dockerMetricCollectionEnabled & fé_" false ° UNEE¥4H
Bl ~ cA2RREER "RREETR

Mzt : WNEREERAIZ Cloud Insights BEFBRR ~ BIFRE
IR su NEREFERINERIBATE  BAF
BUCHIBtR B HRIEEELL root BT telegraf 2§

FERA su #F telegraf EEEMILERISREEE

4 - > Docker EE2E5MER su FBRARR ; EEE=H
& « 5a18k% AgentConfiguration ¥8ZEHRY _telegraf.
A i,%?ﬁ%’IEE :

g -
Telegraf
- %%% : Docker
AT
—REE
BR:
- K58 ARARE _UNIX #F placeholder
fE © UNIX : //RUN/Docker ° sock

#Rm#E AgentConfiguration FRHY Teledraf B EZ ~ Jb 1§
dockerMetricCollectionEnabled %7 false ° U1ZE
Bl ~ A2 RREER "EREETE" o

AT WNEBIETRRPER "R L& -

EE

A
HKTE Telegraf sEERERFRBELUTRABENERIR
L2 : <br> <br> #F ! [agent] B A outputs.http :
POST FfEg 4 #H5R "<a
href="https://&It;tenant_url&gt;/rest/v1/lake/ingest/influ
xdb":" class="bare">https://&It;tenant_url&gt; /rest/v1/
lake/ingest/influxdb™</a> BBBARHEIR (FFIZE
BFE83A Client. Timeout )

HIERFLEEMEGRN _ 2R Bkl -

ARTEREIMEREITEE
#5 NetApp-Cl-monitoring ~ <pod> ~
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& Pod [ETEHIT ~ —E%
S—E%%

#ZE 2023 £ 10 A 12 B ~ Cloud Insights EE#EE KM Kubernetes EFREIMELEEIFR Cloud Insights ©
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awk {print $1}'

FHEZ NetApp Kubernetes Es &2 E R Pod

RERTEMEH

A

sed 's/event-exporter./event-exporter/”

f&% T NetApp-CI-EVENT - Exporter 1 5 [ EVENT -
Exporter | ° 1&%% - fREEEIEIEER kubectl -n
netapp-monitoring edit agent ’® REBRE
log_file WEMURMR E—FHRFINEEEHELRERF
Pod %78 o EERBMER « log_file FEEZRTES [
Ivar/log/container/NetApp-Cl-event-Exporter.log 1

g [ /var/log/containers/event-Exporter.log 1

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- /var/log/containers/netapp-ci-event-exporter*.log

S « EHhETL RIS A S st RIBRRR o

5280 NetApp Kubernetes BS¥EIR{ES "4HASEETE" 1R
SEEEN CPU 1 / SHECIBASPR o

MEBEEME ~ F2E "I EESFRY "SRRGS SRERR"
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o "NetApp KubernetesE5iZ12(FE" (SR]LA BT LIS E4HRS o
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o J5ETE
RIERER
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dockerlmagePullSecret

R=ERE
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1BRVEB R A LEEMPFR A T B A RVARARIETR - 5 LEETE
A% TERE) BEIHEo

1EEAL Cloud Insights jA54R & repo ~ dockerRepo
EEBMMURERN THAA) BIEREERPHIHZK
¥855%% Cloud Insights SHIRTRE repo

R | ERNWETAALCE

AIME—HRFR A & R R ERER S FRIL ° E7E Cloud
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AR TERERTE #
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net #322& DS RUECIZREIRH!

CPU ZEKEVE Net #122E& DS
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EEEEREER (UFARE()
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AgentConfiguration 1&ZZ &

LUF R AgentConfiguration 12326 - 555 ~ LLEEN RERENFAAEIR

apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-monitoring-configuration
namespace: NAMESPACE PLACEHOLDER
labels:
installed-by: nkmo-NAMESPACE PLACEHOLDER

spec:
agent:
# a uniquely identifiable user friendly clustername. This clustername
should be unique across
# all clusters in your cloud insights tenant
clusterName: pbhat-dev

# optional: proxy settings. This is usually your corporate proxy
settings

Proxy:
server: testserver
port: 3128

noproxy: websock.svc

username: user

password: pass
isTelegrafProxyEnabled: true
isFluentbitProxyEnabled: true
isCollectorsProxyEnabled: true
isAuProxyEnabled: false

# An optional docker registry where you want docker images to be
pulled from as compared to CI's docker registry

# Please see documentation link here:

dockerRepo: dummy.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

# Set runPrivileged to true SELinux is enabled on your kubernetes
nodes

# runPrivileged: false

telegraf:

# use these settings to fine tune data collection
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collectionInterval: 20s

batchSize:
bufferLimit:
roundInterval:
collectionditter:
precision:
flushInterval:
flushJitter:

H H= H H H= H H

# Collect kubernetes.system container metrics and objects in the kube-
system|cattle-system namespaces for managed kubernetes clusters

# (EKS, AKS, GKE, managed Rancher). Set this to true if you want
collect these metrics.

fmanagedK8sSystemMetricCollectionEnabled: truel|false

# Collect kubernetes.pod volume (pod ephemeral storage) metrics. Set
this to true if you want to collect these metrics.
#podVolumeMetricFilteringEnabled: true|false

# Declare Rancher cluster as managed. Set this to true if your Rancher
cluster is managed as opposed to on-premise.
#isManagedRancher: true|false

# By default, docker metrics will be collected for on-premise, docker-
based k8s deployments. To disable docker metric collection, set this to
false.

# dockerMetricCollectionEnabled: true]|false

Deamonset CPU/Mem limits and requests
dsCpuLimit:

dsMemLimit:

dsCpuRequest:

+H H H= H H

dsMemRequest:

Replicaset CPU/Mem limits and requests
rsCpulLimit:
rsMemLimit:

rsCpuRequest:

H H= H H H*

rsMemRequest:

kube-state-metrics:
# cpuLimit:
# memLimit:

# cpuRequest:
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# memRequest:

# a comma separated list of resources to capture.

# example:
cronjobs,daemonsets,deployments, ingresses, jobs, namespaces, nodes, persistent
volumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, st
atefulsets

# resources:

# a comma seperated list of resources that kube-state-metrics should
capture

# example:
cronjobs=[*],daemonsets=[*],deployments=[*],ingresses=[*], jobs=[*], namespa
ces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*],pods=[*
], replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]

# labels:

Kubernetess&= &5 BN EME

Kubernetes®& £ HAE 1 E @M E B nKubernetess&= £ AIEFAH4EE o

Filter By @
100%
5 2 9 0 0 Clustersaturation 10/
Alerting  Pending o
MNamespaces Nodes Pods 4. Jumy 6. Jun

Order by: Shared Resources Mamespaces Workloads

Node & Pod Alert Level W
CPU 3% Memory 3% Storage 4%
100%

. tCPUt' B Usage 0.42 cores
SRien B Requests: 1.70 cores
30/ 0.4c Limits: 2.50 cores

0 b e T L Allocatable:  16.00 cores
% Jun & Jun Allocatsble: 16.00 cores Capacity: 16.00 cores
Devices with Highest CPU Usage (2)
Name CPU Usage 4+ CPUAllocatable CPU Capacity
(cores) (cores) (cores)
di-eng-sfimmy-cis-16392- 1cloudinsights-dev.netapp.com 0.33 8.00 3.00
ci-eng-sjimmy-cis-16392-2.cloudinsights-dev.netapp.com 0.08 8.00 8.00

anfaZEfE ~ BiFEFIPodE
TEHME S BRI ET DR « BEFIPodEE « UK BRI ERAME P AREERE o

HEEREACE
EHEEN ARG LA - SHEENEEABMNEA - WRBT - REEARISBRNER - #E0M2s



SEFRERBICPU « LRl EEFRFERNEERS -

THHNEEREREENEZERERE - HPACPU « SIREMN#ERENRSIRE - SERSIFREREATET
—Ex B EIRIBEFI B D LEANIEES « LUREMERFMEER - HNEERAEMS - FIRRHERRIRMIERRR
MZENREE « MERBILTHHRNE -

FRERENEE G TERBORNET « B— T EEN TSRS -

CEEZES

MepaZEfE) RIIBH TR TKubernetesIRIFHFIA SR ZEMAYEE - BRRCPUMECIEREERE « UKkE @
BEEPRIEEHEE o —T Name (%78) 1 BEHELIABSEGRRZERM

Shared Resources Namespaces Workloads

Namespaces (5)

Name CPU Usage (cores) Memeory Usage (GiB) Workload Count
netapp-monitoring 0.25 0.38 4
kube-system 0.01 0.03 3
kube-public 0.00 0.00 0
kube-node-lease 0.00 0.00 0
default 0.00 <0.01 1
TREH
Efst ~ TTFa#E) RIIFBTERSESREMTNIFEHEE - BRERCPUNMKIRREERE - #%—

T TepaZEf) E4 - BIRDRARZSEEE -

29



Shared Resources Namespaces
Workloads (8)
Name 4 CPU Usage Memory Usage Mamespace
(cores) (GiB)

telegraf-rs-lfogg 0.24 0.24 netapp-monitering
telegraf-ds-k957c 0.01 0.10 netapp-monitoring
nginx 0.00 =0.01 default
monitoring-operator-6fcfd755ff-p2cs6 =0.01 0.02 netapp-moenitering
metrics-server-Th4fsbs95-f7jof =0.01 0.01 kube-system
local-path-provisioner-84d45Tc435-2892x =0.01 0.01 kube-system
kube-state-metrics-7995866f3c-t3c49 =0.01 0.01 netapp-monitering
coredns-5dE9dcTsdb-nkwsp =0.01 0.01 kube-system

#=&E Rl

UNSCHEDULED 1 ALERTINGPODS2 NODES 7

=& Rzl EBRIEHERMpodBE2RN—8 » ERILURABRBRESEN - IREECSHNHMBEEBER
HEE ISP AERERRY BN E ~ IERLAEREFE Pl PR RVIR SRR ETEN E (1% o
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L RPod BB G LIAT@REET o B8 EBINEUBEET - JEHHEMNPod (BIRMINA) ZEETREEE MR
1 BTA-

RFREEIPod (EE) S(EMRS (RIF) £ REEMFERBIRIREE o

B—TZIRRFRIPod &iF: ~ BIRI A RFHRVEIRAER o

ERI IR FAZ E BEEETTE L ~ UBERZTTERGHAER o §i0 « BHE2EIRI#Pod £ ~ FAEEER
ZPodBVEEAHE R o
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Kubernetes #8B& 3 AEBa 2R B B THAEFT ¥4 FE Kubernetes ARFE (WiBAT(FE&H) ZMEHY
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E AR B RE Z A et R o IEINRER 247 K #61% Kubernetes & - #7814
AR REERS RS -

() Kubemetes BEsMAEZUHEIR 18 "TH5" 108k  AIALGEFTEE -
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© kubernetes Configure Data Acquisition
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Events Log
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Filter By 7]

2/2 2 0 Namespace

Up-to-date  Unavailable
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Labels

260mc
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= Request = Limit

Highest CPU Demand by Pod

132.76m: frontend-7...5f8f-284kb

127.55m frontend-7..578F-gd8mk

Pods (2)
PodName T Status
frontend-TlccdSfaf2a4khb

Heslthy Runming

frontend-Ticcdsfaf-gddmbk Hezlthy Running

Kubernetes & & A

@ i ny ) £
& ci-demo-01 / @ netapp-fitness-..

netapp-fitness-store-01

@l frentend

Type Date Created
Deployment Apr11,2023 11:34 AM

0.17cie
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359
Regue
2 GiB
o
24 May 1200FM
= Request = Limit

Highest Memory Demand by Pod

0.02GiB frontend-T..2f6f-284kb

0,08 GiB frontend-T...5f8f-gd3mk

Healthy Containers cpu_usage_nanocores {mc)
1oft 133

toft 128

0.00gis
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memory_rss_bytes [GiB)

0.08

0.03
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NetApp Cloud Insights Demo [/ Kubernetes / Change Analysis [O%: Dee14; 2023

10:29 AM - 10:38 AM
Filter By = Kubernetes Cluster ci-demo-01 » X MNamespace netapp-fitness-store-01 » X Workload Name frontend v (X 7]
Kind Health Pods Storage Labels
Alerts hs @2 Deploys 01 0 Deployment Unhealthy 2f2 ] 5
Timeline Reset Zoom  Bucket: 20 seconds
B @ rontena > O ——
[ | @ catalog > ] 00 A O
W
1 1 1 1 I 1 1 1 1
10:30 AM 10:31 AM 10:32 AM 10:33 AM 10:34 AM 10:35 AM 10:36 AM 1037 AM 10:38 AM
Compare to: @ Changes Last updated 12/14/2023 1:29:55 PM
Type Summary Start Time Duration Triggered On : name Status
Workloads
© AL-z79510 Workload CPU Throttling 12/14/2023 10:35:00 AM Deployment: Active
|| order catalog
i&Chang 0 © Deploy 5 attributes changed 12/14/2023 10:30:01 AM 5minutes Deployment: Complete
catalog
@ AL-279476 Workload Network Latency-  12/14/2023 10:04:00 AM 27 minutes Deployment: Resolved
RTT High frontend
[ point-of-sale A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM 1minute Deployment: Resolved
Changes and 4 Alarty catalog
Kubernetes Resources A AL-279498 Workload CPU Throttling 12/14/2023 10:30:00 AM Deployment; Active
catalog
[ Namespace (8} a .
A AL-279897 Workload CPU Throttling 12/14/2023 10:28:00 AM 1 minute Deployment: Resolved
8 Changes and B Alens
catalog
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Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I 0

Kind Health Pods Storage Labels
dleit 0 o 8 ety 0 9 Deployment Healthy 171 0 3

Timeline Bucket: 6 minutes

B© o> o 00 0

I [ | I I 1 I I I I ' I
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 245PM 3:00PM 3:15PM

Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns

© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns

© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns

© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns

O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns

© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns
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€ Deploy Failed

Summary

Start Time
10/18/2023 2:40:01 PM

Triggered On

@ ci-demo-01 »

End Time
10/18/2023 2:50:02 PM

Triggered On : kind
Deployment

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure

Duration

10 minutes

ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Associated Events

EventLogs

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965
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