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# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status

<Location /server-status>

SetHandler server-status

</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On)

(ExtendedStatus

# Off) when the "server-status"

#
ExtendedStatus On
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Y+ EAST EEs
WETTI R e 8IEs

s
Apache

SEE AR

I L
ap A AR 2R

AT BB AR S B o

B :

EIENIPEREE B FREIZIB R
FIARZ34E A8 E £ R AR
2IMPMESL RARZIHVIEE
EERBEEFLE

or just basic information

handler is called. The default is Off.
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volumes:

- name: docker-sock

hostPath:

path: /var/run/docker.sock

type: File
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volumeMounts:
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LT EREARE THAJartEZE (jolokia -jvm-1.6.0-agent.jar) fiii? [fop/Hadoop /lib/y i °
NameNode

EEZFENameNoded ARdJolokia API ~ f&R] L TE<Hadoop = B >/etc/Hadoop / Hadoop -env.shAs%E ~5IEH

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

KENameNode

EE B RENameNodesZ E A ARfJolokia AP ~ &AL 7E<Hadoop 3 B ##>/etc/Hadoop / Hadoop -env.shHs&E
THIER :

export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8002

-Dcom. sun.management. jmxremote.ssl=false
-Dcom.sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode

EE R DataNodes’ 4 ARHJolokia API ~ &R L £ <Hadoop = B >/etc/Hadoop / Hadoop -env.shAH & E 5118
=
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export HADOOP_DATANODE_OPTS="$HADOOP_DATANODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

EREEER

EEXTEREERRILUARJolokia API ~ &R U 7E<HadoopE B >/etc/Hadoop / Hadoop -env.shfz& & 5118
B :

export YARN RESOURCEMANAGER OPTS="SYARN RESOURCEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManager

++

EZ FNodeManagerLd 2 FJolokia API ~ #& 8] L TE<Hadoop = BE>/etc/Hadoop / Hadoop -env.shH:& E T3
I5H

19



export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ERELFRES

HZ i JobHistoryServers& E 222 FJolokia API ~ & A] A TE<HadoopF E>/etc/Hadoop / Hadoop -env.shHE&TE
THIER :

export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8005
-Dcom.sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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stats enable
stats auth myuser:mypassword

stats uri /haproxy?stats

WU 2R st BRI CEEHIEREAE -

global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80

default backend servers

frontend http-in9080
bind *:9080
default backend servers 2

backend servers
server serverl 10.128.0.55:8080
server server?2 10.128.0.56:8080
backend servers 2

server server3 10.128.0.57:8080
server server4d 10.128.0.58:8080

NEEERMAVET » 552 R"HAProxyS fF" o
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ssl
ssl
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verify
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1. ¢ * eJfElAR > &SR * ~ 5 —F * + BRIREESR * - 282 Kafka o
EINZ K TelegrafVERRZARFRERMRI TS ©

2. MRITHKRZ L Agent EITIRE » WBERATRMNEERRIT AR Agent » 55— T _Bmfamn _ MU
R UIERER 2" -

3. ENVERAIERNERCEANAERKEFNER - Calig—T +EEXENER) RIBRIEAE
FHER - REBHMWE | AAELCRERENRESROER - 7 ERTENREENFIEE « AIINKE
ERRITE -

4. BRBART R TERINERS - BLEIENERTCRARKEENIEXRAR T RBEEMAEFRRR °
[Kafka4HRE]
BRI

Kafka¥MEMER 2 U TelewraffyJolokiadMIE X AREE o FlH0 « BEERFAAEMKatkaKIBEKEES - EESE
iBJolkiazk EF AFIFF A TTHRIIMX o

i

)

BB

AARE 2 #¥fKaftka 0.11.0.2kRFRFAEE ©

RE

MUTFErAIEIRRENKafkaZ MBS Topt/Kafkal o EEILEAEETINET - URMEHREMNE -
JolokiaftiEi2{Jar

Jlokia RIEFZR Jar M ER"E T E"RIRRZS o B BIAR A2 JoslokiaftiE1.6.0.

LU TFREAMRE THAJartEZE (jolokia -jvm-1.6.0-agent.jar) fiiit [/opt/ Kafka/libs/y HI{ILE o

TERFELA

LERTEKafkaCIEREILARJolokia API ~ &R ATE Kafka-rer-class.shl 3852 Al
7£<Kafka_hom>/bin/Kafka-server-start.she#fi " 7IEH :

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0

-Dcom. sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"
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Kubernetes Bz =& Ry Zr L Bl4HRE

Data Infrastructure Insights 2 Kubernetes £ &1&ft * Kubernetes Monitoring Operator*
o BIEEZE * Kubernetes > Collectores > +Kubernetes Collector* L ZBEFHVERF ©

%2

#£ Kubernetes Monitoring Operator 2 &

L FH4R Kubernetes Monitoring Operator Z Bl » s55E 2R Jo &4 XU o
Z 4 Kubernetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..nwENdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Mesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace

Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

£ Kubernetes %% Kubernetes Monitoring Operator Agent BJ % :

1. BAM—EELBNGRER - MREFHRERE LA Kubermnetes BHF » FHEAERENEE BN
B[ o

2. —BEABLIESHE « BB LU Download Command | EZ#E 54 E|5IRLE o

3. RAZTURE R ERBAE_bash_fREPIHIT i THIRMFELRKIER - FF1E - BEANBRRABERNER A
RUBF 1 7524/ N5 ©

4. MRIEHETHINBERERE ?’E%&EFHEI’J MEf%) HHENR ER ~ i EBLA bash Shell MEANLUENTT o FLGHEER
TERE ~ A HERE ,L':E’Jﬂ\ﬁ{a%ﬁr SRS MERIERIRAREC N BRI S 454 o B operer-
deployment.yaml FREJEETE ~ LUK operer—conf/g. yaml FEYBISIAEHFERTE ©

o, gﬁﬁ?% ~ SAR R AT FRRVARRREEIR ~ U0 Proxy SUAAAREFERTE © S URIEE SN EEEEE

6. EFEIT 1% - A1EE KUBECH ERERIEA B ~ TEHIEHIT « USPBIRIES ©
1. ZREEEBELET - TREE—T_T—% _#%ifto
8. LERME —T _ T—% _ &l o AR L 27F operer-Secrets © yaml 12 ©

MREEBEI#EE > BFRBRNEAES] / WA BIRRERFE -
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Kubernetes E51ZE0(4

BEEMZE Insights Kubernetes EsiZ PI{E B o440 AK ¢

c=EES

* MERRSAAEELME (ER)
* B (BER)

* BESM (ER)

RIETERR « B8 Kubernetes WESREFG R LAUERTH ; MREREFFEREWESITH  ERILIRE
E Kubernetes > Collectors * ABNEEARAIRIMESS =85 ThiERPER EXEZE) - BHER -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation (£ [l SOOI CYQ (LT = Filter..,

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A o l.@ Rodiviieplovent
SHEETRSETHNBEARE « W aRIEREEFARA R ESRITTH -

£3 kubernetes M0d|fy Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

F4RZE R FHY Kubernetes Monitoring Operator

DIl $%Z$RFH4R
& B] L3538 DIl Kubernetes Collectores BER A 4K Kubernetes Monitoring Operator ° ##— TR EHRIEE
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SHIINAETR > AARER _ AR _ o IRMFABKSREMERS > BUTERIZERIIRE > WRITFR o £ 15
mo BEZAEE MOEFHRIEATRFHRSISARAS ) FORIBEIRAEE - MRMOBEIHE - FRAGHERIRAS LIAY
REZFHAER > WSR T HRIRB AR ER o

ERLAREFEETIZEIAR

DD%‘”E’J BEEREAEALEREE  FHRANITSEESMBHNMEREG » UAEZELIGREEHN#EEFEER

o IREAFABBREPBEIERMEGNIER - AERMEINIEERTE » AREAARET - SERREER
%J:%fzﬁ%ﬁﬁ? » EEAUTHREBERTZ A - EET?L%MEI%IE"F BEMFTARGRHES | RIRFEBRE L
BELCHLBRHERE > RRIRENA K

cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

[EHE R AT TRYRR

R CERERAARINBEE TR » W EAEFARE CRABEIE BRI FERAEFEREMRME - LRI UERFA
RAZFREILAVRER > FRIRESRIMITRINRE o #H— T EZLOIMRREFHITIER » ARIER Roll Back °

FEFHR

FIENIR B EE F RS 1FEE AgentConfiguration (MIREH e AETERAY _NetApp-monitoring ~ ;52X
S LZER) -

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
WEREFHE AgentConfiguration

© HERAEETORIEET o
© BRSS9 ST o

N8 AgentConfiguration RIETE :

* A FPERERRIERRATENEERE WNREHHREBTERRMN NetApp B ~ FABEERNS
BEM)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0].spec.cluster-name}'
~ BURBERFNES WRENGLEBMAIERRMN Netapp
ERITThAE « ANABENGBER)
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kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, fRRZES>IHENERTF o
2 <<installing—the—kubernetes—monitoring—operator,# ESSERIREE T o

° SAIERERNEERE

o TELERFTRY Operator YAML 1&ZE 2 % ~ s85Li agent_backup.yaml FRER EETIEBEZE T&EM
operator-config.yaml - A BEITIHE o

° AREERANZMIGENIASRRE BT #EFE

{Z1E B E) Kubernetes ESiZi2(ES

EEZ1E Kubernetes E5iTi2(ES .

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
EE/#E) Kubernetes Monitoring BHEF

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETERRRRRE

#B% Kubernetes Monitoring Operator

#/£= » Kubernetes Monitoring Operator BITE&:dr & Z=EfEE [ NetApp-Monitoring | ° MIRIEEHRTE EH IR
2T BEEELBTERURPIERED T MEREPIAZIPBER o

RIfER T L R R REHAR AR EHER(FS

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREERFESETHEBmRERT « AN RER :

kubectl delete ns <NAMESPACE>

AR I MREBEMAa<ER HARER o BERATIERRERRIREREGERES

KEFHIT FEEGS o (REEFNZEME » HPh—EHLrfegEm A IYHE) AE - ELNEnES
WEE DR o
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

MREABEIZEMRBRE

kubectl delete scc telegraf-hostaccess

FitKube-state51%

NetApp KubernetesBiZi2/FE & L4 H 2 AKube-£E $51Z « LUB G BRI E 1 TERS S 4 1&32E o

WNFTHE A Kube-State-Metrics & > B2 "4E" o

=IE | HEJ4R1EE

BLEREOZBATEHE TR £/ Proxy ~ A BFISFAE RISREFE7FESER OpenShift AUMERAE o
ARASEEIR

RBIERBERTE RITE AgentConfiguration BB IRPEITHRIE © K] LUAREE operer-config.yaml 1828 ~ 1T 5B &
BFZAMREILER o ILERTIRTNFRES c MERMIRNERET > B2RBE TTHNEE"

THRIUEA TGS EREET FZRIFEILER :

kubectl -n netapp-monitoring edit AgentConfiguration
EEEEEENESEEREAEE I’ AgentConfiguration ~BEHITTIIGHS :

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED NHERREMEMRES ( NotFound ) J B ~ BIKBELARCHEER « ARcER

AgentConfiguration ©°
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% EProxyx &
&R A TE M {E M 5 E TR A _ERY Proxy 2RZ4E Kubernetes Monitoring Operator o LA 5E 2 BB S IEIL
AIProxy &4t :

* HUTLEREBRE (FA TcURL] ) BFEZ Proxy ~ MIBITRERIBR BN RAMRELZE LW Data
Infrastructure Insights IRiE
* BI1Z Kubernetes S5 B{EH Data Infrastructure Insights IR1E@:FTER Proxy
WNREER LR E—TEHMED Proxy ~ %7 L4 Kubernetes Operating Monitor ~ fWAZE5CHEE 5 Proxy

BRE AT Data Infrastructure Insights IRIEEIT RIFHVE - MIREHERIEEMRSS « METURBEZRE
EHFAIMEARES / VM 77EY Data Infrastructure Insights ~ BIIf&Y Proxy FIREE IEFERRE ©

HR BN %% Kubernetes {EE R4 Proxy ~ EREEHF A » 55LRE _http KIERIARES /hitps LIR(FEIAR
23 IBIEEE o THELEProxyIBIER ~ MEIAEHEELTE no_proxyEnvironments 8 o

ESERTEY « SAERH * £ * 28 Kubernetes Monitoring BEFZ Al * BT FHFER :

1. ZBAERERE_https_proxy_#/5%_https_proxy IRIFEE :
a. NRIEFERTENProxyREEE (ERERE/ZN) ~ BFRT &S

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERAERWE/ BB FRT TGS -

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

112 Kubernetes &AL Data Infrastructure Insights IRIZ@ENAY Proxy ~ BERETFIEIETRZE ~ T8
Kubernetes Monitoring Operator °

it

7£EBE Kubernetes Monitoring Operator Z A * :55C1E operator-config.yaml 3% AgentConfiguration Y
Proxy &E& ©
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERBFI XA RIS ERTE

HR#EFER « Kubernetes Monitoring Operator &#¢ Data Infrastructure Insights {77 EE P HAENA 230R{& o TNRLT
£ Kubernetes REMARIEERE - BZEEXTAENBETHFAE Docker EFEH A 2 F i PIREVA 23R
& ~ BIIABEEETE Kubernetes Monitoring Operator FREERI A 8377 ENHE o

1 NetApp Monitoring Operator Z#£/5IRHIT TFRIRENR & o Lbas S & E A Data Infrastructure Insights &
12 ~ R IREEMIFRA SRR « FA1BEH Data Infrastructure Insights 472 o HIRIZRES « FHEa AR
Egn%ﬁﬁﬁiéﬁ EFED o It THIRFEFMERNFEEG - BIFERGE - F2RTH ~ REELEANE
ZOVEEZINEES Kubernetes B2

* NetApp B5f%

» CI-KRBA-Proxy

* Cl-ksm

 Cl-Telegraf

* #E distrouse-root fFH#E

ok

* Cl-Fluent fii7c

* Cl-Kubernetes-event-Exporter

AEIRR XU AE LM ]
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* Cl-net-BiR&

R Z2ER] ~ 38 Toperator) SRIBREFGHETEH TTAB/AH/ B2 RIBREHRERE - BREHEEFERE
FRiE e AR R A AR AZEC F] B $RER 1SR Data Infrastructure Insights {77 AIBREIZSC A B SRR IS —3 o

7E operer-deployment.yaml| FAREEES IS EE IE « WIEKFIEMER 2B UEREIIFAE Docker #1FEE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

£ operer-config.yaml 4REE AgentConfiguration ~ LU PRFTEYEIBIRE repo (U E o AIEHNFAB REREEILN
A9 imagePullSecret ~ MNEFAME K « 552R https:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig

UNRITZZE OpenShift 4.6 SLEFhRAS_E#1T -« BIAZBTE operer-config.yaml H4zEE AgentConfiguration ~ 7 BE
e

EXF runPrivileged &€ -

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftAlSER B{FEEINNZ 2 B4R ~ UFHHEF LEKubernetesToFHITEEY ©

RNEMISHR

NetApp-Cl-telegraf-DS ~ NetApp-Cl-Fluent-bit-DS #1 NetApp-Cl-net-$822%& -1 4-DS e BT = EFHEE
ERL EHERZ—(E Pod ~ WUBIERINEMMB &R LHNER - BEHREERER AT RELECHMM * 58 * o IRE
EEs FACE TR B EERSH > WEMELE Pod 7EEEENRS LETT » BInJURELLSRBIE *AE * '
AgentConfiguration F" o NIRIGER BT/ SHEREZEREPHFIEENE « SN BETIREFESNEPINEHEN
BEETHEE ~ UEHHERBITIRIES Pod ©
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il

#R[E]" NetApp Kubernetes EsiFiR{EE 24 * BHE"

R ER

HERPBR Kubernetes Monitoring Operator 157 E2{E 2 A% HIREIR ~ SBEZEEZ AT - 1 operer-setup.yaml &
ZhRFETIER -

ClusterRole/netapp-ci<namespace>-agent—-secret
ClusterRoleBinding/netapp-ci<namespace>-agent-secret

NRZBFAAR ~ HERRERETMRER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

MREREE DI ~ 3518 AgentConfiguration B operer-config.yam! ABCHES B SRR AR - THEEFE
IBEERTFEE _kindsTolgnoreFromWatch : [ Secrets | © :&FRILITHES|SEMES |SENFEEMMUE ©

change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

E#z% Kubernetes ESiTiR(EE R G5

REE MG R HIFENFIAERAMEI9H NetApp £ E o BRI UEZEFIFER COKE TAFEHEREMG > oF
&7 Kubernetes A EH23 o MNFEELFME R "KubernetesSX 4" » 552 ©

AREEREELANAFESRAIERERFERZESRN _ EEN | RIRFERE LEELTHABRHEE > IR
BRELRER _ TR

AEFYRETERES AT TR

1. BRMEHIT TRAREEER B
2. HIFRTE » SRER T ARFERE
3. EEFHAELARER (889 DI BREEE pub)

37


https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
task_config_telegraf_agent_k8s.html
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures

4. {EF CO%EE KEnET R - F2RUT NI EREA

$ cosign verify --key dii-image-signing.pub
--insecure-ignore-tlog <repository>/<image>
Verification for <repository>/<image>:
The following checks were performed on each

- The cosign claims were validated

-—-insecure-ignore-sct
:<tag>

<tag>
of these signatures:

- The signatures were verified against the specified public key

[{"critical":{"identity":{"docker-

reference":"<repository>/<image>"}, "image": {"docker-manifest-

digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]
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kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs

<monitoring-operator-pod> --all
-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all
-containers=true
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- key: LOG_FILE
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sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

Windows -

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@

AR

aZ B

Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

Replace <INSERT_MEMCACHED _ADDRESS=with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

Restart the Telegraf sarvice
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

.ﬁ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

YNEFAAE N "MongoDBZ 4" » 552 ©
MR ES
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MySQL Data Collector
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; MySQL Configuration
My

Gathers WyS0L merics.

5 Windowe

What Operating System or Platform Are You Using?

Meed Help?
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns
Follow Configuration Steps Need Help?
@ Copy the contents below into a new conf file under the TAProgram Files\telegrafitelegraf o, folder For example
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,
Replace <INSERT_USERNAME: and <INSERT_PASSWORD= with the applicable MySQL credentials.

Replace <INSERT_MYSQL ADDRESS=with the applicable MySQL servar add
address. a

nd refrain from using a loopback address

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

e
©
©
S
©
7
8]

Festart the Telegraf service

ra

55 Please specify a real machine

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

gneE ¥

BE " MySQLSZH" » 5
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent is inszalled.

What Operating System or Platform Are You Using? Meed Help?
B8R Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key

*Please ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions

Follow Cenfiguration Steps Need Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d\, folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-netstat.conf file.
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Nginx Configuration
N Gi“ x Ea'g" ers Mgine :'ﬂETJ'giG.

What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian v |

Select existing Agent Access Key or create a new one

Default {405%05ec-dAcb-A404-977b-7 17283 1e1ad3) - == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps bz beis ]

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

LA

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

2L
X AE

3

Nginx 22 &£ S

EEA Nginx "hitp_stub STATUS module" ©
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using?

iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d’, folder
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-puppetagent.conf fila.

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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. For example,
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using?

5 Windowe

Meed Help?

Select existing Agent Access Key or create a new one

Default {405fb5ec-d4cb-4404-577b-711a

1fa%31elad3d)

= Agent Access Key

*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns
Follow Configuration Steps

&

Meed Help?
the Redis configuration fila:

Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open

resides

©

copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-redis

s

conf file

Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.

Replace <INSERT_REDIS_ADDRESS= with the applicable Redis address. Please specify a real machine address
and refrain from using a lcopback address

Replace <INSERT_HEDMS_PORT=with the applicable Bedis port

ort
.@ Restart the Telegraf service

MNEBFHAAE"RedisSXX 4" > 3

s
W
20
[o]
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