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I NetApp console

Home ¥7 Management
Add and manage storage systems and
enable data services.
& Storage

Alerts

View and act on real-time system alerts for

Protection .
d OMTAP on-premises systems.

9

Governance Lifecycle planning
Receive recommendations for systems
nearing capacity limits and systems
Health approaching the end of their service life,

Workloads Keystone
Scale storage with flexible subscriptions that

support hybrid multi-cloud environments.

c O

@® Mobility

ﬁ' Administration
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Ml NetApp console

Home Licenses and subscriptions
Manage and monitor data service
marketplace subscriptions, direct licenses,
& Storage and billing.

Support

Protection .
. Submit and manage support cases.

> Governance Identity and access
Manage users, roles, permissions and
authentications methods.

M Health
Agents

&) Workloads Provision cloud-scale networking and
compute, with flexibility and ease of
management access.

@® Mobility

Credentials

‘ﬂ’ Administration Add and manage organizational-level and

@ user-level credentials.

Motification settings
Manage how notifications are sent and
when,

Audit
Audit user and APl actions taken in your
MetApp organization.
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Ml NetApp console

Home Digital Advisor
Identify risks, fix security gaps, plan
upgrades and monitor health.
& Storage

Software updates

Execute and manage software update
workflows for ONTAP on-premises systems.

¥ Protection
%y Governance Sustainability
Monitor systems® environmental impact to
achieve sustainability goals.

7

Health
€) Workloads
® Mobility

-ﬂ' Administration

ATEEE

AEREEE AN > GUEEFEERENSENERN - Uk BFEHh0  ERIUEHPRINERE
BEETERIZ ©



Home

& Storage

W Protection

@& Governance

7

Health

&) Workloads

@® Mobility

ﬂ. Administration

I NetApp console

Data Classification
Scan and classify data to achieve enhanced
governance, efficiency, and privacy.

Automation hub

Use scripted solutions to automate the
deployment and integration of NetApp
products and services.
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iBZEE Podman 3¢ Docker Engine ZRZEE 14 o

RBENIEERG - REMRIEELZATEZE Podman 3 Docker Engine ©
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EELZIEN Podman kRZE o
* Ubuntu 2% Docker 5|2 o
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SELinux
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RS 1.5.0 ©
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1. TR

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

TR 5 | B

REMREHRE - UEEH S REAIUEEABETHNER © 77 SEH o IRRHERERN FHERZI > T8
REERMEATENK o
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- RERARENRME -
LR 2—fEflF

Select members %

Select (10

| test-service-principal

test-senvice-principal

i "

- EEERERIEE S -
BT
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ARFS EREIRERAREIEH S R IEZIF R Azure HE[R o

MRIGHEENEZE Azure sTRIEFE Cloud Volumes ONTAP > Bl A B ARTS T AEHIE 2 SEE TR -
7ENetApp ConsoleH » {RE]LUEIEERZE Cloud Volumes ONTAPBRFEFHAIETRT o

#7112 Windows Azure fRFSEIE API 1R
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2. FEEAPI| RER > FrIgREFR* o
3. £ Microsoft APlJ T » % TAzure IRFEEIE) o
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FEEZDUABERE S D FR Azure IRFSEIR » ABEE IR -

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZEATEL o

2. EREARER (FPiR) IDF*E& FHAR) ID*°

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M ER T ERRER o
3. B RSB >IE P IR o

4. SRR RSRANHERER] o
5
6

—_

- SRFRIE o
- EHRERIRHERE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

KR

THRBEREERETE » CRZESERTEARE (FRik) ID- B (AAR) ID MABRIKKE
HY{E o #1E Azure IRP BT > (R EEIEG S PBALLER ©

Google Cloud ARFSRSE
ZiuAaelFEEREERARES SMKE VM BT ERIARTSIRE ©

TER
1. 7£ Google Cloud HEI BH:TARE :

a. i —f@E YAML Xff » HFEETE"Google Cloud BYFZEHI & IREER" o
b. # Google Cloud EiEhE 3% o

c. HEGZERIENIERIFMTEERRN YAML 22 -

d. FEHREIBFTAE geloud iam roles create’ &35 °

T EHITEEREREI—ERLS Tagenty NAE !
gcloud iam roles create agent --project=myproject --file=agent.yaml
+

"Google Cloud X : i EEEHTAB"

2. £ Google Cloud H2 I IRFSIRSE -
a. {t IAM FIBIERRFE A » B2 RFSIRE > BILARFSIRE o
b. & ABRFEIR D SEAR BRI SE 2 N A AR o
C. BEELMIMEIIMNEE o
d. SERFIGRT BRI AR o

"Google Cloud X4 : 2 ARFSHRIR"

B 7 : B Google Cloud API
7 Google Cloud H&ZCloud Volumes ONTAPEZEZ1E API ©

p7
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1. "ERBEZEBEELLT Google Cloud API"
° BiREPE SRS V2 AP
° BiREREEEIESR AP
° Bk HES AP
© BinEREIESS AP
° STEBIZAPI
° B #EBFFEEIR (IAM) API

° Cloud Key Management Service (KMS) APl ({22 $TE A NetApp Backup and Recovery EF2EF
BEENMEER (CMEK) KAERE

° Cloud Quotas API (8 Infrastructure Manager 282 Cloud Volumes ONTAP FFEEE)
EPRHIE T EEEH S I

USRS BRI A IR > WECAIMEA R B FEMNetApp Console o ESE
 REZHARIE  FREREHARE LRTNEREN TRRTEHE - KRBT
SeBIAR TRV TR -

TER L REREHaNE

BRI HE M ISR & AERERE Linux T EFBZREK -

ELEZTHERIBZA] > EKREBLEGBFIRIE o KA AWS Marketplace - Azure Marketplace Z28£ » ALY,
IS B SHBITH AWS ~ Azure B Google Cloud FRY Linux 1% FFEhZest o

80


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis

AWS E¥Hi5
FtaZ Al
BEUTYS .

* M AHERTRRAIVPC R FHERE o

"TRBBER"

* AAKNREEEY IAM At - HR e Sk 5 RIERFrERIER -

"7 ERUN{ATER E AWS HEFR"

* &89 1AM EREFTRNEUHETRI AWS Marketplace BIHERR o
* TRRAIEFZAI CPU 1 RAM E3K o

BEREER" o

* EC2 TIEREAIEIR¥Y o

1.
2.
3.

B11E "AWS Marketplace _EAINetApp Consolef{IEFZRFIIR"
EHIGEE L EEHETR -

LETREE » SFEEIERER -
FIRBTE NI AE R B HE o

sJRREFTEMR o EEEERE
TECEILRES BE L - BAGIEET ERNVESE » ARBEEWaERE -
T RENL IR BB SRR IE T o BFEB EC2 BE - AREERE -

M EC2 $=H| 8 BB HITERSIL M IAM B o £/ TEELEE) BRIEEZERE & -

KREBRNECE N EEE
© BEANRE | MABFINRBENIRE -
© BRRREIMEERAREG | BEBUILERS - 126 & AR AMI BHUEER -

o MITIERSEERY | IRIEEIEH AT AM - BEIERTS RAM #1 CPU EXRMBTERRIER (FALEETES
t3.2xlarge) ©

© FRE (BA) | EERECHRERRZEMERIINTERNZEE -
* EEFTER VPC M FHERE o
* IEEATERESEEE AR IP it -
* EEREMEERE > HIEF S REBEGRBAAIERERT A | SSH Y HTTP M HTTPS °

"BE AWS NRZEEHERA" o
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o BLEfEF | REIRHIEEITER A/ NFIEEREERY o
R EBEREFRE BN Amazon EBS % » :HEEIE EME » R HARE 10 582 % » AREE
KMS £48& o

o HEFEFFAMER [ 7E IAM BAIRRERE T EECSERNSIEEXPEERELN IAM B

c HE  EERELEEREBEL -

RS
AWS fEFIEERIRERENRES  ZEHI e RIEBANEEZR DIERIATEHE -

T—$2HE?
25 ENetApp Console ©

AWS HBfFHi5
FtaZ Al

%

EUT™Im

* M AEERRREIVPC R FHERE o
T RRHEER EK"

* BEINREEE IAM A6 > ERa SR e BRI FERIER -
"7 RANEIERTE AWS HEMR"

* 1TH 1AM EREFTRIMEBCHETRI AWS Marketplace BIRER o
* EC2 $UT{EREMEIRY -
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1. BI7E AWS Marketplace H2{£#INetApp ConsoleftIBFZT o
a. FAEN EC2 ARFSIEEIE BB TIEIRS -

b. %2 AWS Marketplace °
C. ##ENetApp Consolell EIEE T o

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4. Add Siorage 5. Add Tags 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI

provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs:
Search by Systems Manager parameter

Quick Start 1to 1of 1 Products

Q, bluexp x

My AMIs

BlueXP - Manual Installation without access keys
AWS Marketplace M NetApp
| . # (6)13.9.23 [ By Metfpp, Inc.

Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x86) Amazon Machine Image (AMI) | Updated: 11/17/22

Read below for instructions on how to deploy Cloud Volumes ONTAR
¥ Categories More info




d. BEEEE o
2. {RERIR TR E L RABN B

c EERASE  REEEAAN - EE-BRENRITEE

"BERBHIEK" o

SRR (JRFR(EH t3.2xlarge) °©

° REBOIFFHAEF © EE VPC M > EELEDR 1 REIL IAM AT > BAKIERE (E3
) WEEHEAMHEMS S EERREREE

Number of instances
Purchasing option (j)
Network ()

Subnet (j)

Auto-assign Public IP (i)

Placement group (i)

Capacity Reservation (j)

|1 Launch into Auto Scaling Group (7)

[JRequest Spot instances

| vpc-aT6d91c2 | VPC4QA (default)

4| C Create new VPC

| subnet-39536¢13 | QASubnet1 | us-east-1b

1 Create new subnet

155 IP Addresses available

| Enable

A

[J Add instance to placement group

| Open

3 ! )
hd c Create new Capacity Reservation

T
IAM role (j)

| Cloud_manager

2|C create new 1aM role

CPU options ()

Shutdown behavior

[ specify CPU options

| stop

a|

Enable termination protection (j)

Protect against accidental termination

Monitering

[JEnable CloudWatch detailed maonitoring
Additional charges apply.

° MG | RETERMAEFEE -
© FMERE IRFE > BABHRRE -

Eat—l
A kB
.
=a

m>+

n\EI %

EREEHE | IeEER N EEAIFIERERT A | SSH
| BECRERIEERE

~ HTTP fl HTTPS o

AWS fEREERTRERREIEES - EH aNEBRONFELDERAHE -

TSRt
REEHIA ©

Azure [FHi5
FHsaZ i
CEZEBEUTAR :

* AR T KAY VNet F1F4EERE o
T AR R K"
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* SR RIEEAPTEEIRD Azure BETAR ©

"T HRUN{AIZ E Azure REFR"

1. Ai1E Azure T35 HINetApp ConsoletIE VM Eim ©

o "EREEIFA Azure HEEME"
° "Azure BIFF&IGAY Azure HEEHE"

2. B AR AREEEE -
3. 1 Azure AMANEHR » BEE 21T WKIRPREERIEES o

B EREBRRFIRUTHIE

° VM K/ RS CPU #1 RAM E3KEY VM K/ o FF3##EE Standard_D8s_v3 ©
° FgRE  #EHI A IER LUER HDD 8 SSD MR SRR EMAE -
o RHFIP I EERAHE P ALHHERESI SR VM —HEER 5 SAEIER A SKU ©

Create public IP address x

MName *

| newlF o

SKU* (D

@ Basic O Standard

Assignment

O Dynamic @ Static

YNSRCFEFIRZEE SKU IP {irsit » BHERI SRERIES & AIERINA_MA_IP itk > MARAH

IP o YR AR TFEUES &R BREEAFERAA IP ik » BRI S EIEEF -

"Azure X © ~AF IP SKU"

o EREEEHA | EERIEMIERERNFEEMR SSH ~ HTTP #1 HTTPS BYAULELR ©
"&BE Azure IZ 2 EBEAEFRE]" ©
° B I BT » EEBARTKIERNEEE D

sEEHR A FTER & IR E R SR R /BRI M Microsoft Entra ID 17517558 ©
Azure EIRRIFEEIRH" ©

4. 7 TEE + B HEL  WREESELERE B MURGEE -
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chmod +x NetApp Console Agent Cloud <version>

Hrp <version> 218 T & BY1EH & AIEAIRRES
4 MEAHFERREPLE  FEARERE " 7TRIAEAFHZENRERSE

o BITREMA

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>
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() ORESREEARE IUERERREETRE - TRAREEEEE

+

N TRIER CA BEREREIIRAIB RSN

-+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

+

--proxy s Console RIEIZTLLUERA THRINZ—BY HTTP 8¢ HTTPS RIE{EARES :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port
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+ EAETURHKERENAEFERE - HREEERE > B BERW EFRE \ASCII B o
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+ 40 -
+ http://bxpproxyuser:netapp1\!@address:3128
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b. BEEX podman /usr/share/containers/containers.conf t&Z X {E24 Aardvark DNS ARFSHIEE E 1%
18 o YN > AFEBRA54 o

vi /usr/share/containers/containers.conf

fuan

# Port to use for dns forwarding daemon with netavark in rootful
bridge

# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#

dns_bind port = 54
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T—$2HE?
25 ENetApp Console ©

% 2 % | 5RENetApp Console

BREFIUZEHIER » ARERTEAER aAEENEE—EES > TREARREL -

FsAZ Al
REZER SRENABLEERRTBRE SEBNEALBEAZESS -

MREHBEAETRL S —EESRES - CEEFM—EFNEATH - T GREREET LETIBARR
RIVBEEIR o

1.

REZES 5 RIBEXNITERAERN AR Web BIE R » RABWATZENZESEREEXN TS
URL °

sF i E ANetApp Console ©
BAR  REEHSE -

a. AR S RIENSTE -

b. B ARTIEH| S MRS o

C. EEFTERTERRIRIEPEE? *

87



d. BEEEIIRE LR RER"
AR IRFBRURCEZIEBILRTE - CUREZRARREN » hEXERAE -

MREERFEEHETENSNE > AIRZNAREMBREEZEE - ERAARHEAZBF&EE—
SFFRIETE ©

a. BFEE R IRAE. o

RS

Pl NIRRT ER RN RE FIERER SEE - FrEEREEHREERER & NERNTERR IP (B FEYE
Hla e

T2 HE?
e G R LT S AR T RO RER o

FER 3 | A S IR R
MRIEZEN Azure Marketplace I FEZEREZEFI SR » AIEEIRFIRILHIRERIRER °

!élfl%"'*% AWS Marketplace #3E 7 ZEHI G HIE » AIEESRAER » AALGEAZHRMEE TR IAM A

"T RN R EHR IR o

88



AWS IAM A&
FHEFCATEILAY IAM A EHIINE| 28 7 #56| 8 CIEFENRY EC2 BIT{ERS o

QB EEE AWS RFFRETIER BRI » BESRAER - HiIX AWS Marketplace 51E > B
R & RIBRITERR R S SPRRERAY IAM & &R -

1. Bi7E Amazon EC2 F#4A o

2. EE B o

3. BEEEHI A IEEM

4. FEMRE>L 2 M BN 1AM & o
o. HEE IAM BB BT IAM AE o

AWS ZEER
mINetApp Consoleigft EAFTFERH IAM EHEER AWS FENELE ©

1. BE B > ReE o
2. EERBIRE o
3. EEIMGRE WIRRBEE AL ERIRIE o
a. /REIE © #EiE*Amazon Web Services > RIZFZR o
b. EE/R:E . BIA AWS FEEBIEE
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AWS
1 BB EIE > B o

2. BEEMABIRE
3. BEERITH 5 IR RN —AERERIRPER - ABREEREIR

T REEE AR o IR RIE/ESE - BEER IS IR EENetApp ConsoleRRHKRY/RERAHE

aws AWS Instance Profile D)

Type: Instance Profile | Connector

Configure Subscription
297337421911 anilkumv-mdp-stg-conn1OCCM17295234525... Annual_small_1TB_all_services first_abb 4 View

AWS Accoun t ID IAM Role Subscription Working Environment  Copy Credentials ID (3

azure_conn_cred
Type: Azure Keys | Connector

97164¢15-9f84-420a-83a6-4f668729d206 8e21f23a-10b9-46fb-9d50-720ef604be98 3 View 0

Application ID Tenant ID Subscriptions Working Environments
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a Google Cloud ®
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Google Cloud Project

OCCM-Dey -

Subscription

® GCP subscription for staging -

e Add Subscription
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Google Cloud

Product details

NetApp Intelligent Services

NetApp, Inc.

Get best-in-class data protection and security for your workloads

running on NetApp® ONTAP® storage.

Overview Pricing Documentation Support Related Products
Overview
MetApp offers a comprehensive suite of intelligent services for your A
ONTAP systems. They proactively protect critical workloads against Ty
evolving cyberthreats, detect and respond to ransomware attacks in real La
time, eliminate backup windows, and orchestrate a quick recovery in Ca
minutes when disaster sirikes. NetApp intelligent services and Cloud
b. B4R o
C. EEFEE RS EIRD I E SRR o
d. TR o
L2 B (R Y8378 5B K FX 4G NetApp ©
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Your order request has been sent to NetApp,
Inc.
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Yeur new subscription 18 the Claud Manager T manth plan Fer Clowd Manager for Cleud
Wiolume=s ONTAP requines your registiation with MetaApp, Inc. After NelApp. Inc, approves
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N NetApp console

Welcome to NetApp Console, your central hub for deploying, managing,
and protecting your on-premises and cloud storage systems.

What would you like to do?

Learn about NetApp Consale

What is the Consale? 3
What are NelApp Consale Agents? 3

How 10 control idantity and access?

Administration of NetApp Console

Manage users and roles ¥
Manage agents »

Maniage licenses and subscriptions >

What's new

Seamless integration with Azure VMware Solution

Join us

Cloud Violumes ONTAP Is to ba certified as external block datastore for
Azure ViMware Solution, perfect for VMware over ONTAP block users
saeking powerful hybrid cloud or disaster recovery salutions.

Safeguard your data

Organization
Org name

Manage and protect your starage and data

Manage your storage systems
Back up your dats >

Protect against ransomware

Governance and health

Classify and govern data ¥
Maritor storage health >

Manage software updates >

Projest  ~

Project name

Go to Backup and Recovery

Protect MSSOL, Oracle, VMs (VMware, Hyper-V, KVM), Kubernates,

and ONTAP data - all from one interface. Enjoy integrated snapshots,

fast restore, and secure, immutable backups.

Your Console resource hub

Unlock the full potential of NetApp Carnsols
quides, and tools to help you explare, under:
of its features

Learn more

with expert insights,
stand, and make the most
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@ Annual contract 1
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ONTAP alerts

Filter by: Severity

2

Alerts

Ransomware Resilience
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Workloads

& 8
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View
B Critical 6
Warning 11
B informational 15
View
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Protected 12
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) /\ Restore jobs

60% (6/10)
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

n

iam:PassRole",
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"ec?2

"ec2:

lam:

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",
:DescribeSubnets",

DescribeVpcs",
DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",
CreateTags",
DescribeImages",
DescribeAvailabilityZones",

:DescribelLaunchTemplates",

CreatelLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec?2

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",

DescribeIamInstanceProfileAssociations",

:DisassociateIlamInstanceProfile",

GetRole",
TagRole",
ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "x"
by
{
"Effect": "Allow",
"Action": [
"ec2:TerminateInstances"

1,
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"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"
}
by

"Resource": |

"arn:aws:ec2:*:*:instance/*"
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Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
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@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
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1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

TR 3 RIEALE
AERERAENSUTER » UEEH SN EERENERESEFNER

136


https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

BIRE B

EHEREEREEECHEELNE R AR BRI FRELR o 540 » &8I A #IRIE 217 Cloud
Volumes ONTAPZ& 4R S 17 R ARAVAREE ©

s B Bk EEL R
EREEH & NERANRR U ELARE HILERER SEMISITERRS o

fEFAAER Web HINetApp ConsoleR it B A R AYIHEL

it Web 2IEE 23377 BUERI & BB ARESIHE S (Einkh - LEEERIEH QRREEH & BT ETERS
BEEER -

"7sNetAppiZh S ZEFHHEE" o

eEEEl & IR R AR R
R VIEFE2INPERFECRIMB L T iRk - UEEARERIETHNERNMELUETHEERE -

TES AR EE CNAME %8 °

Ui B BeY
AWS AEF (amazonaws.com) BIE AWS BEIF o InEEUAR TR
AWS &lf o "BRAGHHER © 552
© B B AWS XXiE"

c BYHEEE (EC2)

© BHMEIEE (IAM)
* TWEIERT (KMS)

* L2 MLHEARFS (STS)
* IERETFRTS (S3)

Amazon FsX for NetApp ONTAP : EHR Web BRI 5354
Workload Factory APl B &R EE
« api.workloads.netapp.com FIREE R ONTAP BIFSx T1E&
o
\ https://mysupport.netapp.com BSET ol B MINetAppZ H2 3%

#%AutoSupportsfl& o

\ https://signin.b2c.netapp.com BEHiNetAppz HE4HLL (NSS) Vst
TAGHTRY NSS /&EEHTIE ENetApp
Console °

\ https://support.netapp.com SRRl &5 MINetAppsZ 35 8%

#ZXAutoSupportsil 2 AR #E U Cloud
Volumes ONTAPRYERBEE#f o

137


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://mysupport.netapp.com
https://signin.b2c.netapp.com
https://support.netapp.com

Ui B89

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ 5o

https://console.netapp.com \

https://components.console.bluexp.netapp.com \

https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ iS4 8 RIBHRIEAS o
https://bluexpinfraprod.azurecr.io
* BIRERE R AIERE R - BEE
EE g A B Al AL AYE
AR o MRIREER" A B imRL"
) EREEIEE R - BT ERILL
KB ABEEERE o

BEFSRIRIRRL AR S
{BNetAppEHER IR B K igAR
AISEIRE B AliRES o "7 BR{A
AT IRENRETIR" ©

* BEEHREIRI KSR B Al
BT > CIRANRIERSE
BB

RIEFEARES
NetAppsz IZEENMZERRIERE - MREERAEANE - AIRTERUEAIERIRESEAVESE - MR AR
R > EFE P AR o
* IP firtik
c =
* HTTPS ‘&:%
BIZIR
PRIECENENE Sis H A E IR AutoSupportsl 2 # Cloud Volumes ONTAPEXEINetApp Sz 1 » FRIESI&
REFTEEBARE -
* HTTP (80) # HTTPS (443) #R{H¥IZAHE Ul WsHR > BEERVHIBER TEREM -
c EEFRERIWETRIEHIRR A EE SSH (22) -
* NRIEIER B IMBERERN F AR P EBE Cloud Volumes ONTAPA#AE > IR EFBEIFIR 3128 EiL
AULELR

g12RCloud Volumes ONTAPZ 42 A H b B8 IE AR SR FiXAutoSupportifl . » 1EH 8 E BEREELERM
MU RES 8 NENHIRIERERES - —HNERERMAEF SRENREEHENTERERE 3128 #
TALLELR - MEZEF SRIERNE - CEEZRAULERE -

ESF NTP
WMREITHEEFBNetApp Data ClassificationZRIFH AT BERIZKIE » BIFETEIES| & LIEFEXMNetApp Data
ClassificationZ#t_t BB EHE (NTP) ARFS » UERFEZENRHERD "7 EERINetAppE 48

138


https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

HNEZER"
TER 4 | REEHGHI AWS HER

SEER T35 —%ANetApp Consolet2fit AWS #ER :
* BEIE 1 237 IAM RETREEERMINZI AT £ EC2 MITIERSRIFAAY IAM At o

* BIA 2 miERIaRHERFIEEIRE IAM ERER AWS ZIER °

RIRD BREAIERI S RIER -

139


https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

IAM A&

TER
1. Z A AWS FIZE/WEEE IAM IRFS ©
2. EBITERER

a. FEERER > FRILRER” o
b. 812 JSON A48 BB AR 16| 5 CIER IAM SHEE" o
C. SERiFIERD BR LU BREK o
RIBEETEIEANINetApp ERHRTS » ERISEEEZE F AR - HiMZEEL » #RDHIEMRIE
RE&H o Y AWS T ERIRAFTAVRE » FIEEEMERE "7 EEREH 5 EN
IAM SREEHIEZER" °
3. i IAM A .
a FEEAE > EUAfro
b. %2 AWS RS > EC2 o
C. @M NI LAY SR BE A FT I AR o
d. SERRIERT BRI A o
4R
ZEZH A RIERERE » CIREEE —ErT LU EC2 BITERRRIIE IAM At o

AWS FENER
1. BAAWS EE/WEEZ 1AM AR ©
2. BIREK

a. BHE SERL > EE T SRR o
b. Y12 JSON IEHEMALRL F PIZ 4] & AIRH) 1AM 584" o
. FERLFIERS BRI HERS o

RIFEET B ERRINetApp ERIARTS » ISR RER 22 1L 55 —EISRES o

HNZERY, » RO MHIEMEREES o Bt AWS FEEREHIRAFITA/NRS] > FIEREERESR
B% o "7 EARIEFI A HEN IAM REEHNEZEE" ©
3. HERBEHIANZ IAM fERZE o
° "AWS X1 : 3L IAM A"
° "AWS X f4 @ FrBANMIBR IAM BER"
4. BRERERAEIERE » EUEZEEH A IER I EIIE ENetApp Console ©
R
T CHEE—EEBMEERN IAM EREMN—ER MUREAIEH S NEEEE o

140


reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

TS5 REEHERE
FERFRB R RMRGE » SBTEER Linux £ EFB2E0E -

ez Al
TREZEBUATAE :

© ZEZEFISAIEEH root #R o
* MREF SNERENES e EME » BIIRHEAMAERFRSEAFAS

TRILEEE R ERRERERRS - EERBMERENREERGNE -
* MRARIBEARSFFER HTTPS SRR HWENIE » AIFEE CAEERESE -

@ FERIREZER S RERENR » BEAFERAEARSRTE SR - IRFESFZAREARSERE
e 0 R AERERRERAMERER S o 57 7B IR e -

RARSULIERS
ZEE > MRAMRASETR  EFaREEGEHER -

IR
1. MNRF ERTE T htto_proxy TX hitps_proxy B4R > B EMIE :

unset http proxy
unset https proxy
MR BLERREE » TRRGERK -

2. THEHIEEH SRIEEEE > ABISHERE Linux 1 o AT LITENetApp ConsoleZiNetAppz B 48uk T & o
° NetApp Console : FIfF*IEREN > BIE > PENIERER > IEIE > FEHZs o

EETHAEZEREERZIERERN URL ©

° NetApp3ziEAlls (MNRITERBFEUEG QIR » AIRZULMEIL) "NetApp2iEuazs"
3. DECEITRIZARIHER o

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> @& T &V & R IBRYRRZS ©

4 MEAHFEIRREPLE > BEARERE "7 RUAEAFHLZENRERSE "

g;
o. BITREMZ -

141


reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
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ABH o
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+

HFRER CA HEBBR IR AR ARSI :

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLAER THRNZ—HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
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1. WNRE(ER Podman > BIEEEEE aardvark-dns EIZE o

FiB SSH E R RIERI o RIBERKES

b. BAEX podman /usr/share/containers/containers.conf ¥£ZE M AEEX Aardvark DNS ARFSRVEEEEIEIR o f
> EEERA54 ©

vi /usr/share/containers/containers.conf
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

+H H= H= H H*

dns bind port = 54
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1. SRR S & IR E R 3 A0 T M FIR Web BIEESZ 8 AT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BAR  REEHIORE
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b. EIARFINETE o

C. FEREBELZRRIEPEE? *"TRIFRHEIEXBER o
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d. BEBHMBAAE* o
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",

"Microsoft.Compute/operations/read",

147


https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role

"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",
"Microsoft.Compute/availabilitySets/read",
"Microsoft.Network/locations/operationResults/read",
"Microsoft.Network/locations/operations/read",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/delete",
"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

dam,
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",
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"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

2. B Azure 5TE ID Fig E v D ECEEEIZEEL JSON o

BlF

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
]

3. 5/ JSON #1E227E Azure PRI B:TAR®
W ER2BBUN{al{E A Azure Cloud Shell iy Bash A o

a. 4R "Azure EiRJh5R"13EE Bash IRIR o

b. F{# JSON #g2 o
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BEequesting a Cloud 3
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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C. B ALLT Azure CLI 5%

az role definition create —--role-definition

Policy for Setup As Service Azure.json
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Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members
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LR 2—EflF :

152



Select members %

Select (10

| test-service-principal

___  test-senvice-principal
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. EE LURBFERE S D ER Azure IRFEEIE » SABEIE IIGRER o

* B
Eﬂm
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E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
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@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h

KR

TCHRFEREERE  CRZELEERNTEAREN (¥Rl ID- B (EAR) ID MARIKEERN
{8 - BRI RIER » MEEEER S PRALLSEN -

TE 4 BiiEhafE

E ¥ NetApp Console 7 1ZH S IEFEL o

BARS U ERS
* RIEFISEIIERERIEEN S FRATERL BT Azure PEPE ERINES - B EHI 5 RIBRERE » A7

FAEEF®R/D CPU FE/D RAM FUE/N VM #ITERS o "7 ARG S IR TaRACE" °

© EEH B SNERENR 0 EERL—EBIABIREEIKGIER SNRIE VM o LA 6 e R fEES

SNIEREAESEE Azure EIRIVER - CREEFRAGRTRN > RAERERAPIIE T HBER o
THARENSNENETABHNESER" -

a2 Al
TEZABUTREA :

* Azure 51
* IRIEIER Azure @I AT VNet FIF4IEE ©
s MREHAEBTERIEREIEFAEB LIRS @ SFieftBARIEFRIRESEHEE -

° P {ifit
o iz

Fleh=

° HTTPS /&3

* NRCREHER SN EERMSEAZREEESE - BIFE SSH 21§ - BREE7ZN5S —BEERER

R o

" RAN{AIERE R Azure Y Linux VM"

* MREARFEERE BB AIEH S RIBRERXEL Azure A > IIRERV BN FALLER LAVEER"

BEERBAREG GRELRE - EBRCKAANBEES &N ERKBMRENERTR -
1EEEE > A1 o

2.

156

EECEmE L o EEEERIE>“Azure”


reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html

S B EEL  BRHMEAEEANENR - BLEERNERE LHFERA -
4. 71 TEEHRHERERSE) BEL » EZEITRTE Azure BRIV A TURTTRIERREEIR

o FEEFHAEALR Microsoft 1RF > 521k P FEEBPRERAVIER o

% 7<EH Microsoft HEBMIEEE o EHYEFERIZH45NetApp ©

geiﬁegﬁl Azuzfer\ = g]?%%ﬂé@ﬁﬁﬁﬁi%fhﬁﬁ o MREHZAERS » AREEERA]
REREREHURGREEANZERNIRS o
° $E#F lActive Directory fRFE IR LUEIA BRI FAIFE PR Microsoft Entra ARFS ERERVE -
- EARER (BFPE) ID
- B#x (#F) ID
" BRIRER
T RANEIES RS TRERVEL(E -

)]

- 71 TEEHREERERSE) HE L - 3B1E Azure 516 ~ (B « TEREHESIRAEREHE » AR AT ERRIAE
Hl SR ERK AR ERRT X -

ERIR IR B (1 BRsE 7 A A AR HEEL SSH A\ o

"7 RRUN{AIERE R Azure EY Linux VM"

»

-1 TeEERD BELE > WANRENSE > BERR > UEEESHREEN AR AAMBERMAR
HESBEELCRENREBR FIRHER"

AR e LCEEE A AR Azure TR o TUEENSEIRHEE T AT S IBRHEEZTRTH
EIERERR (540 > Cloud Volumes ONTAP) o

~

- 1E THERR) HEL > BE VNet 174 - ESRAAHA IP (it > WRNEFEEENERE ©

© £ MZ2EE BEL > BERSETHNREMEHENESEEAFMRABEMBIERANRARE
MHEFA -

"EE Azure IR EIEEHERA" -
8. BELHNEEURISENRESLER °

a. FERIERAT > BEAEERE EEERINEIGARS » UEEH SECHEREERERERER - M
RIEF G EAHENE » EERRE—DIREREBCHIRHIE - MREBMT) » AIFFRERS o

YNREANTERER " oAl R iRRE AR RIEAAR - BRse R HIREER - AT HRERER » SAEUHENZ
IS IRUABERERE

9. BEEERIL” o
ERAROTE 10 DEA SEABEFNAE - FREXEE L > EEIBETM -

157


https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html

RER
BIZTTRR > BIATIEERI S EAERI AR -

()  wRSBRH - CENREHE THEEH D RIEMCRARIE 7 R TRARERIE -

WNREIER I EH SR IBEN AR Azure 1R A Azure Blob 72# » &i§&E| Azure Blob #FEZ BEIH
07 &4 BE L o "TEN{EEBNetApp ConsoleEIE Azure Blob E7F"

¢ Azure TEZIIEH G RIE

e U E B Azure TIHTE Azure R IEHI IR « EEW Azure MEREIITHIG
'L‘Eﬁ REER TR ~ 26 Azure #EFR ~ BRHITEREX » AR BRI SIERR

ez Al
* {RAEZAE—E" T fREH e R
© BEERISAIERE" o

TER1  REALE
AT EREEH SNENERMUESEUTENR - BEERFEZEFHSRERAENERESEPHNER

Azure &g

WNREEACloud Volumes ONTAP » BTG IR X ESETEEEEAICloud Volumes ONTAPZ 448
FE/ Azure &I H > EEEE "Azure & 1T % "R Cloud Volumes ONTAP &4t o IEE SR BJFE{RTECloud
Volumes ONTAP K E BB BV TZIR B 2 S5 Azure Private Link 4% o

"7 f#Cloud Volumes ONTAPH{aIf&EF Azure Private Link"

VNet B4R
B ARIERRERR > KEEISETHER VNet F1F4EEK o

BT B R

EHERIEREXEEHCHEBRUINEERARNMERIIARELR o i > K518 EAEIRIE I Cloud
Volumes ONTAPZR T ETF R FBVABER o

s B Bk AR EL R
EPEER S RERNRER A ELAER HIbERRER T SEBHES T E imdh o

wiEd B IR R AR R
ZEH e IEREINERFICRI B U Tindt - WEBAREIRIFPNE RIRZLUETHE EiR(E

TEY AR A E CNAME %8 °
i B8y

\ https://management.azure.com \ https://login.microsoftonline.com\  &IE Azure AR EIFHHEE o
https://blob.core.windows.net \ https://core.windows.net

158


task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net

Ui B89

\ https://management.chinacloudapi.cn \ https://login.chinacloudapi.cn  &31® Azure FEEIEHER ©
\ https://blob.core.chinacloudapi.cn \ https://core.chinacloudapi.cn

\ https://mysupport.netapp.com EISET el B MINetAppZ H2 3%
7% AutoSupportsfl& o

\ https://signin.b2c.netapp.com FEHTNetAppZIB4TIL (NSS) /&S
BURHTEY NSS /&R HTIE ENetApp
Console °

\ https://support.netapp.com ERS PRI & 3 (FINetApp Sz 1B 3%

#XAutoSupportsil 2 AR #E U Cloud
Volumes ONTAPRIERBEE 3 o

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ 75 o

https://console.netapp.com \

https://components.console.bluexp.netapp.com \

https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ iS4 8 RIBHRIEA S o
https://bluexpinfraprod.azurecr.io
* BEEEBMAERER > BE
EE A B AR AYE
AR o MRIREA" A B imRL"
) BRsRIRE R o BT RRULE
KB ABEEERE o

BEFRIRIRRL AR S
{ENetAppiZ R aE R B A AE R
BB E B AlRES o "7 BRI{A
ERTRIRENRETIR" ©

* BEEREIRIAGE AT B A
B > CIRANRIERNSE
BEE -

RIEfAIAR2S
NetAppZ BB AIFEAMIEACE - NREFERFEARIE » B IFEERMCIEFIREZIVEE - RS (EFEME
I8 > EEE P &S o
* P fizsik
c EE

* HTTPS ‘&:%

159


https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn
https://mysupport.netapp.com
https://signin.b2c.netapp.com
https://support.netapp.com
https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list

BIZIR

BRIEICEREN © S H A EREER AutoSupportslLE#ECloud Volumes ONTAPZ$XE|NetApp2 % » BEIEEHIS
REFREEBARE

* HTTP (80) #HTTPS (443) iRftH7AM Ul 1I5HM » KEER VMBI TERER -
* EEFREEDTWETHRIEEIRR A HFE SSH (22) -

* NRGTERB IR ER F R P EBZECloud Volumes ONTAP AR » IR EZIBBERE 3128 B1L
ABLELR o

Y1 Cloud Volumes ONTAPZ#t/8 A H L AR i 4R SR fF3X AutoSupport:il £ }“%JE‘QE@J‘“*C‘“‘?%

LU Rz 8 AR R EERES U’E MERERFRES S NIENZ2EHEAFTEBEIRIR 3128 &
TALLELR - MEZEF SRERNE » EFEERBULERE -

EXFE NTP

YNRETFTEEANetApp Data Classification?RIFH A B BRI ZRIR » BIFETEIES] & RIEZLHNetApp Data
ClassificationZ#t_E BRI MBI EHE (NTP) kTS » UERFEZEMNRHERED "7 EERINetAppE I8
MEZER"

BuUEH AN EER B ERMEKRERK -
FEF 2 EEH VM EX
B EH aERRE  FEEN S TV ERNERILISEE -

FRREEIEER
8 fEtz\ek 8 & vCPU

sCIRAS
32GB

Azure VM X/
e CPU # RAM ERHFVEHI$EE! o NetApp#E Standard_D8s_v3 ©

TR 3 I REHER
TCRILUEBA T A TR IR -

BIE 1 FHARSRIEREEEM A Azure VM 15K BETEE ©
BEIE 2 | IRIERIS AEFTEEREY Azure BRFEERSRVESE ©

A IkER T 5 BR SR E 1 & HUREIR o

160


https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

ERp:EE]
AR 0 B LUER Azure AOA8LL « Azure PowerShell ~ Azure CLI B REST AP| 237 Azure B:TA
& o LT RERUEIER Azure CLI B AT - MRIEHEEFEREMGE » 552E "Azure SUH"

TER
1. NREITEEE ST FFEHZEEHEE > 3577 VM LEUB R G15RMISTEE:S » UERLUERBET
A EIRHFTER Azure HERR ©

"Microsoft Azure X4 : HH Azure AOMEIEA VM R Azure BRECE TS 1ZH"

2. EHBEIERNE A ERR TR EMRFE JSON EEF -
3. iEBH Azure 516 ID #E E R HECEERIELL JSON HEZ ©

1T e A B EENetApp Console—iEfEFMIEE Azure FTRIFTIY ID ©
BF
"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]
4. 5/ JSON HE2E7E Azure PEIIBTAR °
LT ER8BRYN{a{E A Azure Cloud Shell 7y Bash EiIf& o

a. BAIR "Azure EiRSMFL"3ELZE Bash IRIE ©
b. {& JSON &2 -

Bash v D ?2 & M (D

Requesting a Cloud Shell.gt

Connecting terminal...
Welcome to Azure Cloud S

Type "az" to use Arure C
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D

161


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

C. {¥/A Azure CLI BiIIB:THE :

az role definition create --role-definition agent Policy.json
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#1E Windows Azure fRFSEIE API #£[R
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products
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ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °
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EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>
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systemctl restart podman
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"AssignableScopes": [
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Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help™ to learn about Cloud Shell
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members
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Select members %

Select (10

| test-service-principal

test-senvice-principal
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#1E Windows Azure fRFSEIE API #£[R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* 1 SEEFEATET o

2. FEEAPI| B[R > FrigREfR* o
3. £ Microsoft APl1 T » 8 TAzure IRFEEIE) o

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. FEEDEBFERES D ER Azure IRFBEIER » ABEEIIEHER -

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZEATEL o

2. EREARER (FPiR) IDF*E& FHAR) ID*°

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M ER T ERRER o
3. B RSB >IE P IR o

4. SRR RSRANHERER] o
5
6

—_

- SRFRIE o
- EHRERIRHERE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

mR
THRBEREERE  CRZEERNTEAREN (¥Rl ID- B (HAR) ID MARIHREERN

{8 o #tE Azure IRPES > (MEEEESI S PMALLE
TER 5 | ZEREH aNE
FTERSTRIRMH R - R LTEE CRY Linux EH_ EFBRERE -

FIsEZ Al
TEZEBUTRS :

* LEAEH SRR INRY root R o
* MRER SRERENES eI ERE - AIRHARNERIRSMFEEN -

TR LUEEERRERRENERARS - EERMEEEMAENERI o RE -
* MNRAIEFARSIFER HTTPS HAEZ WEIE > BIFFE CAZERRE °

@ FEILEIEFH G RIERNE - S EAZRREARSIRESRE - IRFTEAZAREMRBIRE
sas 0 R ATE REEREAMERIERS o 57 7R IR e -

* 7£ Azure 8 VM ERUAFEERH - WEKAILUEB BT ABRMAER Azure H#IR o

"Microsoft Azure X4 : A Azure AOMEIEA VM B Azure B RECE ST E1Z5H"

RERSLEAETS
L% MRBMRATA » EHaIEEE8EH o
1. WNEREH EELTE T http_proxy B https_proxy BREtEE » sHEiGEMIBR :

unset http proxy
unset https proxy

MERRPFELERAE S » REKZEK -
2. TEHIEEHIARIEEEE > SABISHERE) Linux 1 o &R LIENetApp ConsoleZiNetAppZiE48uL T & o
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° NetApp Console : FI{F*IERE > BIE > HENIERER > THEEE > ForLRk o
FEETHAERERETERZEIERER URL °

° NetApp3iZAlus (MNRITERBFEUESH SRR > RIFZULHEIL) "NetAppsaiEihzs"
3. DECEITRIZARIMER o

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> & T & 8Y1%HI & RIBRIRRZS ©
4 MREAEBMAERREPZE » (5ERRERE o "7 RIAERAFHTENLERS
S. BITLEEMZS -

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MREHARFEEREA SEFENERA » MFEEMEAIEEN o SN ELEaEPEmmE R EREN - -
proxy'# “--cacert 2 EAIEN » RAFAFIRTEFNE - MRE ﬁEHEEEI’JTﬂEﬂﬂEES > AIFRELPRR A TUE
Ao

() ORSREERRE TUERERRERTRE - TRAREEEEE

+

WT2ER CA RERER T REAIZGEMRIEAES :

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLUER THRN 2 —HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+RARMUTEE !
+ ERERURAHERENAALRE - HlEEERE ,Q\M;ETE%DDJ:FEWE’J \ASCII % o Console X
BRI ZREs @ FuiEAELBNEN - NIRBHEIUTEFHRF T » G BETEEHAIEN ERF4LR
DUETTHER { & 5L !

+ fIgn
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+ http://bxpproxyuser:netapp1\!@address:3128
1. WNRIEFER Podman > BIFEEEE aardvark-dns EIZIE o

B SSH EZRIEH & IR EHREES o

b. BEEX podman /usr/share/containers/containers.conf #£ZE A ELK Aardvark DNS ARFSHIETEEIZIE o
> AFELE 54 ©

vi /usr/share/containers/containers.conf

B0 -

Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

H H= H= H H*

dns_bind port = 54

a. EXRENES SN RERKES -
2. SEiEEAETE o

LEALIRET - MRESE 7 RIEAARES - 6 8 NEIRTS (ocom) S EFTEXENMIZR ©

()  mRmEsl > CANSERERER D RRBHCRARIE « 7 RIIFTR AR <

1. SRR & IR E R SR T HEFIR Web BB SR EA LT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BA% > REEHERE

a. 157E B & N IEZ R AVAR 4 -

b. EA RSB

C. EEREBAEREIRFFEE? *"MRIFEHRLKEM -

EREZAFRBIERNENERRE » AAELES RRRNAEESEEX TERIZNE - REELERR
SHIRIE L A& S PERIEIR P Bl R IRARFSOVELR R » A ERUBZ RER o QD%EELL%E’TE » “RER S ERTE
ZIRIE TRIRFEENetApp Console" ©

d. FEEEHMIBHLRIE* o

MRS ITH S RERAER Azure 5TBIFEA Azure Blob 723 » &i§&E 2| Azure Blob #Z R4 EENH
T T&% BEL o "7 HEUMEIZEENetApp ConsoleEIE Azure Blob 1;;%75’—"
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Hi]AR
g11E Azure AOABILIIHE Azure BB BIERGE—EH ZETRIFIEHI S IR E %S o
FER
1. % Azure AO#RUILREER T5TRI) ARFSIEFIZIEHIETRS ©
TR R DICABREE » IAEIEE T JHAERNACOEEE - HE F&E 7 FIEANE

RE - MRICTERERER (BIg0 > EHiESEER) fSEHE > BIIETENetApp ConsoleITE AR FRIAE
IRZREE -

"Microsoft Azure {4 . T & Azure RBAC BYEEE]"

2. EEFEUER (IAM)* > FiE > g A B SEC o
S I ARTRED  EEITRI SRR HENEE TS -
@ ;@%‘J‘ﬁ?%f’ﬁé%%%qﬂkaﬁﬁiﬁ@ﬁ%ﬁ%ﬁ o MRERBEIEET RERVRTE » BFEEZD
'Fié o
4. 7% THE) REF > TRUTIER
a. {EIRE T E & DRI EVERR o

b, A’ > ERE IS A RERMIR0T  ERERET ) SRS e
BT A (IR -

C. BEEHEE o

d. EET—P o

e. EEBR+D* o

f MMREEIBEHM Azure STRFMER » BUIMEIZETR » RAEERELEDHR -
T—SEAE?
BI1E "NetApp Console"BItAfEAIZHI & ARIE o

AR7SERE
B ER
1. BE B > R o
2. EEILRE R RRBE RIS ERIRE o
a. /RENIE : EE*Microsoft Azure > {IBFZR* o
b. EEREH | MIABRE TR Microsoft Entra ARFSERERIE !
- EARER (BFPE) ID
* B (BR) ID
" BRIRER
c. MiFEIRE | FEBIRNF TR EIEIRA TR 55 ] R EIE L /RE R o
d. % | B A RFREV AN E ST Ig o
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RER
ZEH S RIBERTEREARREE Azure FRITIRIEFTERIERR o

GoogleE
Google Cloud FRJIZEHI IR R EEEEIE

BREARRB A ERILUTE Google Cloud I ZEHI SR - Hi%ENetApp Console &
BRIBR o

BUTREEAAA !
CEEGES AR aRE (BRIEEERE)
IR VEHSE (IR IZRY VPC FHERENETT Linux FIIEHI & CIE2EEREER VM I TIERE -
* "f#f Google Platform 3174 & 12"

LEHRAEt ERREN T Linux A4ZEH] & RIEEESRY VM B » (BEFZB EIZ1E Google Cloud Bl > MAZHEHE
i 5 ERE o

* "TEIGE CRILInuxEHE £ T E FEh R E A

CEENZEERGTECNARERE - EEBENARES SRMHRES DFEE Google Cloud FRREIRFR
FRIHER o

i#EiBNetApp Console?E Google Cloud I I71%H| & 1CI2

SR USRI B 7E Google Cloud HEEIIIEHIERIETRT o« MEER TR « M Google
Cloud PR ~ B{F Google Cloud API > ZA1& 217 1% &5 IR o

ez Al
* {RAEZAE—E" T fREH 8"
* {REEZ[CIEE— =] 5 CERG" o
TR | REAE
RTE MRS AR RIZEH S RIBRAIUBEEETR » WiEEE B IRMERA L IL R EFE o

VPC F1F#48
BiEH aERERR » BEEREECHER VPC FIF48EE o

EIREBIREE

EHaNERATE2RCHIBINERERRHNUERIIFERER - g > E5EEAHIRIEFRZILCloud
Volumes ONTAP &t Bk 7F R A BIHEERS o

ik B B
HEEH S NERRRRME L RRA HILARER T SEM AR E InF
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TR 5 IR B In R

R e NIEFEINPEREFECRI B T iRk - UEEARERIETHNERNMZLETHEERE -

THEYHARREE CNAME B °

Ui B

\ https://www.googleapis.com/compute/v1/\
https://compute.googleapis.com/compute/v1 \
https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta
https://www.googleapis.com/storage/v1

https://storage.googleapis.com/storage/v1 https://iam.googleapis.com/

v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \
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title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create
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config.operations.

config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.

config.deployments

get

delete
deleteState
get
getState
list

update
.updateState

config.previews.get

config.previews.list

config.revisions.get

config.resources.list

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager.

compositeTypes.get

compositeTypes.list

deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

resourcemanager.projects.get

compute.instances.

setServiceAccount

iam.serviceAccounts.actAs

iam.serviceAccounts.create

iam.serviceAccounts.list

iam.serviceAccountKeys.create

storage.buckets.create

storage.buckets.get

storage.objects.create

storage.folders.create

storage.objects.list

b. # Google Cloud EiEhE3% o
C. LEEIFHEREMRA YAML 452 -
d. FEHEEIBFTAE geloud iam roles create’ @35 ©
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1. MRIER BRI AERAERA I B L EEZRITH S ATEIRA)  AEFRERATE
deploymentmanager.editor © ¥1RFKISEFRA > NetApp ConsolefSfE FHBERFEIIE S VPCO BN
TR A9 ERE o

2. R BIEARRP NIERANMEIRAG B Z 0 SRS & AR T IR - 7 FEfirewall.create
Mfirewall.delete ° BRI IERI GIRA .yaml HEFF o MREFEAHLA VPC 81E HA Y » B
RIS A VPC1 ~ 2§ 3 BILFHNAEREA - HIFIBEMENE - SE#REANS VPCO B

Bl

3. #2 Cloud Tiering » 23 ERRFEIR A A BIEARTSIRE _EEA serviceAccount.user B » MIAEERER
ZE4R - BT > INREIEBREERIER serviceAccount.user > BIfEA getlAMPolicy & :AIRFSIRIER A
GRETHERR ©

SER 5. BA

Google Cloud API

EEpEEH A R IEFER M Cloud Volumes ONTAPZ Al » StEXFA%1@E Google Cloud API ©

pg

1. EERNEZREFPIBEUT Google Cloud API :

Sigy-—hvd
° EBimH

FEEIESE V2 API

o BIRERIEEIES AP
° EimHES API
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° BinEIREIESR API
° FHHESIZ API
° Bo#RIAFEELR (IAM) AP

° Cloud Key Management Service (KMS) APl (T E{EH NetApp Backup and Recovery {£E& 5
BEMMERR (CMEK) BARE

° Cloud Quotas API (3 Infrastructure Manager 285 Cloud Volumes ONTAP RFEE
"Google Cloud X% : BXF API"
TER 6 | BiEHIaMIE
M Google Cloud Z3i7#ZH| 8 IERE -

s e IER S ERTERAET Google Cloud HEE EHK B HITER - BiiEH aERNE » F7
TIHREEER/D CPU &/ RAM BBV VM BITERS o "7 R H a2 TEREE" o

ez Al
TEZAEBUTRA :

s B EHI S RIERFAER Google Cloud #EPR A RAZE] & IR E HH%2S A ARFSIREE o
© REARBTRIIVPC R AR ©
* TR VM BHIEX o

° CPU : 8 #i)gK 8 & vCPU

° sCIERE 1 32GB

° HEEEER | IR n2-standard-8 ©

Google Cloud FEEA3Z1% Shielded VM IEEMIEERMAHY VM BITIERS L TRIZHRI G RIE o

1. FEREEERNAGEEA Google Cloud SDK ©

IEEEFIERZEET geloud SDK 97 shell » 1BIE AT LAE R Google Cloud Shell ©
BFf Google Cloud SDK WEZ{5 R » s85h"Google Cloud SDK X EME"

2. ERECESURA LI N ERNFIRERNERESNEA !

gcloud auth list

BHERTUTAS > Hf * AERFEEEANERERS :
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update

3. 3817 "gcloud compute instances create’ @< :

gcloud compute instances create <instance-name>
--machine-type=n2-standard-8
--image-project=netapp-cloudmanager
--image-family=cloudmanager
—--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
—--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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* CPU : 8 #z»g 8 1 vCPU
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© BEREIERS - BRI TEE165GBEER 0 AEIEEKWT ¢
° /opt : WZAH 120 GiB rJHZEM
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HERER
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&E Podman HBE
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B EAEEE
ERIEREH
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HETENE=7
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AR N REAER 8.6 £8.10 3.9.50 B{E=HRAS > Podman hR7s 4.6.1

TR H EHIBRIMEEEN 3 4.9.4 0 BE
* ERREARAE o R IRIRIC podman-compose
1.06°
* EHATE Red 06
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S - MR o oaman S
fit > EtieEIE
IR LA AR
FEHFERE
METERNE=R
S o
EadR g EAE Ubuntu 24.04 LTS 3.9.45 HEFHRA
A FRZHF NetApp Consolez
RIREER TS Z RIS
*
Docker Engine EHE 22.04 LTS 3.9.50 XE SRS

23.06 £ 28.0.0°

Google Cloud 1425585
7 CPU 1 RAM ERIEHIEEE! o NetAppHEE n2-standard-8 ©

Google Cloud E#t#23EH LRVIER SREBREAZE TINERRR | "SHE0EHEETIEE"
WER 2 | %4 Podman I Docker Engine
RIBEHNIEERG > RRAIEEZAIEZE Podman 3¢ Docker Engine ©
* Red Hat Enterprise Linux 8 1 9 &8 Podman °
BEELZIRM Podman hRZs o
* Ubuntu & Z Docker 5|2 o

EETHEM Docker Engine s o
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#4l 4. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

%ucni” o

W /etc/containers/containers.conf TNFEE @ BRI BEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

TR 3 RIEALE

RELHELE - UEERI e NEIUERES
B RIBUEITIMNBAERE TR ©

\]
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BIRE B

EHERIEREREEHEHRBINSERANM BRI FRER o fli > &5 28IEAREIRIERE 7 Cloud
Volumes ONTAPZR Aok 17 R RVARERS ©

s B Bk EEL R
EREEH & NERANRR U ELARE HILERER SEMISITERRS o

EARAE Web BINetApp Consolef51t B S B AYIHEL

it Web 2IEE 23377 BUERI & BB ARESIHE S (Einkh - LEEERIEH QRREEH & BT ETERS
BEEER -

"7sNetAppiZh S ZEFHHEE" o

SRGISERwED N
R VIEFE2INPERFECRIMB L T iRk - UEEARERIETHNERNMELUETHEERE -

TES AR EE CNAME %8 °

U B89

\ https://www.googleapis.com/compute/v1/\ EI2 Google Cloud FHYE R ©
https://compute.googleapis.com/compute/v1 \

https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta
https://www.googleapis.com/storage/v1
https://storage.googleapis.com/storage/v1 https://iam.googleapis.com/
v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com B EF e & A NetApp 2 1B 3%
#Z%AutoSupportsfl&. o

\ https://signin.b2c.netapp.com T NetAppZIBATLL (NSS) /&S
AFHTRY NSS ReEHIE ENetApp
Console °

\ https://support.netapp.com ER{5 25 0] & I [AINetApp T 1B 5

#XAutoSupportslE U K IZU Cloud
Volumes ONTAPHIERBEE 3 o

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ 75 o

https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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Ui B89

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ iS4 8 RIBHRIEAS o
https://bluexpinfraprod.azurecr.io
© BEERE MR - By
mEEREE B A RRRE
AR o WNRARER" FoAlBYIRRS"
) BREEIRE R - BT ERUL
KR ABLBEREIRE o

BEFRIRIRRLI AR S5
{BNetAppEHEE IR B K isAR
AIEHRE B AliRES o "7 BE{A
AT IRENRETIR" ©

© BIEEMEI AR B R
BT > CIRANRIERISE
BB

RIEfFARaS
NetAppZ BN AFEAMIEAE - NREFERFEARIE » B RIFEERMHIEFIREIIEE - R FEFIEME
I8 > BEEE P &S o
* IP fizsit
c EE
* HTTPS /&%
iR
FRIEIEERENE i E A {ER IR AutoSupportsLE £ Cloud Volumes ONTAPEE3X FNetAppsz 15 » BRIEHIA
RIEBFREEBEARE °
* HTTP (80) #1 HTTPS (443) i@H¥4t Ul B9spR » S ER VISR TERTH o
 (EEEREEEDFEIEITIHRELRIFAEE SSH (22) ©
s MNRIB1ERBIMEPAHIREAZ I F B P EFZE Cloud Volumes ONTAPZ 4% » BIIZEEiHAEIZIR 3128 &Bir
AUhELR o

g12RCloud Volumes ONTAPZ 42 A H b B R IE AR SR FiXAutoSupportsfl S, » 1EH 8 F BEREELERM
MR ES 8RNI RERES - M—HNERERMFAEF SRENREEHEATERERE 3128
TALER - MEEF SRIERNE - CEZRAULERE -

EXFE NTP

MRICITHEEANetApp Data ClassificationZRAFH AT EEIZKIR » AIEEZEHI & IETZNFINetApp Data
ClassificationZ#t_t BUFBHEREEHE (NTP) ARFS » UERFZENRHERDT "7 EERINetAppE 48
HNEZER"

TER 4 | SREEH & AERREIR

EE—E Google Cloud ARFEIRSE IR EIZH] & CIBIRHIZHI B B2 Google Cloud FRERFAEAIER o EiriE
HARIERERE » {EERILIRTSIRA BES 812 VM B -
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ERERRAPHIEEIRE - KASTENEIAR - MIRFEMER > SFERITHRIARIIL -

iu%
1. 7£ Google Cloud FZIIB:TAR :
a. BU—ESaUTABH YAML X245 8 IR ARRFS IR A R o
b. # Google Cloud EiEhE3% o
C. HEBSFERMRA YAML #5252 o
d. EAEIIBEETAR "gcloud iam roles create #5% ©

WUTEAEFRRBREIL %A Tagent) AR !

gcloud iam roles create connector --project=myproject --file=agent.yaml
"Google Cloud X : ZiEEHTAB"

2. 7£ Google Cloud H 37 IRFSIRSFAL 5 B B I5IRAA ZARFEIRSE ©
a. {t IAM FIBIERRFE - B2 BRFSIRE > BILARFEIRE o
b. & A RRFSIR P SEARE R B R S AR AR o
C. EEEMIMZEIIMNEE o
d. SERFEIEGRTERURIAR o

"Google Cloud X4 : I iRFEIRRE"

3. MRTHTHT AR S NIERRPIEERTRNEZEFRELECloud Volumes ONTAPR#AR » BIRERZEHI SN
ERRANARFIRFIRHE LB RFEVER -

oI > RRER S NEREUNESR 1 F > MIEREEEFE 2 PEIICloud Volumes ONTAPZAR © IR E
RTIAE 2 PRBRFIR A FEUER o

a. 17t IAM AIEIBARTE S - FEEABEE I Cloud Volumes ONTAPA4ERY Google Cloud 2 o
b. 7£ IAM HE L » B4 R FFEVER WiRMHBENFMEEN o
* IAEH S IERFBIRENEFE M o
F EEr e EEXNETAR o
- EEEE o
BRAZEME S > sA2R "Google Cloud X"

TR 5 | REHE VPC #E[R
MREERHR VPC REREEBZRFEE S » AIFZEFHFERER -
IEREHBE > B 1AM ERETTAE » ERIRIGEZ R IRERR o
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(3%E88) A NetApp Cloud
Tiering#INetApp Backup and
Recovery

R EPE L Google Cloud API B
B o AFFIEHISEAL AN o

R EBEEFE Google Cloud 1T
EREFEEERZE o RFFEHE
fEFR L FR4EES o

1. MRIER BRI AERAERA I B L EEZRITH S ATEIRA)  AEFRERATE
deploymentmanager.editor © ¥1RFKISEFRA > NetApp ConsolefSfE FHBERFEIIE S VPCO BN
TR A9 ERE o

2. R BIEARRP NIERANMEIRAG B Z 0 SRS & AR T IR - 7 FEfirewall.create
Mfirewall.delete ° BRI IERI GIRA .yaml HEFF o MREFEAHLA VPC 81E HA Y » B
RIS A VPC1 ~ 2§ 3 BILFHNAEREA - HIFIBEMENE - SE#REANS VPCO B

E‘IJ o

3. #2 Cloud Tiering » 23 ERRFEIR A A BIEARTSIRE _EEA serviceAccount.user B » MIAEERER
ZE4R - BT > INREIEBREERIER serviceAccount.user > BIfEA getlAMPolicy & :AIRFSIRIER A
GRETHERR ©

% 6 % . B Google Cloud API

7 Google Cloud FEFEZEHI S RIEFZN 2A » KERFAZ{E Google Cloud API °

pg

1. EEHNEZREFPAUT Google Cloud API :

Sigy-—hvd
° BimH

FEEIESE V2 API

o BIRERIEE IR AP
° EimHES API
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° BinBIREIESS API
° FHHESIZ API
° Bo#RIAFEELR (IAM) AP

° Cloud Key Management Service (KMS) APl (T E{EH NetApp Backup and Recovery {£E& 5
BEMMERR (CMEK) BARE

° Cloud Quotas API (3 Infrastructure Manager 285 Cloud Volumes ONTAP RFEE
"Google Cloud XX : BtA API"
TR T REEH S RE
FERST R R - ISR LIEE M Linux 1 EFBLEEE0E o
BEREREXR > R EEIL—E Google Cloud HEERRHEIBEREE

ez Al
TREZEBUATRE !

© ZEEZEFISAIEEIB root #R o
* MREF SNERENES SeFNEME » BIRHEARMAEFRSEFASA

TRILEEE R ERRERERRS - EERBERZENREER AR -
* MRARIEEARSFFER HTTPS SRR HMENIE » AIFEE CAEERESE -

@ FERREZEF G RERENR » BEAFERNEARSRTEESE - MIRFELFZAREARSERE
e 0 R AERERRERAMEEERS o 57 7B IR e -

RARSLLIERS
ZEE > MRAMRSETR  EFaRESEHER -

IR
1. MR FH# EETE T hitp_proxy BX httos_proxy RiFEE > FHIGEMIES :

unset http proxy
unset https proxy
MRTMFBLERREE > TRRGERK -

2. THEIEEH SRIEHEE > ARG HERE Linux 1 o AT LITENetApp ConsoleTiNetAppZiE48uL T & o
° NetApp Console : FIfF*IERE > BIE > PENIERER > IEIE > FEHZs o

EETHAEREREVERTERELN URL -
° NetApp<#E#lit (WIREERAFIUER QIR > RIFZULAIE) "NetAppstiEsEs" »
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3. DECEITIIARIHERR o
chmod +x NetApp Console Agent Cloud <version>

Hef <version> R FHAIHER & RIBAIHRA o
4 MBEBNERBEREE  BEMRTRE o TROTEAFHRENZERE o
5. JE{TEIMIA o

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MBEHNBBBEREA SERERA - IBEFERIRN - CALEREBRPHRTERITER -
proxy il ‘—cacert SHERAIEN - RAF GO - NROEHENRBARS - WBBEUFTHRH
ABH -

() NREREERRE TUERERREBETRE - TRABEEEN A

+

N R CA B S /BR EIR A IR FIRSMA

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy i Console RIBRENUER T Z—BI HTTP 8¢ HTTPS IE{EAR2S -
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

nﬁ/iEL/(—F$IE
+ ERAERURAKERENAAERE - HHEEFERE - U%/ETE%HDJ:FETE’J \ASCII i > Console 1t
BEEXTZREE @ FiERELBIEN - NRFHEIUTEFHRFT » ERBEEAIEMN ERF4ER
DUETTE R (& 5!
+ gD
+ http://bxpproxyuser:netapp1\!@address:3128

1. INREEA Podman » BIIEEEEE aardvark-dns EIZIE o
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a. BB SSH EZFRERI & IR EHKES

b. BEEX podman /usr/share/containers/containers.conf t&ZE X {EEX Aardvark DNS ARFSAVE T EIFIE o 4
> BEHENA54 ©

vi /usr/share/containers/containers.conf

fgn :

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. EFEEIEEIAAIEEEILES o
2. BT o

REGERE > MRCIETE T AEMARES » ZHI 8 ERT (ocom) iSEHMBEIMRK -

()  mmmiss > EEINSEREREH D HRGECARARIE o T R AR o

1. SRR S & IR E R R A0 T FIR Web BIEESZ 8 A LT URL :
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. A% REEHEMNE

a. EE SR A RIBRA MR -
b. FARMHHILE ©
o EERTEERIBHREE? “TRERSIERAER -

CREZARFIREIENERERNRE » AASLES BRI AERERX TERIEHE - REETHEEZR
2HIRIE N A& ZHPERIEIR P BB IRARTSAVESRR: » A ERUAZRER - MREREAIEE » "KIBLP T
ZIRE TRtAFEHENetApp Console" ©

d. SRR o
()  mRmEsl > CANEEDRNRESRENCHIRGE o ' 7 IR AL -

RIS ZEH S CIEEENAYAER] Google Cloud 1REAH#%A Google Cloud Storage f#7F1@ @ G AR
Google Cloud Storage Z#t BENHIRTE Systems B L o "7 EUI{A3EENetApp Console EIE Google Cloud
Storage"
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| test-service-principal

test-senvice-principal

i "

- EEERERIEE S -
BT
LB OE: -

ARFS EREIRERAREIEH S R IEZIF R Azure HE[R o

MRIGHEENEZE Azure sTRIEFE Cloud Volumes ONTAP > Bl A B ARTS T AEHIE 2 SEE TR -
7ENetApp ConsoleH » {RE]LUEIEERZE Cloud Volumes ONTAPBRFEFHAIETRT o

#7112 Windows Azure fRFSEIE API 1R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* I 2 ATET o

2. FEEAPI| RER > FrIgREFR* o
3. £ Microsoft APlJ T » % TAzure IRFEEIE) o
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FEEZDUABERE S D FR Azure IRFSEIR » ABEE IR -

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZEATEL o

2. EREARER (FPiR) IDF*E& FHAR) ID*°

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M ER T ERRER o
3. B RSB >IE P IR o

4. SRR RSRANHERER] o
5
6

—_

- SRFRIE o
- EHRERIRHERE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *571)S5e2By:D*-ZRoVANLfdACY T+ 0vA [}
J Y. Ih
it A
FEHREZER B RIE

EIEFHLEITHARIER > CEEEFLCHOMSBIREBUGEREENR « fEE—A Linux #25 >» THEEZRE:
Podman ¥ Docker > EEURFEHY Linux fEERER ©

%% Podman 5% Docker Engine
RIBEEHEE RS » REAIEERX ZAIFE Podman 5 Docker Engine ©
* Red Hat Enterprise Linux 8 1 9 % Podman °
BEEZEMN Podman hRZs o
* Ubuntu & Z Docker 5|2

#EEXIEM Docker Engine fRZs ©
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#l 5. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©

iii. %24 netavark # “aardvark-dns R Ta% :
dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|%
B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

FEFLREER SRR

FEAEIRA Linux EH_E TR L6 5 AEEGEE
Az Al

TEZAEBUTRS :
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

© REZEHISAEEZIB root #R o
* MREFRISRERENES eI ERE - RIIRHARNERRSFFEEN -

TRILEEE R ERRENERRS - EERBMERZENREERGHE -
* MRARIEEARESFFER HTTPS SR HWENIE - BIFEE CARERESE -

@ FEIREEFR S RIEREDNR - BEAERNEARSRTEESE - IRFELEAREARSERE
e 0 B ATERERREAMEEESS o 57 7B RIS a" -

RAASULIERS
ZEE > MRBAWRSTR  EFaREEEHER -

1. MR EME FBTET htto_proxy BX, https_proxy RAGEEE > ARG EMIBS :

unset http proxy
unset https proxy

MRAMPFELERFEE > KERERK -

2. TEEERAIEEEE - ARRBEEHRE Linux 1 o AT LUAENetApp ConsoleZiNetAppZiE 48L& o
° NetApp Console : BIfF*{IEIET > B1F > PERIERER > FIELIE > FHRdL* o

FEETHAEREREIERZEIERER URL °

° NetApp3iZAlls (MNRITERBFEUEH SRR > RIRZULMEIL) "NetAppsaiEiszs"
3. DECEITHIZAHIMER -

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> @& T & & IERRRZ ©
4. MBEBFEIRIRIEFZE » BERARTERE o "7 HEI{EEFEZENRTERE o

5. JB{TRREERA o

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MRERERBERIEA SEEFNEMA > AIFEMMERIEEN o LRI UEREBREFEAMMTEAIERE - -
proxy M “--cacert 2HZFIEN > RAANGRTIENIE - MREHHEINRIEMFRES - AFEZUFIRAIES

ASH -


reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
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reference-agent-maint-console-proxy.html
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reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
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task-troubleshoot-agent.html#disable-config-check
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task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check

() NEEREEARE > TUERERRBETRE o TRABEEEN A
-+

LR 2R CA RE/REREREAIEAARSFAIEES

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy i Console XIBENUEA TR Z—8I HTTP 3 HTTPS {IEEARES -
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ R TEIE
+ EAERTURAEERENAAEERE - HINHEEFERE - ,axM/ETE%!IDJ:FﬁrrE’J \ASCII 5 > Console 1t
EREATXEES @ FiERAELBAENE - MRBHBESUTEAMEHF T CBEEHEHAEN ERFR
LUEITER 1 & 5!
+ N
+ http://bxpproxyuser:netapp1\!@address:3128

1. WNREEA Podman > BIEEEZE aardvark-dns EFIE o

3B SSH EIFRIEHI B IR EHI%ES o

b. FAEX podman /usr/share/containers/containers.conf ¥£ZE M EEX Aardvark DNS ARFSAVE T EIZIE o £
> BEHENA54 o

vi /usr/share/containers/containers.conf

fgn :

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. ERRENES S IRERKES -
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T—RrE?
& EETENetApp ConsoleF s fHEHI & IERER ©
{EFANetApp ConsolezT HZEH| &R

B ALER & Wi 5 IERECBMERN - EARNBUAREERIER SRR - MREERER T ERE
#l5 > BIRILUEIR SaaS MIEEA - MREER RSN TEAERIS » RIFTUREES S NEBEERAKEA -

1. FER Web I B 23 # A S LB EH URL :

PEB S XM URL ATIAR A ER ~ A IP (IUEENAR IP it » BURR EHRIECE © fIa0 - MREFI G R
ERIVIRNRERA IP BN ABEES » RILARALRER BT HABZRNEMRAIAA IP {3 -

2. GEMEEA -
3. BAR  REEHSE :
a. {5 B 5 RIE2 TURARRYEER] S AR -
b. MARREIRFE o
C. HEREAERERIFEFEE? *"TRIEREHRASEM -
EEH I RREREE > AXERFIER -
d. EEERIFIRALAE

EINetApp ConsoleiZHEE iRz tE /&L

LR R EEH G AERNE - METHEREE - UEEHSNEEREATE AWS 5 Azure FHITIRIEFRTE
HITERR o
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AWS
a2 Al
%%@WEHETLTE‘E AWS &:% > EFIRIReRERDEARLEN - FRRDE » REBRETMGEEIES
4o
1. BB B8 > BF o
2. BERMIREE o
3. BEEGRE W IRIRIEE RV BE(E
a. ‘REBAIE . ZEE*Amazon Web Services > fRIEFET ©
b. EHEHE | WA AWS FIREHMEE
C. miZsIB : BB BT RS EER A TR higs] RIS L RE R o
d. 8% . B A RFREAY A E ST S 2 o

IRIRTERIIAFIIE "NetApp Console"BAtAEAEHI SRR o

Azure
A Al
ggi{gﬁ]ﬂlﬁlﬂ@ﬁ?%% Azure &:E > EF R AcREXDES BeER - FRRDHE - ABBMGIEH aHE
1. BEREIE > 8% o
2. EEILRE WIRRBE NS EIRE o
a. /REBAIE . FEFE Microsoft Azure > {IEFER " o
b. E&R/RE | BIABRIEFATEERA Microsoft Entra FRFE EREHVE ¢
- EARR (FPE) ID
* B# (18F) ID
* BRIRER
. miZElB | BB AT RSIEER AT R hiss ] B EIE e /RaE R o
d. % | B ARSI E ST LS Ig o
MR

R e NERERABAREE Azure FRITIRIEFTERVERR © EIRTERILIAIE "NetApp Console"F4aER
ERERE -

R VCenter EZAHE 241 HI 5 U1E

WMERIZZ VMWare AAFE » ERILUEA OVA 7E1&H VCenter RR 21T HI B IRTET o AliE
{BNetApp ConsoleEXfS OVA T &3 URL
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https://console.netapp.com
https://console.netapp.com

@ EITfEH VCenter TELEITHIARIBZE » EAILUER VM Web ZHI S MITAHEEETRS o "7
RAERMRIEN VM EHIaNEZLE "

ERTEITH A NIE
LHEZ AT BEELHN VM TS ERT BiEH IR R T IR AR B 28R - SEFANetApp
BERIRFEZ Cloud Volumes ONTAP » :5&1%H 8 IBRE B BiniRHE REURKREHITIRE -
EEEHSREEHER
AR EREZH  AREFRTEHNIEHFESREENK -

* CPU : 8 tzi»&% 8 1@ vCPU

- sCIERE : 32GB

* HEREZERS - 165 GB (EEH)

* vSphere 7.0 iE Sk
* ESXi 4% 7.03 SKEERRZS

(D & vCenter BEIRRIERIT » IFRERE ESXi Ti L2 -

=R B B E AR M

BCHRREIES S1F 0 BRIEH AN IEE G EIRELR L G FEVEPR LUK 51 B A2 AR AU EAR o

IR BIZHELE
EH R EEASELCHEELNER ARV ERIIBRELR o F/40 » &8I A IRIE 27 Cloud
Volumes ONTAPRAR S 17 R ARHVABES ©

ik B B AR LR
EEER S RNERNRER I E SRR HIbFERRER T SEBHS T E ingh o

fEAER Web HINetApp ConsoleR /it B S B2 AYiHEL
1t Web BB FEUEH & B EISA BRI AL ZEIRE, o MEEERES & RREEH aRIEBIETIER S
HBEEER

"7sNetAppiZihl S A" -

W & IR R AR,
EH e NEREINIERFICRIM B U T iRk - UEEAAERIGEFNERIAELUETAERIE

TEY AR A E CNAME X8 °

@ SR ER RS &R EBEN R EIE Google Cloud FHVETR - EEEIE Google
Cloud &R > 557F Google Cloud AZHEARIERER -
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task-agent-vm-config.html

AWS

SEF A NERNZEEARHE - EREHUT AWS nRBETHERTME - WEEEIHEE AWS F

HINetAppZ 4t (FIUNCloud Volumes ONTAP) o

R 5 IR B In R

\]

R e VIEFEINPEREFECRIM B T iRk - UEEARERIEFHNERNMIZLUETEERE -

THEYHrREREE CNAME %8 o

i B
AWS BRk#% (amazonaws.com)
=i
* BHEHEE (EC2)
* SRMEFIERE (1AM)
© RWEIERTF (KMS)
* REMLHRIRT (STS)
* FEREFIRTS (S3)

Amazon FsX for NetApp ONTAP :

* api.workloads.netapp.com

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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BIE AWS BiR o IREEBCRI R
AWS &I o "BRAsHER 0 58
25 AWS SZHE"

Eit Web B98I & B @
Workload Factory AP| B8R &I
;@?%T’FEB’:\ONTAP MFSx T1E&

BV &N BINetApp 2 1B 5%
#ZAutoSupportsfLE °

EHNetAppziRATLL (NSS) /&R:E
TG HFTEY NSS /REEHTIE = NetApp
Console °

ESEF AT & MINetApp sz 35 2%
##AutoSupportsll B A K i%
Cloud Volumes ONTAPHIEREE
B

7ENetApp Console 32 IHAER
ARFS o
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https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com

it E[:y

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ B H| S RIBFHARBIEAR ©
https://bluexpinfraprod.azurecr.io

© BIGEERAIERIE » BE
BEGAERB AR R E
R o INRIREEA SRR In Rt
» BRBIR B R - BTERIL
K RBMBEEIRE o

BESARIRRGTIAR 2
{BNetApp sH a8 i By A itk
RAEREB RIS o "7 A2
A B ImEIRLSIR" o

© BIEEREIRAGET Y B AR
BEF o CIRANRIERE S
EEE o

Azure

EIEH S RIBRE R LEE LS » ©EEHUUT Azure iBEHETHERAR » UEBIEIFEE Azure
BINetAppZ 4 (fIFNCloud Volumes ONTAP) o

Uk BHY

\ https://management.azure.com \ https://login.microsoftonline.com\  &IE Azure AAEBIEFHNEIE o
https://blob.core.windows.net \ https://core.windows.net

\ https://management.chinacloudapi.cn \ EIE Azure PEIEIFHHEIR ©
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FEEZDUABERE S D FR Azure IRFSEIR » ABEE IR -

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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Display name » test-service-principal
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Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
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HTTPS Certificate EhnEe Con ke

@ HTTPS Setup is active

Expiration: Aug 15, 2029 10:09:01 am
Issuer: C=IL, ST=israel, L=Tel Aviv, O=NetApp, OU=Dev, CN= Localhost, E=Admin@netapp.com
Subject: C=IL, ST=lsrael, L=Tel Aviv, O=NetApp, OU=Dev, CN= Localhost, EsAdmin@netapp.com

Certificate: View C5R
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Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Eﬂ
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_pi Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products
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5‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination
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What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user. Your

Select permissions

Application permissions

=]

expand all

| Type to search

PERMISSION

user_impersonation

ADMIN CONSENT REQUIRED

Access Azure Service Management as organization users (preview) @
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@ Delete @ endpoints

o Welcome to the new and improved App registrations. Looking to learn

Display name

: test-service-principal
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Directory (tenant) 1D
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Object ID
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| =+ Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard
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BUR #1

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2
"clo
"clo

"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",

"clo
"iam
"iam

"iam:

"wa

lam

lam

"iam:

m"wa
"iam
L1

"wa

"sts:

"sts
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:

lam:

lam:

lam:
lam:

lam:

:ReplaceRoute",

:UnassignPrivateIpAddresses",

DeleteSecurityGroup",
DeleteNetworkInterface",
DeleteSnapshot",
DeleteTags",
DeleteRoute",
DeletePlacementGroup",
DescribePlacementGroups",

:ModifyVolume",
udformation:CreateStack",
udformation:DescribeStacks",

udformation:DeleteStack",
:PassRole",

:CreateRole",
PutRolePolicy",
CreateInstanceProfile",
:AddRoleTolInstanceProfile",

:RemoveRoleFromInstanceProfile"

ListInstanceProfiles",
DeleteRole",
:DeleteRolePolicy",
DeleteInstanceProfile",
GetRolePolicy",
GetRole",

:AssumeRole",
GetBucketTagging",
GetBucketLocation",
ListBucket",

CreateBucket",
GetLifecycleConfiguration",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketPolicy",
GetBucketAcl",

:PutObjectTagging",

GetObjectTagging",
DeleteObject",
DeleteObjectVersion",
PutObject",
ListAl1lMyBuckets",

DescribeVolumesModifications"

DecodeAuthorizationMessage",
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"s3:GetObject",

"s3:GetEncryptionConfiguration",

"kms:ReEncrypt*",

"kms:CreateGrant",

"fsx:Describe*",

"fsx:List*",

"kms:GenerateDataKeyWithoutPlaintext"
I

"Resource": "*",
"Effect": "Allow",
"Sid": "cvoServicePolicy"
by
{
"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec?2:TerminateInstances",
"ec2:DescribelnstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
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"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

"Wk n
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"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"



GovCloud () &ig

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
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"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",



by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok
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"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

389



390

"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"

b
"Resource": [
"arn:aws—-iso-b:ec2:*:*:instance/*"
]
b
{
"Effect": "Allow",
"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"
1y
"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
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"ec2:DetachVolume"
I
"Condition": {
"StringLike": ({
"ec2:ResourceTag/WorkingEnvironment": "*"
}
by
"Resource": [
"arn:aws—-iso:ec2:*:*:instance/*"
]
by
{
"Effect": "Allow",

"Action": [
"ec2:AttachVolume",

"ec2:DetachVolume"

1,
"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

WMl fEFE AWS R
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* ec2:$#kVpces
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* s3 : FHiEFRRES

* 3 BRI

* s3 : PutBuckettZ:2
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

2024%F5H9H

Cloud Volumes ONTAPIRTEEE LI TR -
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Cloud Volumes ONTAPIRTEEE LI TH#ER :
kms: EEAFASHEXHNEREIE
2023F2H14H

NetApp Cloud TieringIRTEEE I THER :
ec2: M7tV pcimEs

AWS FEHI S RIBREZ 2 4 EHARE

IR AWS 2 BT E AL HIERRE - EEREESS *i HeREEXE
NetApp Console® BHENEI L Z 2 4B HE - CEEAFMEHEMTEEBERFEIILZ 2B

AUEFEA

e #0O =LY

SSH 22 IRHEHRIE T HA9 SSH 3579

HTTP |80 * REHEE S Web HHEREIAKERE NN HTTP 3
* #£Cloud Volumes ONTAPF+4R:EF2 FE

HTTPS 443 IRMHHEARERE T HTTPS B B NetApp Data Classification B flla97E#1%
TCP 3128 #Cloud Volumes ONTAPZEAERFEY © SPE RN BFEIFIRNILEIZIE o

HuEFRA

RIEEANFAE R L2 EHERBAE HILRE - RAILUER > FRREANLILGRE - MREEZEBEHAR
A > SAfEREREHIERRA o

BEARHIERRA]

RIERANTEERLZE MR ESEU T HIARA

TATE = m| BRY

FfE TCP el PR HibmE
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AR SRR
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405



()  FoRPsERRETHS -

ARFS WE A0 =]:pi B8

AP IE0Y HTTPS 443 HiE B B4R ¥ AWS «~ ONTAP ~

#AutoSupport FIONTAPZEEEIE  NetApp Data
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HEE
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"Name": "Console Operator",

"Actions": [
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",
.Compute/operations/read",

Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",

.Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read",
.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",

.Storage/operations/read",

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/delete",
Storage/storageAccounts/write",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",
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"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

Storage/storageAccounts/privatekEndpointConnections/read",

.Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",

Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",



"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft

Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.Compute/diskEncryptionSets/read",

Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",

.Network/networkSecurityGroups/securityRules/delete",

Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",

.Synapse/workspaces/operationResults/read",

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",

.Compute/virtualMachineScaleSets/delete"

"NotActions": [],
"AssignableScopes": [],
"Description": "Console Permissions",
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"IsCustom": "true"

UN{AIfEEA Azure R

LR EB R EI ¥ S {ENetAppREF R A E R ERER - MREHNATBERREETEFTEFRRMER -
AILLERGREED -

Azure NetApp Files
& 1&{EANetApp Data Classification¥@ifiAzure NetApp FilesERIEF » B ZHH LT API 353

° NetApp o NetApp /netAppAccounts/read
* NetApp ° NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

* NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LU & #Eiteat 7 NetApp Backup and Recoverydl{al{E F#ERR o

NetApp Backup and Recoveryt£fR
EHISRIEEXZ R HUT API ;AR IUBIREAHINetApp Backup and RecoveryIhsE :

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/z&

* Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
* Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/z ] B/ B /:EEX

* Microsoft.Resources/z]l/resourceGroups/z&HY

* Microsoft.Resources/z] B/ & R B4/ & IR/FEEX

* Microsoft.Resources/zT B/ & REHE/E A

* Microsoft.Storage/storageAccounts/managementPolicies/s&

» Microsoft.Storage/storageAccounts/managementPolicies/write
» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

UTRAREOMERNBTRE » EEANERED > SETRTE :
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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EREE DA IEHER
ZEH S RIERLE LT API 55K » UBIRERBHMERFEUARLSNERINGE - BLEERATEER
B SRMENZES D !
* Microsoft.KeyVault/{R & E/7ZEXRE&/= A
* Microsoft.KeyVault/{R & E/:E
* Microsoft.ManagedIdentity/userAssignedIdentities/4) F/#2{E
* Microsoft.Network/networkInterfaces/flF
* Microsoft.Network/48E& 7 E/:EHX
* Microsoft.Network/networkSecurityGroups/fii|B&
* Microsoft.Network/privateDnsZones/sBEX
* Microsoft.Network/privateDnsZones/& A
* Microsoft.Network/privateEndpoints/z&HY
* Microsoft.Network/privateEndpoints/2 A

* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/SFZ/Miks

BN MIZIRAVERRTERR

Ea,akﬁ}%ﬂzvﬁﬂ@_ ThAeRs - EERENG R L LT API 553K « RE7E 2025 & 2 ARSIk v2 M ZAIEAT
EERRERSITHAE » A BEELEHER ¢

* Microsoft.Synapse/ T{E&/& A

* Microsoft.Synapse/ T{E&/;EHY

* Microsoft.Synapse/ T{E& /MR

* Microsoft.Synapse/s:f/#21E

* Microsoft.Synapse/checkNameAvailability/t&1E

* Microsoft.Synapse/ T {F&/operationStatuses/sEEX

* Microsoft.Synapse/ T{E&/FA N A& #RAI/E

. Microsoft.Synapse/I{"lEE/replaceAlIIpFirewaIIRules/?;’:."%f"lE

* Microsoft.Synapse/ T{E& /A2 E4E R

. Micros.oft.Synapse/I{"lEE/privateEndpointConnectionsApprovaI/i%'T'!%T"lE

NetApp Data Classification
BERERAER R AEEXFHELHUTAPIFEXK °

178 FREREN ? EhNE|
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au]é
i
e
N
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178 FAR®RES ? RArEEEE?
Microsoft.Compute/fii &E/vmSizes/ &8 =0
B

Microsoft. Compute/#&{F/zEEY = =
Microsoft. Compute/virtualMachines/ 24 21
instanceView/:&

Microsoft.Compute/virtualMachines/ £ 7S
powerOff/action

Microsoft.Compute/ 314 23/:8 =/ =/
Microsoft.Compute/virtualMachines/ 2y S
ERRRENAR(E

Microsoft. Compute/virtualMachines/ £y F
RABN/1%1E

Microsoft.Compute/virtualMachines/ 28
vmSizes/:&

Microsoft.Compute/E#&%2/ 2 A =8 2N
Microsoft. Compute/E&l | /z2EX =8 =8
Microsoft. Compute/FZHE/ bR = S
Microsoft. Compute/FHE/zEEY =0 =0
Microsoft. Compute/F&HE/ 2 A = x
Microsoft.Storage/checknameavaila Z2g4 21
bility/z&EX

Microsoft.Storage/i&{E/38EY =8 =
Microsoft.Storage/storageAccounts/ 2y S
listkeys/action

Microsoft.Storage/storageAccounts/ 2y 28
e

Microsoft.Storage/storageAccounts/ 28 N
write

Microsoft.Storage/storageAccounts/ 28y 21
blobServices/containers/read

Microsoft.Network/A3B& T EI/ZEEN. ~ =HY =/
Microsoft.Network/ABBE MEI/BA =M x
Microsoft.Network/networkinterface Zg F
s/join/action

Microsoft.Network/networkSecurity 24 21
Groups/z&EY

Microsoft.Network/networkSecurity Zgy 7S
Groups/& A
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Microsoft.Resources/zJRIMIE/E =—H =
HY

Microsoft.Network/locations/operati 24 28
onResults/read
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Microsoft.Network/virtualNetworks/ 2Zp4 21
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Microsoft.Network/virtualNetworks/c 24 21
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Microsoft.Network/routeTables/join/ Zgy S
action
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Microsoft.Resources/subscriptions/ 24 21
operationresults/read

Microsoft.Resources/subscriptions/r 28y 7S
esourceGroups/delete

Microsoft.Resources/z] =/ =/
l/resourceGroups/z&EY

Microsoft.Resources/zJRI/ERE =N =/
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Microsoft.Resources/zJRI/EREE =N x
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title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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config.deployments
config.operations.

config.deployments.
config.deployments.
config.deployments.
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config.deployments
config.deployments
config.previews.ge

config.previews.li

.Create

get

delete
deleteState
get
getState
list
.update
.updateState
t

st

config.revisions.get

config.resources.l
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager

ist
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get

.types.list

resourcemanager.projects.get

compute.instances.

setServiceAccount

iam.serviceAccounts.actAs

iam.serviceAccount

s.create

iam.serviceAccounts.list

iam.serviceAccountKeys.create

storage
storage.buckets.ge
storage.
storage.

storage.objects.li
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title:

description:

NetApp Console agent

Permissions for the service account associated with the
Console agent.

GA

includedPermissions:

cloudbuild.builds.get

cloudbuild.connections.list

cloudbuild.
cloudbuild.
cloudquotas.quotas.get

stage:

repositories.accessReadToken
repositories.list

cloudkms.cryptoKeys.getIamPolicy
cloudkms.cryptoKeys.setIamPolicy
cloudkms.keyRings.get
cloudkms.keyRings.getIamPolicy
cloudkms.keyRings.setIamPolicy
config.artifacts.import

config.deployments.create
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config.
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config.
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config.
config.
config.
config.
config.
config.

config.

compute.
compute.

compute.

compute
compute

compute.

compute.

deployments.
deployments.
deployments.
deployments.
deployments.

deployments
deployments

delete
deleteState
get

getLock
getState
.update
.updateState

previews.upload

revisions.get

revisions.getState

deployments
deployments
deployments

.getLock
.list
.lock

operations.get

previews.get

previews.list

resources.list

regionBackendServices.
regionBackendServices.

regionBackendServices.

.regionBackendServices.

.networks.updatePolicy

create
get
list
update

addresses.createlInternal

addresses.deleteInternal
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compute.
compute.

compute

compute.

compute

compute.
compute.
compute.
compute.
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compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute
compute

compute

compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

addresses.list

addresses.setlLabels

addresses.uselnternal

.backendServices.

disks.create

disks.delete
disks.get
disks.list
disks.setLabels
disks.use

firewalls.create
firewalls.delete

firewalls.get
firewalls.list

forwardingRules.
forwardingRules.
forwardingRules.
forwardingRules.

forwardingRules

create

.disks.createSnapshot

Create
delete
get
setLabels

.update

.globalOperations.get
.healthChecks.create
.healthChecks.delete
.healthChecks.get
.healthChecks.useReadOnly
compute.

images.get

images.getFromFamily

.images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.

instances.

instances

.instances.

instances.

instances

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setLabels
setMachineType
setMetadata
.setTags

start

stop
.updateDisplayDevice
.use

setDeletionProtection
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compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute
compute
compute
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.zones.get
compute.

compute.

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

instanceGroups.
instanceGroups.
instanceGroups.
instanceGroups.
instanceGroups
addresses.
instances.

instances.

snapshots.
.snapshots.
snapshots.
snapshots.
snapshots.

zones.list

instances.

create
delete
get
update
.use
get

updateNetworkInterface

setMinCpuPlatform

.machineTypes.get
.networks.get
.networks.list
.projects.get

regions.get

regions.list
regionBackendServices.delete
regionBackendServices.use
resourcePolicies.create
resourcePolicies.delete
resourcePolicies.get

create
delete
get

list
setLabels

subnetworks.get
subnetworks.list
subnetworks.use
.subnetworks.useExternallIp

zoneOperations.get

setServiceAccount
compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list



- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privateLogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

— resourcemanager

- storage
- storage
- storage
- storage

- storage.
- storage.
- storage.
- cloudkms.
- cloudkms.
- cloudkms.
- cloudkms.

objects.
objects.
objects.

objects

.projects.get
.buckets.
.buckets.
.buckets.
.buckets.
- storage.

create
delete
get
list
Create
delete
list

.update
cryptoKeyVersions.useToEncrypt
cryptoKeys.get
cryptoKeys.list
keyRings.list

- storage.buckets.update

- iam.serviceAccounts.actAs

- lam.serviceAccounts.create

- ilam.serviceAccounts.get

- lam.serviceAccounts.getIamPolicy

- iam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.objects.get

- storage.objects.list

- storage.buckets.getIamPolicy
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config.deployments
.Create

config.deployments
.delete

config.deployments
.deleteState

config.deployments
.get

config.deployments
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config.deployments
.getState

config.deployments
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config.deployments
lock

config.deployments
.update

config.deployments
.updateState

config.operations.g
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config.previews.get
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config.resources.list

config.revisions.get
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compute.globalOpe
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cks.delete
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compute.healthChe
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compute.images.us
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compute.instances.
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compute.instances.
detachDisk
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