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/opt/application/netapp/service-manager-2/agent-maint-console
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--services <comma-separated list of services to validate> - AR -
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--proxy <url> - E{EH] -
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--certs <paths> - BEERY -
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK —--proxy http://proxy.company.com:8080
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK --certs /path/to/certl.pem,/path/to/cert2.pem
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./agent-maint-console proxy add --help
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/opt/application/netapp/service-manager-2/agent-maint-console
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./agent-maint-console proxy add --help
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./agent-maint-console proxy get
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-c <certificate file>

FEE N IBARSEEEERENRE - EEXHWAR/PEMET - RESEZEGSURFE—BixT » SiicER
SERATERE -

RIEARMEEH
EEMGERNIERERSS - BAEAMUTHS > HF /home/ubuntu/myCA1.pem’ B2RIBAARSEEIERRAIIRK o

HENXHNES PEM LR

./agent-maint-console proxy add -c /home/ubuntu/myCAl.pem
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./agent-maint-console proxy update -c /home/ubuntu/myCAl.pem
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./agent-maint-console proxy remove
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",

11



12

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

13
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BUER #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"

15
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2

"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",

17
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by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

21
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b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]



akasulsy

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

23
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



by
{

1,

"ec2:DetachVolume"

"Condition": {

by

"StringLike":

"ec2:ResourceTag/WorkingEnvironment":

}

"Resource": [

]

"Effect":

"arn:aws-iso:ec2:*:*:instance/*"

"Action": [

1,

"ec2:AttachVolume",

"ec2:DetachVolume"

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",

"Sid": "K8sServicePolicy"
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"
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"Name": "Console Operator",

"Actions": [
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Compute/disks/delete",
Compute/disks/read",
Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",
.Compute/operations/read",

Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",

.Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",

.Network/virtualNetworks/subnets/write",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",



"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

Storage/storageAccounts/privatekEndpointConnections/read",

.Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",

Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.Compute/diskEncryptionSets/read",

Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft
"Microsoft
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",

.Network/networkSecurityGroups/securityRules/delete",

Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",

.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

1,

"Microsoft
"Microsoft.
"Microsoft
"Microsoft.
"Microsoft.
"Microsoft

.ManagedIdentity/userAssignedIdentities/assign/action",

Compute/images/write",

.Network/loadBalancers/frontendIPConfigurations/read",

Compute/virtualMachineScaleSets/write",
Compute/virtualMachineScaleSets/read",

.Compute/virtualMachineScaleSets/delete"

"NotActions": [],
"AssignableScopes": [],
"Description": "Console Permissions",



"IsCustom": "true"
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Azure NetApp Files
& 1&{EANetApp Data Classification¥@ifiAzure NetApp FilesERIEF » B ZHH LT API 353

° NetApp o NetApp /netAppAccounts/read
* NetApp ° NetApp /netAppAccounts/capacityPools/read

* NetApp/netAppAccounts/capacityPools/volumes/write
* NetApp/netAppAccounts/capacityPools/volumes/read

* NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

LU & #Eiteat 7 NetApp Backup and Recoverydl{al{E F#ERR o

NetApp Backup and Recoveryt£fR
EHISRIEEXZ R HUT API ;AR IUBIREAHINetApp Backup and RecoveryIhsE :

» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Storage/storageAccounts/z&

* Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
* Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/z ] B/ B /:EEX

* Microsoft.Resources/z]l/resourceGroups/z&HY

* Microsoft.Resources/z] B/ & R B4/ & IR/FEEX

* Microsoft.Resources/zT B/ & REHE/E A

* Microsoft.Storage/storageAccounts/managementPolicies/s&

» Microsoft.Storage/storageAccounts/managementPolicies/write
» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

UTRAREOMERNBTRE » EEANERED > SETRTE :
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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* Microsoft.KeyVault/{R & E/7ZEXRE&/= A
* Microsoft.KeyVault/{R & E/:E
* Microsoft.ManagedIdentity/userAssignedIdentities/4) F/#2{E
* Microsoft.Network/networkInterfaces/flF
* Microsoft.Network/48E& 7 E/:EHX
* Microsoft.Network/networkSecurityGroups/fii|B&
* Microsoft.Network/privateDnsZones/sBEX
* Microsoft.Network/privateDnsZones/& A
* Microsoft.Network/privateEndpoints/z&HY
* Microsoft.Network/privateEndpoints/2 A

* Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/SFZ/Miks

BN MIZIRAVERRTERR
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* Microsoft.Synapse/ T{E&/& A

* Microsoft.Synapse/ T{E&/;EHY

* Microsoft.Synapse/ T{E& /MR

* Microsoft.Synapse/s:f/#21E

* Microsoft.Synapse/checkNameAvailability/t&1E

* Microsoft.Synapse/ T {F&/operationStatuses/sEEX

* Microsoft.Synapse/ T{E&/FA N A& #RAI/E

. Microsoft.Synapse/I{"lEE/replaceAlIIpFirewaIIRules/?;’:."%f"lE

* Microsoft.Synapse/ T{E@ /A2 E4E R

. Micros.oft.Synapse/I{"lEE/privateEndpointConnectionsApprovaI/i%'T'!%T"lE

NetApp Data Classification
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Microsoft.Compute/{il &/vmSizes/
B

Microsoft. Compute/#&{F/zEEY

Microsoft.Compute/virtualMachines/
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Microsoft.Compute/virtualMachines/
powerOff/action

Microsoft.Compute/ 314 23/:8

Microsoft.Compute/virtualMachines/

EERENARIE

Microsoft.Compute/virtualMachines/
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Microsoft.Compute/virtualMachines/
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Microsoft. Compute/E#F 1% 23/5 A
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Microsoft. Compute/FZHE/ bR
Microsoft. Compute/FHE/zEEY

Microsoft. Compute/F&HE/ 2 A
Microsoft.Storage/checknameavaila
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Microsoft.Storage/i&{E/38EY

Microsoft.Storage/storageAccounts/
listkeys/action
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3
Microsoft.Storage/storageAccounts/
write
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Microsoft.Network/48 & 1 E/zEEX
Microsoft.Network/488& 1 E/E A

Microsoft.Network/networkInterface
s/join/action

Microsoft.Network/networkSecurity
Groups/z&EY

Microsoft.Network/networkSecurity
Groups/& A
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title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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types.get
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resourcemanager.projects.get
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iam.serviceAccounts.actAs
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title: NetApp Console agent

description: Permissions for the service account associated with the
Console agent.

stage: GA

includedPermissions:

- cloudbuild.builds.get

- cloudbuild.connections.list

- cloudbuild.repositories.accessReadToken
- cloudbuild.repositories.list

- cloudquotas.quotas.get

- cloudkms.cryptoKeys.getIamPolicy

- cloudkms.cryptoKeys.setIamPolicy

- cloudkms.keyRings.get

- cloudkms.keyRings.getIamPolicy

- cloudkms.keyRings.setIamPolicy

- config.artifacts.import

- config.deployments.create

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
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config.
config.
config.
config.

config.

compute.
compute.

compute.

compute
compute

compute.

compute.

deployments.
deployments.
deployments.
deployments.
deployments.

deployments
deployments

delete
deleteState
get

getLock
getState
.update
.updateState

previews.upload

revisions.get

revisions.getState

deployments
deployments
deployments

.getLock
.list
.lock

operations.get

previews.get

previews.list

resources.list

regionBackendServices.
regionBackendServices.

regionBackendServices.

.regionBackendServices.

.networks.updatePolicy

create
get
list
update

addresses.createlInternal

addresses.deleteInternal
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firewalls
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firewalls
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forwardingRules.
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forwardingRules.

.list
.setlLabels

.uselInternal

.backendServices.create
create
createSnapshot
delete

list
setLabels

.Create

.delete

get

.list

Create
delete
get
setLabels

globalOperations.get

create
delete

get
.useReadOnly

images.get

images.getFromFamily

images.list

instances.
instances.
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instances.

instances.

instances

instances.
instances.
instances.
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instances.

instances.

instances

instances.

.instances.

instances

instances

.images.useReadOnly

addAccessConfig
attachDisk

create

delete

detachDisk

.get
getSerialPortOutput
list

setLabels
setMachineType
setMetadata
.setTags

start

stop
.updateDisplayDevice

.use

instanceGroups.create

setDeletionProtection



compute.instanceGroups.delete

compute.instanceGroups.get

compute.instanceGroups.update

compute.instanceGroups.use

compute.addresses
compute.instances

compute.instances

.get
.updateNetworkInterface
.setMinCpuPlatform

compute.machineTypes.get

compute.networks.get

compute.networks.list

compute.projects.get

compute.regions.get

compute.regions.list

compute.regionBackendServices.delete

compute.regionBackendServices.use

compute.resourcePolicies.create

compute.resourcePolicies.delete

compute.resourcePolicies.get

compute.snapshots

compute.snapshots.
compute.snapshots.
compute.snapshots.
compute.snapshots.

.Create
delete
get

list
setLabels

compute.subnetworks.get

compute.subnetworks.list

compute.subnetworks.use

compute.subnetworks.useExternallIp

compute.zoneOperations.get

compute.zones.get

compute.zones.list

compute.instances

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

.setServiceAccount
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list
.manifests.get
.manifests.list
operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
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- deploymentmanager.types.list

- logging.logEntries.list

- logging.privatelLogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

— resourcemanager

.projects.get

.buckets.
.buckets.
.buckets.
.buckets.
- storage.

create
delete
get
list
create
delete
list
.update

- storage
- storage
- storage
- storage
objects.
- storage.objects.
- storage.objects.
- storage.objects
- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get
- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- lam.
- iam.
- iam.
- ilam.

- iam.

serviceAccounts

serviceAccounts.

serviceAccounts

serviceAccounts.

serviceAccounts.

.aCctAs

Create

.get
getIamPolicy
list

- iam.serviceAccountKeys.create

- storage.objects.get
- storage.objects.list

- storage.buckets.getIamPolicy
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