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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:PassRole",

"iam:ListRoles",
"ec2?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:CreateSecurityGroup",

ec2:DeleteSecurityGroup",
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"ec2:
"ec?2
"ec?2
"ec?2
"ec?2
"ec2:
"ec?2
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:

DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",

:DescribeNetworkInterfaces",

DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",

:CreateTags",

DescribeImages",
DescribeAvailabilityZones",
DescribelLaunchTemplates",
CreateLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec2:

LI

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
GetRole",

TagRole",

ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:TerminateInstances"

1,

"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*x"

by

"Resource": [



"arn:aws:ec2:*:*:instance/*"
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3. BRI IEE podman.socket ARFS ©
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podman info | grep networkBackend
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V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend
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2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MBEHNERBEREA SEERNENE > BIBBIRHGAIEN - CrIEREBRPARIREAEER - —
proxy il "—cacert SMEAEN - RAFRIR T - MROEHENARERS - WBBUFTHRH
ABH o
() ORESREEARE  TUERREMEETRE - TRAREEES"

+

HFRER CA HEBBR IR AR ARSI :

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLAER THRNZ—HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ B FRUTEIE
+ FRAERURAKERAENANERE - ARNEEERE » CHAERU EFRAY\ASCII 55 ° Console f{
HEEATZRE S @ FolERAELREEN o IRBHEIUTEMEH®RF T > S BETEHREMN ERFAR
DUEITHEE L & 5!
+ D
+ http://bxpproxyuser:netapp1\!@address:3128

1. WNRE(ER Podman > BIEEEEE aardvark-dns EIZE o

FiB SSH E R RIERI o RIBERKES

b. BAEX podman /usr/share/containers/containers.conf ¥£ZE M AEEX Aardvark DNS ARFSRVEEEEIEIR o f
> EEERA54 ©

vi /usr/share/containers/containers.conf

fan
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.
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"Name": "Azure SetupAsService",

"Actions": |
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",

"Microsoft.Compute/operations/read",
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"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",
"Microsoft.Compute/availabilitySets/read",
"Microsoft.Network/locations/operationResults/read",
"Microsoft.Network/locations/operations/read",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/delete",
"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

dam,
"Microsoft.Network/networkInterfaces/ipConfigurations/read",
"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/delete",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Resources/deployments/validate/action",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/read",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",



"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"
1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure SetupAsService",
"IsCustom": "true"

2. B Azure 5TE ID Fig E v D ECEEEIZEEL JSON o

BlF

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
]

3. 5/ JSON #1E227E Azure PRI B:TAR®

LU ERERBAYN{AIE A Azure Cloud Shell 89 Bash B A o

a. 4R "Azure EiRJh5R"13EE Bash IRIR o

b. F{# JSON #g2 o
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BEequesting a Cloud 3
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

C. B ALLT Azure CLI 5%

az role definition create --role-definition
Policy for Setup As Service Azure.json
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Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members
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Select members %

Select (10

| test-service-principal

___  test-senvice-principal
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. EE LURBFERE S D ER Azure IRFEEIE » SABEIE IIGRER o

* B
Eﬂm
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E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h

KR

TCHRFEREERE  CRZELEERNTEAREN (¥Rl ID- B (EAR) ID MARIKEERN
{8 - BRI RIER » MEEEER S PRALLSEN -

T 4 BuEHaRE

EiEENetApp Console2 I iZHI &R IBIE o

RS L AETS

c TR ARU S e EREX S FERERRET Azure PEIEBERIERS - Bt aERERR > A%

FAEBRLD CPU D RAM BYBUN VM BUTERS o "7 ARG 5 UERVTERICE" -

© EEH BRI NERENR 0 R —EBIAGTREEIKGIER SNRIE VM o LA G RS

SRIERNIESNERE Azure BEIRIVER - TREMFABRITRN > HATERERAPIIE 7 HBVER o "
THAERER SNENETABHNESRER" -

ez Al
TRERZABUTAS !

* Azure TR
* IRBEEN Azure @I HHY VNet FIF4TEK ©
* MREHAEBREERBERRIEFMEEHNAERRE > AiRHANAIEGERIZMEAEA :

° P fidik
o i%zm

Elvi=

° HTTPS /&3

* NRECREHER SN EERBIEAZREEESE > BIFE SSH A - BEEAZNS —EEERER

S o

"7 fRAN{AIERE R Azure IR Linux VM"

* MREAFEER G BB AT S RIERNETL Azure A > AIRERITHCH EAILER EAIEEE"

BEERBEARER GREERS - BRLGTAAMBEES QB ERKEMRENERTR o

1.

EEEE > A o

2. BB E L - EIEEEAIE > Azure”

42


reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-agent-default-config.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html

3
4

)]

»

~

- EEZERL > BZEAEREANENK - BEERNERE EHFMERA -
71 TEERMERERSE) HE L - EERGRE Azure IRV S TURTTRIBREEREIR !

o FEEFHAEALR Microsoft 1RF > 521k P FEEBPRERAVIER o

% 7<EH Microsoft HEBMIEEE o EHYEFERIZH45NetApp ©

MRIEBEEA Azure IRP > RIEZERIGEBEERZIRPE - IREEZERE » BELER
FERERE B URAREEANIERNIRE

° 4 [Active Directory RF5ERE1 LU ABRIHE T PTERERA Microsoft Entra ARF5 ERERIE !
- EARER (BFPE) ID
- B#x (#F) ID
" BRIRER
T RANEIES RS TRERVEL(E -

- 71 TEEHREERERSE) HE L - 3B1E Azure 516 ~ (B « TEREHESIRAEREHE » AR AT ERRIAE
Hl SR E R AR ERRS X -

[EERHE SN B EEE R AR LIS ZHEDS SSH A o
"7 RN (EEE R Azure BBY Linux VM"

-1 TeEERD BELE > WANRENSE > BERR > UEEESHREEN AR AAMBERMAR
HESBEELCRENREBR FIRHER"

AR e LCEEE A AR Azure TR o TUEENSEIRHEE T AT S IBRHEEZTRTH
EIERERR (540 > Cloud Volumes ONTAP) o

- 1E THERR) HEL > BE VNet 174 - ESRAAHA IP (it > WRNEFEEENERE ©

© £ MZ2EE BEL > BERSETHNREMEHENESEEAFMRABEMBIERANRARE
MHEFA -

"BE Azure TR MEBHARA" o
BB CHEIE L BB R E S IERE o

a. FERIFERAT » BREAEERE EEERINEIGARS » UEEH SECHEREERRERER - M
RIEF G EAENE - EERRE—DIREREBCHIRHIE - MREBMT) » AIFFRERS o

YNREANHTERER " oAl FiRRE AR RIEAAR - BRse R HIREER - AT BHRERERN » SAEUHENZ
IS IRUABERERE

BB o
ZEI S ANBE 10 HHEASEEFAIE - SRELEA L > HIIBRRH -

43


https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-tw/console-setup-admin/reference-ports-azure.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html

RER
BIZTTRR > BIATIEERI S EAERI AR -

()  wRSBRH - CENREHE THEEH D RIEMCRARIE 7 R TRARERIE -

WNREIER I EH SR IBEN AR Azure 1R A Azure Blob 72# » &i§&E| Azure Blob #FEZ BEIH
07 &4 BE L o "TEN{EEBNetApp ConsoleEIE Azure Blob E7F"

1€ Azure THEEZ I ZH] 5

R LU EAEUE Azure THIGTE Azure REIIEHI S RIERETL - 21U Azure MEEIIEHIS
ftcﬁ ) [CRERTEM ~ 2265 Azure R ~ MARNITEREX » AREUIEF| S NERE

ez Al
* {RAEZAE—E" T BREH e "
* BEERISAIERE" o
TR | SREATAE
AT EREEH SNENERMUESEUTENR - BEEXRFEZEFH SRERAENERESEPHNER °

Azure &g

WNREEACloud Volumes ONTAP » BTG IR X ESETEEEEAICloud Volumes ONTAPZ 448
FE/ Azure &I > SEEEE "Azure & 1T 5 "R Cloud Volumes ONTAP &4t o IEE R BJFE{RTECloud
Volumes ONTAP K E BB BV TZIR B 2 S5 Azure Private Link 4% o

"7 f#Cloud Volumes ONTAPH{aIf&EF Azure Private Link"

VNet B4R
B ARIERRERR > KEEISETHER VNet F1F4EEK o

BT B R

EHERIEREXEEHCHEBRUINEERARNMERIIARELR o i > K518 EAEIRIE I Cloud
Volumes ONTAPZR T ETF R FBVABER o

s B Bk AR EL R
EPEER S RERNRER A ELAER HIbERRER T SEBHES T E imdh o

wiEd B IR R AR R
ZEH e IEREINERFICRI B U Tindt - WEBAREIRIFPNE RIRZLUETHE EiR(E

TEY AR A E CNAME %8 °
i B8y

\ https://management.azure.com \ https://login.microsoftonline.com\  &IE Azure AR EIFHHEE o
https://blob.core.windows.net \ https://core.windows.net

44


task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
task-troubleshoot-agent.html#troubleshoot-installation
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
concept-agents.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-enabling-private-link.html
https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net

Ui B89

\ https://management.chinacloudapi.cn \ https://login.chinacloudapi.cn  &31® Azure FEEIEHER ©
\ https://blob.core.chinacloudapi.cn \ https://core.chinacloudapi.cn

\ https://mysupport.netapp.com EISET el B MINetAppZ H2 3%
7% AutoSupportsfl& o

\ https://signin.b2c.netapp.com FEHTNetAppZIB4TIL (NSS) /&S
BURHTEY NSS /&R HTIE ENetApp
Console °

\ https://support.netapp.com ERS PRI & 3 (FINetApp Sz 1B 3%

#XAutoSupportsil 2 AR #E U Cloud
Volumes ONTAPRIERBEE 3 o

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ 5 o

https://console.netapp.com \

https://components.console.bluexp.netapp.com \

https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \ iS4 8 RIBHRIEA S o
https://bluexpinfraprod.azurecr.io
* BEEEBMAERER > BE
EE A B AR AYE
AR o MRIRER" A B imRL"
) BRsRIRE R o BT RRLE
KB ABEEERE o

BEFRIRIRRL AR ST
{ENetAppiZ R aE RPN AE R
BB E B AIRES o "7 BRI{A
ERTRIRENRETIR" ©

* BEEREIpIAGE AT B A
B > CIRANARIERSE
BEE -

RIEfAIAR2S
NetAppZ BB AIFEAMIEACE - NREFERFEARIE » B IFEERMCIEFIREZIVEE - RS (EFEME
I8 > EEE P &S o
* P fizsik
* EE

* HTTPS ‘&:%

45


https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn
https://mysupport.netapp.com
https://signin.b2c.netapp.com
https://support.netapp.com
https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list
reference-networking-saas-console-previous.html#update-endpoint-list

BIZIR

BRIEICEREN © S H A EREER AutoSupportslLE#ECloud Volumes ONTAPZ$XE|NetApp2 % » BEIEEHIS
REFREEBARE

* HTTP (80) # HTTPS (443) #R{H¥IZAHE Ul BsHR > MEERDHIBER TEREM -
C EEREEERD T WIETHIEHRR A BE SSH (22) -

* NRGTERB IR ER F R P EBZECloud Volumes ONTAP AR » IR EZIBBERE 3128 B1L
ABLELR o

g0RCloud Volumes ONTAPZ 42 A H It ERR IE AR R B iXAutoSupportifl 8 » 1EH B G B EBRTEESLER R

MUfE RS 6 IR AIEEMRES - B—HERERFRIEG SRENZ2EEAFEEERE 3128 &
TALLELR - MEZEF SRERNE » EFEERBULERE -

EXFE NTP
WRIEFTEEANetApp Data ClassificationZRIgHH A B ERIRIE » BIFEEEZEHI S5 IEF2XFINetApp Data

Classification 4% L BB AARERIHE (NTP) BRTS » UERAZERREIREY o "7 #EERNetAppER D18
HNEZER"
BT e RNEEREREREKX -

SEF 2 BFH VM ER

BiuEs| aIERERE » FFEERS NYERNELRIESEE -

FRIRERIEER
8 fEltZ/Cr 8% 8 & vCPU

sCiSRE
32GB

Azure VM X/
& CPU #1 RAM ERMIEFIZER! o NetAppEE Standard_D8s_v3 o

B 3 REHER
RIS BT A TR HER

* EIE 1 ERRFRISIKRISEERBA Azure VM 15IKBETAR o
* RIA 2 | RMMER S B AFRTRERRY Azure IRFS ERERVEE o

AR TP B E R S BUHEIR o

46


https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

ERp:EE]
AR 0 eI LUER Azure AOA8LL « Azure PowerShell ~ Azure CLI B REST AP| 237 Azure B:TA
& o LT RERUEIER Azure CLI B AT - MRIEHEEFEREMGE » 552E "Azure SUH"

TER

1. MR EEB SN EFHLRERE > 557 VM LRBRARISRNEERH > UEEAILUERRBET

A EIRHFTER Azure HERR ©
"Microsoft Azure X4 : HH Azure AOMEIEA VM R Azure BRECE TS 1ZH"

2. ERBEIERNE A ERE TR EMRFE JSON EEF -
3. iEBH Azure 516 ID #EE R HECEERIELL JSON HEZ o

1T e A B EBENetApp Console—iEfEFMIEE Azure FTRIFTIY ID ©
B+
"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]
4. 5/ JSON HE2E7E Azure PEIIBTAR °
LT ER8BRYN{a{E A Azure Cloud Shell 7y Bash EiIf& o

a. BAIR "Azure EiRSMFL"3ELZE Bash IRIE ©
b. {& JSON &2 -

Bash v D ?2 & M (D

Requesting a Cloud Shell.gt

Connecting terminal...
Welcome to Azure Cloud S

Type "az" to use Arure C
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D

47


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

C. {¥/A Azure CLI BiIIB:THE :

az role definition create --role-definition agent Policy.json
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Microsoft APls
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ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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sudo dnf install podman-4:<version>
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systemctl restart podman
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AEHEREBENERIBTAR
AR 0 B LUER Azure AOA8LL « Azure PowerShell ~ Azure CLI B REST AP| 237 Azure B:TA
& o LT RERUEIER Azure CLI B AT - MRIEHEEFEREMGE » 552E "Azure SUH"

TER

1. MR EEB SN EFHLRERE > 557 VM LRBRARISRNEERH > UEEAILUERRBET

A EIRHFTER Azure HERR ©
"Microsoft Azure X4 : HH Azure AOMEIEA VM R Azure BRECE TS 1ZH"

2. R EERNETAGER TR EPIRFIE JSON HEHH o
3. iEBH Azure 516 ID #EE R HECEERIELL JSON HEZ o

1T e A B EBENetApp Console—iEfEFMIEE Azure FTRIFTIY ID ©
B+
"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]

4. 5/ JSON HE2E7E Azure PEIIBTAR °
LT ER8BRYN{a{E A Azure Cloud Shell 7y Bash EiIf& o

a. BAIR "Azure EiRSMFL"3ELZE Bash IRIE ©
b. {& JSON &2 -

Bash v o ? @ Lo Ok
Requesting a Cloud Shell.gt .
Connecting terminal...

Welcome to Rzure Cloud S

Type "az" to use Arure C
Type "help" to learn about Cloud Shell
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. {EF3 JSON FEZE1E Azure P BETAR o
LU 4 ERERBEYN{aI{$E A Azure Cloud Shell 98 Bash i AE o

* BAYA "Azure EimRyhk 1= Bash IR o
* F{E JSON fEZE o

Bash v O o ? @ LDk
Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell
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az role definition create --role-definition agent Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- RERARENRME -
LR 2—Efl+ :

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
Ll @

- EEEAERIRE S -
BT
LR R -

ARF5 EREIRE R AREIEH S N IEEZIF R Azure #E[R o
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#71E Windows Azure fRFSEIE API #£[R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* 1 SEEFEATET o

2. FEEAPI| B[R > FrigREfR* o
3. £ Microsoft APl1 T » 8 TAzure IRFEEIE) o

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. FEEDEBFERES D ER Azure IRFBEIER » ABEEIIEHER -

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZFE AT ©

2. EREARER (FPiR) IDF*BE& FEAR) ID*o

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M SR ERRER o
3. B RSB >IE P IR E" o

4. SRR RSRANHERER] o
5
6
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

mR
THRBEREERE  CRZEERNTEAREN (¥Rl ID- B (HAR) ID MARIHREERN

{8 ° #iE Azure IRPE » CREEIEF SFHRALEN -
DER 5 TRIEHAHE
FERT ARG R » GRIITE B CRY Linux 4 EFEHLEERES o

R Z Al
TEZEBUTRE :

* LEAEH S IERZINRY root R o
* MREH SNERENES e E A - RIIRHEAMAERRSEAFASEN

TrRILEEE R RRRENERARES - EERBERZENREERGHE -
* MRARIEEARESFFER HTTPS SR HWEE - BIFE CARERESE -

@ FEREZEFR S RERELR - BEAERNEARSRTEESE - IRFEZLEAREMIRSERE
a0 AR RERMEEER S - 35l 7 IREEES e -

* 7£ Azure B VM ERVASEE R - WELRINER ] ABRMATER Azure IR -

"Microsoft Azure X4 : A Azure AOMEIEA VM R Azure BRECE TS 1ZH"

BARSULIERS
LRRE > MRBWRSATR > EFaRESTEHER -

1. R ELTE T http_proxy B https_proxy ZitEisE » sHEiGEMIBR :

unset http proxy
unset https proxy

MRAMFELERREE > LERRGERK -
2. TEIERISAIREREE - ABAFEBRE Linux % o FEEIUENetApp ConsoleTiNetAppsZ iR 4L T & o
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3. DECEITRIZARIMER o

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> & T & 8Y1%HI & RIBRIRRZS ©
4 MREABFAERREPZE » (5ERRERE o "7 RIERAFHTENLERS
S. BITLEEMZS -

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MREHARFEEREA SEFENERA » MFEEMEAIEEN o SN ELEaEPEmmE R EREN - -
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Ao
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+

WT2ER CA RERER T REAIZGEMRIEAES :

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLUER THRN 2 —HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+RARMUTEE !
+ ERERURAHERENAALRE - HlEEERE ,Q\M;ETE%DDJ:FEWE’J \ASCII % o Console X
BRI ZREs @ FuiEAELBNEN - NIRBHEIUTEFHRF T » G BETEEHAIEN ERF4LR
DUETTHER { & 5L !
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+ http://bxpproxyuser:netapp1\!@address:3128
1. WNRIEFER Podman > BIFEEEE aardvark-dns EIZIE o

B SSH EZRIEH & IR EHREES o

b. BEEX podman /usr/share/containers/containers.conf #£ZE A ELK Aardvark DNS ARFSHIETEEIZIE o
> AFELE 54 ©

vi /usr/share/containers/containers.conf

B0 -

Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

H H= H= H H*

dns_bind port = 54

a. EXRENES SN RERKES -
2. SEiEEAETE o

LEALIRET - MRESE 7 RIEAARES - 6 8 NEIRTS (ocom) S EFTEXENMIZR ©

()  mRmEsl > CANSERERER D RRBHCRARIE « 7 RIIFTR AR <

1. SRR & IR E R SR T HEFIR Web BB SR EA LT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BA% > REEHERE

a. 157E BT & IR R AVAR 4 -

b. EARFKAIRHE

C. E*EREBAEREIIRFPFEE? *"MMRIFEHRLHEM -

EREZAFIRBIERN BN ERRE » AAELES RRANAEESEEX TERIZNE - REELERR
SHIRIE L A& S PERIEIR P BB IRARFSOVELR R - T ERUBZ RED o QD%EELL%E’TE » “RER S ERTE
ZIRE TRIRFEENetApp Console" ©

d. FEEEHMIBHLRIE* o

MRS ITH S RERAER Azure 5TBIFEA Azure Blob 723 » &i§&E 2| Azure Blob #Z R4 EENH
T T&% BEL o "7 HEUMEIZEENetApp ConsoleEIE Azure Blob 1;;%75’—"
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title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:
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b. 1% Google Cloud BB E3% o
C. HEEEFIEREMRA YAML 22 o
d. EREIIBETAR "geloud iam roles create 85 % ©

LUTEHEERRBRIEL—E%% agentDeployment] FIEE :

gcloud iam roles create connectorDeployment --project=myproject --file=agent-deployment.yaml
"Google Cloud X : BiMEEETAR"
2. Kt BTAEIERERHRIESI G ERA geloud SRBZEHIGRIEERXNFERE °

"Google Cloud Xff : ZFE—AR®"
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create



config.operations.
config.
config.
config.
config.
config.deployments
config.
config.deployments
config.
config.
config.
config.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager.

deployments.
deployments.
deployments.
deployments.

deployments.

get

delete
deleteState
get
getState
.list

update
.updateState

previews.get
previews.list
revisions.get

resources.list

compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

resourcemanager.projects.get

compute.instances.
iam
iam
iam
iam
.buckets.
.buckets.
storage.

storage
storage
objects.
folders.
objects.

storage.
storage.

setServiceAccount

.serviceAccounts.actAs
.serviceAccounts.create
.serviceAccounts.list
.serviceAccountKeys.create
create

get

create

create

list

b. # Google Cloud EiEhE3% o
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d. FEHEEIBFTAE geloud iam roles create’ @35 ©



T EHITEERBRIEIL—(E%% TconnectorDeployment) FIEE :
gcloud iam B &1L connectorDeployment --project=myproject --file=connector-deployment.yaml
"Google Cloud X% : 2 MEEBIARE"
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U TEBIEEREREL—ERAS Tagenty AR !
gcloud iam roles create connector --project=myproject --file=agent.yaml
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update

3. 3817 "gcloud compute instances create’ @< :

gcloud compute instances create <instance-name>
--machine-type=n2-standard-8
--image-project=netapp-cloudmanager
--image-family=cloudmanager
—--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
—--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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g4l 3. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

%ucni” o

W /etc/containers/containers.conf TNFEE @ BRI BEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

PER 3 | REE

RIECHIAL - UEEF AETUEERSERIETNERNME o flg > CFEEMRAA LUERE B RERIL

B RIBUEITIMNBAERE TR ©
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\ https://www.googleapis.com/compute/v1/\ EI2 Google Cloud FHYE R ©
https://compute.googleapis.com/compute/v1 \
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https://www.googleapis.com/compute/beta
https://www.googleapis.com/storage/v1
https://storage.googleapis.com/storage/v1 https://iam.googleapis.com/
v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com B EF e & A NetApp 2 1B 3%
#Z%AutoSupportsfl&. o

\ https://signin.b2c.netapp.com T NetAppZIBATLL (NSS) /&S
AFHTRY NSS ReEHIE ENetApp
Console °

\ https://support.netapp.com ER{5 25 0] & I [AINetApp T 1B 5

#XAutoSupportslE U K IZU Cloud
Volumes ONTAPHIERBEE 3 o

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
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1. 7£ Google Cloud FZIIB:TAR :
a. B—ESaUTABH YAML XXH" 26| 8 IR RRFS IR A R o
b. # Google Cloud EiEhE3% o
C. HEBSFERMRA YAML #5252 o
d. EAEIIBEETAR "gcloud iam roles create #5% ©

WUTEAEFRRBREIL %A Tagent) AR !

gcloud iam roles create connector --project=myproject --file=agent.yaml

"Google Cloud X : ZiEEHTAB"

2. £ Google Cloud H¥#E 17 BRFSIRSIEAL A8 A R FE R4 X ARFE IR SR -
a. {t IAM FIBIERRFE - B2 BRFSIRE > BILARFEIRE o
b. B ARRFSIR P S BB R T I AR o
C. EEEMIMZEIIMNEE o
d. SERFEIEGRTERURIAR o

"Google Cloud X4 : I iRFEIRRE"

3. MRTHTHT AR S NIERRPIEERTRNEZEFRELECloud Volumes ONTAPR#AR » BIRERZEHI SN
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a. BB SSH EZFRERI & IR EHKES

b. BEEX podman /usr/share/containers/containers.conf t&ZE X {EEX Aardvark DNS ARFSAVE T EIFIE o 4
> BEHENA54 ©

vi /usr/share/containers/containers.conf

fgn :

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54
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73 AWS i Azure Z I #ZH| & AIEZIHHER

YNRICARIE B A IS & AIRIZNER AWS B Azure FBINetAppERIBRTS » AR B ZinieME PR EHER
» AR ELREEF oA ERARR/EEMEEEN aAEER -

{ERABTE Google Cloud FREREEHEHIA (R IEI2 St IR EIRE RAETMEMETER -
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AWS

B e NIERARRAEAKE - CREEESEAFERERN IAM EREMEFIEZRARSER SiRM
AWS HE[R ©

NREH G RIBRNREES > QIR AERILERESE o [ERREER 1AM B8 o

1. B AAWS FEZERWEEE IAM ARFS ©
2. IR

a. BB SERG > EE T SRR o
b. Y12 JSON IEHEMILRL F PIZ 1251 & AIRH) 1AM 584" o
. FERLEIERS BRI HERS o

RIFEETBIERRINetApp ERIARTS » IERIRER 22 1L 55 —EISRES o

HMRERY, > RO MHIEMEREET o Bt AWS B RBHNRAF AR > HItEEmESR
B% o "TRRARIIEHIEHEN IAM REEHNEZER" ©
3. REEHIMNE] IAM ERZE o
° "AWS XfF I Z1 IAM A"
° "AWS X4 @ FrBANMIER IAM BER"
4. BREAEREFINERE S UEREES S REREEIEENetApp Console ©
MER

TIRERZER RAFTRERN IAM £RAENERER - LEREFSAERNE > (HIEH e L /RER
R & IR R o

Azure

HEH ARIIRR AR  (REISBTE Microsoft Entra 1D FRREARFS M EVE A A RIZT2R
FiFBHY Azure BEBACA I KIERSUR I Azure IR -

B ARERAENFEUESIR Microsoft Entra FEFRTEL
1. FE{RIZTE Azure FEAEIL Active Directory FEFITER Wi X FE IR IS k4 A B AVHEIR -

BREHAE R » 3328 "Microsoft Azure {4 . FREER"

2. ft Azure AOABLLRIEY Microsoft Entra ID ARFS o
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Microsoft Azure ~ entrs
Azl All Serices (24) Resources (10) Resource Groups (12) harke|
Microsoft Entra ID (1)
Services
@ Microsoft Entra ID @ Microsoft Entra
I Central ser{rl:l instances for SAP solutions . Microsoft Entra

3. TEIEEET » EiF AR EM

4. BEEREEM o

o IEERREAENFEEN
° %l L MARRARERNGE -
° HRPERE | EEIRA AR ((EEEEERRT LAENetApp Console—#ERER) ©
° EXEM URI : ERTLGRIERAIEEZE o

6. BEE I o

BRI AD FERRENMART XA

RERREMEREAE
1. BIUBTAG !

FAEE o o LUEA Azure AO#8LL ~ Azure PowerShell ~ Azure CLI 8% REST API 37 Azure B:]A
& o T ERERUMAER Azure CLI BIIAE® - MNREHEZFEREMSG A » 5520 "Azure ST

a. EREF S UEERN B A BER LR EFIFRET JSON EEF
b. $ZEBr& Azure 5]BY ID I ERI D ECEEZRIELK JSON 18 ©

EREZAEAEREFEIICloud Volumes ONTAPRARHYEE Azure TRIHIZ ID ©

BlF

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. f§F3 JSON H&EZE1E Azure PEV B TA® ©

LU T B2 :RBAUN{aI{E RS Azure Cloud Shell 4 Bash EIiIA® ©
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" B8 "Azure EiRSPER"AEEE Bash IR ©
* {5 JSON #EZ -

Bash vio ? @ Go D
Requesting a Cloud Shell.sy S
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

 {&F3 Azure CLI BIIB:TA® .

az role definition create --role-definition agent Policy.json

RECEZE—ERA NEFSRES) NBTAR » AILIREIERGER o IRERESS -
2. BEAEIMERGAS

V]

. 1t Azure AO4BLBIEY Subscriptions ARTS o

b. BEZZTRY o

EEEEEUES) (IAMY > Frig > il A e 9 o

- TEAEMEET  EEESI SRR AT EE T D o
- 7E TERE) FEH » TRUATEER :

o o

0]

" REPEN [MERE -« BHESRFER) o
" EERENE -
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- RERARENRME -
LR 2—fEflF

Select members %

Select (10

| test-service-principal

test-senvice-principal

i "

- EEERERIEE S -
BT
LB OE: -

ARFS EREIRERAREIEH S R IEZIF R Azure HE[R o

MRIGHEENEZE Azure sTRIEFE Cloud Volumes ONTAP > Bl A B ARTS T AEHIE 2 SEE TR -
7ENetApp ConsoleH » {RE]LUEEERZE Cloud Volumes ONTAPBRFEFHAIETRT o

#12 Windows Azure fRFSEIE API 1R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* 1 2 ATET o

2. FEEAPI| B[R > FrIgREFR* o
3. £ Microsoft APlJ T » % TAzure IRFEEIE) o
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FEEZDUABERE S D FR Azure IRFSEIR » ABEE IR -

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZFE AT ©

2. EREARER (FPiR) IDF*BE& FEAR) ID*o

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M SR ERRER o
3. B RSB >IE P IR E" o

4. SRR RSRANHERER] o
5
6

—_

- SRIFHIE o
- EHERIRHERNE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
FERREEH GRIE

BEICFHZEITH SRR > CEEEHCESHRIBEUFEEREENR o« KEE—4 Linux #25 > WHEEZRE
Podman ¥ Docker » ZEURARER Linux 1EXE &%

%4 Podman 5% Docker Engine
RBENIEERG > RREARIEELZAIEZE Podman 3¢ Docker Engine ©
* Red Hat Enterprise Linux 8 1 9 & Podman °
BEEZIEM Podman hZs o
* Ubuntu % Docker 5|% o

B EZIEM Docker Engine hRZs ©
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#4l 4. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©

iii. %24 netavark # “aardvark-dns R Ta% :
dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|%
B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

FEFLREER SRR
FEAEIRA Linux EH_E TR L6 5 AEEGEE

FIsEZ Al
TEZAEBUTREA :
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./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer
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+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
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b. FAEX podman /usr/share/containers/containers.conf ¥£ZE M EEX Aardvark DNS ARFSAVE T EIZIE o £
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vi /usr/share/containers/containers.conf

fgn :

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products
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E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_pi Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

% Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

4. FEEDEBERES D EI Azure IRFBEIR » ABEE IR -
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5‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination




N

Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your

=]

Select permissions expand all

| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

EV{SFERTZNIDAI B ERID

i Azure IR FTIEEEERIGF - GREBRECAREN (BRI ID MERRERXNBE FAARF) ID - ZEFlafE
A ID AR ARAEA °

TR

1.
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@ Delete @ endpoints

o Welcome to the new and improved App registrations. Looking to learn

Display name : test-service-principal

T
i
i
i
|
|
|
|
i
i

Application (client) ID : 73de25f9-99be-4ae0-8b24-538ca787ack3

Directory (tenant) ID  : 4b0911a0-929b-4715-544b-c03745165b3a

Ohject ID : b37482a9-375F-49c2-b27c-e630514106a5
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a1 ID &St AEA ©

VRSN
BIEFinE IR AR AR & LUER Microsoft Entra ID #E1TH 78RS ©

1.

B E*Microsoft Entra ID*BRTS ©

179



EE ARG TEESNERRER
- EERENRES R R IRRE o

- IR BRI R o

- JEREFRIE o

- BB R IRIEERE

o o0 B~ W DN

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| =+ Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *5Z1jSe2By:D*-ZRoVANLTdACYT:+0vA r’h
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Edit Account & Add Subscription

Credentials
| I

cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity

OCCM QA1 (Default) hd
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{) Google Cloud Platform

Google account
Cloud IAM

O

NetApp Console

Role: Console agent deployment policy
Choose the cloud provider where you
want to run the Console agent

] aws > @ Service account
.. N Cloud IAM

Role: NetApp Console

Console agent
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