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DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
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CreateNetworkInterface",
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DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
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DescribeDhcpOptions",
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DescribeImages",
DescribeAvailabilityZones",
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"cloudformation:CreateStack",

"cloudformation:DeleteStack",
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"cloudformation:ValidateTemplate",
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"
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:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
GetRole",

TagRole",

ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:TerminateInstances"

1,

"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*x"
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"Resource": [
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Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

TR 3 RIEALE
AERERAENSUTER » UEEH SN EERENERESEFNER
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MBEHNERBEREA SEERNENE > BIBBIRHGAIEN - CrIEREBRPARIREAEER - —
proxy il "—cacert SMEAEN - RAFRIR T - MROEHENARERS - WBBUFTHRH
ABH o
() ORESREEARE  TUERREMEETRE - TRAREEES"

+

HFRER CA HEBBR IR AR ARSI :

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLAER THRNZ—HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ B FRUTEIE
+ FRAERURAKERAENANERE - ARNEEERE » CHAERU EFRAY\ASCII 55 ° Console f{
HEEATZRE S @ FolERAELREEN o IRBHEIUTEMEH®RF T > S BETEHREMN ERFAR
DUEITHEE L & 5!
+ D
+ http://bxpproxyuser:netapp1\!@address:3128

1. WNRE(ER Podman > BIEEEEE aardvark-dns EIZE o

FiB SSH E R RIERI o RIBERKES

b. BAEX podman /usr/share/containers/containers.conf ¥£ZE M AEEX Aardvark DNS ARFSRVEEEEIEIR o f
> EEERA54 ©

vi /usr/share/containers/containers.conf

fan
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

+H H= H= H H*

dns bind port = 54

a. ERTERENIESI 8 NI ERIKES -

2. BREBERR o

LRERE » MREIETE 7 RIEEMRSS » 126 & REARTS (ocom) iEEHEAENMR ©

() Rzl CANSEREREN D ERGCARARIE « 7 R AZERIM -

1. SRR S & IR E R 3 A0 T M FIR Web BIEESZ 8 AT URL :
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"Name": "Azure SetupAsService",
"Actions": [
"Microsoft.Compute/disks/delete",

"Microsoft.Compute/disks/read",
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"Microsoft.

Compute/disks/write",
Compute/locations/operations/read",
Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/read",
Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",
Network/locations/operationResults/read",
Network/locations/operations/read",
Network/networkInterfaces/join/action",
Network/networkInterfaces/read",
Network/networkInterfaces/write",
Network/networkInterfaces/delete",
Network/networkSecurityGroups/join/action",
Network/networkSecurityGroups/read",
Network/networkSecurityGroups/write",
Network/virtualNetworks/checkIpAddressAvailability/read",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/virtualMachines/read",
Network/virtualNetworks/virtualMachines/read",
Network/publicIPAddresses/write",
Network/publicIPAddresses/read",
Network/publicIPAddresses/delete",
Network/networkSecurityGroups/securityRules/read",
Network/networkSecurityGroups/securityRules/write",
Network/networkSecurityGroups/securityRules/delete",

Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea
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Network/networkInterfaces/ipConfigurations/read",
Resources/deployments/operations/read",
Resources/deployments/read",
Resources/deployments/delete",
Resources/deployments/cancel/action",
Resources/deployments/validate/action",
Resources/resources/read",
Resources/subscriptions/operationresults/read",
Resources/subscriptions/resourceGroups/delete",
Resources/subscriptions/resourceGroups/read",
Resources/subscriptions/resourcegroups/resources/read",
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Resources/subscriptions/resourceGroups/write",
Authorization/roleDefinitions/write",
Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
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"NotActions":

.Network/networkSecurityGroups/delete",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",

.Resources/deployments/write",
.Resources/deployments/operationStatuses/read",
.Authorization/roleAssignments/read"

(1,

"AssignableScopes": [],

"Description": "Azure SetupAsService",

"IsCustom":

"true"

2. 3EBH Azure 5TE ID ¥EE R HECEERIELL JSON °

B+

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"

]

3. {§/A JSON #E27E Azure PEIIBE:TAR® °

LU ER:RBAUNEIE A Azure Cloud Shell Y Bash EBIIA o

a. Bis "Azure EiFIML"MIEEFE Bash IR1E o
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Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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az role definition create —--role-definition

Policy for Setup As Service Azure.json
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Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members
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Select members %

Select (10

| test-service-principal

___  test-senvice-principal
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. EE LURBFERE S D ER Azure IRFEEIE » SABEIE IIGRER o

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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@ Delete @ Endpoints
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F
]
]
|
|
|
|
|
|
i
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Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['h
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4. FEEDEBFERES D ER Azure IRFBEIER » ABEEIIEHER -

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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sudo dnf install podman-4:<version>
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systemctl restart podman
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AEHEREBENERIBTAR
AR 0 eI LUER Azure AOA8LL « Azure PowerShell ~ Azure CLI B REST AP| 237 Azure B:TA
& o LT RERUEIER Azure CLI B AT - MRIEHEEFEREMGE » 552E "Azure SUH"

TER

1. MR EEB SN EFHLRERE > 557 VM LRBRARISRNEERH > UEEAILUERRBET

A EIRHFTER Azure HERR ©
"Microsoft Azure X4 : HH Azure AOMEIEA VM R Azure BRECE TS 1ZH"

2. R EERNETAEER TR EPIRFIE JSON HEEH o
3. iEBH Azure 516 ID #EE R HECEERIELL JSON 1 o

1T e A B EEINetApp Console—iEfEFRIEE Azure FTRIFTIY ID ©
B+
"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]

4. 5/ JSON HE2E7E Azure PEIIBTAR °
LT ER8BRYN{a{E A Azure Cloud Shell 7y Bash EiIf& o

a. BAIR "Azure EiRSMFL"3ELZE Bash IRIE ©
b. {& JSON &2 -

Bash v o ? @ Lo Ok
Requesting a Cloud Shell.gt .
Connecting terminal...

Welcome to Rzure Cloud S

Type "az" to use Arure C
Type "help" to learn about Cloud Shell
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B+
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",

"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. {EF3 JSON FEZE1E Azure P BETAR o
LU 4 ERERBEYN{aI{$E A Azure Cloud Shell 98 Bash i AE o

* BAYA "Azure EimRyhk 1= Bash IR o
* F{E JSON fEZE o

Bash v O o ? @ LDk
Requesting a Cloud Shell.sY i
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell
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* {659 Azure CLI B B:TA® .

az role definition create --role-definition agent Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- RERARENRME -
LR 2—Efl+ :

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
Ll @

- EEEAERIRE S -
BT
LR R -

ARF5 EREIRE R AREIEH S N IEEZIF R Azure #E[R o

MRIGHEENEZ(E Azure sTRIZFECloud Volumes ONTAP > Bl A B ARTS T AEHIE 2 SEETRI -
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#1E Windows Azure fRFSEIE API #£[R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* 1 SEEFEATET o

2. FEEAPI| B[R > FrigREfR* o
3. £ Microsoft APl1 T » 8 TAzure IRFEEIE) o

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Teke advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
&y Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _':i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. FEEDEBFERES D ER Azure IRFBEIER » ABEEIIEHER -

= u @
Eﬂm
Eﬂmﬂr a &

ﬂ_‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jabs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZEATEL o

2. EREARER (FPiR) IDF*E& FHAR) ID*°

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M SR ERRER o
3. B RSB >IE P IR E" o

4. SRR RSRANHERER] o
5
6
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- SRIFHIE o
- EHERIRHERNE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

mR
THRBEREERE  CRZEERNTEAREN (¥Rl ID- B (HAR) ID MARIHREERN

{8 o #tE Azure IRPES > (MEEEESI S PMALLE
TER 5 | ZEREH aNE
FTERSTRIRMH R - R LTEE CRY Linux EH_ EFBRERE -

FIsEZ Al
TEZEBUTRS :

* LEAEH SRR INRY root R o
* MRER SRERENES SeFINERE - AIRHARNERRSMFEEN -

TAILUEEERRERENERARS - EERMEEEMAENIERI o RE -
* MNRAEFARSIFER HTTPS SAEZ WEIE > BIFRE CAZERRE °

@ FEILEIEFH G RIERNE - S EAZRREARSIRESRE - IRFTEAZAREMRBIRE
sas 0 R ATE REEREAMERIERS o 57 7R IR e -

* 1£ Azure 89 VM LERAREEEZ:H > WEEAIUEAB]ACIRMHFAERN Azure #[R °
"Microsoft Azure X1 : {8 Azure AOAFILA VM £ Azure B RACE ST E 124"
RATSIE1EFS
Zi1% > MREMRATTR » EF R IEZEHEH °

1. WNEREH EEETE T http_proxy B https_proxy &S » sHEiGEMIBR :

unset http proxy
unset https proxy

MERRPFELERAE S » REKZEK -
2. TEHIEEHIARIEEEE > SABISHERE) Linux 1 o &R LIENetApp ConsoleZiNetAppZiE48uL T & o
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° NetApp Console : FI{F*IERE > BIE > HENIERER > THEEE > ForLRk o
FEETHAERERETERZEIERER URL °

° NetApp3iZAlus (MNRITERBFEUESH SRR > RIFZULHEIL) "NetAppsaiEihzs"
3. DECEITRIZARIMER o

chmod +x NetApp Console Agent Cloud <version>

Hrh <version> & T & 8Y1%HI & RIBRIRRZS ©
4 MREABFAERREPZE » (5ERRERE o "7 RIERAFHTENLERS
S. BITLEEMZS -

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MREHARFEEREA SEFENERA » MFEEMEAIEEN o SN ELEaEPEmmE R EREN - -
proxy'# “--cacert 2 EAIEN » RAFAFIRTEFNE - MRE ﬁEHEEEI’JTﬂEﬂﬂEES > AIFRELPRR A TUE
Ao

() ORSREERRE TUERERRERTRE - TRAREEEEE

+

WT2ER CA RERER T REAIZGEMRIEAES :

=+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy % Console RIERZTLLUER THRN 2 —HY HTTP 8¢ HTTPS IE(FEIARSS :
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+RARMUTEE !
+ ERERURAHERENAALRE - HlEEERE ,Q\M;ETE%DDJ:FEWE’J \ASCII % o Console X
BRI ZREs @ FuiEAELBNEN - NIRBHEIUTEFHRF T » G BETEEHAIEN ERF4LR
DUETTHER { & 5L !

+ fIgn
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+ http://bxpproxyuser:netapp1\!@address:3128
1. WNRIEFER Podman > BIFEEEE aardvark-dns EIZIE o

B SSH EZRIEH & IR EHREES o

b. BEEX podman /usr/share/containers/containers.conf #£ZE A ELK Aardvark DNS ARFSHIETEEIZIE o
> AFELE 54 ©

vi /usr/share/containers/containers.conf

B0 -

Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.

H H= H= H H*

dns_bind port = 54

a. EXRENES SN RERKES -
2. SEiEEAETE o

LEALIRET - MRESE 7 RIEAARES - 6 8 NEIRTS (ocom) S EFTEXENMIZR ©

()  mRmEsl > CANSERERER D RRBHCRARIE « 7 RIIFTR AR <

1. SRR & IR E R SR T HEFIR Web BB SR EA LT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. BA% > REEHERE

a. 157E BT & IR R AVAR 4 -

b. EARFKAIRHE

C. E*EREBAEREIIRFPFEE? *"MMRIFEHRLHEM -

EREZAFIRBIERN BN ERRE » AAELES RRANAEESEEX TERIZNE - REELERR
SHIRIE L A& S PERIEIR P BB IRARFSOVELR R - T ERUBZ RED o QD%EELL%E’TE » “RER S ERTE
ZIRIE TRIRFEENetApp Console" ©

d. FEEEHMIBHLRIE* o

MRS ITH S RERAER Azure 5TBIFEA Azure Blob 723 » &i§&E 2| Azure Blob #Z R4 EENH
T T&% BEL o "7 HEUMEIZEENetApp ConsoleEIE Azure Blob 1;;%75’—"
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g11E Azure AOABILNIHE Azure BB BIERGE— B ZETRIBIEH S IR E %S o
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1. % Azure AO#RUILREER T5TRI) ARFSIEFIZIEHIETRS ©
TR R DICABREE » IAEIEE T JHAERNACOEEE - HE F&E 7 FIEANE

RE - MRICTERERER (BIg0 > EHiESEER) fSEHE > BIIETENetApp ConsoleITE AR FRIAE
IRZREE -

"Microsoft Azure {4 . T & Azure RBAC BYEEE]"

2. EEFEUER (IAM)* > FiE > g A B SEC o
S IrARRED  EEERI o R R HEIEE T 5" -
@ ;@%‘J‘ﬁ?%f’ﬁé%%%qﬂkaﬁﬁiﬁ@ﬁ%ﬁ%ﬁ o MRERBEIEET RERVRTE » BFEEZD
'Fié o
4. 7% THE) REF > TRUTIER
a. {EIRE S E & D HITFEVERR o

b, BTSRRI A RERMIR0TH  ERERT ) SRS e
BT A IR -

C. BEEHEE o

d. EET—H o

e EEBR+DE* o

f MMREEIBEHM Azure STRFNER » BUIMEIZETR » REBRELEDHR -
T—SEAE?
BI1E "NetApp Console"BItAfEAIZHI & ARIE o

AR7SERE
B ER
1. BE B > R o
2. EEILRE R RRBE RIS ERIRE o
a. /RENIE : EIE*Microsoft Azure > {IBFZR* o
b. EEREH | MIABRE TR Microsoft Entra ARFSERERIE !
- EARR (¥R ID
* B (BR) ID
" BRIRER
c. MiFEIRE | BB RNF TR EIFIRA TR 55 ] R EIE L /RE R o
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a. BUBZUTHERE YAML 122

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily

- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk

- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata

- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list
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compute.networks.updatePolicy
compute.projects.get
compute.regions.get
compute.regions.list
compute.subnetworks.get
compute.subnetworks.list
compute.zoneOperations.get
compute.zones.get
compute.zones.list
config.deployments.create

config.operations.

get

config.deployments.delete

config.deployments.deleteState

config.deployments.get

config.deployments.getState

config.deployments.list

config.deployments.update

config.deployments.updateState

config.previews.get

config.previews.list

config.revisions.get

config.resources.list

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

resourcemanager.projects.get

compute.instances.

setServiceAccount

iam.serviceAccounts.actAs
iam.serviceAccounts.create
iam.serviceAccounts.list
iam.serviceAccountKeys.create
storage.buckets.create
storage.buckets.get



- storage.objects.create
- storage.folders.create

- storage.objects.list
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gcloud iam roles create connectorDeployment --project=myproject --file=agent-deployment.yaml
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gcloud iam roles create connector --project=myproject --file=agent.yaml
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create



config.operations.

config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.
config.deployments.

config.deployments

get

delete
deleteState
get
getState
list

update
.updateState

config.previews.get

config.previews.list

config.revisions.get

config.resources.list

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager.

compositeTypes.get

compositeTypes.list

deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

resourcemanager.projects.get

compute.instances.

setServiceAccount

iam.serviceAccounts.actAs

iam.serviceAccounts.create

iam.serviceAccounts.list

iam.serviceAccountKeys.create

storage.buckets.create

storage.buckets.get

storage.objects.create

storage.folders.create

storage.objects.list

b. # Google Cloud EiEhE3% o
C. LEEIFHEREMRA YAML 452 -
d. FEHEEIBFTAE geloud iam roles create’ @35 ©



T EHITEERBRIEIL—(E%% TconnectorDeployment) FIEE :
gcloud iam B &1L connectorDeployment --project=myproject --file=connector-deployment.yaml
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T EHEEREBRIEL—E%% Tagent) HIAE !
gcloud iam roles create connector --project=myproject --file=agent.yaml
"Google Cloud X : BZiMEEEHTAB"
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update

##17 "gcloud compute instances create 5<% -

gcloud compute instances create <instance-name>
--machine-type=n2-standard-8
--image-project=netapp-cloudmanager
--image-family=cloudmanager
—--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
—--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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AR N REAER 8.6 £8.10 3.9.50 B{E=HRAS > Podman hR7s 4.6.1
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FEHFERE
METERNE=R
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WER 2 | %4 Podman I Docker Engine
RIBEHNIEERG > RRAIEEZAIEZE Podman 3¢ Docker Engine ©
* Red Hat Enterprise Linux 8 1 9 &8 Podman °
BEELZIRM Podman hRZs o
* Ubuntu & Z Docker 5|2 o
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g4l 3. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©
iii. Z28E “netavark 1 “aardvark-dns {FHUTH% .

dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

%ucni” o

W /etc/containers/containers.conf TNFEE @ BRI BEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|2

B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

TR 3 RIEALE

RELHELE - UEERI e NEIUERES
B RIBUEITIMNBAERE TR ©

\]
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\ https://www.googleapis.com/compute/v1/\ EI2 Google Cloud FHYE R ©
https://compute.googleapis.com/compute/v1 \

https://cloudresourcemanager.googleapis.com/v1/projects \
https://www.googleapis.com/compute/beta
https://www.googleapis.com/storage/v1
https://storage.googleapis.com/storage/v1 https://iam.googleapis.com/
v1 \ https://cloudkms.googleapis.com/v1 \
https://config.googleapis.com/v1/projects

\ https://mysupport.netapp.com B EF e &M A NetApp Sz 1B 3%
#ZAutoSupportsfl& o

\ https://signin.b2c.netapp.com T NetAppZIBATLL (NSS) /&S
AFHTRY NSS ReEHIE ENetApp
Console °

\ https://support.netapp.com ER{5 25 0] & I [AINetApp T 1B 5

#XAutoSupportslE U K IZU Cloud
Volumes ONTAPHIERBEE 3 o

\ https://api.bluexp.netapp.com \ https://netapp-cloud- 7ENetApp Console PR INSEF AR
account.authO.com \ https://netapp-cloud-account.us.authO.com \ 5o

https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com
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1. 7£ Google Cloud FZIIB:TAR :
a. BU—ESEaUTABH YAML X245 8 IR ARRFS IR A R o
b. # Google Cloud EiEhE3% o
C. HEBSFERMRA YAML #5252 o
d. EAEIIBEETAR "gcloud iam roles create #5% ©

WUTEAEFRRBREIL %A Tagent) AR !

gcloud iam roles create connector --project=myproject --file=agent.yaml
"Google Cloud X : ZiEEHTAB"

2. 7£ Google Cloud H 37 IRFSIRSFAL 5 B B I5IRAA ZARFEIRSE ©
a. {t IAM FIBIERRFE - B2 BRFSIRE > BILARFEIRE o
b. & A RRFSIR P SEARE R B R S AR AR o
C. EEEMIMZEIIMNEE o
d. SERFEIEGRTERURIARE -

"Google Cloud X4 : I iRFEIRRE"

3. MRTHTHT AR S NIERRPIEERTRNEZEFRELECloud Volumes ONTAPR#AR » BIRERZEHI SN
ERRANARFIRFIRHE LB RFEVER -

oI > RRER S NEREUNESR 1 F > MIEREEEFE 2 PEIICloud Volumes ONTAPZAR © IR E
RTIAE 2 PRBRFIR A FEUER o

a. 7t IAM FIEIBARTE S » FEEAEEE I Cloud Volumes ONTAPA4ERY Google Cloud 2 ©
b. 7£ IAM HE L » B R FFEVER WiRMHBENFEER o
* IAEHI S IERFBIRENEFE M o
F EEr e EEXNETAR o
- EEETE o
BERAZEME S > sA2R "Google Cloud X"

TR 5 | REHE VPC #E[R
MREERHR VPC REREEBZRFEE S » AIFZEFHFERER -
IEREHBE > B 1AM ERETTAE » ERIRIGEZ R IRERR o
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1. MRIER BRI AERAERA I B L EEZRITH S ATEIRA)  AEFRERATE
deploymentmanager.editor © ¥1RFKISEFRA > NetApp ConsolefSfE FHBERFEIIE S VPCO BN
TR A9 ERE o

2. R BIEARRP NIERANMEIRAG B Z 0 SRS & AR T IR - 7 FEfirewall.create
Mfirewall.delete ° BRI IERI GIRA .yaml HEFF o MREFEAHLA VPC 81E HA Y » B
RIS A VPC1 ~ 2§ 3 BILFHNAEREA - HIFIBEMENE - SE#REANS VPCO B

E‘IJ o

3. #2 Cloud Tiering » 23 ERRFEIR A A BIEARTSIRE _EEA serviceAccount.user B » MIAEERER
ZE4R - BT > INREIEBREERIER serviceAccount.user > BIfEA getlAMPolicy & :AIRFSIRIER A
GRETHERR ©

% 6 % . B Google Cloud API

7 Google Cloud FEFEZEHI S RIEFZN 2A » KERFAZ{E Google Cloud API °

pg

1. EEHNEZREFPAUT Google Cloud API :

Sigy-—hvd
° BimH

FEEIESE V2 API

o BIRERIEE IR AP
° EimHES API
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° BinBIREIESS API
° FHHESIZ API
° Bo#RIAFEELR (IAM) AP

° Cloud Key Management Service (KMS) APl (T E{EH NetApp Backup and Recovery {£E& 5
BEMMERR (CMEK) BARE

° Cloud Quotas API (3 Infrastructure Manager 285 Cloud Volumes ONTAP RFEE
"Google Cloud XX : BtA API"
TR T REEH S RE
FERST R R - ISR LIEE M Linux 1 EFBLEEE0E o
BEREREXR > R EEIL—E Google Cloud HEERRHEIBEREE

ez Al
TREZEBUATRE !

© ZEEZEFISAIEEIB root #R o
* MREF SNERENES SeFNEME » BIRHEARMAEFRSEFASA

TRILEEE R ERRERERRS - EERBERZENREER AR -
* MRARIEEARSFFER HTTPS SRR HMENIE » AIFEE CAEERESE -

@ FERREZEF G RERENR » BEAFERNEARSRTEESE - MIRFELFZAREARSERE
e 0 R AERERRERAMEEERS o 57 7B IR e -

RARSLLIERS
ZEE > MRAMRSETR  EFaRESEHER -

IR
1. MR FH# EETE T hitp_proxy BX httos_proxy RiFEE > FHISEMIES :

unset http proxy
unset https proxy
MRTMFBLERREE > TRRGERK -

2. THEIEEH SRIEHEE > ARG HERE Linux 1 o AT LITENetApp ConsoleTiNetAppZiE48uL T & o
° NetApp Console : FIfF*IERE > BIE > PENIERER > IEIE > FEHZs o

EETHAEREREVERTERELN URL -
° NetApp<#E#lit (WIREERAFIUER QIR > RIFZULAIE) "NetAppstiEsEs" »
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3. DECEITIIARIHERR o
chmod +x NetApp Console Agent Cloud <version>

Hef <version> R FHAIHER & RIBAIHRA o
4 MBEBNERBEREE  BEMRTRE o TROTEAFHRENZERE o
5. JE{TEIMIA o

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

MBEHNBBBEREA SERERA - IBEFERIRN - CALEREBRPHRTERITER -
proxy il ‘—cacert SHERAIEN - RAF GO - NROEHENRBARS - WBBEUFTHRH
ABH -

() NREREERRE TUERERREBETRE - TRABEEEN A

+

N R CA B S /BR EIR A IR FIRSMA

+

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+

--proxy i Console RIBRENUER T Z—BI HTTP 8¢ HTTPS IE{EAR2S -
+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-

name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

nﬁ/iEL/(—F$IE
+ ERAERURAKERENAAERE - HHEEFERE - U%/ETE%HDJ:FETE’J \ASCII i > Console 1t
BEEXTZREE @ FiERELBIEN - NRFHEIUTEFHRFT » ERBEEAIEMN ERF4ER
DUETTE R (& 5!
+ gD
+ http://bxpproxyuser:netapp1\!@address:3128

1. INREEA Podman » BIIEEEEE aardvark-dns EIZIE o
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a. BB SSH EZFRERI & IR EHKES

b. BEEX podman /usr/share/containers/containers.conf t&ZE X {EEX Aardvark DNS ARFSAVE T EIFIE o 4
> BEHENA54 ©

vi /usr/share/containers/containers.conf

fgn :

# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services should
# run on the machine.

#

dns_bind port = 54

a. EFEEIEEIAAIEEEILES o
2. BT o

REGERE > MRCIETE T AEMARES » ZHI 8 ERT (ocom) iSEHMBEIMRK -

()  mmmiss > EEINSEREREH D HRGECARARIE o T R AR o

1. SRR S & IR E R R A0 T FIR Web BIEESZ 8 A LT URL :
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
2. A% REEHEMNE

a. EESHEE A RIBRR MR -
b. HARRHILE o
o EERBEERIBHREE? “TRERSIERAER -

CREZARFIRFIENERERANRE - AABLES BRI AERERX TERIEHE - REETHEER
ZHIRIE N A ZHPERIEIR P BB IRARTSAVESRR: » A ERUAZRER - MMREREAIEE » "KIBL T
ZIRE TRtAFEHENetApp Console" ©

d. SRR o
()  mRmEsl > CANEEDRNRESRENCHIRGE o ' 7 IR AL -

RIS ZEH S CIEEENAYAER] Google Cloud 1REAH#%A Google Cloud Storage f#7F1@ @ G AR
Google Cloud Storage Z#t BENHIRTE Systems B L o "7 EUI{A3EENetApp Console EIE Google Cloud
Storage"
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AWS

B e NIERARRAEAKE - CREEESEAFERERN IAM EREMEFIEZRARSER SiRM
AWS HE[R ©

NREH G RIBRNREES > QIR AERILERESE o [ERREER 1AM B8 o

1. B AAWS FEZERWEEE IAM ARFS ©
2. IR

a. BB SERG > EE T SRR o
b. Y12 JSON IEHEMILRL F PIZ 1251 & AIRH) 1AM 584" o
. FERLEIERS BRI HERS o

RIFEETBIERRINetApp ERIARTS » IERIRER 22 1L 55 —EISRES o

HMRERY, > RO MHIEMEREET o Bt AWS B RBHNRAF AR > HItEEmESR
B% o "TRRARIIEHIEHEN IAM REEHNEZER" ©
3. REEHIMNE] IAM ERZE o
° "AWS XfF I Z1 IAM A"
° "AWS X4 @ FrBANMIER IAM BER"
4. BREAEREFINERE S UEREES S REREEIEENetApp Console ©
MER

TIRERZER RAFTRERN IAM £RAENERER - LEREFSAERNE > (HIEH e L /RER
R & IR R o

Azure

HEH ARIIRR AR  (REISBTE Microsoft Entra 1D FRREARFS M EVE A A RIZT2R
FiFBHY Azure BEBACA I KIERSUR I Azure IR -

B ARERAENFEUESIR Microsoft Entra FEFRTEL
1. FE{RIZTE Azure FEAEIL Active Directory FEFITER Wi % FE IR IS kA A B AVHEIR -

BREHAE R » 3328 "Microsoft Azure {4 . PFREER"

2. ft Azure AOABLLRIEY Microsoft Entra ID ARFS o
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|
Microsoft Entra ID (1)
Services
@ Microsoft Entra ID @ Microsoft Entra
I Central ser{rl:l instances for SAP solutions . Microsoft Entra

3. TEIEEET » EiF AR EM

4. BEEREEM o

o IEERREAENFEEN
° %l L MARRARERNGE -
° HRPERE | EEIRF AR ((EEEEERRTLAENetApp Console—#ERER) ©
° EXEM URI : ERTLGRIERAIEEZE o

6. BEE I o

WEEIL AD FERRRIIAARFSERE -

RERREEREAE
1. BIUBTAG !

FAE o EoJLUEA Azure AO#8LL ~ Azure PowerShell ~ Azure CLI 8% REST API 37 Azure B:]A
& o T ERERIMAER Azure CLI BIZIAE® - MNRECHEZFEREMSGE » 5520 "Azure L4

a. EREF S UEERN B A BER LR EFIFRET JSON EEF
b. $ZEBr& Azure 5]BY ID I ERI D ECEEZRIELK JSON 18 ©

EREZAEAEREFEIICloud Volumes ONTAPRARHYEE Azure TRIHIZ ID ©

BlF

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

C. f§F3 JSON H&EZE1E Azure PEV B TA® ©

LU T B2 :RBAUN{aI{E RS Azure Cloud Shell 4 Bash EIiIA® ©
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" B8 "Azure EiRSPER"AEEE Bash IR ©
* {5 JSON #EZ -

Bash vio ? @ Go D
Requesting a Cloud Shell.sy S
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

 {&F3 Azure CLI BIIB:TA® .

az role definition create --role-definition agent Policy.json

RECEZE—ERA NEFSRES) NBTAR » AILIREIERGER o IRERESS -

2. BEAEIMERGAS

V]

o o

0]

. 1t Azure AO4BLBIEY Subscriptions ARTS o

EEEETR o

EEEEEUES) (IAMY > Frig > il A e 9 o

- TEAEMEET  EEESI SRR AT EE T D o
- 7E TERE) FEH » TRUATEER :

- RIFEI (ERE - BRI o
- EEEEIERE" o
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

- RERARENRME -
LR 2—fEflF

Select members %

Select (10

| test-service-principal

test-senvice-principal

i "

- EEERERIEE S -
BT
LB OE: -

ARFS EREIRERAREIEH S R IEZIF R Azure HE[R o

MRIGHEENEZE Azure sTRIEFE Cloud Volumes ONTAP > Bl A B ARTS T AEHIE 2 SEE TR -
7ENetApp ConsoleH » {RE]LUEEERZE Cloud Volumes ONTAPBRFEFHAIETRT o

#12 Windows Azure fRFSEIE API 1R
1. #£*Microsoft Entra ID*IRFSH » #E#E*App Registrations* 1 2 ATET o

2. FEEAPI| B[R > FrIgREFR* o
3. £ Microsoft APlJ T » % TAzure IRFEEIE) o
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FEEZDUABERE S D FR Azure IRFSEIR » ABEE IR -

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search

PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S AEXNEAEZNIDAM B RID
1. #£*Microsoft Entra ID*IRFSH » #E3F*App Registrations* W EIZEATEL o

2. EREARER (FPiR) IDF*E& FHAR) ID*°

@ Delete @ Endpoints

0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

i Azure IRPFTIEEIERI G5 - CRBRMEMEAERX (BRI ID NEAEXNBEE FEARF) ID-
ERISFER ID ERXRSAAREA °

ERVE IS 17 20

. BIEY*Microsoft Entra ID*BRFS ©

2. EE AR M SR ERRER o
3. B RSB >IE P IR E" o

4. SRR RSRANHERER] o
5
6

—_

- SRIFHIE o
- EHERIRHERNE
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE Copy to clipboard
test secret 8/16/2020 *sZ1j5e2By:D*-ZRoVANLFdACYT:+OvA [}
— Uy
[l jg L\ hY
FEhLaEITH A IR

EIEFHLEITHARIER > CEEEFLCHOMSBIREBUGEREENR « fEE—A Linux #25 >» THEEZRE:
Podman ¥ Docker > EEURFEHY Linux fEERER ©

Z#t Podman I Docker Engine
RIBEHNIEERG > RREARIEELZAIEZE Podman 3 Docker Engine ©
* Red Hat Enterprise Linux 8 1 9 & Podman °
BEEZIEM Podman hZs o
* Ubuntu % Docker 5|% o

B EZIEM Docker Engine hRZs ©
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#4l 4. T

Podman
AIREBU T RZEMEKE Podman :

* B EREh podman.socket ARFS

s Zitpython3

* %4 podman-compose EffhR7s 1.0.6

* #% podman-compose 1A Zl PATH IRIZ &=

* YR FEA Red Hat Enterprise Linux * ;555 &HY Podman hRZSfEAIE Netavark Aardvark DNS TR
= CNI

@ LEARIERENVERAE aardvark-dns BIZIE (FARE 1 53) » LUES DNS ZEIFRER - %R
REABCEERE o

1. IR EH LT podman-docker Eff » FHHEEMIFR o

dnf remove podman-docker
rm /var/run/docker.sock

2. %% Podman ©
A UE /5 Red Hat Enterprise Linux 77/EE{§ Podman °

a. ¥ Red Hat Enterprise Linux 9.6 :

sudo dnf install podman-5:<version>

Hrh <version> 28 IEELEEM Podman ZIBMRRZA o &L IERY Podman iRZs °

b. A Red Hat Enterprise Linux 9.1 = 9.4 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELEER Podman Z1BRIRRZS - &EELZ1ERY Podman higZs o

C. ¥} Red Hat Enterprise Linux 8 :

sudo dnf install podman-4:<version>

EHrh <version> BB IEELRER Podman Z1BRIRRZS - EEZIERY Podman hgZs o
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3. BRI IEE podman.socket ARFS ©

sudo systemctl enable --now podman.socket
4. L4 python3 o
sudo dnf install python3

5. MRTHNARK LIZRE EPEL HEFEE » FEEE °

LT B ENEMR > A% podman-compose BJ#{¢ Extra Packages for Enterprise Linux (EPEL) 7z
B3 o

6. YNREMA Red Hat Enterprise 9 :

a. ZREPELTFREHRES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. %% podman-compose Eff 1.5.0

sudo dnf install podman-compose-1.5.0

7. YNR{FEFAMIE Red Hat Enterprise Linux 8 :
a. REEPELFAENES -

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. 224t podman-compose Eft 1.0.6 ©

sudo dnf install podman-compose-1.0.6

fEF “dnf install 5% Mm% podman-compose Hii E PATH IRIEEHMIEXR o Lt
(D $5%#& podman-compose Fi&ZE /usr/bin * EELLEISTE secure_path’ T _FRYE
IE o

C. YN fER Red Hat Enterprise Linux 8 » :558:5 &8 Podman kA~ 2B EAEA Aardvark DNS 89
NetAvark A& CNI °
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i BBRITUTHSIHEIEH networkBackend BEBERES CNI
podman info | grep networkBackend

i. Y1ER networkBackend :RES CNI * REEKHENS netavark ©

iii. %24 netavark # “aardvark-dns R Ta% :
dnf install aardvark-dns netavark

V. TR “/etc/containers/containers.conf {8 ZE &2 network_backend EEIELLfF M “netavark A

IEE“Cni” o

U8R /etc/containers/containers.conf NEE ’ :EEECBEEES

*/usr/share/containers/containers.conf ©

V. EHRIEN podman °

systemctl restart podman

vi. R TSR networkBackend IRTEE E XA “netavark” .

podman info | grep networkBackend

Docker 5|%
B8 Docker B9 %% Docker Engine ©

1. "& & Docker ByZgE:RER"

A IKER D BR R A< 3R Docker Engine RS © 57 ZEERAMIRE » RBER SFXIEE -

2. E3:% Docker @B BRI IETEETT ©

sudo systemctl enable docker && sudo systemctl start docker

FEREEH GRIE

EAHIRA Linux 1 E T E 22846 & RIEEEE -
ez Al

TEZABUTRA :
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products
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Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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