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FilterBy - namespace | kube * X
Create wildcard containing "kube"
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Kubernetes Service (aks) Google Kubernetes
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1. ZBAERERTE_https_proxy F/5{_https_proxy IBIS&E
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export https proxy=<proxy server>:<proxy port>

. MRIEERENProxyBAAEE (ERERME/ BB BT Mm<

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled
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7E operer-deployment.yaml| FAREEES IS EE IE « WEKFIE A2 B UEREIIFAE Docker #7FEE ©

image: <docker repo of the enterprise/corp docker repo>/kube-rbac-
proxy:<kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

£ operer-config.yaml 4REE AgentConfiguration ~ LU PRFTEYEIBIRE repo (U E o AIEHNFAB REREEILN
A9 imagePullSecret ~ MNEFAME K « 552R https:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation for
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository[using a custom or private docker repository].

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig
UNRITZZE OpenShift 4.6 SLEFhRAS_E#1T -« BIAZBTE operer-config.yaml H4zEE AgentConfiguration ~ 7 BE
EXF runPrivileged &€ -

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true
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Data Infrastructure Insights 2 Kubernetes &1t * Kubernetes Monitoring Operator*
o BB ZE * Kubernetes > Collectores > +Kubernetes Collector* A EFEHAVEE T o

%&£ Kubernetes Monitoring Operator 2 &

ZHE G FH4R Kubernetes Monitoring Operator Z Bl » 55T 2R S0 &4 XS ©
Z % Kubernetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemnetes Operator to send cluster information to Cloud Insights.

Select existing APl Access Token or create a new one

KEY2024 (,..owEMNdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

£ Kubernetes %% Kubernetes Monitoring Operator Agent BJ % :

1.

8.

MAM—RRELEN G RZER o WREFAHEREFAIH Kubernetes BH F » sAEAERNEEREM S
B[ o
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MREEBIHLEHEE ?’E%&EFHEI’J MR HEXR ER ~ i HBEA bash Shell MEANLAIT o FAGHEEN
FERkE ~ sA HEHE ,L':E’Jﬂ\ﬁ{a%ﬁr RIS METT BRI RVAZEC R BRI S 4548 © B3 operer-
deployment.yaml FEYERTE ~ LUK operer—conf/g. yam| PEAIBIRGEEFEERTE ©
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BEIEMZE Insights Kubernetes Es1ZE FPI{EEL1Z o440 A ¢
cBEES
© HEERMAESIE (BEF)
* EEcs GEA)
* BED GER)

RIEFER ~ B8 Kubernetes WG 23 ER G BRI LAUERTH ; WREREAFEFEWERBITTH « LRAILUAIE
E Kubernetes > Collectors * ABNEEARAIRIWESS =85 IhieRPER EXEE) - SHER -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ RO [Tl = lter..,

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A o l.@ Rodiviieplovent

SHEETESETHRIBANAR « LA RIGRERFAREAXRESRITH

kubernetes

Modify Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
WMRTEFHE AgentConfiguration

* ERFAEEFHNRMERT -
° FEREERANZ AN ARRE BT #EFE

N AgentConfiguration RZTE -

=] REZ=

* 5Asc FPEMERRIERRAENEERE (NRENHRERTERRN NetApp B ~ FAEERNS
HZERE)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

* BURAERFIEGD WRENHRZERTEERA Netapp
ERIEINAE ~ SR B ERA R ZER)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, fRRZES>IHAENERF o

* <<installing-the-kubernetes-monitoring-operator, ZEESSRITAVER T ©

o SAIERERMEE LTS
o TELERFTRY Operator YAML 1&ZE 2 % ~ 585t agent_backup.yaml FRERIEETIEREZE TEMN
operator-config.yaml - A BEITIHE o

° FEAREERANZMIENI A SSRE BT #EFE

{S1E B E) Kubernetes ESiZi2(ES

HEZ1E Kubernetes E5iTi2(ES .

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0

EER#E) Kubernetes Monitoring BHEF

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1
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#P% Kubernetes Monitoring Operator

#EE - Kubernetes Monitoring Operator B9F8:%dn & ZEfIZ  NetApp-Monitoring 1 ° IREERE B SR
57~ AEEERBTEURMIEREG T ERPIRAZHBZEM o

FIfEF 5 en < PR AR EOTAR A B BEIEIRF S ©

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREZRFERETHEBmRERF « AR ER :

kubectl delete ns <NAMESPACE>
WRF—(Edn<ERl RAFER -~ ARETIIET MRS ERREEITIRIES o

KEFEHITTIEEGS - REERMNZEERME « Hh—Ea<aggEh ARt AR - BEAEH
FEERRL RS -

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

MRFRERILZEMATRE

kubectl delete scc telegraf-hostaccess

B Kube-state5iZ
NetApp KubernetesBsiTi2(EE L4 H D IKube-&5 1512 « LB GBI H MBI TES S L& o

UNEARH Kube-State-Metrics BB > s5RR"4E" o
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RIE | BEJREE
BEEERESEIEREFAERE « £/ Proxy ~ EABHMAEANRERFENER OpenShift WAARTE o
AERGEEIR

R IECABERE FITE AgentConfiguration BE]BIRFEITRE © [RILIMREE operer-config.yaml 1858 ~ 7EEREE
BFZRMRBILER - IERE S REREREEE - MBERMIRNERF > F2RBE R ANRE"

THAIUER TR EMBEER F 2 RIFEILER :

kubectl -n netapp-monitoring edit AgentConfiguration
EEHECHENESEERENEE R AgentConfiguration » BHHITFSL :

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED THERKREMEMREE ( NotFound ) J B ~ BIKBELARCHEER « ARFER

AgentConfiguration ©°

% EProxyz1g

IEA] A TE M 5 ERFE A £ Proxy 2RZ4E Kubernetes Monitoring Operator © 3Z4E A SE 2 BRI S IEIL
AIProxy &4t :

s PUTLEEXIBRE (FA TcURL . ) BFEE Proxy ~ LFBITIERER RPNAKREEFZEEM Data
Infrastructure Insights &%

* B1Z Kubernetes =& B {T Data Infrastructure Insights IR1Z@:AFFER Proxy
WMERE(ER L E—FEHmED Proxy ~ &7 L8 Kubernetes Operating Monitor ~ fEAZBSCHEE 8 Proxy
BERE AT Data Infrastructure Insights IRIE#EIT RIFHVE - MIREHERIEEMRSS ~ METURBEZRE
EHFAMEARES / VM 77EY Data Infrastructure Insights ~ BIIf&#Y Proxy FIREE IEFERRE ©

H AR %5 Kubernetes fEE R4 Proxy ~ EZEERFZA) ~ sBARE _http (CIEFRIARES /https LIEEAR

2 _ IRIREH - R LLProxyIRIEH ~ TR Aeth B E SR E_no_proxyEnvironments &8 o
EERTEY - ATRH * L * 28 Kubernetes Monitoring BHEFZ /i * $I1T 5 FEF :

1. ZBEFIERERTE https_proxy H/3%_https_proxy IBIS&E
a. MRIEERENProxy8 a5 (FRAERE/ZE) - BRT TGS :

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERERHE/ BB FRTHSH< -
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export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

$15% Kubernetes &5 AL Data Infrastructure Insights IR1E@EAY Proxy ~ AERETFAIAIET 2% « £
Kubernetes Monitoring Operator ©

7EEBE Kubernetes Monitoring Operator Z Bl ~ 557t7E operator-config.yaml Hs%E AgentConfiguration B
Proxy BEE% ©

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

AR A AR EHEE

IR¥EFEER  Kubernetes Monitoring Operator &4 Data Infrastructure Insights {#7ZEHHEENA 2305 o IR
£/ Kubernetes REMARIEERE - BZEREXTEAENBETHFIAE Docker EFEH A2 S i PIREVA 23
& « B ZE8E Kubernetes Monitoring Operator Fr MY 23 72U o

1 NetApp Monitoring Operator Z&E/5IRHIT TFRIRENR &1 o Lbd S EE A Data Infrastructure Insights &

T ~ AL RMEEFRA EMBEKM « 2% B M Data Infrastructure Insights 12 o HHIRVERES ~ sAEIAIRE
M#EFEEFEN o o G THIRFEMERNMERR « RITERILE - A2RTH - REELEZAHNA

ZIVEBEINAER Kubernetes 2512

* NetApp B
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* CI-KRBA-Proxy

* Cl-ksm

» Cl-Telegraf

* #% distrouse-root FAE

SEfracEk

* Cl-Fluent fii7t

* Cl-Kubernetes-event-Exporter
MR RN AE L th ]
* Cl-net-#iz&

RIEEEZEA] ~ 3§ Toperator) SRIBREFGHETIEH TTAB/AHE/ B2 RIBREHERE - BREHEERE
FRiE e AR R A AR & AZEC F0 B 8RR 1E £ Data Infrastructure Insights {772/ R HIBEIZSCH B SRR IS —3 o

£ operer-deployment.yam| RAREEESITEEE IE « MIEKFAIBE IR BRUER EHIFAR Docker fETFE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

7£ operer-config.yaml F#4z#E AgentConfiguration ~ MR PEFTHYAEIRE repo (i E o AIEHNAMEREERILN
8 imagePullSecret ~ MNFEFMME R « 552 hitps.//kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig

MREEE OpenShlft 4.6 S EHARAS_E81T ~ BIAZBTE operer-config.yaml F4REE AgentConfiguration ~ 7 AE
EXA runPrivileged &€
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftA] SE G BIFERINNLZBAR ~ U HE FLEKubernetesTHHITFEY ©

RNEMTHR

NetApp-Cl-telegraf-DS ~ NetApp-Cl-Fluent-bit-DS #1 NetApp-Cl-net-#822%& -1 4-DS e BIE=ETHEE
EiRL EHFE—(E Pod ~ UEIEFEUEFIBEIRL ERVEBR - BERHRIEERERASTRELEEHM * 58/ * - IRE
EEs LA E TR B E RS » WEMELE Pod 7EEEENRS LIETT > BInJURELSRRIE *AE * '
AgentConfiguration 1" o IR ER BT/ SHERERETHMAEE « SN BEEIREESHBETHIEHKEN
BERINAE ~ UEBFERHITIRIES Pod ©

BEEE Z R Kubernetes "S5 4L EA " BYEE T ©

3R[E]" NetApp Kubernetes EsiZi@EE L * BE"

BRI R st

HE PR Kubernetes Monitoring Operator 12 1RE{E = SR AIEIR ~ SRTEZEE 2 A1 ~ 1 operer-setup.yaml 1&
ZPRIBRTHER

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

MRZBFAR ~ B REEETRHFER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

WMREEEE D ~ s518EK AgentConfiguration Y, operer-config.yaml UBCHE B SR & ERAIEME - WEEEE
HEETES kindsTolgnoreFromWatch : T Secrets | © :5E B UILITHES|SEFEES SEMFEMNMLE

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
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Ez% Kubernetes ESiTiREE R G5

REE MG R HIBENFIAERAMEI9H NetApp HE o BAIUEZEFIFER COKE T AFEHEEMG > oF
& Kubernetes A28 o MNFEELFME R "Kubernetes X 4" » 5520 ©

BREEREELANAFESRAIERZERFEZESRN _ EEN | RIRFERE LEELHAERHEE > IR
BRELRER _ TR

AEFYRETERES  AAT TR

1. B HIT TRAREEER B

2. HIFHRTE » SRER T ARFERR

3 HEFHAELARER (B89 DIl BREEE pub)
4. £ CO%EZE KEET R - A2 RUTHISERER

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

SERE AR

WMRIGTERTE Kubernetes ESiFIRFERFBZIRIE « ;RER F3IEIE ©

R A

HKE TR EIKubernetestH&Volume BB FEM B IRfEEFSR ARKERS RERLEIRAN TelegrafIEIEZRN « REBE

& 2 BRVEBEALELR - FMKubernetesiFEVolume FZE R TelegrafYIEFET o WA ZEREA Telegraf

FERFFRRESNELIBRETE © 2.0 hREXEHThRES ~ B EEBEIERAY Kubernetes
= EEFRME - LUETF Data Infrastructure Insights ©
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7EKubernetes t ~ A Telegraf ReplicaSet pod#Rss T
Hl)$&52  [inputs.prometheus]&zRin plugin : Could not
load keypair /etc/Kubernetes /pi/etcd/server.crt

. letc/Kubernetes /pi/etcd/server.key . open
letc/Kubernetes /pi/etcd/server.crt B $##EiE 1 HIHEZE
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Grep -l pp (FEREETRIRAZEMIER)

MREEBIH B RIBREHEFE « BHRETE
Kubernetes Monitoring Operator IEFER¥:4; ~ FLEIAES
Eﬁ?ﬁ‘%ﬁ’é%’ﬁ o FEFRE L EHBNRERR / AABR
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kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

ENaE I

Telegraf ReplicaSet Pod ] fE35E 2 F B R ok etcd B A
L#117 o N8R ReplicaSet Pod kR 1EE P —{EEIEL_E#
17~ TR g WS LR o BRI ERY etcdEiRh
EEAERE - IRE - AU ENSTEE
ZETelegraf ReplicaSet * Telegraf-RS o #40 - 47
#BReplicaSet... kurbectl4REERS Telefra-RS ... ~ i
HENRFTEEERE o AR EMEIEIReplicaSet
Pod °

WMRIEH Kubernetes BEIETE#IT Pod Z2HK (
PSP ) B Pod £%5FA] (PSA) - RIEHEARE
EHTHY Kubernetes BEiXEiEH o BIKER TIIFERHAR
EBRIXIE PPIPSANEER @ 1.HIRLEFAIRE
PE21EE | kebectl delete agents NetApp NetApp -n
NetApp B53% kebectl delete ns NetApp B51ZF kebectl
delete crd agents.monitoring.clusterrolebinding agent-
manager-rolebinding agent-proxy-roleagent-
rolebinding admin-rapproxy-rateagent-bindingleagent-
bindingleadmin-
rolecinglecinglecinglecinglecinglecingle. 2 2L R ki 4

MEHERE o

1 ERATY e <LARENIEFZIL © kubectl -n <name-
space> fRERIEREN 2.4 EEZE2HRR ZR
2 Bl o EEEHE Pod 2 H5FH Pod Z2
o]~ W ARAFEEEETIHE o« FHTIMSETHRST
. kubecll Get PSP (FEEERPodZ 2 M RRIE#b%

) kbecll Get all -n <#p%4 ZEfE>

H35 lmagePullBackOff] $H:R

BOEIEIRFE A B A RMRE « BRIRISX AR BN TAR
REE o

Operator 5% 2= HY Net-Oborative (T{FEEEIFE
) Pod fili? CrashLoopBackOff
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JELE Pod HENERPTREMN TERHBRERK
&R - FEATIAE | BEHP—E Pod BYEEEE
LUBESRREAZ MRS © IS0 : —-('CI-i8 7 -id"" (SH9TA
F -id" ~ "collector % " © "Your -k8s-cluster %78 "
~ "Environment : "prod" -~ "Level" : "error" ~
"msg" : BRI o [RA : #lhis 3.10.0 BN RE
ZOhRZS 4.18.0 ~ "Time" @ "2022-11-
09T08:23:08Z"} --- » Net EiZ#E Pod E3K Linux &1l
RRASZED% 4.18.0 © EAE S "uname -r " EEERZORR
7~ WHEE T >=4.18.0

128 K8S £EHIRL FRIRMIRE 737 ZEFMETTIE
ZAERERE « SRR ERERREEERHE (
NTP) % EMEREEIBE (SNTP) RPN
I3 ERYBRY o
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1T Pod o st TEEHY MEEH] ARRER Pod ~ WiGE
LS4 CPU IiCIBRRERRE - RENEPAET
B ESCIERSH CPU

LS BE RAEELENNEEE « B Telefra-Rs_
podE_ksm_ pod EXENZ RITAERIBNR A G IR - Fir
BPod#TERITH « BEASEZEFLE ©

B5% Kubernetes ks (B kubectl version)
RE v1.2x HEEIRE  EETEHAIIRE

#l o Kubernetes Monitoring Operator Z8&# kube-
state EE2HRA{E£1E v1.cronjob ° {EF Kubernetes
1.2.x BRIATHRZSEF « cronjob BIE% vibeta ©
cronjob. ALt + kube KERE 2 EXE] cronjob B
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4REE AgentConfiguration 8 Teledraf @EL ~ Wi
dockerMetricCollectionEnabled %7 false ° HREAzF4H
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“kubectl -n netapp-monitoring get
pods

awk {print $1}'

FEZ Kubernetes Monitoring Operator Z8&#J Pod
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BRARTARRRERL ~ EE NetApp-Cl-kube AREEISIZ
Pod EARNENS EE L - BRIKNREDSH « 4HEE
B kERZE NetApp-Cl-kube AREEISIZEY o

NetApp-Cl-kube-state $51% Pod 7E#1T Kubernetes 1%
TEE AR B EIERRE iSRRG ER (RIEREE
g o
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BEARE « /A% maxEventAgeSeconds | AYET
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grep event-exporter

sed 's/event-exporter./event-exporter/”

FE% T NetApp-CI-EVENT - Exporter | 8 [ EVENT -
Exporter | © ##TF2K » REEEFRIERERN kubectl
-n netapp-monitoring edit agent ’ WEZRE
log_file BB > URBR E—FHIXFINBEESGHEHER
Pod %478 - EAREHIER « log_file FEZRER |
/var/log/container/NetApp-Cl-event-Exporter.log |

g [ /var/log/containers/event-Exporter.log |

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- lvar/log/containers/netapp-ci-event-exporter*.log
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VB EFAY  fsnotify_settings -
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sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>
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EERTIITHA /etc/sysctl.conf

fs.inotify.max user instances=<so
mething larger than current
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fs.inotify.max user watches=<some
thing larger than current setting>
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apiVersion: monitoring.netapp.com/vlalphal
kind: AgentConfiguration
metadata:
name: netapp-ci-monitoring-configuration
namespace: "netapp-monitoring"
labels:
installed-by: nkmo-netapp-monitoring

spec:
# # You can modify the following fields to configure the operator.
# # Optional settings are commented out and include default values for
reference
# # To update them, uncomment the line, change the value, and apply
the updated AgentConfiguration.
agent:
# # [Required Field] A uniquely identifiable user-friendly
clustername.
# # clusterName must be unique across all clusters in your Data
Infrastructure Insights environment.

clusterName: "my cluster"

# # Proxy settings. The proxy that the operator should use to send
metrics to Data Infrastructure Insights.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#configuring-proxy-
support



server:
port:
NOProxy:

#

#

#

#

# username:
# password:

# isTelegrafProxyEnabled:

# isFluentbitProxyEnabled:
# isCollectorsProxyEnabled:

[Required Field] By default, the operator uses the CI repository.

+H =
+H =

To use a private repository, change this field to your repository
name.

# # Please see documentation here: https://docs.netapp.com/us-
en/cloudinsights/task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: 'docker.cOl.cloudinsights.netapp.com'

# # [Required Field] The name of the imagePullSecret for dockerRepo.

# # If you are using a private repository, change this field from
'netapp-ci-docker' to the name of your secret.

dockerImagePullSecret: 'netapp-ci-docker'

# # Allow the operator to automatically rotate its ApiKey before
expiration.

# tokenRotationEnabled: 'true'

# # Number of days before expiration that the ApiKey should be
rotated. This must be less than the total ApiKey duration.

# tokenRotationThresholdDays: '30'

telegraf:
# # Settings to fine-tune metrics data collection. Telegraf config
names are included in parenthesis.
# # See
https://github.com/influxdata/telegraf/blob/master/docs/CONFIGURATION.md#a
gent

# # The default time telegraf will wait between inputs for all plugins
(interval) . Max=60

# collectionInterval: '60s'

# # Maximum number of records per output that telegraf will write in
one batch (metric batch size).

# batchSize: '10000'

# # Maximum number of records per output that telegraf will cache
pending a successful write (metric buffer limit).

# bufferLimit: '150000"

# # Collect metrics on multiples of interval (round interval).

25



# roundInterval: 'true'

# # Each plugin waits a random amount of time between the scheduled
collection time and that time + collection jitter before collecting inputs
(collection jitter).

# collectionditter: '0Os'

# # Collected metrics are rounded to the precision specified. When set
to "0s" precision will be set by the units specified by interval
(precision) .

# precision: '0Os'

# # Time telegraf will wait between writing outputs (flush interval).
Max=collectionInterval

# flushInterval: '60s'

# # Each output waits a random amount of time between the scheduled
write time and that time + flush jitter before writing outputs
(flush jitter).

# flushJitter: '0Os'

# # Timeout for writing to outputs (timeout).

# outputTimeout: '5s'

# # telegraf-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# dsCpuLimit: '750m’'
dsMemLimit: '800Mi'
dsCpuRequest: '100m'
dsMemRequest: '500Mi'

H H= H*

# telegraf-rs CPU/Mem limits and requests.
rsCpulimit: '3"

rsMemLimit: '4Gi'

rsCpuRequest: '100m'

H H= H= H H*

rsMemRequest: '500Mi'

=

# Skip second run of processors after aggregators
# skipProcessorsAfterAggregators: 'true'

# # telegraf additional tolerations. Use the following abbreviated
single line format only.

# # Inspect telegraf-rs/-ds to view tolerations which are always
present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# dsTolerations: "'

# rsTolerations: "'



# If telegraf warns of insufficient lockable memory, try increasing
the limit of lockable memory for Telegraf in the underlying operating
system/node. If increasing the limit is not an option, set this to true
to instruct Telegraf to not attempt to reserve locked memory pages. While
this might pose a security risk as decrypted secrets might be swapped out
to disk, it allows for execution in environments where reserving locked
memory 1s not possible.

# unprotected: 'false'

# # Run the telegraf DaemonSet's telegraf-mountstats-poller container
in privileged mode. Set runPrivileged to true if SELinux is enabled on
your Kubernetes nodes.

# runPrivileged: '({{

.Values.telegraf installer.kubernetes.privileged mode }}'

# # Set runDsPrivileged to true to run the telegraf DaemonSet's
telegraf container in privileged mode

# runDsPrivileged: '({{
.Values.telegraf installer.kubernetes.ds.privileged mode }}'

=

# Collect container Block IO metrics.
# dsBlockIOEnabled: 'true'

=

# Collect NFS IO metrics.
dsNfsIOEnabled: 'true'

=

# # Collect kubernetes.system container metrics and objects in the
kube-system|cattle-system namespaces for managed kubernetes clusters (EKS,
AKS, GKE, managed Rancher). Set this to true if you want collect these
metrics.

# managedK8sSystemMetricCollectionEnabled: 'false'

# # Collect kubernetes.pod volume (pod ephemeral storage) metrics.
Set this to true if you want to collect these metrics.
# podVolumeMetricCollectionEnabled: 'false'

# # Declare Rancher cluster as managed. Set this to true if your
Rancher cluster is managed as opposed to on-premise.

# isManagedRancher: 'false'

# # If telegraf-rs fails to start due to being unable to find the etcd
crt and key, manually specify the appropriate path here.

# rsHostEtcdCrt: "'

# rsHostEtcdKey: '

# kube-state-metrics:
# # kube-state-metrics CPU/Mem limits and requests.
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cpuLimit: '500m’'
memLimit: '"1Gi'

cpuRequest: '100m’'

+H H= H= H

memRequest: '500Mi’

# # Comma-separated list of resources to enable.

# # See resources in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# resources:
'cronjobs, daemonsets,deployments, ingresses, jobs, namespaces, nodes,persisten
tvolumeclaims, persistentvolumes, pods, replicasets, resourcequotas, services, s
tatefulsets'

# # Comma-separated list of metrics to enable.

# # See metric-allowlist in https://github.com/kubernetes/kube-state-
metrics/blob/main/docs/cli-arguments.md

# metrics:
'kube cronjob created, kube cronjob status active,kube cronjob labels, kube
daemonset created, kube daemonset status current number scheduled, kube daem
onset status desired number scheduled, kube daemonset status number availab
le, kube daemonset status number misscheduled, kube daemonset status number
ready, kube daemonset status number unavailable,kube daemonset status obser
ved generation, kube daemonset status updated number scheduled, kube daemons
et metadata generation, kube daemonset labels, kube deployment status replic
as, kube deployment status replicas available,kube deployment status replic
as_unavailable, kube deployment status replicas updated, kube deployment sta
tus observed generation, kube deployment spec replicas, kube deployment spec
_paused, kube deployment spec strategy rollingupdate max unavailable, kube d
eployment spec strategy rollingupdate max surge, kube deployment metadata g
eneration, kube deployment labels, kube deployment created, kube job created,
kube job owner, kube job status active, kube job status succeeded, kube job s
tatus failed, kube job labels, kube job status start time, kube job status co
mpletion time, kube namespace created, kube namespace labels, kube namespace
status phase, kube node info, kube node labels, kube node role, kube node spec
_unschedulable, kube node created, kube persistentvolume capacity bytes, kube
_persistentvolume status phase, kube persistentvolume labels, kube persisten
tvolume info, kube persistentvolume claim ref, kube persistentvolumeclaim ac
cess mode, kube persistentvolumeclaim info, kube persistentvolumeclaim label
s, kube persistentvolumeclaim resource requests storage bytes, kube persiste
ntvolumeclaim status phase, kube pod info, kube pod start time, kube pod comp
letion time, kube pod owner, kube pod labels, kube pod status phase, kube pod
status ready, kube pod status scheduled, kube pod container info, kube pod co
ntainer status waiting, kube pod container status waiting reason, kube pod c
ontainer status running, kube pod container state started, kube pod containe
r status terminated, kube pod container status terminated reason, kube pod c

ontainer status last terminated reason, kube pod container status_ ready, kub
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e pod container status restarts total, kube pod overhead cpu cores, kube pod
_overhead memory bytes, kube pod created, kube pod deletion timestamp, kube p
od init container info,kube pod init container status waiting, kube pod ini
t container status waiting reason,kube pod init container status running, k
ube pod init container status terminated, kube pod init container status te
rminated reason, kube pod init container status last terminated reason, kube
_pod init container status ready, kube pod init container status restarts t
otal, kube pod status scheduled time, kube pod status unschedulable, kube pod
_spec _volumes persistentvolumeclaims readonly, kube pod container resource
requests cpu cores, kube pod container resource requests memory bytes, kube
pod container resource requests storage bytes, kube pod container resource
requests ephemeral storage bytes, kube pod container resource limits cpu co
res, kube pod container resource limits memory bytes, kube pod container res
ource limits storage bytes,kube pod container resource limits ephemeral st
orage bytes, kube pod init container resource limits cpu cores, kube pod ini
t container resource limits memory bytes, kube pod init container resource
limits storage bytes,kube pod init container resource limits ephemeral sto
rage bytes,kube pod init container resource requests cpu cores, kube pod in
it container resource requests memory bytes,kube pod init container resour
ce requests storage bytes, kube pod init container resource requests epheme
ral storage bytes, kube replicaset status replicas, kube replicaset status r
eady replicas,kube replicaset status observed generation, kube replicaset s
pec replicas,kube replicaset metadata generation, kube replicaset labels, ku
be replicaset created, kube replicaset owner, kube resourcequota, kube resour
cequota created, kube service info, kube service labels, kube service created
, kube service spec type, kube statefulset status replicas, kube statefulset
status replicas current, kube statefulset status replicas ready, kube statef
ulset status replicas updated, kube statefulset status observed generation,
kube statefulset replicas, kube statefulset metadata generation, kube statef
ulset created, kube statefulset labels, kube statefulset status current revi
sion, kube statefulset status update revision, kube node status capacity, kub
e node status allocatable, kube node status condition, kube pod container re
source requests, kube pod container resource limits, kube pod init container

_resource limits,kube pod init container resource requests'

# # Comma-separated list of Kubernetes label keys that will be used in
the resources' labels metric.

# # See metric-labels-allowlist in https://github.com/kubernetes/kube-
state-metrics/blob/main/docs/cli-arguments.md

# labels:
'cronjobs=[*],daemonsets=[*],deployments=[*], ingresses=[*], jobs=[*], namesp
aces=[*],nodes=[*],persistentvolumeclaims=[*],persistentvolumes=[*], pods=]
*],replicasets=[*], resourcequotas=[*],services=[*],statefulsets=[*]"

# # kube-state-metrics additional tolerations. Use the following

abbreviated single line format only.
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#

# No tolerations are applied by default

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# tolerations: '

# # kube-state-metrics shards. Increase the number of shards for
larger clusters if telegraf RS pod(s) experience collection timeouts

# shards: '2'

# # Settings for the Events Log feature.
# logs:

# # Set runPrivileged to true if Fluent Bit fails to start, trying to
open/create its database.

# runPrivileged: 'false'

# # If Fluent Bit should read new files from the head, not tail.

# # See Read from Head in
https://docs.fluentbit.io/manual/pipeline/inputs/tail

# readFromHead: "true"

# # Network protocol that Fluent Bit should use for DNS: "UDP" or
"TCP" .

# dnsMode: "UDP"

# # DNS resolver that Fluent Bit should use: "LEGACY" or "ASYNC"

# fluentBitDNSResolver: "LEGACY"

# # Logs additional tolerations. Use the following abbreviated single
line format only.

# # Inspect fluent-bit-ds to view tolerations which are always
present. No tolerations are applied by default for event-exporter.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# fluent-bit-tolerations: ''

# event-exporter-tolerations: ''

# # event-exporter CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/

# event-exporter-cpulLimit: '500m'

# event-exporter-memLimit: '1Gi'

# event-exporter-cpuRequest: '50m'

# event-exporter-memRequest: '100Mi'

# # event-exporter max event age.

# # See https://github.com/jkroepke/resmoio-kubernetes-event-exporter



# event-exporter-maxEventAgeSeconds: '10'

# # event-exporter client-side throttling

# # Set kubeBurst to roughly match your events per minute and
kubeQPS=kubeBurst/5

# # See https://github.com/resmoio/kubernetes—-event-
exporter#troubleshoot-events-discarded-warning

# event-exporter-kubeQPS: 20

# event-exporter-kubeBurst: 100

# # fluent-bit CPU/Mem limits and requests.

# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources—-containers/

# fluent-bit-cpuLimit: '500m’

# fluent-bit-memLimit: '1Gi'

# fluent-bit-cpuRequest: '50m'

# fluent-bit-memRequest: '100Mi'

# # Settings for the Network Performance and Map feature.
# workload-map:
# # netapp-ci-net-observer-14-ds CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpulLimit: '500m'
# memLimit: '500Mi'
# cpuRequest: '100m'
# memRequest: '500Mi'

=

# Metric aggregation interval in seconds. Min=30, Max=120
# metricAggregationInterval: '60'

# # Interval for bpf polling. Min=3, Max=15
# bpfPollInterval: '8'

# # Enable performing reverse DNS lookups on observed IPs.
# enableDNSLookup: 'true'

# # netapp-ci-net-observer-14-ds additional tolerations. Use the
following abbreviated single line format only.

# # Inspect netapp-ci-net-observer-14-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecute}'

# l4-tolerations: "'

# # Set runPrivileged to true if SELinux is enabled on your Kubernetes
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nodes.

# # Note: In OpenShift environments, this is set to true
automatically.

# runPrivileged: 'false'

# change-management:
# # change-observer-watch-rs CPU/Mem limits and requests.
# # See https://kubernetes.io/docs/concepts/configuration/manage-
resources-containers/
# cpulLimit: '1'
# memLimit: '1Gi'
# cpuRequest: '500m'
# memRequest: '500Mi'

# # Interval in minutes after which a non-successful deployment of a
workload will be marked as failed

# failureDeclarationIntervalMins: '30'

# # Frequency at which workload deployment in-progress events are sent
# deployAggrIntervalSeconds: '300'

=

# Frequency at which non-workload deployments are combined and sent

=

nonWorkloadAggrIntervalSeconds: '15'

# # A set of regular expressions used in env names and data maps whose
value will be redacted

# termsToRedact: '"pwd", "password", "token", "apikey", "api-key",
"api key", "jwt", "accesskey", "access key", "access-key", "ca-file",
"key-file", "cert", "cafile", "keyfile", "tls", "crt", "salt",

".dockerconfigjson", "auth", "secret"'

# # A comma separated list of additional kinds to watch from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"authorization.k8s.io.subjectaccessreviews"'

# additionalKindsToWatch: "'

# # A comma separated list of additional field paths whose diff is
ignored as part of change analytics. This list in addition to the default
set of field paths ignored by the collector.

# # Example: '"metadata.specTime", "data.status"'

# additionalFieldsDiffToIgnore: ''

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector
# # Each kind will have to be prefixed by its apigroup



# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'
# kindsToIgnoreFromWatch: ''

# # Frequency with which log records are sent to CI from the collector
# logRecordAggrIntervalSeconds: '20'

# # change-observer-watch-ds additional tolerations. Use the following
abbreviated single line format only.

# # Inspect change-observer-watch-ds to view tolerations which are
always present.

# # Example: '{key: taintl, operator: Exists, effect:
NoSchedule}, {key: taint2, operator: Exists, effect: NoExecutel}'

# watch-tolerations: ''
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Kubernetes #£ « sp =S TIFRHAIE « HEHE {+) 1RERAGHIE B CRIEHEESS ©

ELREINEERSE - R EEMNIFEH (LUK

1R

T EREREMEERS) K SEZEENZsRERTE
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Filter By = Kubernetes Cluster stream-54 ¥ X Namespace | kube-system X ¥ | X Workload Name = coredns v I 0

Kind Health Pods Storage Labels
dleit 0 o 8 ety 0 9 Deployment Healthy 171 0 3

Timeline Bucket: 6 minutes

B© o> o 00 0

I [ | I I 1 I I I I ' I
12:30PM 12:45PM L1:.00 PM LI1SPM L30PM 1:A45PM 2:00 PM 215PM 230 PM 245PM 3:00PM 3:15PM

Compare to: @ Changes Last updated 11/28/2023 3:17:05 PM
Type Summary Start Time Duration Triggered On : name Status
O AL-2982983 once Workload Down copy ~ 11/28/2023 3:07:00 PM 1 minute Deployment: Resolved
coredns

© 212982989 once Workload Down copy  11/28/2023 3:07:00 PM Deployment: Active
coredns

© AL-2932887 once Workload Down copy ~ 11/28/2023 3:01:00 PM 1 minute Deployment: Resolved
coredns

© A1-2982837 once Workload Down copy ~ 11/28/2023 3:01:00 PM Deployment: Active
coredns

O AL-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM 0 milliseconds Deployment: Resolved
coredns

© A1-2982782 once Workload Down copy ~ 11/28/2023 2:57:00 PM Deployment: Active
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM 1 minute Deployment: Resolved
coredns

O AL-2982441 once Workload Down copy ~ 11/28/2023 2:32:00 PM Deployment: Active
coredns

RIRARRE

BRI T ARFEEMRER  LARETHE (EEMEE) - EEMFEIE Active M Resolved £ - BE
EEE _Active Bir ~ FBRE [HRRE) BREEIR(M « 2AREE ERHL -

Alerts As ©17

IRt EEETREPEAREE o [ « FERE ST started ~ Completed F Failed SPEMETE - EREEBE
Failed BF3& ~ 5% E TARRE) BREE(&M ~ SAREEEN kB o

Deploys Oz s

ETREETRRZWA 3 KIFEH - SELEFaufEZNIEHFAREZTEEHEMNEREE - E—T
T sEs « BIEEREZ4E ( Kubernetes Explorer) ~ 18K (TIEEHEME) g (BHiR) -
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with Most Alerts Analyze:
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Changes and Alerts
Change Analysis (here]

Infrastructure
Kubermetes Exmilorer

Dependency and Flow
Workload Map

Log Analysis
Event Logs

sHAHERHE R
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& Deploy Failed X

Summary
Start Time End Time Duration
10/18/2023 2:40:01 PM 10/18/2023 2:50:02 PM 10 minutes

Triggered On : kind
Deployment

Triggered On

@ ci-demo-01 »

@ netapp-fitness-store-01 >

@ billing-accounts »

Failure Detail

Reason For Failure
ProgressDeadlineExcesded - ReplicaSet "billing-accounts-6ddc7df546" has timed out progressing,

Message
Failed deploy

Changes (2)

Attribute Name

spec.template.spec.containers]
0].image

metadata.annotations.deploy
ment.kubernetes.io/revision

All Changes Diff

Previous

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.0

2064

MNew

210811600188.dkr.ecr.us-2ast-
1.amazonaws.com/sm-billing-
accounts-apisi1.0.09

2965

Associated Events

EventLogs

Efst ~ ERNETUERETTHFAEN « SEEEETIERS - UKBETRETRERERNER -
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