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Add a Webhook

Name
Test-Webhook-1

Template Type

Slack

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST

Custom Header
Content-type: application/json
Accept: application/json
4

Message Body
{

"blocks":[

{
"type":"section",

"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""

}
2
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Template Type %9%alertDetailsPage Url%% hnps:ff%%claud!nsightsHoslném;%%fﬁﬁ%alerlDetailsPageUrl%
%

Slack b
%%balertTimestamp%de Alert timestamp in Epoch format (milliseconds)
URL @
%%%changePercentage%% Change Percentage
hl'tps:ﬁhnuks.slack.:nmjservice
%p%detected6d% Alert timestamp in GMT (Tue, 27 Oct 2020 01:20:30 GMT)
B Validate SSL Certificate for secure communication
“ oL arlicatatorseaure e : %%%6id9%0% AlertID
Method
%%note%%% Note
POST v
%Sbseveritylth Alert severity
Lustom Header %%statusI%e Alert status
Content-type: application/json
Accept: application/json %%6synopsista% Alert Synopsis
%%typetoe Alert type
Messaga Body . orsiise 96%userd%h Userid
%%stat}us%% %%userNamedsdo User name
{ %%filesDeleted%% Files deleted

"type":"mrkdwn”,
"text":"*Configured by:*
%%webhookConfiguredBy%%"
1

] %stfilesEncrypted%Se Files encrypted

L
[ e

YSbencryptedFilesSuffix3t% Encrypted files suffix

Custom Parameters and Secrets @

‘ Cancel | Test Webhook Create Webhook Nami Value Description
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Edit Attack Policy

Policy Name*

Test-attack-policy

For Attack Type(s) *

Ransomware Attack
Data Destruction - File Deletion

On Device

All Devices

+ Another Device

Actions
Take Snapshot (7

Block User File Access @

Time Period

12 hours

Webhooks Notifications

| |P|ea5e Select

Test-Webhook-1
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Add a Webhook

Name

Discord webhook

Template Type

Discord -

URL @
https://discord.com/api/webhooks/%%discord-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
{

"content": null,
"embeds": [
{
"title": "%%severity%% | %%id%%",
"description": "%%synopsis%%",
"url": "https://%%cloudinsightsHostname%%/%%alertDetailsPageUrl%% ",
"color"; 3244733,
"fields": [
{
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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Add a Service

A service may represent an application, component or team you wish to open Incidents against

General Settings

Mame

Dezoription

integration Settings

Conneat with one of PagerDuty's supported integratlons, or oreate a custom integration through email or AP1. Alams fr
a sarvice from a supported integration or through the Events V2 API

You can add more than ona integration to a servics, for example, one for monitoring alerts and one for changs events

Hon
02
az

o

Integration Type @

-

Sekect a fool .
PagerDuty integrates with nundreds of tocds, including moniaring
togin tCL’!tl""'ﬂ Eysiems, coda FE"DG!-"‘.GT'-!'I. angd depikdy pipelinat
Thig muy invohee configuration steps in the 1001 pou ane intiesgrating
with PagerDuty.

7 Integrate via emall

If your monitorng 1ol can send emall, i1 can iIntegrete with
PaperDuty ubng & custom amall sodress
Lise our APl directly
If you're wWiiTing your own integration, ute our Events AP More
infermatian ks in our developer dotumentation

Evenits AP v2 w
Don't use an intagration

If yoo only WisnT incadents to e manusly creared. You can always
03 2O DoNA! ATegrations. lalter

4 AR EMHREBEELER -
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Activity Integrations Workflows Settings Service Dependencies

Open Incidents (5)
Status Priority Urgancy Alerts
Acknowledged High 1
Acknowledged High 1

All statuses ~ Ga ta incident # 25perpage v 1-5of5

Title Assigned To Created *

Critical Alert: Ransomware attack from user Chandan S5 Today at 4:11 AM
account

4020987

LS {1 triggered alert) Y
Critical Alert: Data Destruction - File Deletion attack from user Chandan 55 Today at 5:41 AM
account
"4039096

BT EEHEZ 2 PagerDuty Webhook :

c BEREIRSEH 0 SABEE Workload Security Webhooks 128 o 842+ Webhook” 2R i 17 —EFr#Y

webhook °

* % webhook I F—{EH EENEE -

* £ TEEASER ] THININEERT » BEIF TPagerDuty fE3525 ©
* Bi—@%%_routingKey_RIBFI2# iR & WG EERA LEEIIAPagerDuty_Integration Key_ ©

Custom Parameters and Secrets @

Mame Value T
Zo%routingkKeya% sEEmEEE
MName ﬂ

routingkey

Type

Secret -

Description

Value

Description
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Admin / Notifications /| Add Webhook

Add a Webhook

Name

Test PagerDuty

Template Type
PagerDuty Trigger v

URL @

https://events.pagerduty.com/%%pagerDutyld%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"dedup_key": "%%id%%",
"event_action": "trigger",
"links": [
{
"href": "https://%%cloudinsightsHostname%%;/%%alertDetailsPageUrl%%",
"text": "%%severity%% | %%id%% | %%detected%%"
}
]!
"payload": {

L L L P LT3 T, PR N et PR AL

‘ Cancel ‘ Test Webhook ‘ Create Webhook

3538 Webhook Z¥3%3E4]
* HEFE webhook BHEMN » FEEE _TFEEHLEM > RIS - BEIE+ERK I +EHHKE -
* MA—EBEERARIERTE o
© BEFTRAINERERTEY « FEMIINSRERAVSR B IR FR TR RVIRIE
* £ TWebhooks Notifications] THITVINAER T > ZEHEFTHRAY PagerDuty webhook © fR1F5REE o

AR LRI LUBIBAREER Webhook iNEIIRA SREE o
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *
Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions

Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications
Please Select

Test-Webhook-1

Cancel m
Slack VN LEEHZ 2% Webhook 3l

Webhook 7t 5F{ER#E 2 B5TRY webhook BEMEEEAREINEZEWEN - ZEIEMH
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T 7% Slack 527 webhook RYEEH o
FESIBE=ARA > ALGELE o F2M Slack XHFLUERBIEA o

Slack &
* HifE https://api.slack.com/appsitBlIE—EFHIEARARRER - AE—EEEENEFIEE—EITIEE

Name app & choose workspace

App Name

e.g. Super Service

Don't worry - you'll be able to change this later.

Pick a workspace to develop your app in:

Select a workspace

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack API Terms of Service.

Cancel Create App

* BI{EEA Webhook > ##—T EXEN{E A Webhook_ > 12 Zfi¥ Webhook > FARIRIEE X GAVIEME o
* 8% Webhook URL ° I T{FE & %24 webhook Kttt URL ©
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webhook °

2. A webhook fEF—EEEHENLTE °
3. TEiEARFER T HITUEEEE AR » 38832 Slack” o
4. BE I FEEEAY URL ©
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{
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Cancel H Test Webhook ‘ Create Webhook

%33 webhook 23540

* BEFIB webhook BHEM » FEEE_TIEEHTEM > HIE_ o H—T+RERE N +EEHREE o
* MA—EEERRNERLE o

C EEFERNIREER - NSRS E UK PR AVIR(E

* 7 'Webhooks Notifications] THITNIHEER T > BEHEPREEAY webhook © {RTZZREE ©
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (7]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

=
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1. 1€ Teams & » E3Z kebab > ZA%IE S Incoming Webhook °

incoming webhook Q

» Incoming Webhook
€9 Send data from a service to your Office 365 grou

2. BRI = M P> B E P> R R IR o
3. 188! Webhook URL ° fZEEEH& HAL L FI| Workload Security webhook 58 EH ©
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Add a Webhook

Name

Teams Webhook

Template Type

Teams -

URL @

https://netapp.webhook.office.com/webhook/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"themeColor": "0076DT",
"summary": "%%severity%% Alert: %%synopsis%%",
"sections": [
{
"activityTitle": "%%severity%% Alert: %%synopsis%%",
"activitySubtitle": "%%detected%%",
"markdown": false,

LLF S |

Cancel Test Webhook ‘ Create Webhook

4. & EHEARY URL BEE URL HIHR o

Y

3%38 Webhook 2¥3%3B4(
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* £ "Webhooks Notifications] THIZNINAER T » BEIEPTERY Teams webhook © {RTFHREE o
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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