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Support Documentation
When opening a support ticket please include the URL of the client tenant. Documentation Center:

i Visit the Data Infrastructure Insights Documentation Center to find any step by step instructions to
Technical Support: help you get the most out of Data Infrastructure Insights.

Open a Support Ticket | Phone(P1)

Knowledge Base:

Sales: Search through the Data Infrastructure Insights Knowledge Base to find helpful articles.

Have questions regarding your subscription? Contact Sales.
What's New:
See What's New with Data Infrastructure Insights to find recent product updates and changes.

Support Entitlement API Access:
To integrate Data Infrastructure Insights with other applications see the Data Infrastructure Insights
Data Infrastructure Insights Serial Number: API List and documentation.

111222333444555666777888999

Data Infrastructure Insights Subscription Name:
DII-1701-NetApp

Proxy Settings

Support Level:

Not registered - Register Now Need to setup proxy exceptions? Click here to learn more.

["] Allow NetApp access to your Data Infrastructure Insights Environment. (7]

Learning Center

Feedback Data Infrastructure Insights Course List:
* Hybrid Cloud Resource Management
We value your input. Your feedback helps us improve Data Infrastructure Insights. e Data Infrastructure Insights Fundamentals

* Cloud Resource Management
Cloud Education All-Access Pass:
Visit and subscribe the Cloud Education All-Access Pass to get unlimited access to our best cloud

learning resources.

Course Catalog:
Browse the Learning Services Product Catalog to find all the courses that are relevant to you.
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1. BEZE NetAppsE48iLL https://register.netapp.com
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344455512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.
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Existing Customer Registration

The fields marked with * are mandatory

First Mame® est

Last Name” Cloud2

Company” NetApp Inc

Email Address® 1g-cloudvol-csd @netapp.com

Product Line” Cloud Insights v
Billing Provider * MNetApp v

Cloud Insights Serial # (i ] ||5€I 05012235021303893918
MetApp Subscription Name * (] e.g. A-S0000100

Add another Serial #
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the
form. Please click the validation link in that email to complete the registration.

The fields marked with * are mandatory

First Name®

Last Mame™

Company*
Email Address”
Office Phone*

Address Line 1*
Address Line 2
Postal Code / City™

|
|
|
|
|
Alternate Phone |
|
|
|
|
|

State/Province / Country® | - Select - v

Netdpp Reference SN |
If you currently own a Metipp product, please provide the Serial Number
for that product here in order to speed-up the validation process

Product Line® Cloud Insights v

Billing Provider * MNetApp v

Cloud Insights Serial # * @ |e.g. 95012235021303893918 |

MNetApp Subscription Name ~ @ |E-D. A-50000100 |
Add another Serial #

S  Randno |
Fnter the rharartars shnwn in the imane tn varife vonr =

1B YR ERRERR EAERR o EELHEERME (NetAppal AWS) » i3EiBData Infrastructure
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344458512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.
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View Installed Systems

Selection Criteria

» Select: Serial Number (located on back of unit) ¥ | Then, enter Value: Go!
Enter the entire value, or use asterisk (*) for wildcard searches. (Wildcard search does not apply to Serial Numbers)
Wildcard searches may take some time.
Enter the Cluster Serial Number value without dashes.

-0R-

* Search Type Product Famlly (optlonai):
Serial Numbers for My Location v SAAS CLOUD INSIGHTS

City (optional):  State/Province (optional):
US and Canada Only ¥

Postal Code (optional): Country (optional):
- Select. One ¥ Go!

|

Details

If you see any discrepancies or errors in the information shown below, please submit Feedback and be sure to include the serial nu
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security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
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security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
—access readonly

security login role create -role ci readonly -access all -cmddirname
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security login create -user-or-group-name DOMAIN\aduser/adgroup
—application ontapi -authentication-method domain -role ci readonly

NRTIETEINEREINRER

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest
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Role Command/ Access
Vserver Name Directory Query Level

clusterl ci readonly DEFAULT read only

clusterl ci readonly security readonly

clusterl:security login> show

Vserver: clusterl

Authentication Acct
Method

UserName Application

password

Role Name Locked

ci readonly no
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EEE ZH perf stat BEEITIERH - TESEER,
EFEHALUTES © > system node systemshell -node *
-command “spmctl -h cmd —stop; spmctl -h cmd
—exec”
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HEAEEERERAData Infrastructure InsightsIZIIAEIRE » SAERAEEEIEEIESFRERB/REE
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1. 1ERHaZ AT » IEWAEER BIEE IRPEEAONTAP » I BB #RsS o
2. I8Z admin $8RMERMFEIIRESHIRTE c T EREGSHERILEE -

vserver show -type admin

. ERAUATHSEIAR !

security login rest-role create -role {role name} -api /api —-access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

3. ERAUTRSTEIMBERAR - WITEIUIGSE  ARRIRTEHAZERENES - HI8 > T TENGS

o BPETRABRES_ci_readonly_ o MIREELEMFER 3 PRI TEAEARALBHNAR > FFERZE
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security login create -user-or-group-name {username} -application http
—authentication-method password -role {role name}

WREFER AD/LDAP IRE > BIGiSEZE

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application http -authentication-method domain -role ci readonly
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security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.
security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
REE > EAILUEE spi fFEVER :

**Vserver:> vserver services web access show -name spi

Vserver Type Service Name Role
<vserver name > admin spi admin
<vserver name > admin spi csrestrole

2 entries were displayed.**
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icrveno  ActiveMa configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows b

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-71fa%31e1ad3] - + Agent Access Hey
*Pleg=a ensure that you have a Telegra®™ Azent in you envircnment before configuring Show Insructions

Follow Configuration Steps Need Help

a Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the comtents to the CA\Program Filesitelegrafitelegraf dicloudinsights-activerna conf file

Paoplace <INSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ server address. Please specify 2 real
machine addrass, and refrai "| from using a loopback address.

Replace <INSERT_ACTIVEMO_ with the applicable ActiveMC server HTTP port.

Replace <INSERT_ACTIVEMO USERNAME=and <INSERT_ACTIMEMO_PASSWORD:= with the applicable
ActiveM; credentials.

Modify webadmin' if needed {if ActiveMQ server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

006 00 O

Restart the Telearaf service
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M4 : https://httpd.apache.org/docs/2.4/mod/mod_status.html#enable
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fﬁ-\F‘F\CI-I E Apache Configuration

Gathers Apache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service

© 00 O

E AN —]
axX AE

Telegraf B9 Apache HTTP {alfRESIMEFENMER Tmod_status) HHARAYERA o BUFEILEINAER » Apache BY HTTP
ARREZ G AR —E HTML Inks » o1 EE 38 B EZing » e LUMEGEZ iSRG LR EXFR A Apache BY
HTTP {afR23ECEAIARAE o
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RN
Eo B 28 Apache #J HTTP falR23AR4s 2.4.38 FIEEMY ©
EXF mod_status :
BRI AR“mod_status” {24855 K i {E > 5%
* BUAEH
* RRAER QRS ETBUE
RYFE1E4E :
1E4BA9E A B “/usr/local/apache/conf/httpd.conf TSR TEAEIZH] o AREER EHE W EUHHRIATIT ¢

LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

WA ARSRETER

'mod_status' BJABHE '/usr/local/apache2/conf/extra/httpd-info.conf TFRIEREIEIEH o HIRZREREFESIU

TRE (ELHMESHEER)

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On

BRfi“mod_status"tEBRVEFAHERER - 52 B "Apache X"

il S 6
WELT R H st 8iEs
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2. KR Consul REBETHETEBERINES o RPRECARKEENNFLARR T ANERLTE
R o

RIE
Bl n] LA7E " Consul X" o
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

ﬁ Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

@ Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

@ Postart the Telegraf zervice

RE
B A LfE " Couchbase HE" o

) -Gl 26
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@ Coucnop | SauchDE Configuraion
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs )

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice

® 00 O
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- docker | Dosker Configuraton

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

=

B AE

Docker B Telegraf i AIGHEBIEER UNIX EZF 5 TCP ImEAUREISIE o

HEM4
FCE 2 &%+ Docker hRZS 1.12.6 BHZERY ©
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7538 UNIX E1£F7FH Docker

N5R Telegraf RIERENEBRE LT > sSFEBMITUA T 8L #F telegraf Unix EREFTIEZE docker Unix B$4H :
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sudo usermod -aG docker telegraf
MR Telegraf RIBFEE Kubernetes pod T > AIFEERERFIEAMIEEHED pod
o ABREZIEEREE] /var/run/docker.sock AR Docker Unix
BT o fli0 o U TARHIZE PodSpec .

volumes:
- name: docker-sock
hostPath:

path: /var/run/docker.sock
type: File

A% BUTABMIEERS :

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

FHEE » A& Kubernetes &2 Data Infrastructure Insights 242 & B ENERIR L EIFE o
538 TCP imE577EX Docker
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FELR Telegraf CERENNIERERFNTS -
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4. KIBRRES RECEERINERS - MPREBCANRBEERNFERERRH T BREMARRRE -

Elasticsearch Configuration

Gathers Elasticsearch meirics

== elasticsearch
-_—

What Operating System or Platform Are You Using? Need Help?

&) Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (4050 5ec-ddoh-4404-3770-71fa931elad3) - + Agent Access Key
#Plea=e ensure that you have a Telegra® Agent in you environment before configuring  Show Insoructions

Follow Configuration Steps Need Help?

Copy the contents below into a new .conf file under the fetc/telegraftelegraf d/ directory. For example, copy the
contents (o the fetc/islegraftelegrafd/clioudinsights-elasticsearch.cont file

9 Peplace <INSERT_ELASTICSEARCH PORT= with the applicable Elasticsearch port

@ Peastart the Telegraf service

o

X AE

B A MATE "Elasticsearch X" o
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.
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TaskManager : iE&#1T Flink L%?E’Jﬂﬂﬁ FI|nk?ﬁﬁ:gﬁ"telegrafE’JJoIoklaﬁﬁ: HREENPTA Flink 48
HINEREER » FAILEEEMAEAMS LEENFER Jolokia AF JMX °

BEM
ECE R #H Flink hrZs 1.7.0 FAZERY o

E

]

SRR RN EE
HIPRBE—7off > A TH Jolokia RIERZR jar #EZRAVARZ o AIFAIRRASZE JolokiaftiE 1.6.0"

LUFERBAREE TEAY jar #22 (jolokia-jvm-1.6.0-agent.jar) it T/opt/flink/lib/y LB o

TEEEIER

LB TE JobManager BUARH Jolokia API » IREIIUAEEREL FRBE U FIRIBEE » SABEIRLE) JobManager :

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

IWRILAS Jolokia (8778) EEARRVERE - MRICHE—ERNE 1p REE

Jolokia ’ ERILUAHBECH 1P B lTcatch alll 0.0.0.0°z5BFE It 1P FEFNR
telegraf ¥HMHFTFEL ©

THFEES

% i TaskManager LA2AF8 Jolokia API » &R ATEERRE LR E THIRIRE S » AR EHTERED TaskManager

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

WRIL#AS Jolokia (8778) EEARRVERHE - MRIECHE—ENZE 1p REE

Jolokia ’ ERILIAHBECH 1P B lTcatch alll 0.0.0.0°z5FE It 1p FEEFNR
telegraf 1R FEY ©

YIREM St #Es
WL B s 8iEs
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Flink {EF8ERRT

BIEHEER
BEEMANE IR ©

HadoopE & 2S
Data Infrastructure Insights{# B ILEE #HKE23E Hadoop UNEEIEHE o

o
Tk

AT

B

EEMREREE ID 1RF RS BIBIEERLTE

8 ID F# ID

BRIEELBTHIEFRSIE
SERIDEFEARARHT
BB E IR IDE
2hIP

1. BRI > &SR H—T+ERIRESR" - BEE Hadoop °

FEELE Telegraf AERENIERERFHTFE -

SIRAS

BRI AEKED BRI L
FIKEN B AGCEREN BV E
ACERE T8 B EAG
FREURE WHEREH S
o AT S EE
REERE IEEERH B
DEDE JHEENTTAHE &
FIERIEE FIOIRIER
BARIEREE 1I2RXEM 17
RN ERURE EEGEE
ESRE BSRERHIE
EREERAOBRE &
ANITTAREEER 10 LER
B0 B (B#) 10%F
FHEE T19 10 E505RT
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4BER 10 K FHNIT4E
R JHFECERE &K 5T
HRIEERT BINRARE
ERRAE

2. MREHEAZEANBENRIE > FECFERSTENEERANTARERE > FiE—T TBERRAI U

RFIEZE ST -

3. BEANILERINERNIEFIEE - M EARE + URFINEH IS MIAIEENER - &

I+ B o =il
EFEF REELEE

HENWESRETOE (BIMNRMEERGF/TE) BAERATRNAEFNERE

4. KERRES RECEERINESS - MPARBEANKEERNIEERRN T AERETMAFRTR o
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Hadoop Configuration

Gathers Hadoop metrics.

What Operating System or Platform Are You Using? Need Help?

| & Ubuntu & Debian T |

Select existing Agent Access Key or create a new one

<+ Agent Access Key

-*Please enzure that you have a Telegraf Agent in you environment before configuring  Show Instructions

| Default (405 05ec-ddcb-2404-8770-7 1593 21 ad3) d
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Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

s

E

K3

SEEM Hadoop SPE S RIA T T :

* NameNode : Hadoop DEITER R4 (HDFS) £ &4% © t#:8—%7%!) DataNode ©
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* #8B) NameNode : I NameNode BYBHEERS o £ Hadoop H > [@ NameNode BIRAARE BENEEAE o &
B NameNode WWEHR B NameNode RIEHE > LUBIEEERFEITIRTT ©

* DataNode : BERHERMEE °

* ResourceManager : stEE 24 (Yarn) c t%:#8—%3%! NodeManager ©
* NodeManager : ARETENER - RRAEXNETHNERMAE -

* JobHistoryServer : B S RFEFTA EIEEELABRARVEAK

Hadoopi@4E it telegraffJolokialfift - N EEMFTAE Hadoop ToHFIREREE » RItHEEEME Y LEEET
538 Jolokia 2B JMX o

M
Ao &2 #1 ¥ Hadoop hik7s 2.9.2 BEEERY -

RIE

s

MR
HIFREB—rolt » UETEH Jolokia RIBFET jar 12 ZEAVARZS o AIEAIRRZZ JolokiaftiE 1.6.0" °

LU TFERBBREE THAY jar #2Z (jolokia-jvm-1.6.0-agent.jar) fiii? [/opt/hadoop/lib/) fIETF °

B EEIR

EERTE NameNode LUARH Jolokia API » {&E]LLTE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh FIE&E L
TRAE

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
—agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password.file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

#4Bh NameNode

HERTEHB) NameNode XAF Jolokia API » &R LATE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh 5%
EUTAR :
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

B EE

HERTE DataNode LUAFH Jolokia API » &8I L7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh AIEZELL T
WA .

export HADOOP_DATANODE_OPTS="$HADOOP_DATANODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001

-Dcom. sun.management. jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

BREES

L ERTE ResourceManager LL/AF Jolokia API » f&B] LATE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh
HREUATAR :
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ENRLEIRES

HERTE NodeManagers LU~ Jolokia APl > KA LA7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh 5%
EUTRA :

export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management. jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

VR L fAARES

HERTE JobHistoryServer LAZ2Bd Jolokia API » B[ IX7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh 5
HREUATAR :
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

YIREM st #Es
WL B s 8iEs

BRY : AT B :

Hadoop ##Bh NameNode =T RFARES ENELATE ENEAIP 4REEE N RS
Hadoop EiZAE1E2s i % T EAARES ERELLTE ERRGIP

Hadoop & R E IR 23 EEh BT RFEARES ENERL %t ERRLIP

Hadoop B} iRk EEm BT RFERSS ENZhTE ENEL IP 5 ID ARAS
Hadoop & &7, FE AL ERARSS ENEL R FEENEL IP F5 1D EREA

RifE] B L REAMREE HA IRREIESE
AFAREELEM ID RE ID HEE
AR ERR A5+ EhR 2

Hadoop 1FZ<EESEfAIARES = TR AR ENEL%aiE ENRLIP

HEHERR
EZEMAIR ZIE'H o
HAProxy BN EE2S
Data Infrastructure InsightsfEFF LEE RIURE2SE HAProxy WKEEISHE o
L
1. AT ERER M > NGRS R » H— T+ BRI EE 23" o 842 HAProxy ©
EIEREE Telegraf REERRXNIEERRH TR

2. REHARZRANKENRIE > IECHFEATEANFERRATARENE > FiE—T MFERHRA X
RRAIEZEYETR o
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3. BEANILERINERNIEFIER - M LUEERE + URFINEHR IS AIEENER - &
FE87%  RAETHENENRESRETHE BINREERGF/TE) KA EATRNAEFNES

4. KIRRES RECEBRINERS - SRBRECARBEEHNEER R T arBREMARRRE -

._1:: HAPROXY HAProxy Configuration

Gathers HAProwy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcbh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent im you emvironment before configuring Show Insoructions
Follow Configuration Steps Need Help?

0 Ensure that the HAProxy system you're going to gather metrics on has 'stats enable’ option. For details refer to
the following document

@ Copy the contents below into a new conf file under the fetc/telegrafitelegraf df directory. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

Replace <IMNSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

Replace <INSERT_HAPROXY_PORT> with the applicable HAProxy server port.

Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

Modify "‘username’ and ‘passwotrd’ in accordance to the HAProxy server configuration (if credentials are required)

Modify "Namespace’ if needed for server disambiguation (to avoid name clashes)

0000 O

Reastart the Telegraf service
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BAE
Telegraf B9 HAProxy JMIET k%8 HAProxy Stats BISZ1E 352 HAProxy AEMECE > BE XM IERIFEENA © BX

FB% > HAProxy #$/AR—1E HTML ix%h @ Eel TR B s EEEZ IR, - el LUMEGZ IR S LURENFR B
HAProxy BC & HIAREE o

AR
BoE 2% HAProxy RRZs 1.9.4 FA35HY -

ines,
X AE:

BRAFETR » FAREER haproxy SRERBILTE [F8521 BREAIMNATT > EREE SHERE/ZIEM/
haproxy URL :

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

LT R Bt EMAEEARER
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global
daemon

maxconn 256

defaults
mode http
stats enable

stats uri /haproxy?stats

stats auth myuser:mypassword

timeout connect 5000ms

timeout client 50000ms

timeout server 50000ms

frontend http-in
bind *:80

default backend servers

frontend http-in9%9080

bind *:9080

default backend servers 2

backend servers
server serverl 10

server server?2 10

backend servers 2
server server3 10

server serverd 10

BRI ENEMAVEREA » 552

IR0 5T 83
WL R E 5t #Es
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B"HAProxy XX#g" o

check
check

check
check

ssl
ssl

ssl
ssl

verify

verify

verify

verify

none

none

none

none
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) - + Agent Access Key

*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

Reastart the Telegraf service

© 00 O

B A UATE"JVM SCHE" o
YIReM 8183

WRELL T B E 5t 8has -
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R EZE" ST -

S. EEARILERINERNAIEFEINER - CrILUEBRE + NIEFNER RSN AEFENER - &

X

8%  RAETHENENRESRETHE BINREERG/TE) KA EATRNAEFNES
4. KERRES RECEELINESS - MPARBERANKEERNIEER RN T LRETMBFRTR o

§‘§ kafka Esii?-;ﬁiﬁﬁfratm"
What Operating System or Platform Are You Using? o
== Windows -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa931e1ad3) -
*Please ensure tat you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps eei ieip!

o Install Jolokia on your Kafka brokers. For details refaer to the following document

9 Copy the contents below into 8 new conf file under the C\Program Files\telagrafitelegraf o', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

Feplace <INSERT_KAFKA BROKER_ADDRESS- with the applicable Kafka broker address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_JOLOKIA_PORT= with the applicable Kafka broker jolokia port

Modify "Namespace' if needed for server disambiguation [[o avoid name clashes)

Modify "Cluster if needead for Kafka cluster designation

©O0 06006 0

Restart the Telegraf servica
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HIE

Kafkalfifr EittelegrafiVJolokiaid@iff - HINBENME Kafka RIEREXKRERES ' AtFEEME Y LEEE
3B Jolokia 2AF JMX o

Gis

BoE =¥ Kafka ik4s 0.11.0.2 BAEERY o
RIE

MUTRERBERIAIRER kafka VLI ER (/optkafkal o E]LAFAEEUTERIAURRIEHNLEE o

MU
Jolokia f{I2 jar i@ MZER" " © AlsHAIARZZ Jolokia LIE 1.6.0 ©

WU TERBAMRE THAY jar #£Z (jolokia-jvm-1.6.0-agent.jar) fiii? [opt/kafkallibs/) fiIIET °

Kafka £&842 A

R TE Kafka Brokers LLARE Jolokia API » f&B]LLTE <KAFKA HOME>/bin/kafka-server-start.sh FfY lkafka-
run-class.sh] MY Z BIFMIELATAS ©

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

AR LEMVEFIEA hostname -I"2REEE ‘RMI_HOSTNAMEIRIFEH o T2 IP #28 » FEEITHAE
D& TR OB RMI 4R 1P o

EEIAA JMX (9999 WA E) #1 Jolokia (8778) EEIEARAVEIZIE o IRIEH—EAZ IP Ifﬁm JoIokla I
AUBEBCH IP &1 lcatchally 0.0.0.0 c F5FE » It IP BERI telegraf #{4F1FEY o MR IEFRIEEITEHER
35 > ATLUfERIEEIE -Dcom.sun.management.jmxremote.authenticate=false] ° fEFAEKEE o

YIRa A 5T Eigs

WELT Y B H st 8iEs

A : AT B% -
TRFELA wEmRERAAE ENELSaTE EIRLIP
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Kibana Bl &SR
Data Infrastructure Insights{# LB #HIK &3 Kibana INEETSHE ©
LHE
1. AT ERZR M > RS R > H— T+ BRI EESS © 88 Kibana °
EIER I Telegraf KEREXNIEERRH TS

2. MREHAZEANRRENARIE > HECHRERTANEERRAHTELERE > FR—T TRRHRA U
RRIEZE ST ©

3. BEARIEERERNATBERSE o CALUSBLE + (EFDREH REFERHREENES - B
R | RAECOBHEIRERETHE OIMBREERARTE) B ERTRNRIEFREHE «

4. KERRE S RECEERINES - MPARBEANKEERNIEERRN T LEETMABFRTR o
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

BRE
B a] LA7E " Kibana SXHE" o

YIRS st BEs
LESVWRYICYSESEE C
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Kubernetes E5#F Operator 4L 8155

Data Infrastructure Insightsz Kubernetes £ 51217 Kubernetes Monitoring
Operator - EE X Kubernetes > Collectors > +Kubernetes Collector RE3EHHIIR(E
5o

Z4E Kubernetes Monitoring Operator 2 Bil

BE"HMEH TR E T FH4K Kubernetes Monitoring Operator Z Bil » 5 7cBIsEX 4 ©
ZHRK

Kubernetes E2iTi2(ES

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (..M dM) A e T = M Production Best Practices @

Installation Instructions Need Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7 Kubernetes %%t Kubernetes Monitoring Operator fXIEF2 AP BR ©

1.

.°°.\‘.°’.U"

WA M—RVEE LB R R o MRIRFARELAIR Kubernetes Operator —#k » £ AERAIE B
anaZEfE o

- MABLERAE SR TEGH SR ERENTEIRLE o
. A2 UEE R ERBER) bash FBE LT o A& T & Operator ZEfE o 7535 » ZIEN IR REEW—28% > W H

BXHAR 24 )\Ef o

WMRIEH BT WA AGETRE > s5EBTER Image Pull 220EE R ER » 8 H AL 2| bash shell FAHITE ° 12
IEGE » GHERD ,L':E’Jﬂ\)&{a%ﬁr RARMREERIREAN B K454 o EH_operator-
deployment.yaml_ FIBYERE LUK _operator-config.yaml_ H18Y docker {#1ZERE ©

MREE > FEEANEEEER > AINKERFAREERTE o oI UREE LN IEEE" o
ZHIF% > FBES kubectl Apply T2 R & ~ TEHIHITE ZKERZE Operator ©

ZERBEBET o TR BT TP % o

TSR » — T T %l o SFREGRMIBRINE 21F operator-secrets.yaml FEZE o

MREHE B #FE > BREEAEFI/AAA docker BE ©
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Kubernetes E51Z 014

Data Infrastructure InsightsKubernetes B=1ZEf P{E B 1% o440 AY

* EEER

* WERAEMME (RIEE)
* EHEE (A1)

* 8ot (A1)

ERIERT > S8 Kubernetes WERSFEI B RUA LAUE AT 5 NRREFT R EBESRHTTH > AIFTLUE
BEES Kubernetes > Collectors it HRARIWERR [=(ERE) EBEFEE ENHNE_REHE -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [} JESIOLE B EA W Il = Filter..
Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A (i ] 1.@ ModiviDEplovnent

HRETSETANERRE » WA EREERFANEAXRESRITH

{3 kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

F4R EIERF#THY Kubernetes Monitoring Operator

DIl 28R F4R
ZE]LLER DIl Kubernetes Collectors BE 4k Kubernetes Monitoring Operator © 3#— FEFH AR EZHYE

ANy
o

B RREE TR - BRIFERERTEGERD HEMZERETRRINITHR ° K2ER > CREIURIEER
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B THARETH) ERE TR o NRBTIHR T UEEHERREUTRESFHAEE > LSETEN
REBTHRERPE IR

ERLAFEEFEETRIEAR

MRECHIREEEERAERUANREE > FRAEITIRIFEFIENAEREREZRITRIEENREFERIS -
MREARARRPBIER VD EGRIER > RAEFEMNEERERELERAAR - EERBEGES LERENH#E
[ > SEfERLLT cosign TA » FEfR EE 3 THEEMFIAEGNZRRAIE | RiRFERG LERITHAAREE

> BIRAIELA B

cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

[EREZ AIEITBIRRZAS

R CERREBAARINBEETTH AR » W BEFHRE CRABEIERARAEVIRIFERERIEEE > A UERARR
TR BYRIRFEAR ZI AT I TOORRZS o #— T EOIRAIREFIEHVEE » AREE TR -

FEFHR

HEEIRA Operator /G TEE AgentConfiguration (UIRIEHIETHE =R R ETERE netapp-monitoring > F5E1R%
BENGmLER) -

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
WMRTFHE AgentConfiguration :

* ZEEERHAY Operator EHIRB Y Operator ©
° BREHESMN AR RGNRIEFERBIHEE

N8 AgentConfiguration RIFETE :

* 50 FData Infrastructure Insightsi& B EELTE (MNREH R ITEBAETERA netapp-monitoring » FEE 1
AEENmRER) -

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

* ¥BIIRA operator BIEN (MREHHBZTEMAETERM netapp-
monitoring ? AR ABENGRRER)
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kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
& <<to—remove—the—kubernetes—monitoring—operator,ﬁ@ﬁ%ﬁ%>>ﬁ.ﬁﬂ"]%@ﬁ °
* <<installing-the-kubernetes-monitoring-operator, TS SRR IES o

° ERERNEELE

o TNEERFTHY Operator YAML 1&Z1& » 728 ZE Z A0 agent_backup.yaml R FIFEMBE:IRABRIEEIT
&MY operator-config.yaml| F1 o

© BARCHIEEMHN A S REGNRIEERBIH#EFE -

{Z1E T EYE) Kubernetes E5iZ12ES

E{Z 1k Kubernetes Monitoring Operator :

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
E{®) Kubernetes Monitoring Operator :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

R g

fil% Kubernetes Monitoring Operator

#52= » Kubernetes Monitoring Operator BT 8% ZEfEIZ netapp-monitoring  © ¥R E&2

= > FEELECMFIEREN SHMERTIAZSRER -

Fi}
‘_\|
iy
!
=
L)
)

BILAER LT 65 @ BN BT AR AN BB IR IR (F B

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREIERFERNETHE CHNERAmRZERT » Bz mRER -

kubectl delete ns <NAMESPACE>
AR MRFEGSRENKRILEER" > AR TRPE S ERERIEEITIRES ©

RIEFHITUATEER S - REBEEEFNRE > Hh—Ea<aEgEn RIFIER) AR - BaUZEt2
BRIELES o
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

NIRRT ZE L TFXAIR !

kubectl delete scc telegraf-hostaccess

B81% Kube-state-metrics

NetApp Kubernetes Monitoring Operator Z22£ B 289 kube-state-metrics LUg 7 BT E AN B FI 35 £ FHZE o
BFf Kube-State-Metrics IS & » A2 R"AE"

ECE/IB:TIRIEE
BLEROEIAMBIRMEERE « £ANERER « EABETHA A docker EFEDSER OpenShift FIEE

o]

BoEEER

B BIECARYERE rTIATE_AgentConfiguration_ BETEIRHECE o SR UTESBIRIEE 2 1B B4REE operator-
config.yam! 1EERIAFBUILER © X EFEFMRENRERA - EFTIR7HE MRS RIMARAHIIRIE
E o

TR UERRERFERERAU T O REBILER

kubectl -n netapp-monitoring edit AgentConfiguration
EERECESEBIIRIEERETEEZE AgentConfiguration * FBHIT NI !

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED MAMRSITHEER CRIKE) 1 AR » AR REAREHNIRIEEA REFER

AgentConfiguration ©
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RERERE

&R A TEFE B B M {E it 75 E A U IBRE T2k 28t Kubernetes Monitoring Operator St A]AE 2 AAE S & AV IR
%"ﬁ

* MITRERBRE (A cur”) HBERENE » WRNITEINER BN AGERDEHData

Infrastructure InsightsIziE

* B1Z Kubernetes & BT Data Infrastructure InsightsIBiE@sAFRERIIE
MBREHE P —ESMEEERRIE » &7 %% Kubernetes 21FEE1RES » TN BLBEREHRERIREAR
LT AIData Infrastructure InsightsIRIF#ETT RIFHVE © MR EHE IR B A UREHEZEE Operator HIfF]
AR23/VM 7ZEYData Infrastructure Insights > BREEIGHIIER] SEAC B IEFE ©

B AR % Kubernetes Operating Monitor BY{CIE » TEZ4E Operator Z A1 » 5852 1E http_proxy/https_proxy
IRIBEE - HNFELERIBIRIR > EAIEEFERE no_proxy environment B2 o

EERTEE » AR % Kubernetes Monitoring Operator* Z Bi*fE &4t _E#IT FFISER -

1. ZBBIERERTE https_proxy F/ZY http_proxy IRIEEE
a. MRIEERENRIEENZEEMNRE (FRAELBE/EE) > SmHITUTHS .

export https proxy=<proxy server>:<proxy port>

. MREFERENRERBEEASMEE (ERELHE/BH) > FRTAUATHS !

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

AR Kubernetes # £ BiData Infrastructure InsightsIRIZENAIIE > sA7ERIEFTA G LRAE i
Kubernetes BEIFIR(ES o

7£EBE Kubernetes Monitoring Operator Z A » :555s& % operator-config.yaml A AgentConfiguration BI{{IEFE
B o
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agent:

proxy:

server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true
isFluentbitProxyEnabled: <true or false> # true if Events Log enabled
isCollectorsProxyEnabled: <true or false> # true if Network

Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERB:TEFAER Docker BE

FE:R1ER T » Kubernetes Monitoring Operator #i&#¢Data Infrastructure InsightsfE#/ZEFIREN A 25 o MNRE
A Kubernetes REFAEIEERE » BZEEREAENBETHFAA Docker [EEEN A28 MR PIRENA 2508
% > BINZBRLEH Kubernetes BT EEFREA S MITZEE o

#tNetApp Monitoring Operator Z4£[E17iE1T lmage Pull Snippets ° IbEn<#§%E AData Infrastructure
Insights17E > BIRIFEIRINFAE R G MFEIE » I E HData Infrastructure InsightsTFE o HIRIRTRE » @A
gf#ﬂ’\]ﬁ%ﬁ@ﬁ%ﬁ%%‘ﬁ% o LR S TEIRIEEFERNFAERSG » BIFEREE - F2R T T ELE &R

#i0» Operator THEEF] Kubernetes E5$%

* netapp-E5iZ%

ci-kube-rbac-{{IE
ci-ksm

EER
distroless-root A&

E =

« ci-fluent-bit

* ci-kubernetes-E {4 & H 28

AEER L AEAIHh E]
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* ci-net-EiERE

RIBEHNATBEREHR(ES docker BREHEXEITAYFAN/ZASH/ (R 2 docker fETZEE - R BEERESLEEGHNE
BIZEA B ##REEData Infrastructure InsightsfF7FEHRH—2 o

4R%8 operator-deployment.yaml| H19 monitoring-operator #8& » W EKFRA MRS | AILEREAIFAA Docker
fE7ZE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

4R operator-config.yaml Y AgentConfiguration LA BRETHY docker repo L& © Z&EHIFA N HETZEREIL—E
#7189 imagePullSecret *» BRAEZ:H4EE » 52/ hitps:/kubernetes.io/docs/tasks/configure-pod-container/
pull-image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift :RBF

MRETE OpenSh|ft 4.6 REShRA_E#1T > BIXZB4RER operator-config.yaml 1B AgentConfiguration LAERFB
runPrivileged &%

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

Openshift AISEE BHfZEIMNI L2 4R » (ETPELEEFELE Kubernetes TTHFHITEEX ©

BTEMSE

netapp-ci-telegraf-ds ~ netapp-ci-fluent-bit-ds 1 netapp-ci-net-observer-14-ds DaemonSet 24ZBTE # £ I =1E
EfiBE_EZHE—E pod » UEIERKEFMBER LNEE 2 FEEREAR T —ERAEARNN SR - MREE
ERE FRCE TEIBET/5RE » EMPELE Pod TESMEENRL LIETT > BIRIIURELSHEL *AIE
7£_AgentConfiguration_" ° MIREERK B SHERERETNMANR > ISt HARIRIESEEE X
ENBTE » UAFFRAEMMITIRIES pod °

165


https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html

TEEBRA Kubernetes IEZE B S BTE" o

3R[E]" NetApp Kubernetes E5iZi@FE L& BE"

RN

& EfMiIBR Kubernetes Monitoring Operator R = £ BRI > AERIEE 2RI operator-setup.yaml 1§
KPR TIIER |

ClusterRole/netapp-ci<namespace>-agent-secret
ClusterRoleBinding/netapp-ci<namespace>-agent-secret

MRE=EFAR > WARBEFRFER -

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

WMREE T #E DM » BB AgentConfiguration 5 operator-config.yam! W BUHHREE SIBE Y » WITEE
BIEED T EE kindsTolgnoreFromWatch: "secrets™ o i+ B ULITHEES |SEANEES |SEMEEMNIE ©

change-management :

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

E%:% Kubernetes B53% Operator 525 %

BRIEEN G RESENFIAEREMEI9HNetAppEEE o I UEZERIER cosign TEFEEREME » 3R
T Kubernetes /EAIEHIZS o MIAR T HREZE1R » 5528 "Kubernetes SXIE" ©

BERRGEELNARAE EEIREE ) REMAPIRE > (I TAE | SIREEREG LEATCHAART
B> REHEEQNE T

AEFIRETEES  AAT TR

1. BB TEGRIEL R &
2. BIRERERER A REEE
3. HEEREEAE (8P4 di-image-signing.pub)
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4. 5/ cosign EREEMER o FHZRRLLT cosign FAEEHA)

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

HPEHER

WNRITIERTE Kubernetes Monitoring Operator FFBZIRIRE > :HER A TIRIE ¢

I - SH—TF

R BEEIHM Kubernetes A IIBRENRIGHE ARBLFEHEIRED Telegraf {12 » AREHZLE
8L E 7 EBVIBEAS AEE o AV Kubernetes IFAMHENE BRFTHY Telegraf fUIRTER o RuLZA(HF Telegraf 2.0 3§
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BREBFPEIELLTASHEAE D E0901 15 : 21
. 39.962145 1 reflector.go . 178] k8s.io/kube-state-
metrics/internal/store/builder.go : 352 : #& %%l
Hi*v1.MutatingWebs/internal/store/builder.go : 352 :
#£5 H*v1 . MutatingWebhookConfigurationWeb 1
reflector.go . 178] k8s.io/kube-state-
metrics/internal/store/builder.go : 352 : £l
tHi*v1.Lease : fAREHXAEIERNEIR (B

#8leases.coordination.k8s.io) %5

HEF Telegraf B HFELULTARARIERALE > B
Telegraf FEERIENETT : 10 B 11 H 14:23:41 ip-
172-31-39-47 systemd[1]: EEEN AR FIEIZR S E
InfluxDB BYfE4EEEIRIEIARESLIE - 108118
14:23:41 ip-172-31-39-47 telegraf[1827]: time="2021-
10-11T14:23:41Z" level=error msg="#&; A3 11 1REXE
## o /etc/telegraf/.cache/snowflake > $&32 : mkdir
letcltelegrafl.ca che : HEPR#EIEAR o ignored\n”
func="gosnowflake.(*defaultLogger).Errorf’
file="log.go:120” 108118 14:23:41 ip-172-31-39-47
telegraf[1827]: time="2021-1001010Zk& - BHEX
/etc/telegraf/.cache/snowflake/ocsp_response_cache.j
son : BAERAIMEREEER\n Tfunc =]

gosnowflake °  (*defaultLogger) .Errorf‘file ="log.go
- 120108 11H14:23:41 ip-172-31-39-47 telegraf
[1827] : 2021-10-11T14 : 23 : 41Z | | E&} Telegraf
1.19.3

7 Kubernetes _E > XY Telegraf pod @RI T i8R
. “BRIE mountstats ERFHEE | BIAREL mountstats
=222  /hostfs/proc/1/mountstats » $852 : BIEL

/hostfs/proc/1/mountstats : #EPR#EIELR”
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BT :

WMRITHIT kube-state-metrics frZs 2.0.0 HE Sk Zs
B Kubernetes RiRZ<{E#? 1.20 > AnTsE & HIRELEA
B o BYF Kubernetes R : kubectl version BX{
kube-state-metrics hRZs : kubectl get deploy/kube-
state-metrics -0 jsonpath="{..image}' &7 B LEiELE:
B FREFLUENRE kube-state-metrics ZFELUZH
TEIFHAY

. pandmations_webating_webating_webPotations
_volumeattachments resources B EEE#MIER > fthffIa]
MUERUT CLIZ#

. resources=certificatesigningrequests ~ configmaps
~ cronjobs ~ daemonsets ~ deployments ~ endpoints
~ horizontalpodautoscalers ~ ingresses ~ jobs

~ limitranges ~ n amespaces ~ networkpolicies

~ nodes ~ persistentvolumeclaims ~ persistentvolume
s ~ poddisruptionbudgets ~ pods ~ replicasets ~ replica
tioncontrollers ~ resourcequotas °
secrets,services,statefulsets,storageclassesTE:Z B
BE8A ¢ lcertificatesigningrequests + configmaps

~ cronjobs ~ daemonsets  deployments - endpoints

~ horizontalpodautoscalers ~ ingresses ~ jobs

* leases ~ limitranges * mutatingwebhookconfiguratio
ns * namespaces * networkpolicies ~ nodes

~ persistentvolumeclaims ~ persistentvolumes * poddi
sruptionbudgets * pods * replicasets ~ replicationcontr
ollers ~ resourcequotas * secrets * services * statefuls
ets ~ storageclasses - validatingwebhookconfiguration
s ~ volumeattachments ]

ER—EEMMEE - 2F"5/% GitHub XE"THRES
#F15 o RE Telegraf IERETT » ARMAIUBRKREL

HEERANE o

WNERERFR ARG TT SELinux » BIRBEEPELE Telegraf
pod 7£BX Kubernetes &i%s_ERY /proc/1/mountstats 18
£ o EERRILIRS > FReEIEE XA E LA
runPrivileged R7E - BRAEZHMER > F2H
OpenShift 1B °
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7 Kubernetes _E > FXRY Telegraf ReplicaSet pod &3k
£ LLUTF$EE2 | [inputs.prometheus] JMIFERFEER :
A EiBES /etc/kubernetes/pki/etcd/server.crt

. letc/kubernetes/pki/etcd/server.key:FARX
letc/k11/kubernetes/pki/etcd/server.key:FART
letc/k1/1/p1/F11572 B % :

?ﬂz*ﬁ‘ 8 PSP/PSAIRIE o E R EFMEITIREENS

BREEHSBRFERBR T HE » WARIETEER
PSP/PSA

grep -i psp (FEZBTRKRIXEFMERAR)

MREHE B:THFABR docker #4717 » I HiHKEE
Kubernetes Monitoring Operator LUERE:#RIE > BIA]
EQEEUL‘“‘F‘“ FIREEZREAR B51/FAA repo BIAC

TR B A E M5 TURCER A T an @ BB - M EkAR Al
BB o

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all
—-containers=true

BT :

Telegraf ReplicaSet pod S7E7EI5E 2 FHEIZATL etcd

D HEE MIEREE EIEE o YR ReplicaSet pod RA T HH—1E

ERE EENTT ,_\H?rﬁllfi SELEERER o B ITRY
master/etcd EiEE R A SR o MREEULL > 557E
Telegraf ReplicaSet * telegraf-rs RIMMHRBHBTBE ©
4N > 47%8 ReplicaSet...kubectl edit rs telegraf-rs...if
FHEENBBEMARE o A% » EMEE
ReplicaSet pod °

UNRITAY Kubernetes B EEIFT#{T
(PSP) 2 Pod ZZ21FEX (PSA) > B BFHARE

Pod Z&1%/RA
ERATHY

Kubernetes B#E121FS o sSAIRIRUT T BARERIE
PSP/PSARIBRIZESE | 1. %5 E—EEERES

. kubectl delete agent agent-monitoring-netapp -n
netapp-monitoring kubectl delete ns netapp-
monitoring kubectl delete crd
agents.monitoring.netapp.com kubectl delete
clusterrole agent-manager-roeteing.netapp °
clusterrolebinding agent-manager-rolebinding agent-
proxy-rolebinding agent-cluster-admin-rolebinding 2.

LR EEIERFE R RAARE ©

1. FERAUTHRLHRENRIEZ | kubectl -n <name-
space> edit agent 2 © #&“security-policy-enabled”1Z3
Afalse” o EREEH Pod Z2MRAIF Pod %‘E%)’E]\
I RFFRIEEERE © AL T EnTHESD | kubect! get
psp (FEEZEET Pod ZEMRESEMIBR) kubectl get all
-n <namespace>

i 37“ImagePullBackoff 532

HBVEIEIRFERB IR T HE - BRI EZEDRK
FRRZ R -

Operator &% ZEBHHY net-observer (T{EEE[E
) pod Bl CrashLoopBackOff ARAE
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ELE pod BN ATEAIEN T FEHBERE

25 o EEATRIE | - EEP—E pod BYBEEIAFERY

RIBZORRE o BI80 © ---- {“ci-tenant-id” : “your-
tenant-id” » “collector-cluster” © “your-k8s-cluster-
name” > “environment” . “prod” > “level” . “error”

> “msg” 1 “ERFERR o [RA : BORRZS 3.10.0 1R
B0 RRZS 4.18.0","time":"2022-11-09T08:23:082"}
---- * Net-observer pods E3K Linux #ZIOHREZE VA
4.18.0 o FA® < “‘uname -r'{EEANIZARA » WHERE
3> =4.18.0

B EKSSEEMR FMRHERE © & T EHIEZANH

BERE  BIER G AREREGE (NTP) iR E4H
HEFRIHE (SNTP) RF R IEH S ERYBSRE o

Net-observer@—1{EDaemonSet > Tk8sEEMNE

{ENode R #IT—1Blpod ° « FEEEMNFFERIEAREEH pod

» WIEBERHBET CPU HEIRIEERRIE o FRED
‘it A APRERECIEEEH CPU ©

BRETTEMEEE R telegraf-rs pod 7£ ksm pod
&2 BIERENRF A 2 B RIS - —BFRAE pod #BE
1THEZR » BEEMEMEELE ©

EREE/REY Kubernetes Kxdx (Bl kubectl version
) ° WIRZ v1.20.x BRI » 2 —{ETEEARIIR
%1 o {5 Kubernetes Monitoring Operator 3FZHY
kube-state-metrics fRZs{£37#& v1.CronJob ° 7£
Kubernetes 1.20.x B2A FhRZ<H > CronJob BRI
vi1beta.CronJob ° [t » kube-state-metrics ;%% Z
CronJob &R °

#RE8_AgentConfiguration_FtelegrafZfisy » i

#%_dockerMetricCollectionEnabled %7€ Zfalse o 81T

REZES > A2REEENICEEE" o ... B
DL B - %78 © docker BIFIER : -
DaemonSet X1t : - #

: DOCKER_UNIX_SOCK_PLACEHOLDER &

. unix:///run/docker.sock ... ...

#RE8_AgentConfiguration_FStelegrafZfsy » I
# outputTimeout IZANZEI10F) c AT HREZEFIE > 3B
BRIEESEMN ILEEE" o

FERCEIRIR ER" LRSS ©
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Pod 7£ Operator ap%4 22/ (FEER{E . netapp-

monitoring) H3ET > B Ul hREETRITEEHERE
A Kubernetes 351ZRY S5

Operator anfa ZEEIHFHIER 7> net-observer pod B
Pending ARA&

Z 4 Kubernetes Monitoring Operator & > F17B07E H
SEHREILUTAZR | [inputs.prometheus] fiEEEEER © [
http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics
2 HTTP s5KEFH$E © EHX\http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics

- #5% tep © 23X kube-state-
metrics.<namespace>.svc.cluster.local : ;BB S

ES5

BRERAEEIHEHBRMNEBEEREEMN Kubernetes
CronJobs WEERIFERE ©

ZitiB{EE % > telegraf-ds pod #EA
CrashLoopBackOff > pod BiEEET lsu:
Authentication failed] °

HTE Telegraf BEEHPEFFELUA TR BN EETER
B [ E! [agent] B ABILFFEE LR o http © 22

5 Nhttps://<tenant_url>/rest/v1/lake/ingest/influxdb
DBH T EIERE (SRR

Client.Timeout)

R DFELEEHHEERY_involvedobject B} o

A EREIMEEIEIRIES pod ETET > —E%
7 netapp-ci-monitoring-operator-<pod> > B—{E% %
monitoring-operator-<pod> ?
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H 2023 &£ 10 A 12 B3t » Data Infrastructure
Insights B ZE#8 T Operator » LU{EE §F3t fRFEF I8V
B ATRE2RAELEENR » BN AEMRERIRIEEN
ZHEEHEY o

MREMHE LI pod HI%TE

“kubectl -n netapp-monitoring get
pods

awk {print $1}'

&% Kubernetes Monitoring Operator Z8&H pod H
RERAFEMAAE °

R DR ER D B EXUE R netapp-ci-kube-state-metrics
pod BEARIEN S EFRLAE o IR1E StatefulSet R{ET >
B8 E2 A FER R netapp-ci-kube-state-metrics
pod °

#1177 Kubernetes Operator 74k ° netapp-ci-kube-
state-metrics pod #AENE) > il ErrlmagePull (7%
RIEREAR) ©

EREDT > FAY Kubernetes BEFERERE IHG
[Fi#BiB maxEventAgeSeconds M#EE] & o

BT :

89 kubernetes EHEIMELE[AData Infrastructure
Insights[al#R o

grep event-exporter

sed 's/event-exporter./event-exporter/”

© FEZZ = “‘netapp-ci-event-exporter’gi“event-
exporter” o & N ERAREFEZIECIE kubectl -n
netapp-monitoring edit agent ) MERTE
LOG_FILE BB R IR F—ES B FINEENE G
B 132 pod & F8 - EAMER - LOG_FILE FEZRE
#“Ivar/log/containers/netapp-ci-event-exporter.log”

g} “/var/log/containers/event-exporter*.log”

fluent-bit:

- name: event-exporter-Ci

substitutions:

- key: LOG_FILE

values:

- /var/log/containers/netapp-ci-event-exporter*.log

HE > AR TR B T RIBA o

2% Kubernetes Monitoring Operator"fit. & 15" "R
EEHAN CPU FI/ERECIERERE o

StatefulSet i "IRFZHY"ARRE o (E1EFRBECERIRER »
%58 netapp-ci-kube-state-metrics pod °

ERFHEE pod °

{EEX Operator agentconfiguration > #& event-exporter-
maxEventAgeSeconds (BMEHNZEI 60s) - event-
exporter-kubeQPS (BNE/NZEI 100) 1 event-
exporter-kubeBurst (EMENNZEI 500) &N - ARAEL
REEEENESHMER 2R IEEER -
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Telegraf E ] HECIREE A EMEBE L ESHAE ©

HETIHKE Telegraf EELUATARABTHNEENAE - W!

[inputs.diskio] #EUNEE Tvdel HVMERRSATE @ 58
/dev/vde FFEE 4 HEER | IR A LIS B iR

FH fluent-bit pod HIRLA TEEER © [2024/10/16
14:16:23] [#55R] [/src/fluent-

bit/plugins/in_tail/tail_fs_inotify.c:360 errno=24] FAEXAY
EZE K% [2024/10/1tail. [2024/10/16 14:16:23] [$E:%] [

51%] wAMIRIERM
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unprotected FLEEIEMELFMER » ;A2RILEE
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HHL Kubernetes SSIEIREE RN » BELEEAEER
MR > IR R RS o HE > 4REE
AgentConfiguration HHY telegraf #3453 » A
runDsPrivileged 5% true © YR T MRE L5415 » 552
"R EEECEEEIE" o

EREREETH fsnotify 527E -

sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take
note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>

EHENE Fluent-bit o

AR AT EREER T ESHMERRERNARY
IREBEIE /etc/sysctl.conf FIFTIE I T 41T

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some
thing larger than current setting>
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RARVEEER » FAEAEREE TLS /REEMEASEH HTTP
ER o B0 : E ! [inputs.kubernetes] SMIFER FEER :
B YIS HTTP sA KBS £ i8R <a

href="https://&lt;kubelet_IP&gt;:10250/stats/summary":

" class="bare">https://&lt;kubelet_IP&gt;:10250/stats/
summary":</a>13%l"<a

ASE—T:

R kubelet EFAA B LS » M/HIEENEE KT
2 Subject Alternative Name_ BEFE S
<kubelet_IP> > BIZ#E4LEREENR - A7 HREERE
» ERERLUER IR E" » WAF
telegraf:insecureK8sSkip Verify 587 true S E
telegraf BAIEHFUBKIBERE - E » FRBUTURE
kubelet'{@fRESTLSBootstrap” > En&fE2E 3K

href="https://&lt;kubelet_IP&gt;:10250/stats/summary": B [certificates.k8s.io] API BY/&:EzAK ©

" class="bare">https://&lt;kubelet_IP&gt;:10250/stats/
summary":</a>tls : HE;XEREEE | x509 © AR

&lt;kubelet_IP&gt; BIEE » RAEAEZE IP SAN

FSEMAM 1B EERE B SR o
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions

Meed Hel

(=]

Follow Configuration Steps

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? Need Help?

il
o
(11}
(=]

4% RHEL & CentOs w

Select existing Agent Access Key or create a new one

Default (405f5ec-ddcbh-4404-977b-71fa%3 1 e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Riged Helg?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service
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Metstat Configuration

netstat Gathers netstat metrics of the host where telegraf agent is inszalled.
What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-71fa231e1ad3) hd + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions

Follow Configuration Steps Meed Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-netstat.conf file.
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Nginx Configuration
N Gi“ x Ea'g" ers Mgins rﬂevgii:.

What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%05ec-ddcb-A4404-977b-7 17283 1e1ad3) - | =+ Agent Access Key

*Pleaze enzure that you hawve a8 Telegraf Agent in you environment before configuring  Show Instructions

181


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

LA

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

IE

Nginx FS1ZURETEZE Nginx"http_stub_status_module"#EXFR °
BEZEHAELE " Nginx XIE" °
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service
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