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Cloud Insights Support Contact Us

NetApp Serial Number: AWS Customer 1D: Need help with Cloud Insights?

123456783011234567830

Support activation is required to enable support with NetApp through web ticket or

phone.

Activate Suppaort at register.netapp.com.

AbCdEfGhI12345678990zyxWVU

Check this box to allow NetApp access to your instance of Cloud Insights.

Knowledge Base

Search through the Cloud Insights
Knowledge Base to find helpful
articles.

Documentation Center

Visit the Cloud Insights
Documentation Center to find step by
step instructions to help you get the

Technical Support:
Open a Support Ticket | Phone
(P1) | Chat

Communities

Join the Cloud Insights Community to
follow ongoing discussions or create a
new ane.

Sales:

Have questions regarding your
subscription?

Contact Sales.

Feedback

We value your input. Your feedback
helps us improve Cloud Insights.

mast out of Cloud Insights.

Learning Center

Cloud Education All-Access Pass:

Visit and subscribe the Cloud Education All-
Access Pass to get unlimited access to our best
cloud learning resources.

Course Catalog:
Browse the Learning Services Product Catalog to find all
the courses that are relevant to you.

Cloud Insights Course List:
» Hybrid Cloud Resource Management
s Cloud Insights Fundamentals
» Cloud Resource Management
» Cloud Secure

Proxy Settings

Need to setup proxy sxceptions? Click here to learn more.
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1. BIEZE NetApp sEM#ALG https:/register.netapp.com

2. =Y TIREEMA NetApp R ~ ABEE BREREBRER _ (FRERR - FEECHIREMEERS (
NetApp L AWS ) ~ WSEERIEHIUE Insights EAENERH ERA > X&) AR ~ RIEHENFR
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Mame:
9501112223334445R512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone,
Activate Support at register.netapp.com.

Check this box to allow MetApp access to your instance of Cloud Insights.

3 HRFEAMETFEMRE « ARIF—THER" -

Existing Customer Registration

The fields marked with * are mandatory

First MName®
Last Name”
Company”
Email Address®

Product Line” Cloud Insights v
Billing Provider * NetApp v

Cloud Insights Serial # * ] ||Eg 05012235021303893918
MetApp Subscription Name * @ e.g. A-50000100

Add another Serial #

4. NRBAEREL - FRAEREWSIEE Registration Submitted Successfully (BERIHERER) 1| B
i o SRR EMAINSSSSOF A E L IBERANE FEHithit « i EEK I ERINE—HEFEH 1A T
HNERRTEEHEIIEER °
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1. BB = NetApp sEM4BUL https:/register.netapp.com
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the
form. Please click the validation link in that email to complete the reqgistration.

The fields marked with * are mandatory

First Name”®

Last Mame™

Company™
Email Addrass”™
Office Phone*

Address Line 1*
Address Line 2
Postal Code / City*

|
|
|
|
|
Alternate Phone |
|
|
|
|
|

State/Province / Country™ | - Select - v

MNetApp Reference SN |
If you currently own a Metdpp product, please provide the Serial Number
for that product here in order to speed-up the validation process

Product Line® Cloud Insights v

Billing Provider * MNetApp v

Cloud Insights Serial # * @ |e.g. 95012235021303893918 |

MWetfpp Subscription Name * @ |E-D- A-50000100 |
Add another Serial #

socuiy check | Bandno |
Fnter the rharartars shnwn in the imane tn verife vanr =

13842 BERERZE Insights _ IRERRY] o FEELCHRBEMAER (NetApp SLAWS ) ~ WBEEK]
EHRZRAE Insights EAETETEY MEREA > <R IHEER « IRMHIGBYESRAN NetApp ST TEEL AWS &/
ID :
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344455512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone,
Activate Support at register.netapp.com.

Check this box to allow MetApp access to your instance of Cloud Insights.
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View Installed Systems

Selection Criteria

» Select: Serial Number (located on back of unit) ¥ | Then, enter Value: Go!
Enter the entire value, or use asterisk (*) for wildcard searches. (Wildcard search does not apply to Serial Numbers)
Wildcard searches may take some time.
Enter the Cluster Serial Number value without dashes.

-0OR-

* Search Type‘: - _ P_roduct F_e_lr__r_'.ﬁly (_c_)p__tiopai):
Serial Numbers for My Location ¥ | | SAAS CLOUD INSIGHTS
City (optional): State/Province (optional):
US and Canada Only ¥
Postal Code (optional): Country g_optional_)_:
- Select One - ¥ | Go!

4k

Details

If you see any discrepancies or errors in the information shown below, please submit Feedback and be sure to include the serial nu

Data Infrastructure Insights ER}INERFIEHER

e A EP R TE A IEERIRESS Data Infrastructure Insights Data Collector Support Matrix * ~
Role=HYEMHAE R} o
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Role Command/ Access

Vserver Name Directory Query Level
clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl::security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name Locked

ci user ontapi password ci readonly no
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vserver show -type admin

. ERTISRSEIAR !

security login rest-role create -role {role name} -api /api —-access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create —-name spi -role {role name} -vserver
{vserver name as retrieved above}

security login create -user-or-group-name {username} -application http
—authentication-method password -role {role name}

3. AT TEILMEERE - #iTcreateTm <% ~ RMBIRNEHWALLERENE o

security login create -username ci user -application http
—authentication-method password -role ci readonly

WMNR{EAAD/LDAPIRS ~ Bt < FEZE

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application http -authentication-method domain -role ci readonly
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security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
2
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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Diefault (405fb5ec-ddeb-4404-977b-71fa931elad) - + Agent Access Key

*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

006 00 O

Fastart the Telzaraf service

EEHMEE > B2 "ActiveMQXT "
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fﬁ-\F‘F\CI-I E Apache Configuration

Gathers Apache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service
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E{FAmod_STATUS :
EXFFET 'mod_STATUS) #E4EEMELSE
* RYFT&EAH
* BBt ER
RUFATRAR
RIS A ZE Tusr/local/apache/conf/httpd.confl FRIZBAEREFRIER] o AREEABREFE W BN 51T ¢

LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

RRETTRIRET B -

s

mod_STATUS. HIBRYE2HE Tusr/local/ap2/conf/Extra / httpd-info.conf) TBRYAEREREFRIZH o 55HEE X 4HAEH
FETHIEE (ELEeFHMES) -

Huk

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On

0% T od_status 1 RAHAVEFARIET > 552 R "Apache XX (4"

Vi Bt s
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

Restart the Telegraf service
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= CouchDB CouchDB Configuration

Gathers CouchDE metrics

What Operating System or Platform Are You Using? Need Help?

4% RHEL & CentOS -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice
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T FMAE A" CouchDBII " » 3

Yt ELst Bids
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Docker Data Collector
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Docker Configuration

-#dDCkQF Gathers Docker metrics.

What Operating System or Platform Are You Using?

%% RHEL & CentO5

v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3)

il + Azent Access Key

*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Meed Help?

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint

g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

4BRE24R4EDocker 1.12.6FREIZEMRK ©

]
it

FEBUNIXEZF7EEDocker

gNRTelegraf L IEIZ TN BT AR L]TT

AEHIT T8RS ~ i Telegraf Unix{ERE FIEEDocker UnixB$4H :
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sudo usermod -aG docker telegraf
gﬂ%Telegraf'f‘%iiﬁit%EKubernetes PodNHIT * AR ERFHEEPodHH
Volume * REBZEIRELESE /var/run / Docker o Bl ~ A& TFFIEBEFIEErodcast MK :

volumes:
- name: docker-sock
hostPath:

path: /var/run/docker.sock

type: File
A% ~ I T5IEB g EContainer !

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

#HEE © Kubernetes & 1R Data Infrastructure Insights L2 & BB IR ML EFE o

FATCPIRE FEDocker

IRIETARR « Docker& (£ AEEIR2375ETRIMEFE © MERZIE2376RI AR INEZEFE

i EEHEL3S
WETH R E a1 84023
Mt RIS B : BERIE
Docker5 | 4 ZefIDockers | ¥ ENEL 4 TBENELIPEIZEUUID BfTContainerfV:CIERE DS
EiZ50S Kubernetes# REEERIEFLECPU
£DockerhRZs & 7T HITEXRGIZERERSE
HEFERERRRTTER
A ENEER B ERPE

BX e ARAEDEERE
fEF R E & X/
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Docker Container

il

%22 Container Name
Docker Engine

B
Kubernetes Container

Hash Kubernetes
ContaineriEiz

iBKubernetes ContainerE&

HENENst8iKubernetes
Containerf% LEFIL S B

&Kubernetes Containeré%

IFER B R Kubernetes
Pod#% 1 EPRHAContainer
g f&Containerik
REContainerhik A~ & 24

#&Kubernetes Containerst

IR 1EKubernetes
Containergf8Kubernetes
Docker Type Kubernetes
Pod%fEKubernetes Pod
% Z=2fM Pod UID

KubernetesyV#8IDEZ5IP
ERELUUID Dockerki

ZKubernetes 10 Configr]

R Kubernetes 048883
JEOpenShift IO SCC
Kuberneteszi
BHKubernetes@@m%4
fBOpenShifttZsgKompy
Service Pod#i A3 &1 )

BMESTHR M ZPodSE A E L
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REZRB L TRIRBURL 22
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RRASZEAEZAB R A 4 cE &
% FPod Kubernetes
StatefulSet Pod4a#&FH
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Docker Container 10 TP ARyt A RS Kubernetes Container |IORRFE NI TTARBIRIER
EDocker5 | g Hash Kubernetes 5| OIRFE(T AR RIS
Container& i BRI OB (i AR BRI

1BKubernetes Container®E % |0fRFE (AR EISLE
WMEBN st #Kubernetes  HHOBRFS(ITTARIBIEE
Container#% IEFLE 2% AIOBRFEBIRIERZF 108K
{€Kubernetes Container® F&{EISEEUOIRIEIEIZIO
LFER 2 R BKubernetes RS EIRAR T ORRFS IR
Pod%ﬁlﬂz ZFREAContainer = A
g & Containerik
BEContainerhR s Ei25 %
fBKubernetes Containersg
IR 1EKubernetes
Containergf8Kubernetes
Docker Type Kubernetes
Pod%fEKubernetes Pod
#n$aZEfE Pod UID
KubernetesyV#8IDERELIP
EAZLUUID DockerHli
ZxKubernetes#BREE]
R Kubernetes4BRE3R
JROpenShift SCC
Kuberneteszi
BHKubernetes@@m%4
FBOpenShiftiZEZRIBZR1E
hRZS Pod &8s F = 2l 231
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$Kompayﬂﬁfﬂm$§L§ H
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F{‘ﬁﬁ%)ﬁ Pod Kubernetes
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Docker Container Network #5422 Container N\ame Container Image B ENRXAITAAEE
Network Docker Engine  ContaineriR#&Containerhlz B8zt G (HEMEE
A B RG  RBEN R IP R BB F RS atE R E
BLUUIDERELOS K8sE e L ES Ik
£ DockerhiZsContainer ID

126



s
Docker Container CPU
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B2 BIECPU
Docker Engine

B
Kubernetes Container

Hash Kubernetes
ContaineriEiz

B AR B R B R AR R A
AEAIZICR T E Y
BRI R EEREME

12Kubernetes Container® FEEDLAGKER B4

HEE st #Kubernetes
Container4% IEEHLE &
&Kubernetes Containeré%
IFER B R Kubernetes
Pod#% 1EE R
HAKubernetes ConfigZs
EKubernetes Config2i
iJROpenShift SCC
Container Image
Container Image
Container Status
Containerhk2xNode Name
Kubernetes Container
Path Kubernetes
Container Container
Name Kubernetes
Container Container
Container Container
Name Kubernetes
Container Container
Container Container
Name Kubernetes
Container Container
Container Container
Container Container
Container Container &
AKubernetes Pod%
f8Kubernetes Pod#h$a e
fKubernetes Pod UID
Kubernetes Sandbox ID
Node IP Node UUID Node
OS Kubernetes Cluster
Docker Version
Kuberneteszi
BHKubernetes@@m%4
fBOpenShiftiZs2 2218 Hk
RPodEIAS R IEHI 2MERT
AREEEPodEE At LARTEZR
EEE B HAZREIRELE
5078 2B & F Pod
Kubernetes StatefulSet
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Elasticsearch Configuration

(Gathers Elasticsearch meirics

== elasticsearch
_—

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Peplace <INSEQT_ELASTICSEARCH _ADDRESS= with the applicable Elasticsearch address. Please specify a real
machine address. and refrain from using a loopback address.

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice
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ER L& TelegrafVIERRNIEER AN TS ©

2. IRICH KR Agent BITHE » HEBATANIEERMRT AR Agent » FHE—TF _ BRET _ M
REBHE R IR 2 o

3. IEME BRI ERINERFRANRIEEZRNFNER « KrE—T +ERXENESR) HHRmgRE
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

R IE

SEEMFInkZIPERZ TS :
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JobManager : FlinkEB &4 - HRA—RVINITEEES - TR AERTEY  RAEES TIEIJobManager
o TaskManager : LE%#HTFHML%?E’JLLE Flink§hM#42 02 MU Telewraffy JolokiafMET2 X B BB - BI40 - 7
EEFRBFlinkTHWEEN - FETFIB T LiEBJolokiaETTREM AR ©

i

St
0¥

EEN i

4BRE Z24RIEFlink 1.5.0MRFIZETIAR ©

E

]

JolokiaftIEFZJar
HNFrEER THE « %B FHEJolokiaWIEF2R JartE ZAIHRZS o B RR A 2 4078 2 CIEr1.6.0" o
LU TEREARRE THAJartEZE (jolokia -jvm-1.6.0-agent.jar) it opt/ flink/lib/) L& °

JobManager

EE#&JobManagerz& E 2 ARJolokia API ~ {ERI LT ENEE 2R E FHIRIBE S « A% EFE &) JobManager :

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"
TR Tolokia BHEARIMERE (8778) ° MMREAABBIPRIE Jolokia ~ ERILUABECHII
PREXAY M2ERMEL 0+ 0+ 0 o FHAR ~ LbIpBER TIEABSMIMERTFEL ©

TFE

mh

THREES) LB TJolokia APl) ~ {ERILITEERRE ERRE TIIRIREH « ARENRE TTEERE

m o
N

+ 2
=z
d

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"
BRI A Jolokia R EARERVERIE (8778) - MREEAI1PREEJolokia ~ EAIUBECSHI
PERENAN TE2E/MLE) 0 - 0 - 0 o FHFR ~ 1P BRIER TIEABIMEFENFE

Vi Bt s
WREE I R EEt R as -
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Hadoop Data Collector
Data Infrastructure Insights ffEALEE BT ERZE Hadoop UNEEFEHE ©
L4
1. 4% * oIfAAR > UKEERS * ~ H—F * + BRIREESS * o 882 Hadoop ©
ENZE TelegrafCIERERXNEERRL TS ©

2. RAEHRZE Agent T » MBATRNEEARRT AR Agent » 3B~ _ BRI _ U
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4. BRBABTEREERES - BEETEREARBEENNIEER RSN T REEMAFIRRE -

Hadoop Configuration

Gathers Hadoop metrics.

What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian T

Select existing Agent Access Key or create a new one

Defauic (405 5ec-d4cb-2404-9770-71fa831e1ad3) d =+ Agent Access Key

-*Pleaze enzure that you have a Telegraf Agent in you environment before confizuring  Show Instructions
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Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

s

E

STEIIHadoopZPE R Tt !

K3

* NameNode : Hadoop D E{RIERE R4 (HDFS) TE R4 - 15— %5DataNode ©
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* XENameNode : FNameNodeHIBEE A #HT%5# o fEHadoopH » A& BEF AR ZENameNode ° R
:cNameNodeﬁﬂNameNodeH&%ﬁuﬂ MEEZERFER AR ©

* DataNode : BERHERERE °

* BREIESS  BHIERSA (Yan) o #3E—&%IBINodeManager ©
* NodeManager : EHER - HIITRRAEANERAUE o

* JobhistoryServer : BElRFA LIEEZCEREREK ©

HadoopﬁHﬁfﬁzEL,(Te|ewrafE’9Jolokiaﬁbﬁr&ﬁ%gﬁ%oWJizu EENFBHadoop Tt IREE « FEEFE
ol _EiFEiBJolokiasz EFARRIJIMX o

+

>

i

=]
4HRE 2R #EHadoop 2.2 . 9KRFAZE AL ©

3

RIE

K

JolokiaftIEiZ Jar
HIRFRBEERTH ~ B T EJolokiaVIBIE N JartEZAVRRZS o B ARRAS 2" 498 2o IERE1.6.0" o

LU TFEREAREE THE A JartEZE (jolokia -jvm-1.6.0-agent.jar) % [/op/Hadoop /lib/y & °

NameNode

EE:%ENameNode L AffJolokia API ~ &AL #E<Hadoop 3 B >/etc/Hadoop / Hadoop -env.shA&E F57!IEE

export HADOOP NAMENODE OPTS="S$HADOOP NAMENODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

XZENameNode

EERXENameNodes® E % AfJolokia API ~ f&B] X 7E<Hadoop I B #%>/etc/Hadoop / Hadoop -env.sh/zZE
THEE :
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode

++

EE R DataNodesk 4 ARJolokia API ~ &R L 7E<Hadoop = B >/etc/Hadoop / Hadoop -env.shs& € 5118
B :

export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

BHREEREN

EERTEREEELUARJolokia API ~ &R L TE<HadoopE E>/etc/Hadoop / Hadoop -env.shF & E 518
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManager

E:Z FNodeManagerLd A FJolokia API ~ #& 8] LA TE<Hadoop £ BE>/etc/Hadoop / Hadoop -env.shH1:& E T3
B :

I/\
export YARN NODEMANAGER OPTS="SYARN NODEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote
-Dcom. sun.management . jmxremote.port=8004
-Dcom. sun.management . jmxremote.ssl=false
-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"
You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

TEEFELFEIARSS

EEi¥ JobHistoryServers& E 2 ARdJolokia API ~ {87 LA 7E<HadoopE B >/etc/Hadoop / Hadoop -env.shFz& E
TFIER :

139



export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch

all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from

the telegraf plugin.

Dcom.sun.management . jmxremote.authenticate=false'

You can use the option

authenticate. Use at your own risk.

if you don't want to
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service

o]

o KB

TelegrafdYHAProxysMHFE U {INFEHAProxy 4 5T B I THAE © & /HAProxyREERVARRE ~ BN RFEEEENA - RO
% ~ HAProxy @ BERHTMLIRRS ~ LUETERIE 33 _ R s HEENFR B HAProxy 2B RE AYAREE o
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4BRE 2 IR#EHAProxy 1.1.4RRBASEMIAL ©

EAERAMETER - EARTEHaProxy BREIES « WERLH SREAE/ZIEM/EHaProxy URL ~ 7£ TEREE

m BRZEBMETINT

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

LT 2R At BRI CEHIEREAE -

global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%9080
bind *:9080
default backend servers 2

backend servers
server serverl 10.128.0.55:8080
server server?2 10.128.0.56:8080

backend servers 2

server server3 10.128.0.57:8080
server serverd 10.128.0.58:8080

NETBEERMAVET » FFBR"HAProxysX 4" o

check
check

check
check

ssl
ssl

ssl

ssl

verify

verify

verify

verify

none

none

none

none
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) » + Agent Access Hey
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

9 Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

@ Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port
ﬁ Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

@ Reastart the Telegraf service
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service
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UFRBEIETIRRIEHKafkaZiEiiE% Mopt/Kafkal o EEILERETIIIET « URBIEHZRAIE o

JolokiaftIEiZ={ Jar
Jlokia RIBFER Jar tEZRMNER"E TE"MIRRZS AR A Z JoslokiaftiE1.6.0.

LU TFERBAREE TH A JartEZE (jolokia -jvm-1.6.0-agent.jar) fiii% [opt/ Kafkallibs/y HIMIE °

TRFELA

EEHFEKafkaVEEE LA Jolokia API ~ #KBIIUXTE TKafka-rer-class.shl @52 Al
f£<Kafka_hom>/bin/Kafka-server-start.shi#fig F5IEH :

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/Jjmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

nﬁ/ < PREEHIER MEEETE-1) FEE TRMI_HOSTNAME] IBIEREE o (T2 (EIPHESH « BEREILS
7r EUNEEIGFRRAIC\HIRMIZERARIP o
EaIAAIMX (L759999) FlJoslokia (8778) BEIERERVERZIE - MNREHE AEBIPRIHE Jolokia ~ B LUH B

CHIPZREY T2ERME L 00 - 0 ° 55FE ~ LEIPKEREIHTIEASIMIMEREE - MREFRBERE - 7T
fEF -Dcom.sun.management.jmxremote.authenticate=false'] I8 o EAREHEEEITERE o
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1. ¢ * eJfElAR > UREEER * ~ B —F * + BRIIREESR * o BEE Kibana ©
EINZ K TelegrafGERRZARFRERMRITF S ©

2. MRITHKRZ L Agent EITIRE » HBEATRNIEERRITERE Agent » 55— T _Bmfan _ MU
ERfERERR L& -

3. ENEERIERINESREANAEERFIER o SoE—T +RIBEXEFRER) HBRmgRE
FHER - REBHMWE | AAECRERENRESRDER - 7 ERTENREENFIEE « AIINKE
ER|ITE -

4. BRBARTBREBENRES - EERTEREARBEENNIEER RN T LEEMAFIRRE -
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

©O 0 00 O

Restart the Telegraf service

K

R KE

MNETFHAEN"Kibana>X 4" > FH2H o

Vi Bt s
WREE I R EEtERas -
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Kibana ant ZE ENRLIPENRERMBARZASIRAE  MITEMERRAEEE
#4558 FA B Z SR [B1 FE B FE 1
HEIERERRESHT
5

SEERPEAE

TR EEP IR HMER SR -

Kubernetes E5iEE pg Ay L2 B4R A

Data Infrastructure Insights % Kubernetes &£ 512t * Kubernetes Monitoring Operator*
o B|E X * Kubernetes > Collectores > +Kubernetes Collector* UZFEHBVEHEF o
Z4E Kubernetes Monitoring Operator Z Bij

ZHEEi T4k Kubernetes Monitoring Operator Z&if » sEAC 2B S iR E 4 S o
Z# Kubernetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (..M dM) A e T = M Production Best Practices @

Installation Instructions Need Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace

Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

£ Kubernetes %% Kubernetes Monitoring Operator Agent BJ % :

1.

8.

MAM—RRELEN G RZER o MREFAHERE AN Kubernetes BHF » sAEABERNEEREM S
BZEM

—BEAELIESHE « Rt E L Download Command | &8 SR ZT8E5E o

RHAZIVEE 7 BRBLE]_bash_fREPIIIT o i FTHIRIFERRESR - 51 - BB REAARENER A
RUBF 1 7524/ \B5 ©

ﬁﬂ%&ﬁﬁﬂ:ﬁﬂxﬁ 7 ~ SRERIERN TR&) HEUA B ~ A HREA bash Shell TEANABIT o FAGHRE
SERLE H%H?E%EU&:E’J*A’%G%T?T A i’“%.ﬁ?ﬂﬁﬂﬂ’] SCABERIR4EME o BHT operer-
deployment yaml RIS ~ WK operer-config.yaml EPE’\J‘?EI#%?E@T::%??T BRIE °

- WARE « FIERA BRYERSEIR « AIU0 Proxy SIMEREERE - KRIURBESAN HSERENE

o

BT 2% - 5EN KUBECH ERREINER B ~ THIALHIT ~ USBIRES -
ZEREEIMEEET  c B -H—T _T—% _ #Hifto

TERSERE BT _ T _ 1%l - FEORIBRHEZ 2H7F operer-Secrets © yaml t&2 o

UNRIGERRYE Proxy @ sA2 RN E Proxy ©

MREHBRIHEEE » SARERINERER / WA HRREREFE -
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Kubernetes B5iZ7Tit
BERIEMRZEHE Insights Kubernetes B5iZEf (A BLiZ o440 A
c REER
* MERRRAAEEIME] (ZER)
© Btk GER)
* $Ea GER)

RIETARR « B8 Kubernetes WESREFG R LAUERTH ; MREREFFEREWESITH ~ ERILIRE
ZE Kubernetes > Collectors * ABNEEARAIRIWESS =35 ThiERPER EXEZE) - SHER -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [} JESIOLE B EA W Il = Filter..

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A (i ] 1.@ ModiviDEplovnent
SEFENSETARERNRE « XA RIEREE AR AR ERNTH

& kubernetes M0d|fy Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis
Cancel
F4R E &#HY Kubernetes Monitoring Operator

FENIRBER FE G EE AgentConfiguration (MIREHa% MR ETEREY _NetApp-monitoring ~ A EE
B TER) -
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
WMRTEFHE AgentConfiguration

* ERBEEFHNRNERT
° FERICEANZ IS A SRR BT HEFE

N AgentConfiguration RZTE -
* A FENERZERRAPHENRERLE (NRENGLEMAETERDN NetApp B51E ~ A ABEE N
BZER)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

* L_LEEﬁL%?E’J{%ﬁ} (MNREH B ERE R ETERM NetApp
ERITThAE « ANABEENGBER)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
% <<to—remove—the—kubernetes—monitoring—operator,ﬁgﬁ{]"?%>>iﬁ.ﬁﬁ’ﬁ_§¥ °
* <<installing-the-kubernetes-monitoring-operator, Z&&>>RHIEHF o

° SRERERNERERE

o TELERFTRY Operator YAML 1&ZE 2 % ~ 585t agent_backup.yaml FRERIEETIEREZE TEMN
operator-config.yaml - A BEITIHE o

° FEARCERANZMIENI ARG BT #EFE

{21 &) Kubernetes E5iTi@(ES

EHEZ1E Kubernetes E5iTi2(ES .

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0
EER# Kubernetes Monitoring BHEF :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETEfRRRZ S

#B% Kubernetes Monitoring Operator

#/EE » Kubernetes Monitoring Operator B8z ir % ZEfE2 [ NetApp-Monitoring | © MIRIEBERE B 26

156



RZEM - FEEERBERMUKRAE RES MERPIRAZKGRER o
FIfEFE T 5 8n < MR A BURTAR A B B4R S

kubectl
kubectl

-n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
-n <NAMESPACE> delete

clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREERFESEEHEBRERT « AR RER :

kubectl delete ns <NAMESPACE>
MREF—(Ear<ER XARFEER ~ BRE TSR ER LR EREEITIRES -

KREATTIIBEGS - REERNZEBERME « HP—La<afgEm At B - BERER
FEEWL BB o

kubectl
kubectl
kubectl
kubectl

metrics-

-n <NAMESPACE> delete agent agent-monitoring-netapp

delete crd agents.monitoring.netapp.com

-n <NAMESPACE> delete role agent-leader-election-role

delete clusterrole agent-manager-role agent-proxy-role agent-
reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role

<NAMESPACE>-cluster-role-privileged

kubectl

delete clusterrolebinding agent-manager-rolebinding agent-proxy-

rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl
kubectl

delete <NAMESPACE>-psp-nkmo
delete ns <NAMESPACE>

NRFRERIZEMARRE :

kubectl

delete scc telegraf-hostaccess

Rt Kube-statei5iZ

NetApp KubernetesEziE#2(F 8 & %% H CHIKube-f& 1517 « LU G BE R EHMBMITERZEEHS -

N2 H R Kube-State-Metrics I » s52R0"AE" o

RIE | BEIRIEE

BEERRUSEIERT

HR ~ £/ Proxy - fEABEIEAARIHRE#FEZER OpenShift BIFERAE -
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HEREIETR

BB BBV E R]7E AgentConfiguration BT EIRPEITHRE © BRI LUAREE operer-config.yaml $8%& ~ TEERBIE
BT ZAREILER - ILEROIRENEREG - MERMIRNEREF > F2RABE THNEE"

THRIUEA TGS EREET FZRFBILER :

kubectl -n netapp-monitoring edit AgentConfiguration
HEHECHBNESEBRETEEZE AgentConfiguration ™ AHITIIGS !

kubectl get crd agentconfigurations.monitoring.netapp.com
MRETET NHERREMEMREE ( NotFound ) J B ~ BIKBELARCHEES « A RcER

AgentConfiguration ©

2 EProxyx1g

&R A TE M {E M 5 ERFE A _ERY Proxy 2RZ4E Kubernetes Monitoring Operator © LA 5E 2 B[RS IEIL
AIProxy &4t :

s PUTLEREBRE (FA TcURL 1 ) BFEE Proxy ~ UFBITIERER RPNAREEFZEEM Data
Infrastructure Insights %1%

* BZ Kubernetes &£ E{TH Data Infrastructure Insights ¥RiE3EIFAZERY Proxy
WMREER L E—BHmED Proxy ~ &7 %8 Kubernetes Operating Monitor ~ fAZESCHEE 8 Proxy
BRE AT Data Infrastructure Insights IRIE#EIT RIFHVE - MNREHERIEEMRSS ~ METURBEZRE
BETMEARES / VM 72EY Data Infrastructure Insights ~ BIf&AY Proxy AIAEE IEFERRE ©

H AR %5 Kubernetes fEER4EHY Proxy ~ EZEERFZA) ~ AR E _http (CIERIARES /https LIEEAR

23 IBIBEE o TFELEProxyIBIER ~ BEIAEEEDTE no_proxyEnvironments 8§ o
EERTEEY « SAERH * £ * 28 Kubernetes Monitoring BEFZ /il * BT FY)FER :

1. ABAIERERE _https_proxy F/58_https_proxy IBIEEASL :
a. MRIEFERENIProxy2EEE (FRAERE/EE) - BARIT TGS .

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERERHE/ BB FRTTSH< -

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

£ Kubernetes # &AL Data Infrastructure Insights IRIZ@ENAY Proxy ~ BERETFIAEIERZE ~ 8
Kubernetes Monitoring Operator °
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=4

7EEPE Kubernetes Monitoring Operator Z Bl ~ 557%7E operator-config.yaml Fz&E AgentConfiguration FJ
Proxy &% o

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

ERBETHME RS RE#HEE

IR¥EFEEZ « Kubernetes Monitoring Operator &7 Data Infrastructure Insights {#1ZEHHIENV A 23015 o IR
5 Kubernetes REMARIZER - BEARERTEAERBEIHFASB Docker #EEEH AT RPIZINA 23
% ~ BIAZBERTE Kubernetes Monitoring Operator FREERI B 2377 HNHE o

1% NetApp Monitoring Operator 22455 1R#1T [FARIRENA ELL o LEEs < & & A Data Infrastructure Insights &
2/ ~ NI IR EEMFRA SRBIRIE « A% EH Data Infrastructure Insights 472 o HIRIRREF « FBEAIR(M
gﬁ%ﬁ@% FEHE - It THIRESMERNAMAERS - SIEEATINE - F2RTH  BEELEEENA

ZIOVEEEINEEE Kubernetes B53%E

* NetApp B5i%

- CI-KRBA-Proxy

* Cl-ksm

» Cl-Telegraf

* ¥ distrouse-root A&

EFacr

* Cl-Fluent fiI7T
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* Cl-Kubernetes-event-Exporter
MR RN AE L sth ]
* Cl-net-Eiz&

RIBIEAIEZERA ~ & Toperator) JABIRE R AREEINEH TFAR/ERIE/TE ) RIBREHERE - BERHEE
FhiE e AR R A PR AZEC FN B SRR 1S £ Data Infrastructure Insights f#77EE R HIBMEIZSC A B SRR IE—3 o

£ operer-deployment.yam| F4REEEITEEE ILE « WIENFTEMG 2B UFEREFAE Docker FTFE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

7£ operer-config.yaml H4zEE AgentConfiguration ~ LARBEFTRYABIRE repo I E ° ALEHNFABRFERILN
Y imagePullSecret ~ MNEFAAE K « 552R https:/kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftfs~
WNRITZETE OpenShift 4.6 SEHRARZAS L3117 ~ BIRAZETE operer-config.yaml H4R%E AgentConfiguration ~ 75
EXH runPrivileged 5%3E -

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftA] SEE BFEEIMNN LR B4R ~ UF HEFELKubernetesTtFHITEEX ©

NetApp-Cl-telegraf-DS ~ NetApp-Cl-Fluent-bit-DS 1 NetApp-Cl-net-$832#& -1 4-DS TREBNBIT R EFNEE
EiRL EHFE2—E Pod ~ WEIEREWEFIA IR EMEE - BIHREERER AT FLECHM * 58 * - IRE
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G FRCE TR B ER IS > EMPELE Pod TEEEENEL BT » BB ELLSREIE *AE * 'TE
AgentConfiguration 1" o 1RICE Bl SHEREEEPHNE R « KN BEIREEHBEPIMELERN
REEINEE ~ UEHHERBITIRIES Pod ©

R E LRI Kubernetes "5 2 EARFF " MIESEH o

3R[E]" NetApp Kubernetes BsiEi2{EE L4 * HE"

BRI
EE#P% Kubernetes Monitoring Operator 1R 5= L% 2 RVREIR ~ SBTEREEZ AT ~ 1 operer-setup.yaml 1§
KPR TIIER

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

NRZBFAAR ~ HERRERETMRER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

MREREE DI ~ 3518 AgentConfiguration Y, operer-config.yam! ABCH S B SRR MR - THEEFE
HEETES kindsTolgnoreFromWatch : T Secrets | © 53 EML1THEES | SEMEES |SEMEEMMLE ©

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

E&:% Kubernetes E5iTI2EE 285

RIEE MG R HIFENFIEERAMEI9H NetApp £ E o A UEZEFIFER COKE T AFEHEREME > oF
RE Kubernetes & AIEH2S o IFEELHMER"Kubernetes X" » 52/ ©

FARBEREERNARSRITETMEERES Y RSN | BIREERE LEE TN EREE > B
BEENESE _ TS

AEFYRETEES AT TR
1. EREHIT TRARERER B
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2. HIRGRTES » SRR B A RTFETDS

3. HEFHBELAMER (889 DI BREEE pub)

4. {EM CO%EE KEnET R - FSRUT IS EREM

$ cosign verify --key dii-image-signing.pub
-—-insecure-ignore-tlog <repository>/<image>
Verification for <repository>/<image>:
The following checks were performed on each

- The cosign claims were validated

--insecure-ignore-sct
:<tag>

<tag>
of these signatures:

- The signatures were verified against the specified public key

[{"critical":{"identity":{"docker-

reference":"<repository>/<image>"}, "image": {"docker-manifest-

digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]

SERETRR
MRIETERTE Kubernetes ERIEIREERBEIMRE « FER TIIFIEA !
iR A

FKEF2KubernetesiFiE Volume B ¥ FERY B I (1255
& 2 BRVEBEALELR - FBIKubernetesF4&Volumeg
R ARSI T ATEIRERTE ©

HiESHPEIELUATRARAE @ E0901 15

21 © 39.962145 1 5323 ° AI{E - 178) k8s.io/kube
ARBRISAZ | MR / (#7F / BB SS o BufE ¢ 352 : HJEY!
H * v1.MutatingWebhookbuilder #B5E : {AAR2S A
FRERIE IR E0901 : 21 : 43.16178 (AR £,
Z 10 BB v1.16178 v1/816v1.v1.vi.vivlvlviv2.1*
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AR SRR IR A N TelegrafCIETER ~ AR E
RN TelegrafCIERER © EAZEFH Telegraf
2.0 IR EHhRZS ~ BB EBIEEIEEH Kubernetes

= EEFRE - LUE1S Data Infrastructure Insights ©

WMRE#HITKUberneteshR (KA 1.20IKubernetes
2.0.0RRBLE R4S 2 Kube-state & ~ B AfE & HIRE
R o EEESKuberneteshkas :  kubeclthkads %
EHSKube-stR& EEhRZS : _kubeclt Get Deploy /
kube-state-metases -0 jsonpath="{.image}’ = ZE#
BEBLEAE  FRETUES Ekube-state-metases
EE -~ UERT

Fl|Les: mutatingwebhookwebhookvalidkap_props_en
efroupZ2#4BRE . resources=certicatesignquests 7K
FHEEY ~ ZH5E  cronjobs ~ BUHEMA - 2PE - KL« &
MERBEIET « FEE ~ T(F « [RHIZEE - snfaZEm
HERERA ~ B134 ~ FHEERURE  FEERWEE
BRERE ~ % - IRT5 ~ IRFS - ARERERER ~ 852
ERSGE -EEA - EXx - BR -BR-ERA-BR-
R ~ BIF4 ~ BIR ~ BRAER - BF ~ fF ~ 18R
B BR IR~ BIR « BIF ~ #1F ~ ART ~ &
F-REE-#EFE B -BE -BR BR - #FE
B -EBE - BR - EBRE -BR REE -BEEF R
I EE EBR &R #EFE B« FEE - 'R
HERE - BR -REE - BR -BR -#EE - B
F-BRE - BR -#EE -#EEe -BRE -BF B

webhookconfigurations ~ volumefi 4"



R
FEZ Telegraf E’J'faEbauﬂ,u,\—F@J*ETu {8 Telegraf
EEEETHT: 10811 B 14 : 23 © 41IP-172-

31-39-47 systemd[1] E&@Jﬁ’l‘ﬁﬁiﬁgﬁﬂ’ﬂﬁlﬂﬁﬁﬁﬁ
BRRN > RetE8REETEENE-10A 1M B 14 ¢
23 © 41 1P-172-31-39-47 Telegraf[1827] .
Time="2021-10-11T14:23:41Z" Level=error
msg="Failed to create cache
directory./etc/telegraf/.cache/snowflake > err :
letc/telegraf/.ca Che : #EFREIE o ZBE \n"
func="govake.(*defaultLogger ) .Errorf"
file="log.go:120" Oct11 14 . 23 : 41 IP-172-39-47
Telef=18211-20211-20z"EZ28% - FIEX
/etcltelegraf/.cache/cloflake/occ_restore cache.json

D I EEE R B #% \n" func="govake. (*defauItLogger
) .Errorf" file="log.go:120" 10 B 11 H 14 : 23 : 41
IP-172-39-47 teleraf[1821-2021:201 Z]EQEJTeIegraf
1.19.3

7EKubernetes t ~ M Telegraf pod¥Res FHEzR : T
BEIEmountstats B I FF 22 £ 552 © BIERRImountstats
FEZ2 : /hostfs/proc/1/mountstats ~ $532 : B8
Eft/hostfs/proc/1/mountstats : #EPREIE

mkdir

7EKubernetes t - M Telegraf ReplicaSet pod#Res T
Hl)$&52  [inputs.prometheus]#&zRin plugin : Could not
load keypair /etc/Kubernetes /pi/etcd/server.crt

. letc/Kubernetes /pi/etcd/server.key . open
letc/Kubernetes /piletcd/server.crt B $E S 1 HITEEE

HKEPSP/PSAIRIR DERERNEITRER?
REEASBRFERIEEIME - MAREER PP/PSA

Grep -l pp (FEEETRIXAREMIIER)

5
R EAIMRIE - 15 CitHub S BB - 45

20 - QB TelegrafE BX B B IEFT T ~ £ %E‘I_JL/(
(i %Ltbﬁag \Dﬂu%\ °

YNERER A 3RHIB1T SELinux ~ BIRTRE& FHIE
Telegraf Pod 77EX Kubernetes &% EHY
/proc/1/mountstats 1828 - BE e ARLLRT ~ B4REE
agentconfiguration ~ ZA%&EXA RunPrivileged &7E °
WNEEHAE N ~ 55" OpenShiftte"26] o

Telegraf ReplicaSet Pod AJ1E35E 4 + RiEh Sk etcd BIEA
1T - TR ReplicaSet Podk7EH H—{E 2L
17~ BREWEIELEE 35 BB R EENR/ etcdBiFh

EEME - IRE  FRVENBTHEE
ZETelegraf ReplicaSet ~ Telegraf-RS ° /40 - 47
#gReplicaSet... kurbectl#R#ERS Telefra-RS ... ~ M
BENAFTEME ERIE o ABEMEBIReplicaSet
Pod °

INRTEY Kubernetes EEIETEHIT Pod Z2EER (
PSP ) B Pod Z£&5F8] (PSA) - BIEREBEARE
B HTHY Kubernetes BE1EEEE o FHKR TP RALK
EBAIXIE PPIPSAWEER | 1.MEIRLEFAIRE:
PZEI21EE . kebectl delete agents NetApp NetApp -n
NetApp B53% kebectl delete ns NetApp E51% kebectl
delete crd agents.monitoring.clusterrolebinding agent-
manager-rolebinding agent-proxy-roleagent-
rolebinding admin-rapproxy-rateagent-bindingleagent-
bindingleadmin-
rolecinglecinglecinglecinglecinglecingle. 22

BUBEIERE o

1.FEA T G<THRECEIE | kubectl -n <name-
space> fRERIERER 2.4 EREAZ2MER BR
A Bl - EEEH Pod 22 H5RM Pod 22 5F
ﬂ~tﬁ# IEEETEE o FRTImSEITHES
. kubecll Get PSP (fEEEmPodZ & REIERER

) kbecll Get all -n <#p&Z=fE>

3R TmagePullBackOff] $H:R

ERAThRZS

163


https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions
task_config_telegraf_agent_k8s.html#openshift-instructions

M

MREEBIHNE RIEREHEFE - BHREE
Kubernetes Monitoring Operator IEFER¥:A; « FAEIAE S
E’HZEE?E_%E‘E*E?& o FERE ZEHBANRERRT / AAER

f%iﬂﬁi%ﬂ??ﬂﬁ%ﬂ’ﬁﬁﬁﬂj  REBHE AT TR E

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs

<monitoring-operator-pod> --all
-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-contailners=true

B4t Pod HEMARTRR N T EEHHEERIK
£2R - FEATHAEE | EHP—E Pod BIEEER
LSRR Bz RRES © BI90 @ --{"CI-FE B -id":" f&r9FA
B -id" ~ "collector & " : "Your -k8s-cluster % ¥& "
~ "Environment : "prod" - "Level" I "error" ~
"msg" . BEFEREN o JREA [ #ZDOARZA 3.10.0 BRI
PZORRZS 4.18.0 ~ "Time" © "2022-11-
09T08:23:08Z"} --- * Net EiZ#& Pod E3K Linux %10
FRASZE /D% 4.18.0 © EFAFS "uname -r " @ERZOAR
7~ WEEEM >=4.18.0

12E K8S B FRFRIRTE - AT EMtETE
BANERHERE « s8R ERERBREERIRTE (
NTP) HEZERFREE&HEIGE (SNTP) ~RBEFR
TP RS FAYRSRS o

Net-BiZRE B—4ME5E « 71 k8s =ENSEMI L
1T Pod s TR MEEFR) ARRERY Pod - WARE
ERh#E CPU BRI ERMERE - MRERIPAR
R ECIEREM CPU o

bR EEE REEREMIVEESE « B_Telefra-Rs_
podTE_ksm_ pod BN Z FiFLERIENEF A HIR o FRr
BPod#EHITHR « ELNEEZEELL ©

164

5

KBTI EEHEAME - BRINX4RIEHBIHAR
REIRE o

Operator #3422 BT Net-Oborative (T{EEEHIFE
) Pod fiIi? CrashLoopBackOff

Pod 7£ Operator sa =R #1T (F85R1E © NetApp-
Monitoring ) ~ EEHFHTIEEEHHER
Kubernetes E& + Ul FARZEEREAER

BT HATETHNELMRERE Pod BN THE
Ry ARER

28 Kubernetes BEITIREE 218 > HE L BN7EC R
BITHAR [ IMERHEHIR inputs.prometheus]
$83% | [ http://kube-state-metrics 32 HTTP Z3REF
LA $ER o <namespace> © http://kube-state-metrics
svc.cluster © <namespace> Zx# : dial tcp: LOOKUP
kube-state -indformations.data.svc.cluster
<namespace> ° Zst . HIEEE

K2 EEIEEDPEEMN Kubernetes CronJobs 1E7E
WEERESE -


http://kube-state-metrics

AR

358 Kubernetes hkZs (Bl kubectl version)
RE v1.2x HERERRZE ~ ESTEHAIR

1 o Kubernetes Monitoring Operator ZFEH kube-
state EE2hRZA{EZ1E v1.cronjob ° fFH Kubernetes
1.2.x J2LUFHRZSES « cronjob EiR%A vibeta ©
cronjob. ALt  kube KESEE 8 AKX E] cronjob B
R o

#mEE AgentConfiguration H8J Teledraf @EL ~ i
dockerMetricCollectionEnabled %7 false ° HRAz¥4H

° 4N

=R BRI EENHSEE" o | K L.
Telegraf @ ... -5 L RRRE BITER

: - TEREBNRIER ¢ - R5IH# L As
2% _UNIX #8F _placeholder f&: UNIX :

/llrun/7A BRE sock

#mEE AgentConfiguration B Telegraf @EL ~ i
outputTimeout EINZE 10s - BRAFMEE > A2Eie
EERY AHRSIEIE" o

AWEE LSRRI S B R o

#ZE 2023 &£ 10 B 12 B + Data Infrastructure
Insights BEEE EEER - UEFAFERERHER
% BERO ARG ERGENEE FLIEMM
RAZER o

HINEMELE Pod BI%TE !

“kubectl -n netapp-monitoring get
pods

5

ZiHB{EE 2% - Telegraf-DS Pod & A
CrashLoopBackOff ~ Pod 528 &8 [ su
B oo

: ik

1T Telegraf sLiRtEP B ELUA T AR EETER

AME e | [XERERX ] B A outputs.http © POST T
\https : //les/rest/v1/lake <tenant_url> / #EEX / #2£&

xdb | FFERAEIERER . NREBBHE (AR - EF
1R AR BB AIE)

HIERFLEEMEHRN _ 28 _Jkl -

ATEREIMERSEEEER Pod IEERIT ~ —E%
7 NetApp-Cl-monitoring + <pod> * B—{E&%
monitoring *~ <pod> ?

89 Kubernetes B EIMZLE[EIER Data

Infrastructure Insights ©

grep event-exporter

165


telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html

fElRs :
awk {print $1}'

&2 Kubernetes Monitoring Operator Z8&HJ Pod
RAABERREMER ©

AR AARE IR ~ BEY NetApp-Cl-kube AREE ?E’fﬁ
Pod ﬁ,iﬁiﬁzz«‘i{%ﬁtﬁ% BRI NEREHE « 4HEE
ElREFRAZE NetApp-Cl-kube AREEFSIZEY o

NetApp-Cl-kube-state 512 Pod TE#11T Kubernetes %
TEE AR B EIARRE SRR GER (BIERIE
g o

KA Kubernetes BRET RO TEERE TEM4E
BEAKE - A% maxEventAgeSeconds | A5

o
Y

Telegraf @& & A A FIHENCIREFA EMER

Wl

.\.=|=

Gt

HED Telegraf HHMWESHEHELUUTASR !
[Inputs.DisklO] #XUxEE T VDC | AYBARRATE |
JdevIVDC S 5538 © SR Ib AT ot B 63 _

166

A
sed 's/event-exporter./event-exporter/”

f&% T NetApp-CI-EVENT - Exporter 1 5 [ EVENT -
Exporter | °© #T2K » fREEEEIERER kubectl
-n netapp-monitoring edit agent ’ MiERFE
log_file F9{E > URIR E—DHIRFINBEESHEHEE
Pod %78 - EARSHER « log_file FEZHRES T
Ivar/log/container/NetApp-Cl-event-Exporter.log 1

g [ /var/log/containers/event-Exporter.log 1

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- /var/log/containers/netapp-ci-event-exporter*.log

SE 5 BT LRI 2R B 2 A S — B o

$52:8 Kubernetes Monitoring Operator "48/A535£18" »
FABEE CPU M / SHEEIRASPRE o

StateSetSet I FEE "SI KA o fEIEIE(EAIZA
¢ B8 1% - NetApp-Cl-kube HREEIE1E Pod E‘jEE.’V)_\TE
{E o

mEAFHER Pod °

1EMGEE T agentconfigurated ~ 1N event-aler-
maxEventAgeSeconds (BMENNZE 60s) ~ event-
kaler-kubeQPS (BEME/NZE 100) ~ M event-
kaler-kubebBurst (BMiE/NZE 500 ) o WNFESLEAHRREE
THRVEFAAE N » sA2 R ERRETE B ©

EFUEMERIERERLR / EARE Telegraf AI#HE L IRAS
E’JFE%‘J o YN RIENNPRHIMLIFZEIR » F/HER NKMO IR
BAE > W& NOISS 5&%4 true © L#Ié.’r?a/‘r Telegraf A&
E.uiﬁ HEMNGIREER - #HASETEREZRA
b ~ AABREIREBER IS HIRLEINGE - BER
*‘FT_ AR EHTE R IREMNIRIERIIT o Y15 inbizon
HHRSEETERVEHANER » A2 R ETEHH o

$1 Kubernetes Monitoring 12EEM= - BLLE
EERMW -~ UL MZRE o HE 7
AgentConfiguration F4R#E Telegraf @& ~ A

_runDsPrivileged %% true © WNFEFFAME ~ 55" E5H
ERV/ERSEEIE"2 o

afl


https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html

AR

Y Fluent {iiyT Pod S¥480% » b HIR T5$85%
[2024/10/16 14 : 16 : 23 ][ $£32 ] [/src/flue-
bit/plugins/in_tail/fs_inos_inoseture.c:360 errno=24 ]
KZRIRRBITEEE [2024/10/16 14 © 16 © 23] [$E:R ]
ESEMYATEEA tail.0[2024/16 : 10/16 : 16 : 16 &
R [ #55R

BN EAERE TLS /&:& » B Telegraf DS Pod [E]3#k
Kubernetes B ASMIMEIN A HTTP E3RaV5E
52 o g ¢ e ! AMEMETUHRY [Inputs.Kubernets] 552
DA "<
href-"https.//&lt,kubeIet_IP&gt;:1 0250/stats/summary":
" class="bare">https://&lt;kubelet IP&gt;:10250/stats/
summary":</a> TLS B9 HTTP ERBFEE 48R "<a
href="https://&It;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt; kubelet_IP&gt;:10250/stats/
summary":</a> . ERsE/REERM ¢ X509 : MIAERE
&lt;kubelet_IP&gt; BY/&:E » A EAEZEM IP SAN

A -
EXEFEERM  fsnotify_settings :

sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows v

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? Need Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddch-4404-977b-71fa%83 el ad3) v + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service
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; MySQL Configuration
My

Gathers WyS0L merics.

5 Windowe

What Operating System or Platform Are You Using?

Meed Help?
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns
Follow Configuration Steps Need Help?
@ Copy the contents below into a new conf file under the TAProgram Files\telegrafitelegraf o, folder For example
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,
Replace <INSERT_USERNAME: and <INSERT_PASSWORD= with the applicable MySQL credentials.

Replace <INSERT_MYSQL ADDRESS=with the applicable MySQL servar add
address. a

nd refrain from using a loopback address

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

e
©
©
S
©
7
8]

Festart the Telegraf service

ra

55 Please specify a real machine

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

o]
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent iz inszalled.

What Operating System or Platform Are You Using? Meed Help?
BR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key

*Please ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

Copy the contents balow into a new .conf file under the C\Program Files\telegrafitelegraf.d', folder. For axample,
copy the contents to the C:\Program Filesitelegrafitelegraf dicloudinsights-netstat.conf file.
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Nginx Configuration
N GEM x Ea'g" ers Mgine :"ﬂETJ'giG.

What Operating System or Platform Are You Using? Meed Help?

& Ubuntu & Debian v |

Select existing Agent Access Key or create a new one

Default {405%05ec-ddcb-A4404-977b-7 17283 1e1ad3) .| <+ Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

LA

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

IE

Nginx 1ZZ#ES5FEEZRA Nginx "http_stub STATUS module" o
"Nginfg XH"NBHMEN > B[
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service

MFBHAEEN > HSH "Puppetscfs’
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using?

5 Windowe

Meed Help?

Select existing Agent Access Key or create a new one

Default {405fb5ec-d4cb-4404-577b-711a

1fa%31elad3d)

= Agent Access Key

*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns
Follow Configuration Steps

&

Meed Help?
the Redis configuration fila:

Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open

resides

copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-redis

s

conf file

Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.

Replace <INSERT_REDIS_ADDRESS= with the applicable Redis address. Please specify a real machine address
and refrain from using a lcopback address

Replace <INSERT_HEDMS_PORT=with the applicable Bedis port

ort
.@ Restart the Telegraf service
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