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[root®ci-ga-xitij-cis52-285941linau binl# ./securityadmin -1
Select Action:

9

Backup
Restore

Register / Update External Key Retrieval Script

- Rotate Encryption Keys

Reset to Default Keys
Change Truststore Password
Change Keystore Password
Encrypt Collector Password

Exit

Enter your choice: I

1. &3

L_L@aﬁﬁﬁ BN M BERHRRAE RO BEE T ERNEEERERENNLE - A2 TIBERUE

Windows - C:\Program Files\SANscreen\backup\vault
Linux - /var/log/netapp/oci/backup/vault
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./cloudinsights—-install.sh <User> <Group>

NRISERIEREN / SBHEREE  RERIUELEMEREN / 8E - EAERIFNZE2EETA -

SEHETZ R Proxy
securityadmin T 2 0] FZR:& E X PRARENE ToHY Proxy Bifl ~ HiE—2ER _pr_ 82BITIA !

[root@ci-eng-linau binl# ./securityadmin -pr
usage: securityadmin -pr -ap <arg> | -h | -rp | -upr <arg>

The purpose of this tool is to enable reconfiguration of security aspects
of the Acquisition Unit such as encryption keys, and proxy configuration,
etc. For more information about this tool, please check the Data
Infrastructure Insights

Documentation.

-ap, ——add-proxy <arg> add a proxy server. Arguments: ip=ip
port=port user=user password=password
domain=domain
(Note: Always use double quote (") or single
quote (') around user and password to escape

any special characters, e.g., <, >, ~, ~, 7*,

|
For example: user="test" password="t'!<@1"
Note: domain is required if the proxy auth
scheme is NTLM.)

-h,--help

-rp, ——remove-proxy remove Proxy server

-upr, ——update-proxy <arg> update a proxy. Arguments: ip=ip port=port
user=user password=password domain=domain
(Note: Always use double quote (") or single
quote (') around user and password to escape
any special characters, e.g., <, >, ~, ~, %,
!
For example: user="test" password="t'!<@l"
Note: domain is required if the proxy auth
scheme is NTLM.)

BN ~ BEBR Proxy ~ BRIT FIIGH< !

[root@ci-eng-linau binl# ./securityadmin -pr -rp

TR ~ KU AEMERRIETT -



SEFH Proxy ~ meR2

./securityadmin -pr -upr <arg>
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5L HEAZEEA securityadmin TEERENE THER - 2 LESHITIESHEMNEEIETT  I5<HBHS4ERE root
M T cisys | EF&ER read # executive #ER o N RETERBIEN Shell 15915 « QA BEMERENE THE R
2181 Shell 558 o

WAZE I ERID ARHENE R ZREEREP RS IBHAS o
WASY . iRER DEWE -
Fth BRI RLAFIENERER L - BAITSIR 2048 {iT

RSA &8 o IR AUTIIRNETRISKYIED © FA
FE£iBI - PEM > DER 4RHERY PKCSS8 Private
Keylnfo RFC 5958 ARE#®E T - PEM > DER #Rb%
A9 X.509 SubjectPublicKeyInfo RFC 5280
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FERR o

sCER SCERFE L BEIIT o SCERAITE - NetApp

Ivar/log/oracle/cloudinses/securityadmin/securityadmi
n.log NetApp /var/log/oracle/cloudses/acq/acq.log #2
E
INZ R APl FVZEHS
#EIE 8 PIRICINZ TS ~ ABIBB AP BEBHEREERINESS -
MESEREZEMEETAR « ABERUEIES | _ MEEE_ -
securityadmin.sh -1
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HE - MREEEIEHPERN S « FEan <5 LR securityadmin.sh 5 "-enc” 28 ~ WEAKRMEZR

securityadmin -enc mypassword
image:SecurityAdmin Encrypt Key API CLI Example.png["CLI #ifl " ]
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[root@ci-eng-srivardh-learn bin]# securityadmin.sh -i
Select Action:

Backup
Restore
Change Encryption Keys

Reset to Default Keys

Check for Default Encryption Keys

Change Truststore Password
Change Keystore Password
Encrypt Password
Exit
Enter your choice: 8
Please enter your password to encrypt:
Please confirm your password to encrypt:
Your Encrypted Password below
c1YJAMpdEncBsLQwF2gobbiER14]rwb 7t LWOfYhu@dERGZZU3L+uWfcCXdANSXTWreSFuumwsWVFib3h78vnMAs6ovM7G/2k1Bd8gqliQ+tS/1Zkm]6XKgTDcf3LGn8UqzQy

RnOv53JBGipenCysrt9dapsEiRVHrMIVr8btGYbb4Zoz62qudMfWOuQdm3qyzSKbIYOLOAN8IYDPCOkDkaXreyL fpju0G5UmeZz1lKGCT@aBTggri/JIYyyr4wZZLnGOw21
LGm59vor70GUOiKZYabLd+7LpsdCCBileF86BCj2RkxX00f891sHN+E7zTvZEofdGVWepc7b/HNah5X1iXgVklviCZ/WakyQ==

LERBMEZEZBEEZENWES « oI UFEREBERINE API o It API BS2IEE2S0]7E * B > API 7ZE * ik
E « ABIR—T T API XXfF) B4 o BEEY M&ERIUKEE] API 288! o £ _data_collection.data_collector 1Z@& T
AIEEEHEEE  collector / datasources_ POST API o

data_collection.data_collector ~

/collector/datasources Crealea dala collector ~

Create a data collector

Name Description

preEncrypted

boolean Optional, defaults to false. If preEncrypted query parameter set to true, directs server to treat all passed secret values as already encrypted
(query)

Default value : false

Request body application/json v

Example Value Schema

{

"acquisitionUnit”

"additionalPropl”: "
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WMRITHE preEncrypted I 2 Tru ~ BEATER APl (S BIENZIEHEWRS * EME * ; APl EAE
EINZRZE - BE AP| B « RELRINZNEBIE R EE M ERN] -

https://[<TENANT URL>/rest/vi/collector/datasources?preEncrypted=true

{

"packages": [

{

"id": "foundation"”,

"attributes": {
"RELEASESTATUS": "OFFICIAL",
"enabled": true,
"ip": "10.62.219.30",

"user": "admin",
"password":

"J8bepjwz9oNknfs6mcqbz3zuEThZQp1VyTk+1wE0SgWwmmj1u0CB688nfONnB1xnIBVsAWYLmMORxFAw
veDCvGbTragp/+nT0k24L0827Q04I5KghHfTVINGUS4S4IVLWIiMIFj8kSU4RhMvNNNqg5Tarz0gJZhWR+
4RoNF+84R/uFF GwKeblrwfHxWZZMoW7pEJ2kzL FBtBzx2mUvRPOkn6AFbyS4+DM2YTPQkSk3W2Gzc

+nfPDDyH8Tq6AM5WsVCKgnZAa2Z1Y 1FxMKKT7iFt50iY nl93ka7 OrQimM9QAyPoyw/JTOnXHDuf683uE
K32yn9CgxNGXy5SNcNzRurdFNb5w=="

}
},
{

“isMandatory": false,
"attributes": {
"password": "this will not be encrypted on the server side”
}
}
]

}
"acquisitionUnit": {
e i
}
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