TREaH%E

Data Infrastructure Insights

NetApp
January 17, 2025

This PDF was generated from https://docs.netapp.com/zh-tw/data-infrastructure-insights/cs_intro.html on
January 17, 2025. Always check docs.netapp.com for the latest.



Sk

TEa#Ra
BT T raRRR M
BRI AF]
=
)
EENRElEG]
AR EER RE
BAONTAP 7 AL SRS RN
52 ONTAP 72U 41815
MBI BTN
TRz el @ ke
WEET B R AR R E SRR R BT I R
THEERERAP

33
39
49
51
52
54
56
60
64
65



TEEasEZEE

FRfETFLFRHEREME

SR ERRIERARET TFEMZ21E (315% Cloud Secure ) AIHHERSIE B RIHA I
SUTEIROIEER  BNREEMER - CRIETERERECEERERS TIBEPNER -
RARERR 2 MELLREEE -

AR

Shr] RENIERIERAENEEFENSHENTRNEREEERAITFR

E AU AR (RN RS B 2R B RHFINEUEG AT REN T RN FEERF - TFERRZEINERERIRAEERE R
FRELETRERE  ATRUEEERETANEIRNER -

fReE

BRERNHBREEMNEREAE « FREEAENEESRNEARNEREER -
BREMKBRBPENERRAERETS  ERCEAEZNERNFR

ERERE

EEREENFRRFENSNBENZRNMREEERTH - BREETGIEREK -

IRERAFT

TFEHZEAP]

WAZRFCSER— AR TR « T RERGER TR ML R REZEEREES ©
TraRZ2ARERRBERANHEARKRETIEN T ERRBARBRECHEEN -
I BSRE THIER « FAERRAIREER -

Tt R
RS "RIEERER
HiE R

"R AEREERE

ipme (o5 R ehm iz "HrigEE S BiRERERR" "B R | Active DirectoryE 43"
REBERINEERS B—T* TEraf%zaMt > ER * B—TEEREW

BERUES - BERXANENBESRRES T BN —
B o "Rk ONTAP @ SVME4R"


https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/Lce7EaGg7NZfvCUw4Jwy5P?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/NEmbmYrFjCHvPps7QMy8me?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?
https://netapp.hubs.vidyard.com/watch/YSQrcYA7DKXbj1UGeLYnSF?

R EFEIRS EEERERS"
FEHHHR "HR R

THREaHREAENEREEMTRRES o fIW > "552H 4554 Splunk S °

THREasZEAEEES

TR 2 EAIEEN BRI ESRISEN - TREAERENZA - CRRFRIRIENS
EERM ~ CPU » SCITRE MR ZERMAVENK o

7ol LinuxZk

EER4 BITTHHA—IBRERANER : * CentOS 8 Stream  ( 64 {iijT
) > CentOS 9 Stream > SELinux * openSUSE Leap15.3 & 15.5
(64 {iiyt) *Oracle Linux 8.6 £8.8 » 9.1 £9.4 (64 i) *
Red Hat Enterprise Linux 8.6 £28.8 » 9.1 £94 (64 fiyt) °
SELinuxiE:ZFHEEFRRSS °

e LTREFRE BRG] o LI« 28« JITIESE KRR IRER « I8
EEFH Tsu-1 Mm% e

CPU AECPUZICy

s 16 GB RAM

B] R AR ZE MR RAE LU TS AN DES © NetApp 36 GB (lEERMAELEE/D

£ 35 GB AT AZER) AR | BREHERIMIMIRER - UERT
EERY - MEERAMPELDH 35 GB ATAZERM ° 1R /opt 2
NAS #FR B EERIK « SAEE A ERE T UL ER

3K o YIRAHEAERBULERIRER > ARERAHE R ES
FIBEEER K - MEFHMEE - 2B 5EH2—E -

e 100 MbpsZE 1 GbpsZ AAHEELR ~ FFREIP{L ~ FRAEZEEMIPE
B URTEEHZE2MHHITER (803(443) FrERVERR o

AR L TEaHZE2RERER LT Data Infrastructure Insights #EEXEE 7oAl / SR EEIZ R AEEI AV 2
£ o T - RIFEELERETREMES E o RELEREER—IPHES £ ~ BU TR ECHFEZER -

o] R R 2 R HhALinux ~ LT A NBCERIREZER © /opp/netapp
25-30 GB /var/log/netapp 25 GB

HithE %

* SRFNEERONTAP GEAEREEERHE (NTP) SEZMREEERHIBE (SNTP) ~ AP EXERR
MRS LRI o

EiniERRFERRA
v =R TR HZRIRIE


https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://docs.netapp.com/zh-tw/data-infrastructure-insights/concept_user_roles.html
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
https://netapp.hubs.vidyard.com/watch/Fs8N2w9wBtsFGrhRH9X85U?
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
http://docs.netapp.com/us-en/cloudinsights/CloudInsights_CloudSecure_Splunk_integration_guide.pdf
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors
task_cs_add_agent.html#troubleshooting-agent-errors

FEiE iR
TCP 443
TCP 443

BN TIFR MR RIS :

FinE iR
TCP 443
TCP 443

Hit* APACEI TREHZRIRIR ¢

PN

Tra#zENER
=+

TiramE2RiER

b2

S
Tira Bz RER

pad

TRz RER

pae

=L:sEu

<site_name>.cs01.cl
oudinsights.netapp.c
om
<site_name>.c01.clo
udinsights.netapp.co
m
<site_name>.c02.clo
udinsights.netapp.co
m

gateway.CO01.cloudin
ses.com/cloudamse.
com.comagentlogin.
cs01.cloudinses.clou
dinses.com NetApp

NetApp

)ik

<site_name>.cs01-
eu-
1.cloudinsights.neta
pp.com
<site_name>.c01-
eu-
1.cloudinsights.neta
pp.com
<site_name>.c02-
eu-
1.cloudinsights.neta
pp.com

gateway.c01.cloudin
sights.netapp.com
agentlogin.cs01-eu-
1.cloudinsights.neta
pp.com

s AH
7FHY Data

Infrastructure
Insights

FE R ARTS

s AH
7FHY Data

Infrastructure
Insights

TFEERRE AR TS



BamiE
TCP

TCP

AEES PIRR A
(CLaNond

TCP

TCP

TCP

TCP

SSH

iR
443

443

BIZIB

389 (LDAP) 636
(LDAPS / start-TLS
)

443

35000 - 55000

22

PN

Tra#zENER
=+

TIraRERRIER

pad

KR
TrafRENERR
=

TraHRZENERE
=+

SVMERILIF IP{k

TIrERERRIER
=
TIrERERRIER

G2

=L:sEu

<site_name>.cs01-
ap-
1.cloudinsights.neta
pp.com
<site_name>.c01-
ap-
1.cloudinsights.neta
pp.com
<site_name>.c02-
ap-
1.cloudinsights.neta
pp.com

gateway.c01.cloudin
sights.netapp.com
agentlogin.cs01-ap-
1.cloudinsights.neta
pp.com

B Ay
LDAP{EARZZURL

HEEHSVMEBIEIPL
Ht (FRSVMUREESI4E
AETE)

TrraHZERIER

2

SVMEHILIF IPfitk

=EEHE

s AH
7FHY Data

Infrastructure
Insights

TFEEREARTS

B/
HARELDAP

APIEAONTAP
NetAppiEzTl

£ ONTAP B T{E&2
H=z2REREXN

Fpolicy SE4385H o

BLEEIRIBENAER T
EEaHZE2 M AIER
TUFAEL « ONTAP A
REEEENGKE -8
EILFamgZ2MER
BRI A ST
K& (BE) HE
B BREERE "
Frf * ELEEEIE -
BIEAILREREE
IBABTELEER o
BEEEMREE 100
;JIE‘@%E A==

D o

7t Agent [AfEZE
SVM Data £

CIFS/SMB fER & ¢
SHFRTE -



RIFIRIRAE
AR EHERRESR XEUNSERRERENEN -

TRrasZE2AERIRE

ITEEaHZ2M) (Ai&Cloud Secure 73 TThEEl ) EERA—SZEIERERULESE
REEHEN - AERAGEREE, LHNKE > TWERKXETFEHZZE SaasS B
BRI - F2RMUEEIFER"UREAERZIN VM -

FsEZ Al

© RE - WITIR B RERZERE « R EMEASudofEfR -

* RENEENR « FTEMSB EEYAEERE cssyMAEHE cssy o MNREFRRTE R AR I A ER
& - MEEActive Directory ~ Bl#47B7EActive Directory(@iR2s FEIM EAERTES_cssy  HIERAZE o

* & B]LABI:E Data Infrastructure Insights 224" ;5145 4E" o
ZEAEREANT R

1. URAREESHIRFEAESDEATLFERRRIRE
2. JEEY ¢ WREERR > BB > + EIRE

AgRn HngAEER) 5|

Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5s RHEL

3. FERRIE RSB A RBERATK o
4. BEERRIEARBETHITIZEMLinuxhkas « 55— _versions Supported (i) _ ©
5. NRIGHIMEREAProxyEARES « FEKEBProxy—EIHRYIE R AR EProxy AR FHAE K o
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Add an Agent

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions

X

Meed Help?
Open up a terminal window and run the following commands
1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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BER
1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
KEEHNTEHITRELR .

* CentOS 7.x/ RHEL 7.x * :

1. sudo iptables-save | grep 35000

gL -

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
* CentOS 8.x / RHEL 8.x *.

1. sudo firewall-cmd --zone=public --list-ports | grep 35000 (GEFIH% CentOS 8)

EHEL -

35000-55000/tcp

MEE) BRIRAHIEHS

HR#EFERE « Data Infrastructure Insights Workload Security @ BE1EFHARIERN - BEE RO EEEHEEEFHE
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* ERSEEBETENREKS -
* 30 KIBET - FHAR 30 RIERMEREEMNERRLE « MIFEEHREEFENEXRMS -

FLisEERT - ARRERMLEE T RIIFEHRE L EMBIER TR -

LELENIMEBFAIEEXER « 5EH cloudsecure_config.agents AP



cloudsecure_config.agents v
‘m /vl/cloudsecure/agents Retrieve all agents. i ‘
l /vl/cloudsecure/agents/configuration Pin all agents under tenant o ]
l /vi/cloudsecure/agents/configuration Unpin all agents under tenant i ]
l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant o ]
l /vi/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant o ]
‘m /vil/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid. W ‘

AR~ HIFNREER AR ERL D EA BEER ©
TWRIMTE * TFEHZ 2 > &S - BEE * REEN - RERPIER B pAEER RS -
Installed Agents (15)

Mame T IP Address Version Status

agent-1356 10.128.218.124 Connected
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. command not found"

l-bash: unZip
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‘journalctl -u cloudsecure-agent.service' Fs S & E © Itb
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RIBVMIiLF Zscaler ProxyZ % ~ RIZFZ L8R o
HitZscaler ProxyISSLIZ®E « TEEH LR H/RES
f£Zscaler CAZERRET ~ BB A EEEN o

LRAERENR  BBRERREGHE -

MBAREBREXE L BLZESaaS * :5EENetAppZIE
BIERZEH o 321 Data Infrastructure Insights F3ELLRD
RRZEH ~ MiARFrimi e srMI N E 224 o

FRTTA
SSHEINIEKES - BEMENIERFEBIARE sudo

systemctl status cloudsecure-
agent.service ° 1.1{@EHFEERENHE" Failed
to start Workload Security daemon service ” (%
HTIFERLETERFRT) - 218EEEH cssys
EREFER Agent #4289 o LlrootiEfRE—HIT 51
%~ WiEEcssysEAEMBHARDFT ©

sudo id cssys

sudo groups cssys' 3.WRAEE « BIEPEERE
[RAUATBEEMIBRcssysTERE © 4 . BIT A& < »
BB cssys fERAEMERE o

"sudo useradd cssys

sudo groupadd cssys 5. HIT RIS ZBERM
BN TUART ¢

“sudo systemctl restart cloudsecure-
agent.service 6.MNR{IEKMIT « SFiRE HMEEEEHE

HAERS0EE RN ELSHIE EHIRRER o EILUEFR
BUNESFERIMVARS ~ BIU0Active Directory ~ SVMF
HAKESS ©

SHREIRIEZNDER o 1. SSHEICIRSS ° 2. 31T
Toen < Z B EMRENIEETLRT

sudo systemctl restart cloudsecure-
agent.service 3. EBEWERIERFFEIAREE sudo

systemctl status cloudsecure-

agent.service c 4B EREEAN TBEELZR) KR o

7£Zscaler ProxyH{ZF3*.cloudinsights.netapp.com
URLMISSLIEE o YNERZscalerfl{TSSLIGE W EVL/&
7%~ A TEam e MR mEEE -

chmod 755 -RF1 88 % kM - ERIERHZEHRCE
HIEEHRPEER - BREMFERE « BELEERN
PR A E T MIEroot SudoEFFRERITR ~ BT
KB o fitchmodan @K ~ ZEEMEHERE DT EH
17 o 1.3831%7% T cloudsecure | HIFTEEE - 2. 18 F:%
Bk o 38R RL F5EEERY [ token = ... .
Icloudsecure-agent-install.sh | ZE#E&E< > A%IR
Enter $ o 4. Z4EREZRESTAEARETT ©

EERCERMIINEZRSG 1.2 root #EPREIT TGS
1S > MHEREEEZ ( cloudsecure-agent-appeds.zip
) ° a.NetApp
/opt/oracle/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh 2 ° L root #RZE—#1T 5
< WHAHL o a.id cssys b. 48 cssys c. cat
letc/os-release



AR

cloudsecure-agent-symptom-collector.shiE S BE5 B ~
i 3R T 5$E5R © [root@machine
tmpJ#/opt/NetApp/cloudecure/agent/bin/cloudsecure-
agent-symptom-collector.shit & IRFS sC B IR EEFE FR AR

TUEC RN UIEAZ TUAR G FRE AR TS AR RE IR BR R EN (U
L BEERIR
i

o /opt/NetApp/cloudecure/agent/bin/cloudecure-
agent-fiEAR UKEERS.sh @ 585217 | EREE SR © A EId
S$8:2 | X /tmp/cloudsecure-agent-
symptoms.zip

fEFuseradd R IBFE TR © EIEEILB

#%/home/cssys

RIERRRTE LB RIT © Systemct! ARRE
cloudsecure-agent.service NetApp cloudsecure-
agent.service: BER FFIEEN ¢ [root@demo ~J#
systemctl iKR& cloudsecure-agent.service
agent.service cloudsecure-agent.service —L{E&# %
2HRIERENBERBEEHEA (
lusr/lib/systemd/system/cloudsecure-agent.service; B2
BSFR  BRETERME | BFR) FA : BE (BEEM
#) (BER: &R BEH" 2021-08 A 03 21
H12:2603%E 8 21 H: 12 : 26 RERK d[1] :
cloudsecure-agent.service 5<B{ o

RIBIZR —BIIE BB BProxy ARSI ELR « W T LIEFE
RLZEHARIR E NI o IRTEProxy AlARSS BB TE o
A EIEIZAIProxy4HRE ?

T FE R ZE2REREN

FRARTE -
RLEZipTHE.. $1176< Tyum install zips REEEER

MBI R - A% BX#TTcloudsecure-agent-symptom-
collector.sh °

MRRAARZ HERMEEE home FEILFRENEA
Bk~ BAIRE SR ILEERR o REIETTE 2L cssys{ER
E - REFEA T a<SFHmEEEABL | Sudo
useradd usern_name -m -d home_DIR-m : Y1R{EF
ENEEHBRAEFE  BRIIZEAENEERR d . &F
Fhome DIREILFERAE « MAFERESABEN
{& o U0 ~ Sudo useradd cssys -m -d /cssys St
fEAAZE cssys ~ MifEroot FEIHZEA B o

ErAEEE A _cssys_fERERBER A LRERMEK

B o {N%/opp/netappENFSHIE ~ TH_cssyFREE
EFEULERIR « ZERGRY o _cssyeHITIEEH
T MRZREEAFMEINAKERE « e B FEEE
AR o ISR EREA_cssys_{EAERE
E¥/opp/NetApp/cloudsec/agent/in/cloudseced-Agent3k
WEILREE - NREE MEREE] - RREEERT
F1E o REEHSRAKNB R E ~ MIEHERBERRK o

& e LU 4R EEagent. properties AT Proxy s 4R Kl © 58
ERERTILR N EEERNTNBEZNERK . CD
lopp/netapp/cloudsec/conf2 o R BN X F4RE
22 « BAEY_agent.properties 1EZEEIT4AREE o 3. 3718y
B T59T -
agent_proxy_host=scspa1950329001.vm.vm.com
NetApp agent_proxy_port=80
agent_proxy_user=pXuser
agent_proxy_password=pass1234 o f£7FiE% - 5.8
HEREN 322 | sudo systemctl restart cloudsecure-
agent.service

MR TFE L2 RIERRIE « KRS IRERERZIVERPIE B RUES: -
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PRARIERZ

@ MFR(ER S S MPRFA 2ER SAERMBIEFIRESS - MRICITEERRRNAERERREER
Wegess ~ BB B RIS AR « AR BRIRAERER -

FRtaZ Al
- sAtEEFTA AAEREIEBENEHRESTERTFEHRLE A D MHEILMIES

PiisE : YNRFAAERAIBVEESRERERS [EfFL1E) IR « SARBRILDBR -

MR ALEERZ L0558 -
1. FEARIBVMAEEITSSH « ABHITFHIHS o HIHETE « SHA Ny) B8 -

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yIN]:

2. B—T * TRrEHZ 2T > I&ES > AEE
AMERTERENEKEEE -

3. B—TEEMG 2 AR ABRIEAER o
4. FH—TMisg o

AT TMERRIE) Bm -
O. Fg— T MIBR* AFESIMIFR o

s EActive Directory (AD) fFFEBE#RURESS
TEEHZ2ERRE AW Active Directory ARSI EFERE B -

A Al
* & ZER Data Infrastructure Insights EIEERE#EEE « A REHITUIEI(E -
* IRNZEER S E Active DirectoryfRl iR 23 AY{EIARES P ©
* EREERAEBREERZA - HASARERERER ©
REFEAE B IRNERID R
1. T£ Workload Security THEZRH > #—T : * Collectors > User Directory Collectors > + User Directory
Collector* » #AT&3%EX * Active Directory*

A G EETAId User Directory (Bri¥fERERE) Em e

ETHRRPMAFRENER - URECRE BERURESS
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g

2y

RIEIZR
fAARES|IP/4BIE 2 78

RS

E4EDN

LTS
(ClLaion
BIRIR

Sk
fEREB M —%7E o BI%0_GlobalADCollector_
EEPENERENAERER

LS VEA T B 72 [EARSSAVIPAI L Sk SR 4RI 4 18
(FQDN)

BEAEENRIRER - BRGEBATTER TIMERL
D Xy z=> EEAERTE - EGESVM LR TE—

Bk °© DC=x » DC=y ~ DC=z=>10¥{}t5| B tB[EF

: DC=HQ * DC="AF]4%#8 » DC=com] ~ & B UIEE
TFH|IER : OU=Engineering ~ DC=HQ ~ DC="AE)%
78 « DC=com[#kiF5EOU T 12Em15E|CN=UserName

~ OU=Engineering ~ DC=companyname ~ DC=NetAp
p ~ DC=com[{£%tOU <EngineeringB{S45 E 8
#&]_CN=acroomsf#if§#&  CN=Users * DC=HQ

» DC=companyname * DC=useals="AF]%

#8 ~ DC=com ~ DC ~ DC *» DC =A8)%#  DC =2 F]
%1%~ DC =F)% %8 ~ DC =AF]%# ~ DC =~ DC
=~DC=E)%#B -DC=~DC=~DC~DC=~DC =
AE1%M~DC=~DC=">

AFEREESER - W -
username@companyname.com &,
username@domainname.com Itt4h > BEE4BIMEE
FERR o FRENVARRTEMEHE _ MWEMIRITSL
IR E o

BRI (BIARBind DNIYER & LIBEHS)
LDAP ~ LDAPS ~ LDAP-start-TLS

EAVEIZIR

YNERActive Directorysf EfEEATER B H 54T ~ #88IA T5Directory ServeriAZ &% o 7EActive Directory® ~ i

LEMREREEE [_noty X~ EEERRT

&
BTt
SID

EREHE
B—T TE3ERBM) UG FIERBL

B%
EFERHE
Eh S
AR

B /&

12

CRREEERERE LR o

BErERZSR P E LT
Ry
objectSid

SamAccountName

B AR R A0 B 2 TE
i
WIS

3

GIFBH



e /&

ZBPY ZBPY

kR thumbnailPhoto
ManagerDN PR i)

B4H RE

A AE B iR EI4ARE

ER] LAER T 72 2RERELDAPE A E RN B M E R !
* AT REE LR ML EELDAPERERER !

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* EAAADIEEQEREADERE « IR ASHEE « BRER  BRYARE - RITHRENES « &7

DAL EHRNT ©
o FEELEREIES TEEAAELFE AD RIAR2S8Y Windows #233 E ©
° fEAAD B ARSI FE B & LB/ B IS EFE EADRERSS ©
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

o Active Directory Explorer - Sysinternals: www sysinternals.com

File Edit Favorites Search Compare History Help

IR

Path: |

@ Active Directory Explorer " I Syntax

E Net A4 Connect to Active Directory e
Aty

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

SEREHFAR(E A B SRS AR ARG EA R
TERRPAUR SRR AR A Ae 3 E R B A EMBER TG A

fIRE - FRTTA
WIRERE BRERGS T TR R AR - HRE  RUNEREREIEETER - REI R HEIERGE
T TLDAPfEIARZSIEMHAVEEEEEYL FRERTBNEE o

e E B EIRS T ER TR AKAE o $EEREE IRENEARBIBALER - RETITH RIS RSGTE o
Me A EUSHEFRDN=DC=HQ ~
DC=domainname  DC=comMy4 -t At 5 % TE © |
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AR

ITFaRZEMERERERE ] EEAETRREEE
RERNERBE -

BRI ESRERITEERARS « AR [ARRENLDAPE
AE - MEERE : #EERERMRS « EHRAnul

HEEREBRERETEN TR K& -

MEERAEBERREER IEa) K& - BEmniE
= MERERWERIVIARE ~ TCPay

2 [Connect(localhost:35012,None, List(),sents(,second
s,true)] 5B ~

#Asjava.net.ConnectionException:Connection$E4E o |

YGRS EREERGER M$E58) AL - $E:REE
o~ TESEEIILDAPEAR ) o

MiG(ERE BIEIRa T EE T§85R) ARAR o $5RREE
s TEEBARE o FHE  BRIRRAEREEHER A
B2[=[A : /connector / conf/application.conf : 70

. LDAP.LDAPEZIE A BRI FRMIEHF

R EEIEREET « SEEIRFEF - EERNE
2% - MEECADIREUERMB ML ER

EMREINESRZ % « ADRS IR E L ?

FEREERERADRL ECloudSecure ° BEHaRFE
B 2

EREBERRTER M52 KRS o "EEBRNEN
$ESRARAE o fRFSSAHE | usersLdap o KURER : HEEHE
EXLDAPfERZE ° BRA : 80090308: LdapErr

: DSID-0C90453 ~ 5f# : AcceptSecurityConttextés

%~ BiHl52e ~ v3839

FERAE
E 0] HERE A CloudSecure RETIEHE BB 4 218

EiActive Directory PRI B IR B MR B AR © 4REEIHE
HIFMAEABIE RS o

¥—T TRestart) %t -~ EFERENUNEESRS ©

ARELERECERG (FRSS ~ BRRHE 4
EDN ~ EZE) HNBEBE o BIRIEHE

L TAdministrator @1 (R#AEEEE@) B IRE
#£Bind-DNEIA ~ SIUAREAREIESERMFEREIR
BiRft o

RILAEADRIBREZHIPECFQDNARERE © 4REEILIRALE
FERVIPAEEYFQDN ©

RAAAADFEIAREZAIIPEFQDNARIERE o AREBIIRMHIE
HERYIP{I3EEEFQDN o

RRMBERBENIER - SFESEAADRRIIVIER
EIRIR R IEFERYEIZIRIRES o

E R RE R A ACloudSecure ¥ pYEE A B 14 B Active
Directory P E B 4 2B AER o REIRHEIERDN
WEDERBMERTE -

WEERSEREN R « BERTASILANETT - SIERE
BRAB30BLERAENT157E « S12)\KEBEN

IR o

MRREEN « ERAEEHERE13MEA - WRMFR
A~ BRHFEMIER o

IR ABIERIER - H2W LIRS « BRRITE
(HIERIH A RS o
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RERE : BRI -

BB RIEAFREREEER ° SR ETAE R E A Active Directory BB 14 ¥t FERI REFR
B o 1.45E87 Active Directory HAEVERE B RFE
Active Directory UREESS - 25538 » TEAEMT »
SE—EREMIRTE TS5 HEZE Active
Directory E1% T telephonenumber | © 4IR7E > 38
F £t Active Directory 1822488 T A AZIEE Active
Directory > M EFIEMAEMTE o 3. 55 Active
Directory HE—{E%% T telephonenumber | BYEMH
) ZEMEEAEEFERABENEEIRS o 5.FMI1E Active
Directory 58 » EEWIENA TEERITI © 6.74%
#mEg CloudSecure £/A&E Bizi&EDR - TERBMEE
s TEESRES) BUA TEEmREL o 7.6#7F
Active Directory UgEE23 > UNEERR 1S EFTRREN L EVISE
FRENEESR » MEFEREXEEEETPETIERN
EEESRHS o

Y0:RActive Directory (AD) fRIBR2Z LERMAMZERE EREFEAEBRWESRZA « HAFEHADEARSEM
(SsL) ~AITfra#i2MEAERRRERREE & - BEEREFAENE - REFRB13ER - IR
HEREADRBRES FRENE R & B RHRBADMIAR S PERELR « IR SR
HADHFTERERE - EEBREN « EAEBEU

EIRNREREAD ©

CloudlInsights Security®i 53R HActive Directoryfy&  REIGER ¥ Cloudinsights Securityffi/ffActive Directory
Kl o ZBEM|BRCloudinsights FEIFFE EAEE & o FREEN - EEMIRERE ~ KRMBRTTERES o

R ELDAP B £ fal ik as U &= 28
TR ELFE#ZEM « WLDAPEIRFEARSSWERLRERMK

FEsAZ Al
* 7B Data Infrastructure Insights EIEESIREHEEE « AREHITIET(E
* ISAERER SR ELDAP B #2 AR 23 I EARESIPALE ©
* ERELDAPEEEEIRES Z AT ~ WASKRENRIEERER °
REFEAE B HRNERNT R

1. T£ Workload Security THEZRH > #—T © * Collectors > User Directory Collectors > + User Directory
Collector* » #A1%3%HY * LDAP Directory Server*

ARG EETAI User Directory (BriéfERERE) Eme

ETIIRBPHAFRRNER « REEREBHKRES !

2y R

by fEFRE B iFRME—%F8 o FI%0_GlobalLDAPCollector

RERER BB RENERTENRIEER

EIARSSIP/4BIE &8 K ELDAP B £xfEARES Z ARSI AYIPL i B ST R AL
#& (FQDN)
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BEER

E4EDN

R13=
-John
RS
BHinE
e

LDAPRIAR 2 S BN S Er FRER T MmEE
D x.y.z=IBTESVM LB N EIZHEE % o DC=x

» DC=y ~ DC=z=>18¥i}#5) & FB[#H) : DC=HQ ~ DC=
‘AT)%TE ~ DC=com] ~ & AILUIEE F51ER :
OU=Engineering ~ DC=HQ ~ DC="AT]%%& -
DC=com[f&4FE OU L2 EF1E]CN=UserName

~ OU=Engineering ~ DC=companyname ~ DC=NetAp
p ~ DC=com[{£1#£0U <EngineeringE\ {343 E A
#&]_CN=acroomsfEF#& - CN=Users * DC=HQ

» DC=companyname * DC=useals="A&]%

#8 » DC=acrokams="AE)%#% * DC ~ DC * DC =AF]
%1% - DC =2E)%18 ~ DC =AF%4% » DC =A8%
#-DC=-DC=-DC=+DC-DC=AF4%#  DC =

AREFFEAELZER - W :
UID=LDAPUser,CN=users) >
CN=accounts,DC=domain,DC=companyname,DC=co
m uid=john,cn=users) >
cn=accounts,DC=dorp,DC=company,DC=com
john@dorp.company.com ° dorp.company.com

fERE

-Anna

BirAAR2:Z0E (BN Bind DNRYEHE & L IBETS)
LDAP ~ LDAPS ~ LDAP-start-TLS

EEVEIZIR

UNRLDAP Directory ServerPBITEE B 4 AiBEIELX ~ 558 A T5!Directory Servertr ZE @14 o 7ELDAP B #2{AlAR
BP - ELEBURBEEERE (_noty BN EERERLT BRERESHERBHERBEIA o

B
BTt
UNIX ID

fERERTE
B—T 'Ea3ERBE UG TIERBL

B%

EFE AL
LS
jzhes)

B /&
/&

#BFI

kR

B k@SB B % TE
%8
uidNumber

uiD

B fEARas PRV E BT
B

EEERHS

TR

GIEBH

/&

EBFIARSR

kR
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mailto:john@dorp.company.com

ManagerDN LS
Bf4B [54=1

m

AlSERE B ESRHER
TR AR T 52 R EEELDAPEAE IR B EE :
* EA TGS REE LR ML EELDAPERERER !

ldapsearch -D "uid=john
, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com
~ ERALDAPIERMELE
gﬁfﬂﬂﬁﬁ  BARMGE AT B  BREIR ~ SRS C ITHRENESE - T UHEL
AT ©

° 1 LDAP Explorer (http://Idaptool.sourceforge.net/ ( LDAP BIREIEas(http://jxplorer.org/) B Java
LDAP Explorer ( Java LDAP BIFEIESS) LEEEEAnIEZE] LDAP ARFE23HY Windows 5181 E o

° EFALDAP B Ex{AAR2SHI (L A & S 18/ BB R ELDAP AR ES ©

Configuration | Server Connection | Option | SSLTLS |

User DN |cn=admin.di [ Anonymaous login

Password | bbbk vl Store password

Use 551 port
| Yes ® No
Use TLS R (TLS is only used
L1 ¥es s Np on non SSL ports)
Base DN \de=workgro | Guess value

- _
| Test ccnnectiun|

Ok I @Aﬂnuler ‘
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http://ldaptool.sourceforge.net/
http://jxplorer.org/

SERPHAZLDAP B BrULEE 23 AHRGERER

TR ESR BB AT AR LN ERNEEMERTT A

R
HISLDAPB B inas G 85 NHH5R ) ARG o $EERER
T TLDAPfRIARZSIRMAVETRERL o

MIZLDAPEEREIZAI T ER MHEiR) ARE& o
. TEEBYSHERDN=DC=HQ *
DC=domainname ~ DC=comB#¥) - A i 5258 o |

ITHREHZEMERERERE BERATRREEE &
RAERERBY -

+H 20 —
FHEREAT

BERREERRENTERIRAE « WEAR MEARRENLDAPE
BE - MERE . SEEEEERRSE - ERSnul

HIELDAPE B iRas G 8 NHHER) ARRE o

BETEE
Bl

HIELDAPE ErERSREER B Ak -
= MERFENESRIEEIOR « RILSEEME

IS LDAP EH#26F ~ '-%EE/T‘F@J%E;; MEE1E2R
SR HERESNEERR  EEXREREHMEEI

23 (FE:R1CHS : AGENTO008) J

HIELDAPE ErEiRs G EE B A& -
= MERERWERIVIRRE ~ TCPap

< [Connect(localhost:35012,None, List(),sents(,second
s,true)] 5By

?.%java.net.ConnectionException:Connectioniﬁ_iﬁ ° ]

HIZLDAPB &R EIZS S ER $8:R) ARE& o
i~ TESEEIILDAPELR o

BRI

lllll

FTIZLDAPE SREIRISEE R MT5:R) KRR o $HEREEN
c TEESARE - RER  BRIRIFAERZEEHER - A 4
E—J?l /connector / conf/application.conf : 70

. LDAP.LDAPE#HHE A IRA FERMIEHF

BRI EBIEFRBETF - FEIRFEE - ML EBNE
2% ~ ECEIEADIREGERRIBIEER -

EMRENIRER 2% « LDAPEIS AR EEE ?

ERA&EBERERELDAPREZL ECloudSecure ° ERMaIRF
ZMER?

FRRTTE

TR BIHTEDNEUARE BhE IS F E T IEFE o MREE1R
HIFMEREN o

RUNESERNIERE - REIRHEIEEIERSRME

Al RE 2 E A CloudSecure 1 RVEAB L LB
/\AC’[IVG Directory P BB LB AER - &S
KNE o fREENIREIEFERVIER B 45 FE o

#—T [Restart) 1%ih ~ EXERENUREESS o

AREECEREVERA (FRSS -« BRSBTS - 46
EDN ~ #E ) NERE o BIRIEE

L uid=LDAPUser,CN=user,CN=accounts,DC=domain,
DC=companyname,DC=comfIf; 12t Bind-DN#
A o

FERIZ I IERERVAARES 1P FIESEEE ///

FERIRHERNERS PAESER

IRHAAADMRIARESAIIPEFQDNAIERE © AREEIRHIE
FERYIPAIILELFQDN © ///

IRAALDAPEIARESMIIPEFQDNARIERE - 4REE iR
IEFERYIP{IEE,FQDN o SiRHAVERBREARIEERE © 35
E S (FRLDAPE RS TR E IR A IEFER $$%i$
5EH5 o

IRFEERIEETIER © FEEEAADRARSBHTAR
BIRIR (R IEFERYEIZIRIRES o

E R AERFE A CloudSecure R ETIE AYEE B B 14 Bl Active
Directory R EEE 4 R IBAERT  fREETIREIERER
WEDERB MRS o

LDAPRIZ &7 E2s EFRIEN R ILENETT - #RENER
FER0BRERAENE 150 - B12)\KEHE
WMEE—R -

MRRAEN ~ EREENERE13MEA - WRMER
A~ BRAFEMIER o
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AR

BRRTTE

LDAPE SE RS G E L THEER) KRR o "EIZSENE RIERRBAIER - F2RLEAAS - BRRINAER

SRAREE o IRFSETE ¢ usersLdap o kR EA : EEHE
EXLDAP{ERE o LBURE : 80090308: LdapErr

: DSID-0C90453 ~ 5fi# : AcceptSecurityConttextis
52 -~ Bil52e ~ v3839

B SRIEAEAERERER °

R Active Directory (AD) fRIfR2S_EEEUBMNE &S
(SSL) -~ AITtra#HZz2MERE BRI ERFEE
EAREADEARES o

L TEONTAP SVM Data Collector

HIEFERIRT R 218 o

ERAIBEREAActive Directory BB M ¥} FERIREFR

B o 148881 Active Directory HEEVfERAE SIS E
Active Directory U525 - 2558 » EERBMET »
2E—ERE(IRTE [E:E5RE1 HESE Active
Directory B4 T telephonenumber 1 © 4.I87f > 58
F3 b3t Active Directory 1#£Z242% T A72E LDAP B
trfAIAR2S > WEFIERNE S - 3.55E LDAP B
P E—{E%%A T telephonenumber | BEBIE > %8B
MREESERAENSEEIN o 5.8 » 7 LDAP
Bt > EERIELS [EBE4mIT © 6.78184RE
CloudSecure {£F& B NS - EEABMEERF
1 TEESRNS) BNA EsERE1 o 7.647F Active
Directory Yg£E2s » ISR EMREN LS FEREN
%Z%ﬁﬁﬁ% » TEFEREREEEmPRENMERNEENR

EREERAEBBRNESRZAT » 557iFRADREREN
7 o SEEREFEERE - REFRBE13EA - R
HREfERE SFAE R ADEIARES HERELR « RIS
ERADFRHIEfERE - EEBREEW « AEBHRK
SERWREREAD o

TRaHRZEM) EAEHKRESRTEEREERZNEREFNER -

FsGZ Al
* PIRBESHRIEE LSS

° E¥HRZA o Data ONTAPAESRENGE « sAEREHT 9.13.1 B Data ONTAP R ©

° SMBE#IHE3. 1hR K BB R RS ©

° ONTAP 9.15.1 S{EEFhRZSHY NFS 4.1 ARRZs ~ 155 NFS 4.1 o

° RBRIEERME AR AN 432 #&FlexGroup ONTAP

° FIBAIZIEONTAP Select

* EXEERERSVM - AL IEARBERHEERNSVM o
* SVMEZETFLEE c HHELIE default_ ~ syncIR_F_syncERIM o

* Agent "WIERTE"  ARBREENES °

* SRREELEERREERE BiEiRs  SAEHEE NEREH EETRTRBNERE RS - MIFE

RENERLTE (EF1TActive Directoryd) o
* « ONTAP Persistent Store BI#it 9.14.1 BB ZIE -
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* REERENEE « SERFPolicy MRS R E A BB FARRANE—FHRERE L -
* IS EERTYIMER A Z —RHIESVM :
° ERZEEIP « SVMBBREEEIEEHAERMERN - ERERNAE
* SVMEBHAESTTEUONTAP B ~ BES KNS ©
° EFISVM Vserver Management IP ~ &R BIEEE

 MREEEHIAFAREFEATENRAAEIESRE / SYM EIBFERELBNEN > Eol KB T EHIFT
a @%iﬁc"‘ﬂ’] Privileges I BIEAE MEREIEFE]  LAURASVMIEEFIRILIBFIE
RE -

* ofZth Al UMEAR A B E /D AEBcsrole#RRIADERE ~ NAT MEREEEIE —HFfM - BE2
B"ONTAP SZ{f" o

* HUTTIE S « REHESVMRE ERNERAER !

clustershell::> security login show -vserver <vservername> -user-or

—group-name <username>

4 tH Z851

Vserver: svmname

Second
User/Group Aunthentication Acct Aunthentication
Hame Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapli password vsadmin no none
vsadmin zsh password vsadmin no none

- 3 entries were displavyed.

* FE{F SVM B2E CIFS faAlfikss . clusterShell : . >vserver cifs show

i gEOVserveratd ~ CIFSRIARSI LB R H AL o
* RESVM vsadminfEFBERZN - MREABIERENZEEERERE » FRBILTER o clusterShell :

. >security login password -username vsadmin -vserver svmname

* FEFFIHESVM vsadminfE A& LUEITIMNIZEY - IREA B EAENREEEMERE » FRIBILTER -

clusterShell © . > security login unlock -username vsadmin -vserver svmname
* BRERLIFMBAERRIZRESR 'mGMT1  (TJE TdATAL ) ° MIRERFAEIE Iif KEMG SVM »
clusterShell : : > > FEBEBIEPER network interface modify -1if <SVM data LIF name>

-firewall-policy mgmt

* RUFARA RS ~ I HEZRBISMAR « A BefEFAData ONTAP [Data Collector] s sFERHERTCPIRE ©
NFBAERREN > F2HEAERELTER - SEANZEEEHRNANHESAERAMAERER -

* BEHIERENLREAWS EC2HITIEREHLAEEZECloud ONTAP SVMEF « IR Z R BN AR —
EVPCH  MNREMUREIIAVPCH « BIVPCZ BN BB BRI o
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fE A E AR R IR M

saac(E FYEIR EAEFEER"
HEIhAE R E R ARDE ~ AREIEREE -
NRICEAEEEIETE « AR FEMAVER o

MREERRBETERE (B4 « CsUser) AR THERAERNER SRR TIIIHRT IR T2 1%
PR~ UHSHERE -

Hit BB EEIEMCsUser ~ 551EONTAP TFITHAEHIT

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"
-access all

ERBAEIESEE

BiE R E BRI HERR

MREELZEAZEEEEESHERAERAT LEFERLZEIEFIONTAP (SVMERIIRELS) - ﬁiEJL,(LiZ—
fE%7# [CsUser) BUHIfERE - HABWMTAT - R LIFEHZEENRERRESEAREEEIPE -

F3 TCsUser) HYfERERIBAEDS o

AERIUMBEAE - ONTAP AR EEEESERAE LB/ EBEAZINEER « ZABTTONTAP IFe&E
AREs LHITTYan < ¢

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
—access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrole

58 vserverBIBIP*HILHERR :

MRECEAFAEECEEESTHRERAF LIFEH T2 MEEIONTAP (SYMERINESS) ~ EaIABII—
8% TCsUser) BUFIERE - HABW TN - B LIEEHZE2BERINEZRRE A B A Vserver Management
IPEF ~ 5518 CsUser) MIERE LB o

AEEIUHRNMERAE « ONTAP BEAEEEEEESFRAELE/EBEAZL « ZARTEONTAP [EARE: EHIT
THar2 o /T HEER « BFhRELENTERIIXFRESS « LEONTAP ST A< ZA0 ~ MUVservertaid

Eft<vservername> :

security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none
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security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"volume snapshot" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole -vserver <vservername>
security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole -vserver <vservername>

[REIHEL

7EUNEERRHY Advanced Configuration 5% PR ILEEIER: » TEEEHZEM SR FPolicy 5
X o ONTAP 9.15 AR K ERThR AT IRIFRURT o

ERERREE

AN LETHBERVEFAE F " ONTAP X" » 352 o

protobuf BEHEMIR (HhHAN LT 4E D)

=ERL
security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

Vserver &3 :

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrestrole -vserver <svm name>
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ONTAP B = #HZ=EE2(REN ONTAP ZEVEREIE
NRERAZEEIEE « IAEEHER

MREFERANEIERE (BIE0 ~ CsUser) EBERFHERENER « ARBTILT R T TIEAHZ 2
R~ LUEHEONTAP SforltEE EArpERIRYEE T o

INTTEHAE N > 5520061 ONTAP 77 HVEE

M "EEONTAP 7 IEE e &SRR RETNEE

REEFUESS
HEREDBR

1. LEEERIRF HEEE B D E AL Data Infrastructure Insights Ig1E o

2. BT TIRrERZ2E > &S > + BRjlES

RGN ANERIRESS -

3. WLHAZESB1T* NetApp SVMEHE L « A1 IH— T +B542 o

AMERRONTAP TSVMAERE) BE - WASERUNSEER o

i L s EH

by 2 BRI ESRNHE—2 18

RIFERER WEBEFRENRERENER -

BIBEEIPELR ENEEIPHSVMEIRIP

EE/ SYMEBEIPHHE =EYSVMBIPIE « BURRIGTE L BVEERE o

SVM %78 SVM&TE (GEBEEIPELZR « BRI &M ERALD)

ERERTE BREEIPFIZSVM/ERER « EESVM/EERNFERE
LIRS 1 EEEIE2. rCsUserJ 3.3EE
{LlCsUserBHIADERE © iFEi@ SVM IP Fighs » 22
I8 . 4. vsadmin 5. TCsUser) 6.EiCsUserA B
HIAD(FERE TS o

=05 LitfE R E B

EmiEt /TR & EERTEASMESTE S HBRER/MEE

BMAEHREINTELRLTE ENEHESTHREES RERME) WERFE

A ZHHR/ B2 BYTTE Volume i

BB REFR

(U3 FR)

ENEHESTHRFHES RIERME) NERES
B (MUEXSR)

PZEVLEETRRT « SRR ERIREFIEGEERN S © 55
=~ BMERERULEIE - N EIEE R RV I/EH
an R EAMIRR o BRI THRER SHEMEIEMEAHE -

25


concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html
concept_ws_integration_with_ontap_access_denied.html

FREONTAP TMEiX4EEE A/ R TEONTAP RHRAMEEEFE K/ o NRONTAP fF
F39.8p7 2 AIBVRRZS H Z2IRRMBERIRE ~ ONTAP Bl AJ £
BIEARABIEFAEEE A/ ~ LUIELZEONTAP X4HE o 1
RICGREAEEDILEE « W BREREIRE - :5H48NetApp
ZIRERPT o

TR
* £ TRENENIES BET - EASEARESARANERINERRFEEHIES - CRILEMBEE
PSR R E R RS 2R ERE B I -

MetroCluster HYiE:E4HRE
MetroCluster Z:&FE R T5IEE :

1. BMEEEREREEERIESVM « Z—EEZEEBRISVM °
2. BRI _EEIP R o
3. TEEfAIRE « —EERIREREEZEN T - S—ERIGHEHR

BAl M1TH) MSVMERIESSERETRA_Running ° BAIK T&R#T1 SVMEBERIKERGREMA_Eror_o
4. GSEBUNAE « BRINERRERERE TiTh) 885 MER)  R2TR e
o BRINERN R REBE MHITH KERZSHEM D EAVER o
AR5 IR R

MR ARFEFERIEES ONTAP * 9.9.1 RSN EHMARZS * £/ ~ BlA T EEREERERRKESS « BE data-
foolicy _client BRFS ~ AR ERIBRTS data-NFS # / % data-CIFS °

gl -
Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data,-core,data-fpolicy-client
(network interface service-policy create)

7£9.9.1Z HiRYONTAP frzAsH « REERTE_data-fpolice-client_ ©

Play-Pause Data Collector

2 [EFERIRERTIEUREESSHY kebab INRER L (EEMMEE) -

WMRERMIEESREER _Running AKRE ~ IERILUERUREE - BIRNUREEESRY T=Bh) ThAER ~ ARABIENGZ - BRE
B[HREF « TG ONTAP IKEEAER « I A ERERHEUEESREIEE ONTAP © ERRES Fpolicy FH4ET
AEWE ONTAP B RIRESS « th A FRBRERIMERA D

sAR © JISRTE ONTAP LRI (EfFBIMEREF « MIRERENEFERE « TERHZE2EMAgWRESR
B LEHIRE FE A g RMIEBERIRTGREF o
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BHB

ERNTIE S

* REBFEFWES ERENRE - FERITRERBR
* EMS £ (401 ONTAP ARP ) AEEEFAIUREESS LARIE o ERTUIR ONTAP HIRFRUNIEWE « &

HERREAR TR N MR ARSI -

* RN EEXEEEFERESNEER BN BTN
* BEHNRERTIEFHNESEFE (HIW0 Snapshot SifEMAELEH) o
* EREREA U ERSE AR « RIBEX VM BHRE) / EFK - SIREREXRBEMER « GEUkE:S

BIRIFTE _Paused AREE o

* REFESER _ R _ R IESRBRESREES _BERF _ MR - RAEERESIRES

_Running B ~ 7 GRA TE=E) & o

C MBAIRERTEEG  AEABNEREEA  DBS R o ESIHEA Stopped {RAE « MY
fetsd -
FEREE

ONTAP 9.14.1 RREMIRAZEFFEHFE ° 55EE  Volume BATBIETEE ONTAP 9.14 £ 9.15 A ©

AT LUEEUR SR 23 4R EE / FTIE R E P RIZENS IR BV EREFE o EBULZING R « SERXFRUMLER
Volume %78 ° Volume %82 B AFHEMEF ERIMERIIL -

5 ONTAP 9.14.1 ~ QBB I HIRE A SERVFLETNEE ~ M7E  Volume Name_ iR HHEREIY4
78 o BEMIEE A/NS 16GB ©

75 ONTAP 9.15.1 ~ WWEEZREEA _ Volume Name_ fRIFPIRAAIRHE « BEILL 16GB K/NEIZ Volume

FEFEFEREREHER (HPHomE A EELTR)

=RERN

security login rest-role create -role csrestrole -api

/api/protocols/fpolicy -access all -vserver <cluster-name>

security login rest-role create -role csrestrole -—-api /api/cluster/jobs/

—access readonly -vserver <cluster-name>

Vserver &1 :

security login rest-role create -role csrestrole -api

/api/protocols/fpolicy —-access all -vserver <vserver-name>

security login rest-role create -role csrestrole -api /api/cluster/jobs/

-access readonly -vserver <vserver-name>

SEREHFAR
INEERREHHRIAER ~ SE2BI'SVM USSR BHm o
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%é@ctloud Volumes ONTAP EF*NetApp ONTAP BIZiENetAppHIZIBINAE « BIFES
B INAE

ITEEHZEMN) FREFMKERNEEWEREZNEREFIRER -
#77485ECloud Volumes ONTAP

#5289 OnCommand Cloud Volumes ONTAP BB {4 » IAGRTE B8 —Hii%h / HAAWS HITERSR EIETERH
Z2 MR | https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.htmi[]

SERAHRERRE R © AAMKER TSP ERERE SVM ! https://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]
*ENFA

* TIEFIEEIRARFSHER (ERAEMEEN) Cloud Volumes ONTAP ° 540 : Amazon - Azure ~ Google
Cloud °

* Amazon FSX ONTAP

RIBHEESAERE

RIBRB L AT ERRFUEES BN FERPEITRE - NHEEREFINGFAEN « 52 8[Agent
Requirements (fRIEFZTLER) ]

MTFRAWSHHRIEER ZEDER o R EAzureZGoogle CloudiE1EE AN BinRFS L EE IR Z L FRET
ZH o

FAWSH ~ FFEAMITRREERFLIFAaHREAEEIAHES :
AERATITER  RSREATFEHREAEREN -
im%

1. B AAWSEIZEA T BB EEC2-instancesEE A% #EEY_Launch instance_ ©

2. SEKIBABERT - BEIEFEERRAH RHEL 8( CentOS AMI : https://docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.htmi([]

3. 3EHYCloud ONTAP BEfIFFTERIVPCHI F4EEE o

4. 3= I t2.xlargel (4fEvCPU#116 GB RAM) {EAEEER o
a. BITEC2#{TERE -

5. FERYUMEH BB ZEMENLInUXER
a. Z#t wGet M _unzip RELinuxEfH °

ZERTIFaHZ2AEER
1. UBEERIRFHEE B D EALH Data Infrastructure Insights IR ©
2. BB = Workload Security * Collector* - ZA%#—T * Agents* 1Z%; o
3. #—TF T+RIEfE) - WHRHELIEEABIETSE
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4. ERAERARESHS o
o i MUERHZE) TlEEEANRHEL EC2HITERT - EEZETFRHZE2AERER » RENS
FRE"IEIZ TV R IR "B KEIRAT o

WNEFAALER - sA2BIILESS ¢ https://docs o NetApp ° com/us-
en/cloudimses/task_cs_add_agent.html#Steps to ZEEMIEFZL

SRR
TRRACHBERERTT A o

felRE BRI ZE

Data Collector288~ (TIEEHZEM | ELH ffsxadmin LIFAERREEEFTIEERIERERNNZ 2 MR
ETONTAP Amazon FxSNE RIS IE4ERY ) #8 B - BIoJ A RIERIRE » MMRIEFEEERE « Bl
iR o A ENEITAIAMazon FSXNBRINESRIAIEE HiEigR o

TEEHZ2YE - HAERNEZRI4IEREFSXN

EERELZBRF o PHNAEFIAWSZ 2 M EH4EE BN

ErVRRAI ~ UAFFE - KB BELEE « Al

PHEREBIAWSIR A o IEERIBVCIERZ T A A okiE S

;S'z%?’“ﬁﬁ%ﬁ’\JNetAppﬁﬁ (BFE&EMIEEENE

FEREEIE
TEEaHFHZ2 4 FEHAEIRS 5 Data Infrastructure Insights ZKEIE o

Data Infrastructure Insights 12tOfEFEREIREEMR - IREHEEE - RAEIES - FHEENHE - SEIIRSER
BRIERSENEIRELR - A RREIESRENEREIIRE IR SEHNFERSE - TR TIEF—EIEE
L2 ABIERGENERE :

At TFEa#HZ2EFEN

AMEES AMITRIE TIFEHZ 26 « BEET -« &H - B8
W3 ~ BEIERRA - U IIEEHEZEAPIFL)
fE - EEE M LUIBFHEMERE - EREEKIFE
HLEELEAE -

i ARRREIEET « LURRRER - EREAGINE
FETHRE  FRHE  FHERRERRSIERET
HY o

A AR E AN o REAGEAE B LTI « il
Pyt ~ FENRAIIRIRERBIEREFE -

1. BAIRE#HZEM
2. FRERY ~ BT EE-EREEE"

1SR = Data Infrastructure Insights B9 TMEAE SR BHE °

3 RAEEREEINFRENASR -
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concept_cs_agent_requirements.html
https://docs

ML AER  REEEMENAG (BEEERETGE) BIn -
MEFEAEREMAGRFAE:N « 552/ Data Infrastructure Insights "EAEAE" X o
SVMEHERgEZR (RIEEXRIEREISH)

MEHERGERR ANKRESVMARINFS/SMBASEHE « REBLZEONTAP —ESVM
BERINESRS - UEBEE—IPIBMISEMERITEMSVMEE - A BHRGER) MERE
HEIEE ~ B ICHREIZ2IRIE ©
Agent BRZ A2 5 50 B RIUNESS °

FREEXE | BF

cE=EIP
- BECIREFRAERBINENE

() TS TERONTAP « FAESHS EFEHIET 4 EASVMBUTERSVM Data Collector -

TER

1. fkBBCloudSecurePHVIE R LA IEFET o
2. NIRRT E « LUSudofFREZ DT _server_data_rate_checker.sh_5<HE :

/opt/netapp/cloudsecure/agent/install/svm _event rate checker.sh

. ISR ERE Linuxt¥es F L8 sshpass o RRGEREME !
a. MIT SIS -

linux prompt> yum install sshpass

.. MREFER - ARMERTH_ sshpass FLinuxt¥R ~ RBHIT TGS :

linux prompt> rpm -i sshpass
3. HIRIETRET « SAIRMIERERIE - F2RIUTER o

4. PITIRSHBANTELNE
S MITTEAE ~ Fe T EWSVMIENSEMER - MU EFESEHPIRESESVMAEGER :

“Svm svm rate is generating 100 events/sec”.

SONTAP fESVME kS 238 F] 1B —SVMEEIL Rl « ERTEHEERNESRMIRRE—SVMEENEH
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n)E] & ;E-F§IJ %IE

a) fERILREMA—ARRTi5m o MAILUEMZOM / SEEIRENEE - UEMZENERINERHE « &S
BIHEAN 50 fEE R EERS ¢

IR SR AERE SVME R ERHE IR ] RIZRV R A B IR
4tz ~ 16GB 10BE K EEEE 20KAEI = H/FD
4zl ~ 32GB 20fEE KRR 20KAEI = H/7D

b) EEAERMHEY  FMEAZNIERRFMESYMATELRNEH -
c) MRIELHEARERERFENIT « WRIEREHUTER « AIEHEXEFEERTTI0% o
B + CHE/INIRA ~ BREM SR EIAEEE o
BaEER « AATE EE —EMSNENRERHMERTSTIAR :
Sum of all Event rate of all Data Source Collectors + Buffer Event rate
of 30% < 20000 events/second

A2/ link:concept cs_agent requirements.html ["RIBFEINE K" 1 BEEUBISHEHMITRIF
HHEK o

gl
RRIMBE=ESVMS « SFVEL100 + 200F1300EFEHHIEMHE o
HARAUTAR
(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec

780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

via one agent box.
EARIEHER « FESH BN BRI TIEERERLTEA_fpolicy_stat_<SVM Name>.log__

ELIBRIBE G MHBR FEEERGR ¢

* IREMREER ~ IPHSVMBTBARER o
* BEERRRE - BFARSEEEERfpolicyR & EEIHR
* IECIBERITRRARLE o

AT BRI AIMI TAR
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[root@ci-cs-data agent]#

/opt/netapp/cloudsecure/agent/install/svm _event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs new
VS _new2
Enter [1/5] SVM name to check (press enter to skip) svm rate
Enter [2/5] SVM name to check (press enter to skip) audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check
Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#
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Alerts

(D) Last3Days

| FElterBy_H Status | New

Bl +

75
5
- I I
5 = >
12, Ju 14, Jul 6. Jul I8 dul 20. Jul 2. Ju 24, Jul 26, Jul 28, Jul 30, Ju Aug 5. Aug & Aug
O Potential Attacks ~ AWarning
O Potential Attacks  (3)
Potential Attacks Detected 4 Status User Evidence Action Taken
Ransomware Attack 5 hours ago New |/ Iris Mcintosh =700 Files Encrypted Snapshots Taken
Aug 10, 2020 4:38 AM
Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM
Ransomware Attack 2 days ago New |2 Safwan Langley =700 Files Encrypted Snapshots Taken
Aug 8, 2020 4:29 AM
A Warnings (7)
Abnormal Detected 4 Status User Change Action Taken
Behaviour
User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None
Aug 8, 2020 7:49 PM
User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM
User Activity Rate 3 days ago New |/ Szymon Owen T 189.88% None

LT

EST/EE

RARELES
BEEREE
BN

'T'i%

Il_:\

Aug 7, 2020 8:07 PM

BREPTER RS E AR L RE
SRILGRAEERFRIFRRREMGREEAE - LS EREEE -

THER :

* _PotentialXE8 $BR (HINEHZREESMIR)

* AR

BRIWER B HAFERE_RAI_

* Z/REY_Status :

° MY | BERMETHITERIE ©
° TR ERIEEHERRE NN EEITHE ©
© BRI ETREHBERNERLS [EFER -
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© BiEMRE | ETEEREASRINTERITS

AMEES I UEELERRE « WRTENEEUBEIRE -

Change Status To
In Progress v
Add a Note
i
Cancel Save

* (TAMEEERE_User_
BB WE (fIm ~ KEERBNE)
* BRERRIENTE_ (BIUD ~ BEILIRER)

==
(=

I

C EREEN_ERE1TA_

* 1ERIRNIT A0 B HARNBRE_

* BRHY_Status (FriE -~ EITHE)
* (TAMEEERI_User_

* _Chang_ BY=REA (BIUNIESRFENEFIEM)
* BRENRY1TE_

EmiEEREIR
ERT LR T 5)IB R T -

* E/REY_Status

* HE_APRNREXF

C _WEEE_NER

* BIEME S EIR/E S/ _User
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POTENTIAL ATTACH AL_303 Action Taken Sistus
= Nonme New
Ransomwars Aftack = .
Total Attack Resulis Encrypted Files
Activity per minute
| o 4173
Affectsd Volumes Delsted Files Encrypted Fiies (1]
200
10 W \
The extenzion "crypt” was sdded to esch file. :
= TTI0 D400 0430 os=00 05230 0600

Related Users

Kristjan Egilsson 4173 Dstected Action Taken ‘_]
Accountsnt Esisecrsb el 5 = None |
Finance TR e 4 Y

Uz=rmame Dspartment TOD ,g.j_i\rit}r T}rpes View Activity Detsil
usl33 Finsnce i

Activity per minute
= location: 30157 144115
Email Manager
Egilecon@netapp.com Lynd=ey Maddox
= @ Write @ Resd Msisdsts @ Others
Phons

3BTI24312607

_#1TSnapshot&{E
TEEHZ2UEEAIEEAZSEEREEHEURRE « BEENZ2ED - EMREERZE -

TR ER" EHCEERREEAZNSHTRERBIHMEEEAEEHE - HRRR - Gt RERER
FERBEIRE o

BT
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cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html
cs_automated_response_policies.html

Jul 26,2020 - )

Potential Attack Detail / Ransomware Attack
2:38 AM - 5:38 AM

POTENTIAL ATTACK: AL_307 Detected Action Taken Status
4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM
Re-Take Snapshots
Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o
200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.
0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users
Ewen Hall 5148 Detected Action Taken
Developer . 4 days ago Snapshots Taken
Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur

JulZS 2020- Ju|.26 2020 - e

MONITOR & OPTIMIZE Alerts | Nabilah Howell had an abnormal change in activity rate # S
Alert Detail
A nErts
G:AL_306 Detected Action Taken Status
5daysa None New
Q  FORENSICS Nabilah Howellhad an abnormal change in activity rate. S e o &
Jui 25, 2020 1:44 PM
G} ADMIN
Recommendation: Setup an Automated Response Policy Mo To:
© Her An Automated Aesponss Policy will trizzer messures to contain the damaze Take Snapshots Restore Entities
automatically when a future attack is detected. Try it now.
Nabilah Howell's Activity Rate Change Activity Rate
Activity per 5 minutes
Typical Alert
600
122.8 210 P
Activities Activities 400
Per Minute Per Minute
200
4 Nabilah Howells activity rate grew 71% over their typical o b Lot el d
12:00 24, Jul 12:00 25. Jul 12:00 26. Jul
average.
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https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
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https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
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Add Attack Policy X
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For Attack Type(s) *

| | Ransomware Attack

| | Data Destruction - File Deletion
On Device
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+ Another Device

Actions
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| | Block User File Access @

Time Period
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Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays *

User Created

Delete Snapshot after | 30 Days *

Cancel
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Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €9
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security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole
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Total Attack Results Encrypted Files
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50 |
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Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS
QOct 20, 2022 3:09 AM A Block MNever Expires Automstic  none
more detail
Mar 10, 2022 4:59 AM Unkblock system Blocking Expired 10.197.144,115
Mar 10, 2022 3:57 AM A Block ih Automatic 10.197.144.115
more detail

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

stargazer 81 QOct 20, 2022 3:09 AM cloudsecure_attack_suto Automatic Take Snapshot

subprod_rtp
_1666249787062
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Tutorial Complete
I NetApp Cloudinsights () cetingStarted B b e

ol Observability » Cldev1 / Warkload Security / Collectors / Add Data Collector

Enter complete Share Names to be excluded, separated by a comma.
£ Kubernetes » Share Names
W Workload Security - Vollma Namas
Enter complete Volume Names to be excluded, separated by a comma.

Volume names

Alerts
Forensics
Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)
Policies Note: Generates many directory access events (noise)
= ONTAPEssentials 4 Monitor Access Denied Events
MNote: This feature will be available from ONTAP 9.13 and above
& Cloud Cost
Fpolicy Server Send Buffer Size
@ Admin L4 B ¥
Cancel m
[ )

TEGEREHER
NREREES IRV Data Collector ~ B NEEFAIFER

MREBEAERTERAERRNBIERE (PIW « CsUser) HFTEULESS « HIRE TP R « L ERERR
FIEa#Z2M « LUEM ONTAP sHFEGEIES 4 -

E4AE7A CLERY %8RI CsUser ~ 351 ONTAP @i FBIT FAa< ° 552 « csrestrole EB:TAE M
csUser @ ONTAP B:i]{ERE o

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

HNEHA SVYM B8R CsUser ~ 5517 ONTAP <3 #MIT RIS < ¢

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole -vserver <svm name>
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Tutorial 0% Complete
M NetApp cloudinsights () GettingStarted ~

dev1 / Warkload Security / Forensics @© Last24 Hours i e

@ AccessDenied @ Others

S 22:00 8. Aug 02:00 04:00 06:00 08:00 10:00
Forensics Activity Types Activity on Entity Types
— ey
Collectors X
[
Policies
= ONTAP Essentials
@ Cloud Cost
All Activity (2)
& Admin » Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type —
10.192.37.103 Access Denied Jychandra_vol/diro/filel txt tt ychandra_svm  NFS Delete
10.192.37.103 Access Denied [ychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete
. d
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security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access—-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"

—-access all

A EIRRREEmEmR MR BER'S%EONTAP SVM Data Collector" o

gn{e BRAALETHAE 2

* EIFafERMP BBEE C TaHZE2M > RE > BFEERE) * o BHE *+ BEER * -
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fEA&EFIRGIEZCE

FETHAENACRAEFAENEENEREERT « LA LREREFIIRFIERZCENER | E 8
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* EIfFE#ZEMF BEE C TEaHZEM > 7R > BFRERA) * o BHE + HEBEEKR * -
© BUHER (BUHGEE) _ HHERAEEREFR _ -

FRE EEEBERREUILINEE

FHIEENFSHIIP

MRENTEEaHTE2MARIAEIE « RBERERN/NERER « BEATITERFHEZEEREONTAP E{A2k
BHVMwareHJIP o

1. ZHSVM_EHIFFEEHRA o

contrail-ga-fas8020::> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO

Vserver Name Index Protocol Match Rule

svmO default 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svml default 4 cifs, 0.0.0.0/0 any
nfs

svm2 test 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svm3 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

4 entries were displayed.

2. f£SVM_E ~ # Tcloudsecure_rRule) %M P LR RIFAERRFRIERRE « FEEEEAEEBRRAIER
3l - TFEHZEMRAEER1 -

contrail-ga-fas8020::*> export-policy rule delete -vserver <svm name>
-policyname * -ruleindex 1

. BEIFEHZERAEMF (IEDEES) -
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contrail-ga-fas8020::*> export-policy rule show -vserver <svm name>

Policy Rule Access Client
Vserver Name Index Protocol Match
svmO default 4 cifs, 0.0.0.0/0
nfs
svm2 test 3 cifs, 0.0.0.0/0
nfs,
flexcache

2 entries were displayed.

FHIEFESMBHERE

RO
Rule

any

any

MRENITFEHZ2 ARG - ANER/WESREN « BEATIITEFEERONTAP (EAIR

BVMwareffERE
SR URERE FEEENE L FaRLT2 P HHENFERESE -

1. ﬁﬁHONTAP #BE admin REEARR2EEE (CHEEHEGHEFERAENMUE) o (BAAmazon FSX

sAEFAFSXEREEA) ©
2. YT THEL ~ FIHFIBSVMAFRAEKSMBI(FE HZ 24 HAVEAE :

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

F R F « B2AERERASICSLABEEE (US030 ~ US040) o
1. EFRFE L P HAIER « AT M m < LURBRESHEERZE ©

vserver name-mapping delete -direction win-unix -position <position>

HITTYen< « HEEMERE BRI ¢
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vserver name-mapping show -direction win-unix -replacement " "

TRES SR A E B BN EMIRR o
REREBEAR

D=

BEFERELRRIIRG « BNAKRE -

FER—T MREFEU ZEETR NLERENIPALE
SEIRH o

FSEERRD - B : RISHERZGS ©
NFSHUERE (IP{iit) HIHIEEEE « BHMNSMB/

CIFS ~ ZREZHEZRME © [ESIDEIEERIBREIRK
B o [RFERY - BsRimARE L

HUEISHISNE SID SEAR o R ¢ 255 : $E
2 HOKN | REEZHSNISRES | BEEER
ZWBHE . (FRRE) FEAMENSS _ o

Tramzsf® @ ERRE

B

1.HEE SVM BRI ESMAIEZILE _Running
AREE o tNRFILERIKESRMARIERN - TEaH%ZE
AR EEAEER T - 2 EREAAEAEIEERAR
¥ 1P Bt SRTFEVR# TR E > MLLAIE R (ERE o (£A
EEBEEFREFRENERIPAIILETTIRS o 55T
BUl (BREHAER> ILERENFERTIEIZs0Er>
SZEENIP) ~ UESZRIIPAILEE - MRERE
RIPEIZ RIPARM E M FEUETZRE ~ AIFEREMNH
FEBAZIRIPEE#ESE - IREAEERKIPZIR
BIFEMRTFE ~ BUETFR S EATREY ©

EZRHMIPER I HMERERIRS o

AIBBE A EACsUser - BEGUN LR TERE

FERR o

EREIERAIRER AR CsUser SBEHITsshBIEPR o (
ARRRERRNER - ABREEFERETUMITssh
) ©CsUser ABaEEELLHER o
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access-blockingEi it BB R &8 _CsUser » 551t
ONTAP @ 2FH1T FIIEIE | Z2MEAAE create
-role csrole -cmddirname "vserver & R EIFRA] "
-access all &M E A A create -role csrole
-cmddirname "vserver cifle -cmddirname -access all

Z2MEAABLIEFEREHE ONTAP °

& CsUser 2B EMHIHERR « e R REEER/NR
MEBHAAE ~ A2 EAEFEEE TR IFAH"
c EREMRZE - EBEREEMNENE ONTAP BERIURESS
MEAE BRRERRESS ° FTRRERM U TS ©
- Z2HE AAR create -role csrole -cmddirname
"vserver BEHREIFREA " -access all security EAAE
create -role csrole -cmddirname set -access all
security A A create -role csrole -cmddirname
"vserver CIFS T{EFSES " -access all security EA A
£ create -role csrole -cmddirname "vserver name-
mapping" -access all ---

TR AERAE LAY ET « BRI - DUEERAEM RIS RIGER S < IBAAIE 3R EE
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ITraHEEkt -

Rz R ZEERIER

* BIRYISIERIS T ISEEA N Linux °

. gg'a:%ﬁ%%IT’E%?ﬁ?c%ﬁiﬁiiﬁi‘f’%ﬁ?%—iﬂ?%# c CEAREMNEZRETFEHZEIEAEREE

* BRIFETFEHZ2RIER NS LTI - FREEFHMLnuxIEES - T8 ~ MRERIFEHE M
R LITIR QM - RERRIESBLAEXERNITAIA -

Z=/bAE1 ~ 000{EEEFItEZE
IS IEREESVM LT « HhMERKESEEMBNEE - BSEXSRRAEEFERIRHBELE1 000
(EfER - BRAT ALY - BERERNERERIIERLME - [THEEaRZEY BILRAEREREE
FILAGEEEZT (78 « RN ERESERBRIINEE) -
BRI - SRR T LGER L AR I AR RE
HITIE2S 2 ARV EER
1. ERENZHREERSZAN o
2. EHNINZBBS0EEE o LDHRER SRR o
3. EMEZRERERANERERTHE - X% TEARXANSLLUERERETS  TBRLE2ER
EWERTA o
ITHIREER  EERTIE R B RIS\ o

ERRH
E2% I EEVolume B | o ERTHMENFSHHESICIFSEL ©

EEELinuxEMEINFSE :

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

BN EINFS 4.1HR ~ Fpolicy RZIE o

EEELinux$#EECIFS :

mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa

ETE - REEFUESS !

1 MRHARELFEHZ2EAEREL  FINURE °
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#create-files-programmatically

2. MNRERTTH * FHRESVMEFHTESS o

HITH R RRE NS

1. BA (ssh) TEEBHZZREEMHKSES o
2. BIBZE : /opt /NetApp/cloudsec/agent/install
3. AR Z2HUMNIRERFIESH - EFEFERNRR

# pwd

/opt/netapp/cloudsecure/agent/install

# ./ransomware simulator.sh

Error: Invalid directory provided.
Usage: ./ransomware simulator.sh [-e] [-d] [-i <input directory>]

-e to encrypt files (default)

-d to restore files
-1 <input directory> - Files under the directory to be encrypted

Encrypt command example:
/mnt/audit/reports/
Decrypt command example:
/mnt/audit/reports/

Mz RAlEESE

ARNNEFIES  FIT TS !

./ransomware simulator.sh -e -i

./ransomware simulator.sh -d -i

# ./ransomware simulator.sh -e -i /root/for/

Encryption key is saved in /opt/netapp/cloudsecure/cloudsecure-agent-
1.251.0/install/encryption-key,

which can be used for restoring the files.

Encrypted /root/for/File000.txt

Encrypted /root/for/File001l.txt

Encrypted /root/for/File002.txt

,
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B
i
A

+
+
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B
B
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<

AAIT T8
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[root@scspa2527575001 installl# ./ransomware simulator.sh -d -i /root/for/
File /root/for/File000.txt is restored.
File /root/for/File00l.txt is restored.
File /root/for/File(002.txt is restored.

ZRPTIETHE

HEREEEHRNIENEZ R  FURERMERE  LELBEIIKE - TTRaHZEE) g2BERAE
1% FEERERERHEERERENRBHRMEERBENER -

LGBt A VB IER

BIMERZA ~ GRS FIENEFEERNNERGEE - FERNESTMEERERZAT  55RIT FIITER -
MREEMEERESS - RBREERINES - BAENEE - ARHEFAE - EEERRENNERENHE
SRIARE o MIEE | ST TIRIGEES !

() msmme wEwEs ERERA - ]

ERITIREZ A ~ GRS ENZAES - LAIUFEREMZAEFEREIBIRERR « HERESHE (
A2RNUTEG) URARSANRBIESR - EmERARERE - FERED « 000EES -

IR CEEELAZREFT A VB IUER « 55T FIENE !

1. BABKEFE -

2. ENFSEEHIEZREIRISMSVMEB E ZI RS - CDEZERIK o
3. & ERIRHE T —{H% Fcreatefiles. shATHEZE

4. BTITEREIZIESE -

for i in {000..1000}
do
echo hello > "FileS${i}.txt"
done
echo 3 > /proc/sys/vm/drop caches ; sync

5. (7FHEEE o
6. HE{REHEEBITIER :

chmod 777 ./createfiles.sh
. TS .
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./createfiles.sh

HB1E BRI E R EIL10001EEZE ©
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* APIZEVERER IR T FEVE o

* APIEREEEHEEEEEACNITIFARLTEFERENIT -
APIXH (Swagger)
BATEEHZ2 MR EEEIE> APIFE ~ BN EIRMAVAPIE o #—T ™ API Documentation (
APIXfH*) 1 E4E o APl X R Swagger ZEHRE > 1218 API FVEAZREAFIEREN » W rlREERA L
H o

@ YNSRI SESRES) APl ~ 3515 cloudsecure_forensics © * v2* AP| o HIRIEEHIE API #1TS
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APITZEUERL
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FERENSEEAEMIEERIFEEFIE « WEIFEVEN - ARETIBIRAPIE « iSFEEREATE © &
ERVEER G IBAIAPI ~ SZAER B E 2 BRI RFIIAP « TRRIZ IR TS ERTHESE

BFIEFEENBIHTTPAZEEA* X-CloudInsights : Apikes*
BN ~ EA T EERBIEFEE !
curl https://<tenant host name>/rest/vl/cloudsecure/activities -H 'X-

CloudInsights-ApiKey: <API Access Token>'
Hep _<API Access_ Token >> TP 17 ENE B2 3 ARSI PR TR RIAERL o

WNEEFAEEE ~ FF2E TE1E> APIFEU T TAPIXHH) B4 o

18 APl FRENE R BIIS T 15
THRaRZ2ABRXOSEREST « TRERNOREBE DB IR « FTITIEL v2 APl ©

FSSHENIN @ _/opt/loracle/cloudsecure/agent/export NetApp -script © [El—E#HH README #EZ2 (HEAR
B o

UTE2MiESIERIEMGn < -
python3 data-export.py —--tenant url <tenant
id>.csO0l.cloudinsights.netapp.com --access key %ACCESS KEY$ --path filter

"<dir path>" --user name "<user>" --from time "01-08-2024 00:00:00"
-—to_time "31-08-2024 23:59:59" --iteration interval 12 --num workers 3

FESRY . - -iteration interval 12 . #EPRERMKREEE DAL 12 /NRFEIREFE © - -—-num_workers 3
: A 3 EHITHETATHRECE LR RN o
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