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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5 | ‘ RHEL

3 BEREARBESHERBERAENR -
4. EERFNRIEFRSEE D EEHITIRR Linux iR > 5518 —T_IRAVARZ (i)_ -
S. MR ERRIEFEMRES » FERAIERLE D PHRPARE R IEFREIFAE o



Add an Agent

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions

X

Meed Help?
Open up a terminal window and run the following commands:
1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.

6. #—T MERZZALHE BERUERZESNS -
7. ERIGHERERAITRES S ©
JﬁIjJJ'EﬁETﬁz%,ﬁEETI—J—X-FuﬂE\ .

@ New agent detected!

CEBREE—EERAEBRIERS" -
2. CHRERE—EHZEERIURESS -
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PSR EIZIREEE > HIU0 35000:35100 o E{E SVM (SR M{EERE -

1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
RIEENTFEHITUAT LR .
CentOS 7.x/ RHEL 7.x :

1. sudo iptables-save | grep 35000

gL -

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
Cent0OS 8.x / RHEL 8.x .

1. sudo firewall-cmd --zone=public --list-ports | grep 35000 (EFIH% CentOS 8)

EHEL -

35000-55000/tcp

iR TV Bl RE 72 B AlhRk s

FaseE L T » Data Infrastructure Insights TIFE HZ 24 & BB EHMAEERN - —EXRAUEREHEEHEN
» EREREBREEEANRZE > ERIBEUTERZ—

* BERIREBBRIEER °
* 30KRBET o FHAR 30 RIEEE—RIEEHZ HRLE > MARKRRIELFZHRRE -

EEEELT  AEEXTEET —RITIFaH L2 RIFRTERR o
LELENIREBEIAIEER » sAEH cloudsecure_config.agents API :



cloudsecure_config.agents v

‘. m /vl/cloudsecure/agents Retrieve all agents. i ‘
l /vl/cloudsecure/agents/configuration Pin all agents under tenant o ]
l /vi/cloudsecure/agents/configuration Unpin all agents under tenant i ]
l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant o ]
l /vi/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant o ]
‘ m /vil/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid. W ‘

AR BEFHRERFAIERERS A NETEE -
TAILE TTREHREM > & BEN MR RRHPEEERIERERE

Installed Agents (15)
Mame T IP Address Version Status
agent-1356 10.128.218.124 Connected
RIBSER I EHEPR

TREL T ENEEREERTE

MR R

RN R mIA R ItFEEREF L E IR | B HAR] o ZEEERARECERTE HESIEZRE
lopt/netapp/cloudsecure/agent/logs/agent.log B  th > FAATCREECERESVIBEZ A o R EERE]
» H install.log #£ZKRIMEAERIE © BEHY > WAERAUTARERBBFHEE

“journalctl -u cloudsecure-agent.service 3% © b <

FIARE—DHREE o est

FRIBREESRR > WA (R Linux ST © 1B BCERERSRNRG L RERIBRR S LR
ESIE %o BRESER -

RIBLEERRN > $852% © “-bash : unzip | RIKEIGRL" ZEUNZIPABBRIITRERS - IREB[PLELET
Yum > HE: lyum install unzip REZEERERLEER
B2 o 218 MRIERE Ul EFERG SIS HREL 3
CLI FUABRPITRE -
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Ul BEAIER2 30 NOT_CONNECTED HREE o

I8 VM L2 Zscaler RIBIE %W » BIBREL
B o AL Zscaler {UIEF2TAY SSL 18 E » TEEHZE
24/&BL Zscaler CA BENF KRR » EILAEZ
NASEZE ©
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Z38 SSH EEEINIEHES - BEUTAREERIER
FEEUAREE sudo systemctl status
cloudsecure-agent.service © 1. BEHRESRRE
TS TRERE TIFE LR TERFRFE < 2.43
BRI P B ETFTE cssys FHE o MUrootiEfRZR—
HITUTIES » WiEEcssysFREMEHERTFE °
sudo id cssys

sudo groups cssys  3.MRARFE > BIEFREEESR
BRPTREEMIFR cssys EAE o 4. FBHUTUTHL
FEEI cssys FHRABEMEAE -

"sudo useradd cssys

sudo groupadd cssys 5. ARBFEBHITUATHRL
SHREIIEARTS !

“sudo systemctl restart cloudsecure-
agent.service 6.URIMIAFEET » AIREHMEK
PEBFFREEIR o

—EIERAEIE AN 50 EERINESS - ErIURFIBEI
E2SHERIMAEE > B0 Active Directory ~ SVM FIEth
Y EE23 o

EMREIERE NP ER  1.1838 SSH EiRZIHIEK

sudo systemctl restart cloudsecure-
agent.service 3JEBUT AN EERIERFEEIAREE
sudo systemctl status cloudsecure-

agent.service ° 4 f{IEFEEA CONNECTED #K

ae
BE o
oR

{28 Zscaler fRIEFEZNH *.cloudinsights.netapp.com
url B SSL 8% o YR Zscaler #17 SSL &I Ei
e LIFasTEREEEE-

Eloi=—

“chmod 755 -Rf15<L KN - ERIEZREEIESHIE root
sudo FAEHIT > BEIEERHYEENS—EFERE
B 0 BiEeE R AE B > 59 EX
B o 5% chmod 1595k » HERL&ERAHIT - 1.8
II—{E%7% Tcloudsecurel HIEFTE SR - 2. 832 H

#% o 3488 AL F5REM Ttoken=... ... ./cloudsecure-
agent-install.sh] RIS WL TOIERE © 4. LEREZ
B LSS o

# B sEMIINEIZRA - 1.4 root REPRENIT LA TR A A
HAHEEZE (cloudsecure-agent-symptoms.zip) ©
a. /opt/netapp/cloudsecure/agent/bin/cloudsecure-
agent-symptom-collector.sh 21§ root #[EZE—#1T
LA o a. id cssys b. groups cssys c.
cat /etc/os-release



AR

cloudsecure-agent-symptom-collector.sh filZ<g< Bt
HIBTFFIEEER o [root@machine tmpl#
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh WWEERRFE H S WERBRER B
WERIEERRTE RIRRFREIRE REAIEE G

/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh : 58 52 17 : zip : KIXFIIE<H
5% . #7%HE1L /tmp/cloudsecure-agent-symptoms.zip

RIBREER useradd Mk : EEEI B
/home/cssys

ZiEBAIBRIEIT o Systemctl status cloudsecure-
agent.service ML TRZA : [root@demo ~J#
systemctl status cloudsecure-agent.service
agent.service - TFBHZ2RIBETEREFRFCSEHA
: BEA (Jusr/lib/systemd/system/cloudsecure-
agent. BtF2021 &£ 8 B 3 HEHAZ 21:12:26 PDT #E
; 2 #hal #EFZ | 25889 ExecStart=/bin/bash
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent
(fXHS=exited status=126) F21:12:26 demo
systemd[1] : cloudsecure-agent.service : T#EFZEIR
H > KEE=exited > #RAE=126/n/a 8 B 3 H 21:12:26
demo systemd[1] : EEJT cloudsecure-agent.service 3
AKLHBGREE - 8 B 3 H 21:12:26 demo systemd[1]:
cloudsecure-agent.service 5<H{ ©

RERVEENERRSERE - T AREEAEERE
LERHAMRER o HERIERERS EENE - (NAER
RIERHIEACE 2

s TFE & L2 RIE

fErTEa &2 2 REREIE - MR TMIFRE

97

Zip TERZE FBHITIEST ‘yum install zip"&8Ezip
T B - A% B RiB7Tcloudsecure-agent-symptom-
collector.sh °

WMREBANRZERTMEATE /home TEILFERENE
AB#k > BIFIREE A LEEER o BERAGERIEIL cssys
FRENFERAUTHSFINEESEABLRE : sudo
useradd user_name -m -d HOME_DIR -m : 1R AR1F
£ BEIFERAENERS - d : FH HOME_DIR
EAFEREEABRNEREILFERE ° flu

» sudo useradd cssys -m -d /cssys > i ERAE
cssys MER Bk FRIIHEABRR ©

ERIRETR - A2 _cssys FRERIFERA L

FR o 42 /opt/inetapp = NFS ## » H cssys #EAHE
EREFRULERIR > BIZEK o cssys 2H
Workload Security ZEEi2VRIIAKAF » BI5E4
BHEREFENEZENHER o Kol UEHAMER cssys
EFH
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent
RIEEE—E o NRERE“ERWIER" > BIRTAFE
LR c FTEXRTEZENERRP > MELERE
WA B R o

& A LU4REE agent.properties RFTIEAIRFAME o 35
BEUTEER 12850 3BMHERZENERK : cd
Jopt/netapp/cloudsecure/conf 2 {EF R E I X F4REE
23 » FAER_agent.properties_1&Z2E1TAREE o 3. 3718
B TH—1T

: AGENT_PROXY_HOST=scspa1950329001.vm.net
app.com AGENT_PROXY_PORT=80
AGENT_PROXY_USER=pxuser
AGENT_PROXY_PASSWORD=pass1234 4.2
4 o 5. EMENEICIEFZIL | sudo systemctl restart

cloudsecure-agent.service

ZNIEEIE TV RAR VPR B BRI ERSS -
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fFRACIE

@ MR ACEEN SMIERREZ AR AR A TSRS - IRCHTEERFARNNERENLE
BEERR > BIEERRRERR 2RI BRI EREERNER -

A Z Al
1. AR Ea SR 2 AD R RIERECIEERMPTE B RIIREESS -

AR L MRFAEERAULEE S EREE IS STOPPED ARG » s5/RBRIE D ER o

IPRACIERTLER
1. 3%38 SSH EARBEREBALHITUT RS o HIRTRE > WAy #E o

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yIN]:

2. BEE Tra®T 2 > I ER > ™
ARETREEENNERIUGE -

3. B—TEMFMRIERNBEIAINGER -
4. BT MR

AT THFRAE BE@-e
O. BHEMIPR FESDMIFR

=% 7E Active Directory (AD) & Bz &S
A LR E TIEE EZ 2 U Active Directory fRIIRZSUNEERE B M ©

FtAZ Al
* {&w4Z8EREData Infrastructure Insights 518 B Stk B Fi B & 4 SEHITUL(EFS o
s IRNEHEAEE Active Directory fEARESAIEARESAY IP firdt o
s FECEFAEERERSRZH 0 WASRERERER o

ECEEAE B RERIIT 5

1. 72 TIErEaEZ2) ThEERT - #—T | WeEsR > FHE BRRIESR > + EREBRINESS - ARE
##*Active Directory*

Rt TTSERAEBRER -

BRETRPRARRERRKEERE BEUERS
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Name

Name

B A
{AlARE3 IP/i3 %%

AME

#8%E DN

HEEHS

TATE
BiRIR

st
fEREBIME—%7E o 5I%0_GlobalADColector_
WEEPEE—(ECRENRIE

SEEEE BRIV EAREEMY IP (TR R E AN TE
(FQDN)

BEAEEHIARMER - FMBBATTUTMERET(

D xy.z = BiEg4 0 BIETE SVM ER—#k o [E)

. hg.companyname.com] DC=x,DC=y,DC=z = 8%}
Bl #4418 [#) : DC=hq,DC=
companyname,DC=com] &I ISEW T :
OU=engineering,DC=hq,DC=
companyname=DC=com [#&45%E name eng
DC=netapp, DC=com_ [{{ OU <engineering> B &
B <username> B EEE] _CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,O= companyname,L=Boston,Scro=MA

REFERAELZER - N

. username@companyname.com X,
username@domainname.com B4 » EEEIHME
FEMR o EAEN AT LR MEHE T REAEESIIL) /Y
& o

E-)i%ﬁﬂﬁ%%ﬂﬁéﬁ% (EP%EE DN FRERRERELTBINE
753

Idap ~ Idaps ~ Idap-start-tls
BEEER

AR 7E Active Directory RIEER T AR B 218 » 558 A T %! Directory Server FTEERIEM - KZHIBERT » &
LEE M FBTE Active Directory RAEHER » IEEEIER T @ (A LSEMERTERBEMERE o

&
BTt
SID

EREHE

B—T TeEmERT DEEFIERET

B
B
Eh S
AR
Edl

3
& 9

B AR B
ez

VI RARTT

SAMIRF %478

BErEiRSEPHE I RTE
B
EEEshS
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BhR “&
4RIEDN TE
EAf RE

AREHNEREBRRNERLE
SR LAE R T5 S ERER:% LDAP EREHRNBUEES :
* EATF$5< B85 Workload Security LDAP & #ER :

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* {3 AD Explorer 2|E8 AD BHIE « EEYHBIEASE « AR « @RYHRIER « RITIURENE
HANITRURHES o

° READ 2| FEER TR AT LUEEE] AD fAIARESHY Windows 123 E o
° £/ AD BEAARESBIERE R/ EHEELRE] AD RS
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

o Active Directory Explorer - Sysinternals: www sysinternals.com

File Edit Favorites Search Compare History Help

IR

Path: |

|| & tribu e

Syntax

@ Active Directory Explorer
G- 5 Metd A% Connect to Active Directory
H-E Autg

do not need to enter a database name.

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you

Pt

Connect ta: | ad.domainname. com

User: | username

Password: | ssansnn

() Enter the path of a previous snapshot to load.

Path:

C:\ADExplorer\AD-DB\MetAppHQAD_|

DB s

[ ] save this connection

Marme:

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

Cancel

BB E B SR SR E S

TR T SR EC B R A S IRMY E MM AR T A

fe -
LR E BiERISR T ER 53R AR - tHERIE
T~ % LDAP {alfR2312 8V /KT HAU
G ERE BiEIRA g8 THHiR) KA -

DEERSE{EAMBIBIR AN
DN=DC=hq,DC=domainname,DC=com ¥iFERI4{& o ~

o

SR

R
RMUBEREREEEE LR - fREIIRHIERAE
FREREMES -

RHURMBIBRIER o REIIEHIERRRMGE
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g R
MEERENERBMERLFEIFERREERAER ErRIFERMN CloudSecure FTHERYRIER |+ 1184

EEEEJP ° Active Directory IRV E R B 42 B R RIFTERBY o 47
B IERAER RS o

BRIUNESRENIEIRIRAE » B MEXGE LDAP ff BhE SEHEE i SR E eS8 -

BE - KMER : #AEETERSS  BEigAT

M ERE B EIRR R THER) KRE o BEREEAVERGU (FRSS ~ M5%%E ~ 457 DN ~ 45

FEE) 12T AME © FEF bind-DN 5 A144%
L TAdministrator@<domain_forest_name>] tEH
I EIE S ERERAERP AR o

WILERE BRERSEER IEx5) R BmiE 73 AD AARISEMBY IP 3 FQDN RIEFE o fREEM R H
SRR TE BRUEERIVIREE 0 [RE Tep 8% IEFERY IP {iI31EEK FQDN o

[Connect(localhost:35012,None,List(),Some(,seconds)
true)] [& java.net.ConnectionException:Connection #%

IEARTRR o7
RS BEEIS T ER M$55R) KA o $BERIE A AD ABRSSHRMAY IP 2 FQDN RIERE o AREEIIRMH
7~ T8ESKIEIL LDAP 43 o IEFERY IP {ihitsY, FQDN o

MEEAEBEEREER $85R) KRR o R REMNERBRERIER - E5EMA AD [ARSSIVTERE
D TRZEBARE - FH  BERRFRERR - AS/R BB EEIERAEREIRS

. /connector/conf/application.conf: 70: Idap.ldap-

port By4EA! A STRING MJE NUMBER”

Htsat B RG> LWATEFRT o fErERE - EJAERMIT CloudSecure FIFTIE R ATERE 42

AEEMERAEH AD FEUF © Active Directory FHIEE B BBARIFTE/KE © 4R
R A IE MR R S aR AT I B 1 478 o

EIRNENREESS1E 0 AD RIS IR 34 2 UNEESREFENENE » AD B iS1LBNEE 4 o BUS49308
HEMNEEBRANEE 159 » AS12/\EEH)
RIET—2R o

EAEE R AD F# 3| CloudSecure ° SIEMAIRFEH WRRLERIF 0 ARBERRFRE13EA - NRBEHH

B 2 B > AREEE RO A AR B o

FREBRERSREN TRRINAS o NERSRENIER RENRMBIBARIER c F2H L3 THRIAERMEIE
AREE o fRFE%TE @ usersLdap o KRR : BEMER  BEHIRMRE -

LDAP & o BURA : 80090308 : LdapErr

: DSID-0C090453 > 5% : AcceptSecurityContext 552

» B} 52e » v3839”
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AR

BRENEERRER BEIRHS

UNERTE Active Directory (AD) {aliR28 LR T N /&:E
(SSL) » Bl Workload Security User Directory Collector
#IEEARE AD RIARES ©

CloudInsights Security F#71E£2k B Active Directory B
&1l o FBE Cloudinsights FRIPRFAIBEREE ©

R E LDAP BrfaAkas IS

97

ZE1RPIRE 2 HH Active Directory Y& M4 ¥18R RAREFRIE
Y o 1.45887¢ Active Directory BVISFERAE B IS
7 Active Directory Y5223 ° 25538 » TERBMET
» B— BRI TEEsRiS) FHEE Active
Directory E1% Ttelephonenumber) ° 4.3R7% > :5{FH
L3l FRratiAY Active Directory Explorer TEZIEE Active
Directory Wi EFIEFERE 458 3.5 (R Active
Directory HE—{E4%7% ltelephonenumber) BB »
HEa S FRAENEESRE o 5.(R587E Active
Directory HEB#EL%A TEiERMEl © 6.781%B4R%E
CloudSecure EF#E B iU ESR - TERDERBIEEES >
& “telephonenumber" & & “phonenumber” o 7 .{#1%
Active Directory UgEE23 > UNEERS S EFTRREN L EVIS
EE%E’\J@EEE?)EE% TR HEEREFRAERAENER

EREFEREBFUWELSIZRIEH AD FIRSZMNZ 0 —
BENAFFMER > ©RRE 13 EA - 1R AD {7
RESTEES A EHAE N B ERERE > BIAZEYS
AD FREFHTIEHIERE - EEREN > AR BiRURESS
FEHIZIAD

#3552 1¢ Cloudlnsights Security Fflilf& Active
Directory {(EFEE & - AT RIERAL » REMIFRE(E
A -

TRETFaHZT MUY LDAP BitrRSBWEFRHEBM

FIsEZ Al

* &7 Data Infrastructure Insights&18 2 Stk B Fi B & A4 BEHITUL(EFS o
* AEEELE LDAP BiRfAIRZ3FIRARESHY IP ik o
* 1£:%7E LDAP BfEig23 2 a0 » MAKLRERERR o

FCEEAE B RERID

1. ELFERTEMEEF > BT | IS > EREERKRES > + (EAEB RIS > JARIEELDAP

B #xfEAkas
RIETISERAEBRER -

BRETRPRAFRERRKRE LRAE BEUERS

Name
Name
KIEA
fARRE3 1P/

st
fEFA#&E BEpIME—578 o B4 GlobalLDAPCollector
WEEREE—(EERENRIE

sTE LDAP Bi2EAR2S89EARESHY IP (It 2IRE
481278 (FQDN)
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BEER

#487E DN

~IRF
45

HRTE B

7=
1h RE

BIRIB

LDAP ARV SEMESERATFUTMERR

D x.y.z > BEE% 0 URISTE SVM EEBRIBBK o [
&% : hq.companyname.com] DC=x,DC=y,DC=z =
¥R 2 HE%1E [E6) : DC=hq,DC=
companyname,DC=com] &I LIS EW T :
OU=engineering,DC=hq,DC=
companyname=DC=com [#&433E name eng
DC=netapp, DC=com_ [{{ OU <engineering> BV &
A <username> KIS EERE] CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,O= companyname,=Boston,S=MA,C=US [EX1S:% 4R
BAERENRA
Acroanyname,L=Boston,S=MA,C=US_ [EV{S%4BE R
fEAERFRA Acroanyname, Beroston,S=MA,C=US_ [
B2 4B ERERIFRA Acroanyname,
Bcroston,S=MA,C=US_ [BVSZAEBANERENFIE
Acroanyname, 4croston,S=MAs]

AREFFERERZEE - AN

. uid=ldapuser,cn=users,cn=accounts,dc=domain,dc
=companyname,dc=com
uid=john,cn=users,cn=accounts,dc=dorp,dc=company
,dc=com 4afEFEZ& john@dorp.company.com °
dorp.company.com

il
224

BErfAARa 2 (BIHIE DN FEANERELBIR
)

Idap ~ Idaps ~ |dap-start-tls
BEEEIR

Y13R LDAP B ARz FRITERBIERBERIED > FEA T BEARSEAENEE - KSHIBERT » B
[B1E%E7E LDAP BErAARSIPAEHRIEN » EERIBER T > LRI EMERTERBIERE o

B
Bt
UNIXID

fERERTE
B—T TeEmERN LEEFIIERET

Bt
B
WEEGRE
i
BIEY

18

BErERZR PR E LT
2

uid 5%

uid

B AR P T8

Eh S


mailto:john@dorp.company.com

(U

\ Lk \ £
e e

il 2P
B B
ATEDN ESS]
EA A

AR ERE BRI ESREICE
eI AR TP BREREE LDAP ERERBNBMES

* EAT5#5< 5655 Workload Security LDAP & H#ER :

ldapsearch -D "uid=john
, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* {#F LDAP Explorer 2| LDAP
BRIE - R B R - SRR « EYHIER « UTUMURENERRNITIERIES

o Z2#E | DAP Explorer(http:/Idaptool.sourceforge.net/ ) 3 Java LDAP ZiREIE2§(http://jxplorer.org/) £
EAIRT LUERES LDAP fAIARESHY Windows 138 L ©

° {£/ LDAP Bk fEARSZHIERE BB ZIEERE LDAP {RARSS
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http://ldaptool.sourceforge.net/
http://jxplorer.org/

Configuration

Test ccnnectiun|

(6]'4

\ @Aﬂnuler |

Configuration | Server Connection | Option | SSLTLS |

[ Anonymaous login

User DN |cn=admin.d§
Password i;_*'ic;c*;c ' vl Store password
Use 551 port |
i) Yes [w Nc‘
Use TLS [ ' (TLS is only used
|} Yes & No on non SSL ports)
Base DN dc=wnrk:grni

| Guess value |

HFFR LDAP B &l S 255% E fHaR

TR T WE SRR E AR A SEL IR ERBEREM AR E

R

#iE LDAP BECERSEEER HE5R) KRG o #HR1R
T 173 LDAP fRIRRZSIRMHAVREENL

L LDAP BECEZRIR B 18R KRR o #HRIR

T ERBUS R M IR AT

DN=DC=hq,DC=domainname,DC=com $FERI4{5F -

MERAENERBMERERELFEHXEERAER &
EREEET °

BRI SEAREINIEEAARS » BB TEIAIRE LDAP f&

BE - JMREA : SEERIERS > BEAE
G LDAP BEUERSRTER N853R A& -

#1E LDAP BEUEIZSTE TE5 KRR - B
s AN E WS ER AV FRAR R » ISR E S

20

FR

TRABIMIE DN ~ MERHBNILSERFIER o fREEI
RMERNE -

RMIVIESERENIER o REIIRHIERRNRMGE

BIAE2 A CloudSecure G A ETEE! I‘EE%#}Ei
Act|ve Directory FHIB R B M LB ARTFTIEMEY ©
BEDA/NE o RENIRHIERENHER MR o

REE ERTREN TR IR E AR E LSS o

REEAIER (FARSS ~ MBHE ~ 5% DN ~ 46
EZH) BRIETEME o FIRHIE DN BARKS
uid=Idapuser,cn=users,cn=accounts,dc=domain,dc=c
ompanyname,dc=com °

FEfRIZ (L IERERIMIARES |P AL ////



AR

g LDAP B EREFEE R T5ISEER | “BATE 2 KEAR

FEE UL ERERRYERRINR © SRE S EMREIRERS (SRR

XS : AGENTO008) ”

#iE LDAP BEUEIZSTEN 125 K& - B
R EAERWERAIAAS » [REA Tep an<

[Connect(localhost:35012,None,List(),Some(,seconds)
true)] & java.net.ConnectionException:Connection #

ERENIE S

i LDAP BiREigasoE R MEiR) AREE o $A:RI2
7~ TESKEEST LDAP 43 o

¥miE LDAP BiREIZR A TR KRS - #HiRIE
o TEEBARE °
[RE& : /connector/conf/application.conf: 70: Idap.ldap-
port F94EE! A STRING fm7E NUMBER”

ICREIBERE - WHEE(ERT o MErIREAR -
AEBEMERNAERE AD FEUS °

EMRRENURESR1E  LDAP RIS A% ?

ERAEERME LDAP E% % CloudSecure o Bt {alis
GIRMIR ?

LDAP BfriEZIRER MHHR ARR& o DEEBEN
$ESRARAE o fRFS4AHE | usersLdap - KRR : HEXG
Z LDAP & o BREA : 80090308 : LdapErr

: DSID-0C090453 > &% : AcceptSecurityContext $552
» B} 52e » v3839”

RARENEEPRIET EETRNS

R
FEfRIZ(HIERERIMEARES 1P MIESE

# AD fElARZSIEERY IP 3 FQDN RIEHE o ARSI IR (M
IERERY IP {iI#1EEK FQDN © ////

7 LDAP fafRZ3HR4ERY IP B FQDN RIEFE o AREEIL IR
HIERERY IP fiI4itsE FQDN o SR HERVERHRERIE

o EFEA LDAP fAlfRSSHI TR EIHIRE S IEFERY
BIZIRSRHS o

RMAVEIRIBENIER - ESER AD AIRSITERE

RHR : BRRREERER - B 1ZRENIERNERIRIRE o

ERTAER AR CloudSecure FRFT1E Ay AT 58 fE 14 £
Active Directory FHIE R B4 LB ARIFTEME © 4R
IR IE RS BT a1 T8 o

UK SR EERTRRENTE > LDAP BIF AL BIEE A o BUS4930
BRRNARENKROEE15DE » WAS12/)\KH
BRIFT—K ©

MRRERIF > ARERBRZE13ER - MREFK
fER > BRERE R OR AR PR o

RHURMBIBARIER - 5526 L3 7 EBINARMHIE
FERIRRME A8 o

ERAIREZ B Active Directory BB M 18R RAREFRIE
BT o 1.45%87%¢ Active Directory ER{SERAE E VS
7 Active Directory U523 ° 25518 » TEERBMET

» B—EfRNI%E TEERE EHES Active
Directory &% Ttelephonenumber) ° 4.3R7f > s5fEA
L E#3RAY Active Directory Explorer T E 2|2 LDAP
Bir AR N EFERNVE S o 3./ (R LDAP BEk
hE—E%7% ltelephonenumber) HWEBY » HEhEE
BEEAENEETRE © 5.2 LDAP Bt EEH
&k TEESRAS) © 6.781%&4R¥E CloudSecure f#H
EBfRUNEESS - TRIEBMR D
H#“telephonenumber”&#23“phonenumber” o 7 {#7F
Active Directory UEE3% » WREEZRIG ERTRNBI L EVIS 8
E%E’\J%%ﬁ%ﬁﬁ% » TS HBETREFEREEAENER
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AR R

UNERTE Active Directory (AD) {alfR23 LRI TINERE EREFEREBRINEZZF11EH AD [EIARSIMNE o —
(SSL) » Bl Workload Security User Directory Collector BEBEFMER > ©iFFE 1388 - 1R AD 17
FAELRE AD EARES © ARESERSER B FHAE N B EFREEE > IREES

AD HREFISHERE - EEBREEFEREBHRRE
25 BEEEIAD o

ACEONTAP SVM &g EESS

ONTAP SVM BRI ERFE T FE EHZ 2S5 ENetApp ONTAPRTFEHEI%2ES (SVM) L
HIEZREMFEREEFICEE) o Ki5mid 5| B85S SVM BERINE SR EMEIE » LUES

IR

JANN

HONTAPIRIGIRMEEMN L 25T -

ez Al

BRI EE 3R T B A T IOAE ¢
° Data ONTAP 9.2 KRSk o % 7 BISRIEMSE » HFERASM 9.13.1 #iData ONTAPhRZS o
° SMB #ERRZA 3.1 RERRRA ©
° NFS hREREEE NFS 4.1 (5553 > ONTAP 9.15 iEShRAZIE NFS 4.1) o
° ONTAP 9.4 KEShR4s2#& Flexgroup
° ONTAP 9.7 &R EEHRAHI NFS %Z1EFlexCache ©
° ONTAP 9.14.1 KEESiR4HT SMB 3z#&FlexCache °
> £3EONTAP Select

* EXEREREE SVM - FZIRAFREREEER SVM o

* SVM B&iETF4E8Y o Hh » {£%4E default_ - sync_source #_sync_destination ©

* —RBEHB AR E RES U E B RHEESS ©

* RCEAEREENERE BiRERS > SAISHEET NEFEGEE BEAFRTRBNFEREREMIE

FRENEREZTE ((E727E Active Directory 1) ©

* ONTAPHFAMRETFRE 9.14.1 IRASBHIARIE o
* BT EERENEE - G FPolicy (RIBRZSECE 7 BHF R RN AERF4HEE o

* BRIFEHZEHRAEENEZEREEHNES > F2R"AHENE | FPolicyRETE"
* CRAERUTMES EZ—HE SVM !

22

o FBFERAEE IP - SVM LBUKREECIBFHRERBNZE - SEHENGE - _
* SVM &8N EEONTAPHETRHE— » TAESD KNS °
° {5 SVM Vserver BIE IP ~ {FAE R BRI

© MRECEZHAEREATBNEES£E/SVM BERERERBNEN » GBI —ERARIEE
FREVEETAA » W RANERREREA N ERIE D o AT SVM SEEFIERIIILBEIERE -

* Rl UER BB E D csrole HIEMAGM AD BE > INTEM TRAMNERAIERAE) 2BOFRt - 3
FE2R"ONTAP T4 o


task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/DII_Storage_Workload_Security__Fpolicy_Best_Practice_and_Recommendations
https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/DII_Storage_Workload_Security__Fpolicy_Best_Practice_and_Recommendations
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https://kb.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/DII_Storage_Workload_Security__Fpolicy_Best_Practice_and_Recommendations
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.pow-adm-auth-rbac%2FGUID-0DB65B04-71DB-43F4-9A0F-850C93C4896C.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.pow-adm-auth-rbac%2FGUID-0DB65B04-71DB-43F4-9A0F-850C93C4896C.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.pow-adm-auth-rbac%2FGUID-0DB65B04-71DB-43F4-9A0F-850C93C4896C.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.pow-adm-auth-rbac%2FGUID-0DB65B04-71DB-43F4-9A0F-850C93C4896C.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.pow-adm-auth-rbac%2FGUID-0DB65B04-71DB-43F4-9A0F-850C93C4896C.html

* FRWITU TSRS SYM RE 7 ERNERAER

clustershell:> security login show -vserver <vservername> -USer-or-group
-name <username>

B HlE

Vserver: svmname

Second
User/Group Authentication Locth Authentication
Hame Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin ssh password vsadmin no none

. 3 entries were displaved.

* iE{R SVM EBCE& CIFS alBRas : clustershell:> vserver cifs show
ZAR{EE] Vserver 5478 « CIFS (AR AFBMEMHEAL o
* % SVM vsadmin FRERTERN - MRFERABIAFREEEIESAF » APBILEDTER o clustershell:>

security login password -username vsadmin -vserver svmname

* f##H SVM vsadmin EFRELUETIMNBEE - MREABTRFNEEEESAP > FBILPER -

clustershell:> security login unlock -username vsadmin -vserver svmname

* FERER LIF BB AAESREERE R mgmt” (MARERY) o MIREAEREELHRBEINIE SVM > A3k
IBIETER o clustershell:> network interface modify -1if <SVM data LIF name> -firewall
-policy mgmt

* BB AGER o IEIRTE RHIIMEIL S EFEMAData ONTAPE RIS B3 RVEIZIER) TCP & ©
BAESEXNISEEEN - EEANAMAENZRERRINE -

* 7 AWS EC2 YUTERS P2 IBRE N UEEE Cloud ONTAP SVM B » RIBRAMFHEFL BN E—E
VPC /1« IREMGIHRAE VPC > A VPC Z M AR AR

AR B ESREERE

AIEELIIRE (52 2025 & 3 B#EH) SEHBIRAEFEData Infrastructure Insights(DIl) TEE#Z 24
REB R EE SRR ER AR R o EFESHA A5 B TEE L ERAN kA EIERIRRE o

LETHEER BB A R ERE B RIRESR Z BIFEEFT R AERERNRER T ERIL ° It - EEERIFZONTAPHR
7~ ABLUKREONTAPHRAECAMFIRIHER » SRIERE PTIATFEBITIEE

() ecreRsmRESTEIREE

RSB R IR
* WEIIREBET R HEER » FEERRESE -
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* SVM BARZIEINEFIURE -
* MREERAREEIEES » AIFFEZMAER -
* MREERBFIERE (B > csuser) » FATEEERIIIARHRFIREIRAMIFE IR -

Save Collector Test Connection @

AW ERER TERERS LT -
AR

ERERURIEMS/REWESEE > ARSEERFAEN (EREERAT) = SsvM BRFEER (TE
SQVM BT) - ARE—T AEER %2 - A% 0 TEERZE MR EEZARIEREERNRIZRMKER

Add ONTAP SVM Need Help?
An Agent is required to fetch data from the ONTAP SVM in to Storage Workload Security

Network Checks:

Https: Connection successful on port 443 (AGENT -> ONTAP)
Ontap Version: 9.14.1
Data Lifs: Found 1 (10, ses8ain) data interfaces in the SVM which contains service name data-fpolicy-client, admin/oper status as up.
Agent IP: Determined agent IP address to be used (10 mmmmm—")
@ Fpolicy Server: Connection successful on Agent IP (10,292:22e88), ports [35037, 35038, 35039] (ONTAP = AGENT)

Features (User has permissions):

Snapshot, Ems, Access Denied, Persistent Store, Ontap ARP, User Blocking
Features (User does not have permissions):

Protobuf: Ontap version 9.14.1 is below minimum supported version 9.15.0

ONTAP ZLEEIEEERE (MAV) FEFEIHE

HLEThEE (BIMNEBIAMIBRIRBEREEE (SMB) ) FIREEEENE » SECRNEHY ONTAP RrasH#rig a9
MAV 8% ©

AR TSRS MAV 15 SHTIEHERRIE » LUE Workload Security AE$92 17 Sk fIPRIRIR I A SHFAE o
FFFEIMAMERREB L -

multi-admin-verify rule modify -operation "volume snapshot create" -query
"-snapshot !*cloudsecure *"
multi-admin-verify rule modify -operation "volume snapshot delete" -query
"-snapshot !*cloudsecure *"

FEFEREHENG L

multi-admin-verify rule delete -operation set
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fEFAEFEPE LAY Fo R IR
FRRCIELA PR E A E AR L

HEINRE R EE R RREE A AEESF o
NRICEAEEEIES » WFFEMAER o

MRICERBEIERE (B0 csuser) W FZEMEER » sHKIR EHAZEFENEL T Workload Security
PEIEERERER -

R HERRBYER A

BIR B IR IPITIL R AR

MRCEEAERAEZEEEESRAP A LIEEHZEMFENONTAP SVM HiklliE:S > BIAJ B %4 lcsuser)
AR > ERNTHSATHNAR - RELFEHBZEEINESUEREEEE P R AERAERER

78 lcsuser) FIZHE csusery o
AR OB —EAERENEIERENFIAIEAEER c MREFERERL » EAERAU T <MRIR
ERRMAE

security login delete -user-or-group-name csuser -—-application *
security login role delete -role csrole -cmddirname *

security login rest-role delete -role csrestrole -api *
security login rest-role delete -role arwrole -api *

EEEUMAR > AEAEREEEEARAELW/EBEAONTAP » AMRIEONTAPREIRE LHITTFII6G<

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
-access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login role create -role csrole -cmddirname "cluster application-
record" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrole

1538 Vserver BIE IP $ERAIHER :

MRECE L FERZETIEERAR AFTIEEHZEMFEONTAP SVM BN E:S > B LIEII%A Tcsuser)
AR > MEAUTHSHATHAR - RETLFAERZE2ERINESSLUUER Vserver HIE IP B » s5ERER
E4TE lcsuserl MBS Tcsusery o

AR L EFIURY—EABKRAR B ERAENFMAIIAER - IREFERAAF > ERERUTH<MERR
ERRNMAL:

security login delete -user-or-group—-name csuser -application * -vserver
<vservername>

security login role delete -role csrole -cmddirname * -vserver
<vservername>

security login rest-role delete -role csrestrole -api * -vserver

<vservername>

EEEVHAR > AEAEEEIEEIEETAE LB/ ZBIEEAONTAP » AR TEONTAPFEIIRES L #1T F56
2o AFERER » B et THEREINFIRERS » JABFR <vservername> BHARRY Vserver 1418 » A%
TEONTAPLHITIEL RS -
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security login role create -vserver
DEFAULT -access none

security login role create -vserver
"network interface" -access readonly
security login role create -vserver
version -access readonly

security login role create -vserver
volume -access readonly

security login role create -vserver
vserver -access readonly

security login role create -vserver
"vserver fpolicy" -access all
security login role create -vserver

"volume snapshot" -access all

<vservername>

<vservername>

<vservername>

<vservername>

<vservername>

<vservername>

<vservername>

-role

-role

-role

-role

-role

-role

-role

csrole

csrole

csrole

csrole

csrole

csrole

csrole

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

security login create -user-or-group-name csuser -application ontapi

—authmethod password -role csrole -vserver <vservername>

security login create -user-or-group-name csuser -application http

—authmethod password -role csrole -vserver <vservername>

Protobufi& =,

ETEWESRN NERICE | RETRBILERR » TFEHZ 2R protobuf R FECE FPolicy 5% °

ONTAP 9.15 K= hRZ4<32$& Protobuf == ©

R ULINREEZ 55 » SH2R"ONTAP XX+ o

protobuf BEFERER (HP—LEHEEMAIEEEET)

EEBRT

security login role create -role csrole -cmddirname "vserver fpolicy"

—-access all

ERERSFRET

security login role create -vserver <vservername> -role csrole -cmddirname

"vserver fpolicy" -access all
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ONTAP B &) Z=ENREfHEF ONTAPTZER ISR #1E 48
NRERAZEEIRRS » A EEHER

MREFEREBIEEERMBEIERZE (BIU0 csuser) » sHIREBR T EEHEF Workload Security {IEONTAPUK

£ ARP tHRAEBVHERR o

MTREZER > ABE HONTAPE S ZEUIEE"

F"ELONTAP B ¥ RERRERIE L AL

FCEE RIS

RESH

1. LEBEERIRF HEEENE S B AL Data Infrastructure InsightsigiE o

2. T IIEaR 2> RER>+BERIER

AT A BRVE UGS ©

3. KB ERAIETE * NetApp SVM EHE L » 7A%83%—T +Monitor ©

AMFETRONTAP SVM REERMHE ° ASEMABMAFRTINER

U

Name

RIBA

EREIE P &R .
#EE/SVM B IP fidk
SVM %78

ERE R

B
2

TR IR AR
BAZHRESHNRERZLE

WAZHR 22N RBERE RS

BEEEN M
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BRI RN — S
WEEPEE—(ECSRENRERERER -

BEEEE IP I SVM B IP

FEW SVM B IP firdik » BURRIE_EERYEEE o
SVM 89478 (3FEi8 Cluster P E4RFF R AR

FIER SVMIEENERELEEBESE P Mgk
) BEIEZ | 1.EBEEIES 2 0 ‘csuser' 3. AD fEAER
A csuser BLINAE o BB SVM IP Higes > 315
% . 4. vsadmin 5. 'csuser' 6. AD & LTBERH
csuser fB{LIVAE

LitfE A& L TBRIE S
EERTHESMRETEIRIRRE/RZE
LUESRARRIHETIR - AREEFRETIHRNES

(RBERME)
LUESRAREvETIR » ARIREEHRESTHIFHES (
RIEHRME)
EIR > BRAERREINEESH - 55EE  BIfERE

e > ERRNEL/ B MRrt &2 s
£ o RUBILThAERIE NSRRI B E o
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28 EONTAPES X AEEE A/)\ REONTAP Fpolicy #iX4EE & A/ o NR(FER 9.8p7
Z HTHIONTAPHRZS It 25 R34 BERTRE » BIa] LU
BEONTAPE R EFE A/NLUIREONTAPREE - TNRIE
BERIIIRBIEEIRRT » sAl48NetAppZiE ©
SeRlE
c FEREMNERRESREET  FRSEWESARINEIEINAERKFEENESS - eI UEHMBSER
WESRRREERNINERLEBM -

MetroClusterfJEEL &
T2t MetroClusterfyi2:% ©
1. FEIEMEE R UNESS ° —EEZEIRR SVM » B—{EEIZE|BIZ SVM o

2. BRNEREIERE_ERF IP_Ei o

3. {E(EfIRsFERE - BAl TEEEIT) B SVM NERIKER KBRS IEEET) - Bal [{Flk ISVME
SRR RS TEFLE -

4. FEBEUNRAER > BRURESRRREERR _Running 7% Stopped » R ZTRFA ©
S. BRI FIE MEEEA ET RERIEEMDIE o
BRFSBER

ANRFEFAONTAP 9.9.1 AR EHThRAS BIARFERER » & 7 EZDNERFRURESS » BE data-fpolicy-client ARTEA
RERIBRTE data-nfs F/2Y data-cifs ©

g :
Testcluster-1:*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data, -core,data-fpolicy-client
(network interface service-policy create)

7EONTAP 9.9.1 ZBIHVARZAAH » BERTE data-fpolicy-client °

BR-EERIEkRERS

MRERINESZER BIT_REE » oI UEEIRE - FTRURESSH _151%5”%%1%%%1” o BINERE =R
T ERONTAPUTEIE A » th R EHEUREE S MONTAPES XIS - BEMKERA Fpolicy B4 EHEONTAP
TREERINESS » BUERERMData Infrastructure Insights ©

A MREWRESEDERTIONTAP LRI AMEEES > A TFEHZEER A EWERE > TEEE
IR E FR A RARTEBRRIRTREH o

@ MRWERARFIAR > AIEZEFIRES - TEFRESZRIEEREFEIVER -

sasCIE A T AEEY
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* RERBBRIERREERES LEENREET

* EMS = (401 ONTAP ARP) #AE7EEERIUNESS LERIE - SERENR ONTAP #F HiERE AW E
» Data Infrastructure Insights Workload Security #& ;5 XEVSZE 4 o

* BN EEENNES » RIS R ERERENE T -
* BEHNBERTIEFHNESRE (PIMRRSNEREHE) -
* EAERENZNESAR « RIE VM EMEE/ERRE A ERSEMREIE - GENRESRFRE Y

= UpaE
f?jﬁﬂﬁ°

* MRERULESIEENS_Error KR » BIWEREZEER_Paused kR - SAEEWESRIIRES TERE
fE1 B> MES) BEBAERA -

* INRAIEETUERRAERE - BIRERBIEE TS Paused_ kAR o WWESRIREA_(FLE_ARASY B B (S HERI 4R
=/ -
RAREZF

ONTAP 9.14.1 RRESRASEFAL#E - FEE > HIRERERAREONTAP 9.14 B 9.15 AFARME o

A LUEBEENL SR a3 AR BTG EE P RVEEERB R A L - ESRE » RET—ERRERERES
TBRYSCFHRL - HRE R B AR A RTFRIMERAL -

* #HHCONTAP 9.14.1 » A EERBZRINBEZAIELE > WE [EREHE WAPRHERNRE - ZEm
FAHRE K/)\A% 16GB ©

* BONTAP 9.15.1 > IREESRfER THAERE X8 RUPRMILIBEEEIIA/NS 16 GB BIHRE -
RFAMREEEREER (HP L2 sEEEEE)
BRI :

security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "job show" -access
readonly

ERFRIFEL

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"job show" -access readonly

B ERR
TR NERMR TREHZ2WERT—EREBR IS —ERE » KMBRERENKRESNENERH THE -
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FoRIEME
* RIRRIBAIREEN AR KRS o
* BEBRBRHWESCAR_running_iikEE o
25C ¢
* BRAERE BRIRESIIIRER -
* AXEFHEENERBBUNERS -
B EES
LRBRWES » BIRR T D ERIE
1. A ARENER B E -
2. RRETHEBPEEERAE
3. BhEE MAFUREESS) 8k o

IVEJ%SEZ‘E%’&H%&EEEEZ%* o BEMINE - EAERKEERZIWERFERT - MRKY > RERE LR
THEERERE o

/‘It%: | BlkSSRRIBEE B RAERENR 0 MREWES) EE LAAMMBNTIARESENGRERARE
T o

Workload Securnity / Collectors / Edit Data Collector
Edit ONTAP SVM
Name* Agent
Cl_SWM fp-cs-1-agent (CONMECTED) v

3gent-1537 (CONMECTED) =
agent-jptsc (CONNECTED) I

Connect via Management IP for: fp-cs-1-agent ([CONNECTED]

® Cluster fp-cs-2-agent (CONNECTED)]

) swmM GSSC_girton [CONNECTED)

==
HEBERR

BE"SVM WESHIEHHF BEUBISHEIRET ©

ONTAP SVM & IR EE 25 PR HERR

TREHZEERAERIRESRERBIREXHNEREFTIER LI UEEEEIFER
HEURES A3 FERB YRS ©

BE'TE SYM W& BE MBS A FECE LIRS 2RATERAA o
MR ESR > EAILUE—T TERENERIRES) BEN TR JI50r FHAER) U T RARERE
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AEE -

Installed Data Collectors
Name Status Type Agent
9.8_vsl © Error more detail

ONTAP SVM agent-11
BRI R HL AR 77 2240 TRt

*BRWESREF— RS MR EREREREL - WEEERE | H#HRAS | EIZSRENHEERRE o RS
g L Est o KRR © SMER fpolicy REIARERES ° 1 *HElE | ONTAPHEAHRESNAEZAILURENSEM
R o FILEGBA L -

mﬁ%ﬁﬁﬁt&ﬁ# CloudSecure FHJIEERE o AT CloudSecure > Activity Forensics > All Activity BE
HEITIHE

MREEFRSRESNAERTURENRE  F2REHERGEREE » U T RN E IEE P USSR
EREFRIE o
MRARERENZEE 2021 F 3 A 4 BZAREENEESH > SFAEREBERITUTHS !

echo '

net.core.rmem max=8388608"' >> /etc/sysctl.conf
echo '

'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p

SR VETE Ul EREBIRESS -
FES)

R RS RS
L\l:E

AIHERE

MEEizas FHAZIRIUEIE SVM BRI ERASH 1P ikt o *&&E D ER
FITONTAPIRRYAEE RIS AIRY o SAIRERIA T BRI (E ¢
1.

R SVM Bl A dpBHA B IR E B _ ERAMAEELERE SVM HIELR o
2. u_%%éii IP #7iZ SVM B » s5FE(R SVM BYE R Iif F1EIR Iif sf AR VM ping 8
AR HERE ~ MRS RIERE o

o YNR HIRFRE »
T U ESERERHEIE IP &8 ssh BAKEE » Il ping 1UIE IP o FB{RAIE IP A ping 8

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

WREE ping 18 ° sAERONTAPHRIABER R E LIEFE » LUE Agent 125 08] LA ping 38



3. MNRTEHEB Cluster IP BERERI) > FEHBIZFER SVM IP EER o sA2R1 AT ##5E1B SVM IP
HIRHIPER o

4. F@ SVM IP F1 vsadmin /REEFTIGUREESIRE » 12 SVM Lif SEEATERNEEAR® - TEREERT
» ping % SVM Lif i$&#E(EFR » (B2 SSH 2| SVM Lif iF R EIER - MNRZ > 55&IL SVM Mgmt Only Lif It
E5UEBIE SVM SIRE T Lif #ITiELR o

S. MNRANMIATEESER > BIEILMH SVM Lif W E BB Lif EITER o R FRERIESRTE IR
6. EREAR
- TEONTAPHESENE I E13EHE ©
E& ¢ CloudSecure Ul B RINERREZE] SVM ©
C. FFHETIIERLIR o TONTAPHIZ L BRI EBH! -
. EONTAPRERNE I E1IEHE - RITELLIBENS

QO

o

o

https://<cluster mgmt ip>/spi/<clustername>/etc/log/packet traces/

. HEFREoNTAPEIRIEER —@ syn e
.. WRBERBONTAPE SYN » BBEEE RONTAPAHRAIPA N AEHE RIS °
.. TEONTAPHBHERRA WG » LIfEONTAPHESNEIZRIES

7. MBRNMZATEESER - SFAMARER - UFEMRLA MNP A AEFE LEREONTAPEI RIZ R AYELR ©
8. MNRUA LTS R EEMREIRE > FBIRZEM Netapp SZH" UERSE—DHIEE) o

{ZE8Y)

IRE R ¢ TEIAFETE [EH54TE | <IP {it>] BIONTAPERE o R : BfHFRM <IP {Iit> FEREER :
FHREEFI (EREEFR 1 *EElIRE

1. S RIRM T IERMN SVM IP BIE(IHEESIE IP o
SSH EIZF|CEEIZM SVM EE o EiFE » AR SYVM =S RTBIERE ©

F’ﬁ = *f RS - MEERSREIN ISR o IRFSRME | Bat o KRR : SMNER fpolicy fRIARERASLE - 1 *&lEl

1. B TAEEOR IS NI L 7 IR R B S o BRiREIEIE §3IE 35000-55000/cp RETITR » WUE
RIBILHE SVM TR © hEHE(RONTAPIE R B kAR IELE B IR 22 03BHT, o

2. FRIEBEPRAL T < W HREZREHEEZ K o

sudo iptables-save | grep 3500%*
55 Y TEP
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-A IN public allow -p tcp -m tcp --dport 35000 -m conntrack -ctstate
NEW -3j ACCEPT

. BA svM AU THQUMERTRARENNAGERE LS ONTAP BRI ©

system services firewall show
system services firewall policy show

"I i S EONTAPTSH o

3. i@ SSH EIZF|WEELITR SVM/EE o )t SVM BRI EdpBHE (5238 CIFS ~ NFS #HE) HIEREXZHT
ping IR > MR ping RIELES :

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

UNREE ping B ° FAFEIRONTAPRIBYAEER SR TE LIEHE » LAE Agent 13304 ping &8

4. NRZEB 2 ﬂili%ﬂl&%%%ﬁ%%— SVM MRFMEEEAF » BIEREERILEER o B8 Ul MIBREF—EERUE
i'%: o ZARIBIR Ul EFEBHME RIS - ARERINESIR BT RUNNING IRREIE FIMATE SVM 21K E

Bt T—EEARY > BZREB 1 EERMESRM 18 SVM —X - 1 {8 SVM R EZES 2 EER
WSS ARIMR

o MREMEARNLIFEHZZIRE FAAF) T 7B SVM > BIRE—(E SVM BEEMIN - F

B2 sE A B 2Ry IP (ULACE fpolicy » Wi H F—EUEESS - EILFE —(EWESRFEILIZWES > I
BE Tietz) IRESREASERARRE - [PILERER  SFREE—IRIE LICESE SYM -

6. QD%HE?‘%%EE%T IERE > thelRE S BIRIEEEER o (FFIONTAP 9.8 ESHRASEF » & 7 EIZE| BRI RINE
2% » FEE data-fpolicy-client IRFSIUAKRERIBRTE data-nfs #1/2% data-cifs © L9k » data-fpolicy-client BRFS24ZE
EAZREYE SVM BBk 4 aniE HAME R ©

{ZEBY)

IR . EBEERREREAEN o *HElEE -

1. IEONTAPIERSS B TR MEEEE) AR o R Z > BEAREI— g ZMIRTE cifs AP InEEI%33
LES—LE cifs B o

2. MRRBEEIEES > FEA SVM LEAUTHS ©

<SVM>event log show -source fpolicy

AFE(R/Z A fpolicy 1ERARVEEER ©
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3. MMRLABIHAES) > FBEA SYM e AT !

<SVM>fpolicy show

BWEL Tcloudsecure_| ZBIARHY fpolicy BERR B EREHMKES lTon) - MIRKFRE » AERERERE
AIREEAHIT SVM ARIE < o sARE (R B 218 B mBASEFT I RIFR B So iR &M o

{ZEBY)

BIRE © SVM BHRIUESREIN RN - #HRAEA RIBEXERIINES) ETIHRE:

1. RAFIRERENIEB N B AR ERARRULESS -

2. EAZMEERRRKRERERTREREL -

3. thAlBURE Ul Fh TFrETEE) BEENERRE -

4 MREVNVEHHEIFES & FEES—EAERETRK—LERORKESRBEMNAERR

{ZE8Y)

RRE : SVM BERINERERIEREA Mpolicy.server.connectError © §iE5#EE A8 FPolicy ARk
283 112.195.15.146) B ER (REA @ NEFER) ) | ES{IRIE 1 SYM/Cluster RRYAE T B XAE o FHLE
fpolicy 5|28 £ & 1EE! fpolicy {AlARkes © ONTAPHE] AMEVSE L &R CLI 83E :

event log show -source fpolicy which shows the error
event log show -source fpolicy -fields event,action,description which
shows more details.

"TBEF NS S TEONTAPAE °

{Z=E8Y)

MR | EEERANE ¢ DEIZSSERINEEERARAS o RFSHE | Bt o KMUREA : 7 SVM LA BERHERNE (
Af Bk BRUFE | NFS 3 CIFS SMiE ~ #REE : BiE) o *H&E  "HBEE—ERENT (BAEBHEA
& CIFS/INFS BEHEE) o

{ZERY)

‘B ERREREAERIRE » —REHREAZBIERS - ARBREOIERARRE o MILEREE - =&
B EREREREUTER

1. BT T SEHHRULESS o
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2. RIFHERBTANERNKESRRZE 1 B SYM IMAGLEERRESS - BB R 2 A ESERREREZT
1 1B SVM o

3. HEMR 1 EERIREESREEREET] 1 8 SVM ©
4. MIpREREEIMER SVM BEMERULESS

{ZE8Y)

IR . “EIEER N TR ERARAS o IRFSRTE | Bt o KBURER : BIERTE (SVM svmname LRIRER) o [RE :
7 Tfpolicy.policy.scope-modify: “Federal”’#%“shares-to-include” Tt RIS EMEEM ERILIR(E | *HE
LIEBERBEMSIFE o /REONTAP SVM DSC EEBEUBIEHZ 4 o

_BENEAHEEZE FEANRRNHAZLEEE - IRECFECTNHHFAERE > FEARHUERE
{ZERY)

“RERE | *ERPEERERMNIRA fpolicies o TEREE Workload Security Z BTszHEE ? s E | “EEMIERFR
BIRANRFEAD fpolicy 52 E > BMEFEMIERERIERGRE - TEERZ RSB ILFARIR cloudsecure_"HY
fpolicy ° FrE E MR FERRY fpolicy Ao &R LAMIBR o

B8R fpolicy /5EHY CLI 5% -

fpolicy show
MiBR fpolicy FCEMTER :

fpolicy disable -vserver <svmname> -policy-name <policy name>

fpolicy policy scope delete -vserver <svmname> -policy-name <policy name>
fpolicy policy delete -vserver <svmname> -policy-name <policy name>
fpolicy policy event delete -vserver <svmname> -event-name <event list>
fpolicy policy external-engine delete -vserver <svmname> -engine-name

<engine name>

{ZEHY)

‘& A TIFAR#REE 0 ONTAPKAERZIRE | IEEBMEAS > IOPS MM aE - =55
TEEFAONTAPHI TFE #2222k - BRFG7EONTAPHEIERME - EHERBER A AU TAERE

1 "1372994" 5 "1415152" > "1438207" » "1479704" > "1354659" ° A ELRIBHIEEONTAP 9.13.1 &
EERAHER ; @ ERERET—EESRA

{ZERY)
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FRE | *BERUNESRBEERIERNE ¢ N8R MAXERREEAREWESHNEERR > AEAEMERESS (
$E2R/KHE : AGENT008) 1 o *stais(dE :

1. FERNEREE L > B HIRHERNERIRESRNAR > ARZ—T 3 EREER - BERE - BRE
ABRHEIES TS - T [#F) HEEENRESS - BURRESRSENMMENN B H#HREZRR

2. RIBHESAIAEIRE B %98 CPU 3 RAM ZEff » 52 DSC AMBIRRA o AT Imig 2R BEXNE
I ESSHIEE - INRHBIB20 > ;AL INAgenti%23FICPUFIRAMAE - —B CPU #1 RAM 110 » DSC #&H
BIEAVIAIEIRES » RBENBIERE - BERTIER "4AE"

{Z=RY}

‘R - R SVM RV E IR H EIER o BlalE | E SYM BRI TERR - MREAREEE IP A
T SVM EBIE IP E1TEE » BIEER G - REMALEMR SVMIP -

{Z=EBY)

*RRE BN TIEARTEEU IHAERF > BERINESSRERIESRNE | TERSSENIE IR o IRFERTE | B|et o kK
[REA : #A7E SVM test_svm EFCE fpolicy © [REA : ARKRESERE - | HHAE  EREEAER) TEEE
Y1 INBEFREERY REST 1R o :5IRR" A E " "REWR -

REER B EREREI IR EESS ©

{Z=EBY)

MIRE . WESRENTERRIREE - FES | EIZSRENTERIREE o KRR . 8IA7E SVM <SVM %78> LREF

AMETF o REA - FIATE SVM<SVM Name>"H3L EIFEIRE ‘<volumeName>"HEERS - REA : &

& [l<aggregateName>) HIMBEENERIAAIE o AHERDE > ABBEREAZS S - RIFRHE . Bt o X
MIREA : #E7E SVM <SVM Name> ERTERFAMREER o [FE | BA7E SVM "<SVM Name>" H#EIEEHY

ESRRMURANETRE "<volumeName>" o [R[X | BRifZESE GRS "<aggregateName>" FYRABEE M © sATHIR
RniE > AEBEXRERAZIES

*AAEEGE | EREDE  RRENRBIESS -
{ZERY)

MREHABRIRIE - Bl B> R EEPR N IRELS -

%7€ Cloud Volumes ONTAP#1Amazon FSx for NetApp ONTAPURZE23

#i8#Cloud Volumes ONTAPFIAmazon FSx for NetApp ONTAPE&E Workload Security
BN EESS BB ERIRFEFERREPIERZNEAERFE - KisMmiEMTE AWS
FRERE IR A HE IR B DR EEHIRZR D RA o
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concept_ws_integration_with_ontap_access_denied.html
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Cloud Volumes ONTAP{ZEE

s 2FEOnCommand Cloud Volumes ONTAPX 4 » LIBCE BB FiRL/HA AWS $ITERERFEE TIFaH T2 IR
. https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.htmi[]

BLESTHE @ BIRRUT T RREER SVM | https://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]
LB S

* Cloud Volumes ONTAP > 7EFA o] I EinARFS HER BEI= 21 o FIU0 © Amazon + Azure ~ Google
Cloud °

* ONTAPAmazon FSx

RIBIIAE
RIPEB[ VN BEZEHRRFBIRHENS B FHEEPEE - FREBEEXRPREERARENRNEZSE o
LT 27 AWS 2 ERIBIEAIL ER o RILUTE Azure T Google Cloud Hk R BB EimARTS (Lt FE R BV E T
ERETTREE ©
£ AWS F > FRTIITREKSEEEABELFasLENE
FERATHT R EA T FasTa2REREN
1. B A AWS ZHIG T EEZE EC2-Instances EEIEIE EEN#MITHERE o

2. EEAANEEmPIREINEERZA RHEL 5% CentOS AMI : https://docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.htmi][]

3. B2 Cloud ONTAP{EBEFTTERY VPC F1F4EER o

4. 3542 t2. xlarge (4 vepus 1 16 GB RAM) {EADEHEIRE o
a. #1I EC2 $fT{ERE o

5. £ YUM E4EIESERZRMERN Linux EH :
a. it wget M unzip 25# Linux B o

ZRIEFEHRZE2RIE

- UWEEEYIRFHAEENS S E AL Data Infrastructure InsightsIRIE o
2. SEFTFARTE IRESR TSR RIERE -

3. Bhi%E +Agent W35E RHEL {fEABIEYEAR o

4. WERIBREES o

o RAELREIECEEE AR RHEL EC2 B{TEREH ° B %% Workload Security LI » $2{HFFH"TIE
FRF B RE o

—_

ERAsEANT R - A2 RBIEESS | hitps://docs.netapp.com/us-en/cloudinsights/task_cs_add_agent.html#steps-
to-install-agent
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HEHFRR
TREL T ENBEEREERTE

I8 PR

BRINERET (TEaE%s EEETE Amazon B8 fsxadmin LIF BREHEERIEREANE DR
FxSN BRIUTESIAONTAPEER! | #8558 c RPEAR  BUZRAAILRIRE « MMREAREERD » 55 AFFE IR
H9 Amazon FSxN BRI ESSHIE E Workload 0o

Security F1 o {ECIRZNEEIZIE 443 LAY FSxN #

ERELRBRT o BHANAEF] AWS 22 BH4AERVETER

B 5@ - RIBREXEHE Y B i E—E

AWS tRE R o E—RIE AR EIEMEEEERAINetApp

®E (LEFIEREBEEET) o

FREEE
TEEHZEAFIRFEBData Infrastructure InsightsEITEIE ©

Data Infrastructure Insightsie{tIHEF B EIRFELR | IREEEE « BEIE8  FRENGE - BERFEDEE
BENERER - EASIEEHRNERERAATUBRILIENRE » TASEFERESRATIEERZEA
Br—:

Ae TFaHREmH

THAE AIRITRAAE TIFEH X 26 - BEEWHR © BGE ~ B8
Wekees - BEOIRREIN TIFa#ZE APl - BIEEH
AIBEEEHMAR - ERENSE T FEHZEAR -

fERE AIUEENEEERTEEFNGE - FREAGIIUEN
LIRARRE ~ FMLEERE « FHINERBUKRREIFERER
HY o

=N AIUBERERMNEGE o REABFIEENERAKE  #

IEEEAE ~ FENDRIRIRSRGIEAEFE -

5%
I BATfraRZ2
2 fEEET > p— T EE> EREEE

TR BN R RREREEERR -
3 RAERAEREREMENAR -
MIBERER 0 AREERRENAC (BEEEREIZE) -
BERBRRAMABNESER > 552 FData Infrastructure Insights" (2% & & "X

SHERmES | AEEAK AR

EEEESRINER 2R » BEERE SVM EEM NFS #1 SMB BHEEREEHRIE
Agent 1%23K/]\ © Event Rate Checker 15 <RI BB IG T A ERH| (1@ Agent &%
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50 EERINEEDS) » MR Agent BREZEFESNEIETREINEMGE - UBIRATSER
BB R

BN
* &BIP
* REEESERAERBENEN

(D) iTmss » FRAEEREEHED SVM BUTONTAP SVM HAURES -
S5
1. 35#H8 CloudSecure PHIERAAZ S IEFET ©

2. ZHEARIEEE > U sudo FEAEE DT server_data_rate_checker.sh 7

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

. ZRAFTEE Linux A3 LEZEE  sshpass - BMBEEESE !
a. BT TS !

linux prompt> yum install sshpass

.. WMREFEIEA > IR TH sshpass  F| Linux HRBLHITUTHS !

linux prompt> rpm -i sshpass

3. HIRRTEHEMIEHAE - F2R TEAER -
4. ZMAEKNTE 5 DIEARET ©
O. EITTTHE - AT SVM FIENEHR o MR TEERI G Eh P ESE SYM BWEHR !

“Svm svm rate is generating 100 events/sec”.

1B Ontap SVM BRI ESAJ LUIBLE — SVM Rl » ERTESEBEFNESRSIESRIE— SYM EERNEMH
HE -

sARCIEIA T AEE,

A) ERIERRER—ARR T15m o ERILUBINZ O/ FRE B E RGN BRI ERINERNHUE » &S
&N 50 AR SRS

RIEHIEECE SVM BERIRERNHE I ES AT LR IRV R R SRR
4%% > 16GB 10%ERIRES 20K S/
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4%% > 32GB 202 ERINES 20K S/
B) B2t BMEHH > AR %RIEARFTE SVM EERSEHZARM -
C) MEMAERESIERFERET > NESIEMERLUTER > BIRST 30% HIEHRER -

B+CHEZ/I\ILA » BHIAgenttd 2z EERIERM o
thEtEs

A.

» B—RIEHHER E ] LUMEMNERHRERHEREBRBUT AR

Sum of all Event rate of all Data Source Collectors + Buffer Event rate
of 30% < 20000 events/second

3K o

FElink:concept cs agent requirements.html ["RIBEXK"] BEMNU T EEMISTRIGHNE
BlF

RERFHME =18 SVMS > D RIEFIESE 100 ~ 200 F 300 EEHF o
HFIEALQT :

(100+200+300) +

[ (100+200+300) *30%]1

600+180 =
via one agent box.

780events/sec
780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

FEUTERT » WARISEG 4G H FEERAVAS

© IR{EBOBE -

/CARXZ

Efl b EERESRN B R TIFB&PRVEEERME foolicy_stat <SVM Name>.log FRIF3 e

IP 3§ SVM &FEA EFE o

- BEEEELE - FRENEIEE fpolicy i$ S HIREER ©
* MIATEEITRIZERELE ©

S ASEITI F A

[root@ci-cs-data agent]#

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh
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Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs new
VS _new2
Enter [1/5] SVM name to check (press enter to skip): svm rate
Enter [2/5] SVM name to check (press enter to skip): audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check

Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#

HEEHEER
eI [E%

MRFEERETFEHLZEH SVM EHITIERZA > EIMERNESRE 7T TEEHRZEMR SVM » 4K
ERREER SVM LIRAW fpolicy At E » BRRE WMEHRMAIUEREE BZAEERE-
FREFECE T HITZIBIE ?
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A LUE M AT BT A E) SVM &% 2 Tl o ARFEWAAR SVM HNERABEN 5 Bl

EFREHNE -
MBRIEH SVM BIBE > BISIMWABGETHRAIE ? FF o BME SVM MMEBIRN > ZWASS hEEIE 5
£ o
KA ETE TR SVM IS 2 21 - CETEEWAILE SVM HBABEK 5 B
BITAFEOHRE o
MBI SVM O > EIRIWARETHMES ? F8 o BIFE SVM HIMEINN » ZWARS hEEs 5
£ o
MERERRAREERNETEHEREBYRENE HHDEENABERE T4 R RER TS
15 2 SVM EEGIERIENT o HEH RSB B
I R o
THENAEER

ITEHZEEREEREMHTERAZINRBNESHTERER » LUEFARERET
A - ERT 5 - EEREEN « BIFFEHE - BHERE LT » UEAREMAEMN
BHRZEH M-
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Alerts (D) Last3Days v

K

| HlterBy_H Status I..New m

75
5 1
m B0 0
25 e R - I :
5 _ _ _ _ - om ] m B W
12, Ju 14, Jul 16. Jul 18, dul 20. Jul 22, Jul 24, Jul 26, Jul 28, Jul 30, Jul 1. Aug 3. Aug 5. Aug 7. AUE & Aug

O Potential Attacks ~ AWarning

O Potential Attacks  (3)

Potential Attacks Detected 4 Status User Evidence Action Taken

Ransomware Attack 5 hours ago New |/ Iris Mcintosh =700 Files Encrypted Snapshots Taken
Aug 10, 2020 4:38 AM

Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM

Ransomware Attack 2 days ago New |2 Safwan Langley =700 Files Encrypted Snapshots Taken
Aug 8, 2020 4:29 AM

A Warnings (7)

Abnormal Detected 4 Status User Change Action Taken
Behaviour
User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None

Aug 8, 2020 7:49 PM

User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM

User Activity Rate 3 days ago New |/ Szymon Owen T 189.88% None
Aug 7, 2020 8:07 PM

g

LRFERT—EERR > BrTEERKHEEERNRENETREN/HESHEY > RHEXFEEEANEERN
WEM/HESHFE LA LUEBHAEERP RIS MG RERBEREEREEE o

BEEHRMERTUTAR !
BERE .

© BERERE (HIN > XAEIERIR)
* (HRIZEERER B EAFN A
* BIRAY_ARRE_

° T ERMERNTARRE ©
© EITH  EERMEETHAERER
© BRI EHRERBERNERILAHERR o
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© BEERR | BHRCERRNTAR TR MR

B 8 AL B B RAGARS I AT IS SE R LR BRI E -

Change Status To
In Progress v
Add a Note
i
Cancel Save

* HITAMmBEme_RBA_

* WENEE (g 0 REXHRINE)
* BREXRVEDE (BUSD - FRIRIRER)

T
- RSN BRTA
- R

172B9 B HAFN RS fE
* BHREVRRE i ~ B1TPE)
* HIT AT _AR_

< ¥ TEE) podEE (U0 0 EEEFEEEEM)
© BEREEITTE

EEEREEIR
TR T A RBIRER :

© BERAY_IRRR

* Note FIFYEREX 7K
o INEB/EL AER

* HiIg A EmESs_AR_
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LRsrAENEmE

TR BBERIREE LNEREE > THZERVFAEAER - RIENBHERVEE > EHRFBTED
BFAE - Al > XHERREFEEREAERRUTEN

HESD -

© AR (EEREN - KR NERID (RIFRHZE2SE)
* (HRIZIZE Y B HAFN B
* BRERY1TE) (BUg0 - iE T BEIRIR) o IR REZEDIET )
*REE (B~ EITHF)
WBLERED -
* REBBNXANHEE
* WA RIEE
* BT BRI M ESRIE &
MERAERERRD
B RTAMSREERBNARNFAER - SERRNAFESERX

THREE (CEHARET T BENXGENRE)
lert Last 7 Days v e
Filtar By
o BF B
0 Potunti ke i £
1 IS ] 3 1
4 0

HEEE (LHABRT T BENXXAHESRKE)
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POTENTIAL ATTACH AL_303 Action Taken Sistus
= Nonme New
Ransomwars Aftack = .
Total Attack Resulis Encrypted Files
Activity per minute
| o 4173
Affectsd Volumes Delsted Files Encrypted Fiies (1]
200
10 W \
The extenzion "crypt” was sdded to esch file. :
= TTI0 D400 0430 os=00 05230 0600

Related Users

ction Taken [
None

Kristjan Egilsson 4173 Detscied Action T =
Accountsni Encrypted Fles 3 2 agd e .
Finance TR e 4 Y

e Deyilment Top Activity Types View Activity Detsil
usl33 Finsnce

Activity per minute

location: 10197 124 115

Email Manager

Egilecon@netapp.com Lynd=ey Maddox

= Write @ Se=d Metzdsts Otherz
Phons La L

3BTI24312607

_BERIR_B1F
TIFa#Z2H e EElIBEERRN SRARRBREHCNEE  RRCNENER2EH o

fREILAE S "B FOERE" BEAZIEZRENRESHNEEFRETDR > FHERR - CHAURERE
EFBIEEURER ©

EEEMRM
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Jul 26,2020 - )

Potential Attack Detail / Ransomware Attack
2:38 AM - 5:38 AM
POTENTIAL ATTACK: AL_307 Detected Action Taken Status
4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM

Re-Take Snapshots

Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o

200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.

0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users

Ewen Hall 5148 Detected Action Taken
Developer . 4 days ago Snapshots Taken
Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur

MONITOR & OPTIMIZE Alerts | Nabilah Howell had an abnormal change in activity rate .:qul‘z_?,. 2020-{}&.2_\‘5? 2020 v e

Alert Detail
A nErts
G: Detected Action Taken Status
5 days ago None New
Q,  FORENSICS Nabiiah Howe!.’had an abnormal change in activity rate. R - = e, &
Jui 25, 2020 1:44 PM
G} ADMIN
Recommendation: Setup an Automated Response Policy Mo To:
© Her An Automated Aesponss Policy will trizzer messures to contain the damaze Take Snapshots Restore Entities
automatically when a future attack is detected. Try it now.
Nabilah Howell's Activity Rate Change Activity Rate
Activity per 5 minutes
Typical Alert
600
122.8 210 P
Activities Activities 400
Per Minute Per Minute
200
4 Minimize P s o, F : " P T L
Nabilah Howells activity rate grew 71% over their typical o
12:00 24, Jul 12:00 25, Jul 12:00 26. Jul
average.

TRE

HRHHERRINOEEIRE - SEREREIGEBTELRZTHRNEFIFEN - EERTEEHRWFA > FiE—
T EE-BA LA SEW 4 AR E FERC L o

TREFER
LHRAEERSE 13 B8 © BB 13 EANEHRNESIHRME - MRS T TEERR2IRN > AIEZIRHEA
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RIBIFR A BRI B o

SRR

R

BE—EBIE > ONTAPEXS/N\EHER—RIRE - T
fEE#Z 2N (WS) REBEZEEIE ? WS RIBFIA
B/ NEFIRERS ? FER SRR E(FLEE ?

SNRONTAPHREZEERIRAIRIGE » FHEMHESE?

TRa#ZERAEEDRERR -

HRRETFEHZ2MHRIRILEREMFIEE SVM
) REGHIREREE RIS - HICBRHIE SVM &t
RAVIHERR > RRARER o

£ TERFF) BEEA > HRERE) i TvAER T
EHRERAKMK HRAE - WRRGEERRLEEE
7T%'\ MR AR id WERIKESS > I APl 65 < B8
BFl o

RE

BYGE - FRE &S

BT :

TREHZERBAGHES/)EIRE o WS RIER
SEAS/\EFIRIRZER] > 10 B AR AT —HiEE - 78
R NEFREAGEL -

MREINRAIREE - BERBIREFERY > BTE
BHZEMBBERERNE  IsHIREBE R - FRES
EEHRIRRRISRMIPRRENIRER » TR A ZIRER
I8 o 7ZZONTAP 9.3 RERHRAEH » — Bt E R Z 0]
L& 255 {@ Snapshot ElZs © Z£ONTAP 9.4 RES
hRAsH » —EEERZAIUE R 1023 @ Snapshot
Bl - BRAUTER & sA2RFONTAPXHE " 55 & 1R ER il
BRERER" o

HERANELRBENABGERSES !
https://docs.netapp.com/us-en/cloudinsights/
task_add_collector_svm.html#a-note-about-
permissions [E4&KE EMHER] o FEREZEILAY
csrole EERIRIRBFARIEZEFEUER : security
login role create -vserver <vservername> -role csrole
-cmddirname "volume snapshot" -access all

BER—EFRNEN - MREBIEREFT > FE
AONTAPI: FENAEEHRITIMIRE o

YN SVM HJ LIF ZEONTAPHIERTS disabled #R% > B
EiEE SVM B IP RENKESRTEETIFAHR
MR AT LSRN - EONTAPHEARE
BYLIF > M TFREML2MEE_FEHDRMIRITR_ - RIR
IRIERE G AT ©

FrEEE)) BEEABEETHELFEHREIRIETRHERAITIRE

WEFMAESEIE

B—T G > EFEGE 0 ARR— TN FAEES REUER FIAEEER - ILEE#SR TR ERES) 0 B

BNBTIUATENR -

* Bam DEBER) MExR (BEREENEEEEEE)

TR LB BE R P —EREA RGN ET - RS AR EREURTERNREEE o HAR > FRRRIR

HEREREMR
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https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
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https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-960%2Fvolume<em>snapshot</em>autodelete__modify.html
https://docs.netapp.com/us-en/cloudinsights/task_add_collector_svm.html#a-note-about-permissions
https://docs.netapp.com/us-en/cloudinsights/task_add_collector_svm.html#a-note-about-permissions
https://docs.netapp.com/us-en/cloudinsights/task_add_collector_svm.html#a-note-about-permissions
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° SEH-IEZEEE
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17 Nsy BFES ©
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* Path 2 _entity 81X o EEZSRENERES (M0 > T/home/userX/nested1/nested2/abe.txt] ) ik

FRISSREBSEEED (JIE0 > T/home/userX/nested1/nested?/] ) ° AR . EEARAT ERERKRTIU
BRAEET (BIU0 > *nested*) o Z(F > A LARKEEIEIEE I FArA BB RIS E K A B 4R EFEEES o

* 1st Level Folder (Root) @/NEHNERRKREHRBEE

* 2nd Level Folder 2/\BRYBREREHI R B
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© BREFRTERY M o

* AREUSEHRIRE” ©
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* BEEFRTERTE - ERIBAT » ISERPAAR o EATERSERULTIFEERS -
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forensic_user_overview.html
forensic_user_overview.html
forensic_user_overview.html
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/orphan-topics/ws.11/dn789205(v=ws.11)?redirectedfrom=MSDN

EERRITREBR—EBEER » HP—ERBTEREREREX N » Z—RBERTET IS EREHE

P NetApp Cloudinsights () Gettingsunted = Activity Overview
sl Obrervability . Wiork 1 T Forensics Drvervien
| Activity Detaits
O Kibernetes z Filter By  Noise Reduction | On Temporary X X

Time: 6 days ago
3 Dec 2004 16:09

W Workioad Securi -
W Workiosd Security User:  IdapigaZ.contrail.coms-1-521-1 192448160 1988033612 2T 169208495

.
Getting Started (0%) Source I 10.100.20.134

Activity:  Read
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

A ZEE R ME— R R BT L RBS
EREREEERE (FIM - BERE) - IAREUHENZIEL #EFRE o
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EHIHEERE (FMERE > IREER) BHEERE > BPRRREGHTHERETRER - S UE"ER
IS A"

BH'REAFE"EERUTRARRZEE P REEAEFNHNEZFHEEN -

BRI LU —E N Z1E webhook MiNNZISRER » LUETE L_Lﬁgiﬁﬁﬁﬂﬁ‘_fﬁﬁl&éuﬁiﬂ o FEEMRIEAIMAEEE 10
{& webhook ° 552t » WIRFKERE (= > B R Z#&EEE webhook #BH] ©

AT LIS RIS RS T AITVE B hpVRIERE S E (5 B B[O AR RES o
TREHZEERRBRBBFRESREBMER—RIRE -

Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays »

User Created

Delete Snapshot after | 30 Days *

Cancel

TR AR R

MRERZIERIESE EME?%E’JF“—NEELE&I&__% » MEE MR S EEFEER > BIETLGR
ZIEZEBIERMIEE_ASTRVEREE BEH » UMIERBERER -

SEE TFEHZ2 >R TAIE_AFFIERRERA_RE -
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Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €

abcX 123X safe X |

—BimEE_AFFRERSAE BES > BAGHEZAFNERAEEEEREANNBER - FIF 0 A
TEFEE RREBRMERELEAR -

BIGN > WNRAGEHR test.txt FIIEZEEMGEA test.ixtabc » ETFEEHEZER4HA .abc BIELMERZIERZEN
W& > RIRILAR .abe BITERAMTIEE AFFAVESIER FEH - MEERER - HABHHEIERS .abc FIES
EEERENNE -

AFERBEROUERREME (BII0¢ abc”) FEX (Bl type” ~ “ type’“ type”) o FZIE T
arcy ~ lp*) fERIpREL -

EAIONTAPE X ZRUECPEEMN

ONTAPE T {REIHFEF A NAS (NFS #1 SMB) IBIEHRNTEEH O > TEMSANES
A RE R E B R IEIENE RSN EEIERERNES) o

Bt ARP BYE Z 5+l E SAANGT AT KA LU B E4E" -
TEEHZTE2MHEONTAPE S I ARP S IIRHERESINI D ITF] BENEIFEE -
TREEZEEEONTAPIZUL ARP SEA-IEHIT FHHRIE -

1. RHEINEE A REREFERIMIER - LERIERIEEHA -
2. BiEEFORRE (MRER)
3. {RMHEGESE
° RHFERETERNINRHREE -
c MEMEXARETHE  BBERMIRELETERNINRRE

FoRIE M
1. R{EONTAPHRZS : 9.11.1

2. ARP B FEHFRE& o BARENFE ARP BUSHAEES AT AR R S 42" o #47EEBOnCommand System ManagerEl
FA ARP o TEE#Z 2 MHIERIA ARP ©
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BiREE IP g TIFRH T2 ULESS -
REEZ BEIE(F o AJEER » WIS SVM RrlBEA=E SR

3. FEiE
4. ILTHRER EERHR

78N

FEEEREER
IR EEIRRE

MRICERERISEERNBETEMAE (FM csuser) >
£ ARP tHRAEBIIERR o

» AR RERBIIEIR o

HRBARE/RED csuser » REONTAPER L FMIT THHRIE -

/'%DE o

SHIRIR T3P ERI%F Workload Security IONTAPUL

security login role create -role csrole -cmddirname "volume" -access
readonly
security login role create -role csrole -cmddirname "security anti-
ransomware volume" -access readonly
REARRLE HtASHESE R ONTAP #£[R"
RANER
A 5 — — .
it ARP SHELEMNERTOIMI TS
e POTENTIAL ATTACK: AL_1315 Detech_ﬂ:l Action Taken Status
Ransomware Attack s L A Aocess Rlocked o 5. 50N=8) MR
et 402022 206 Snapshots Taken
How To:
Blpcked permanently by Restore Entities
outo respanse policy
Change Block Period Re-Taks Snapshots
Unblock User
Total Attack Results Encrypted Files
Activity per minute
i 83 81
Affected Volume: Deleted Fil ncrypted File
50 0
81 Files have been copied, deleted, and potentially encrypted by 1 I
user account. 1 E
The extension "osiris” was added to each file. B f\
@ High Confidence Detection
02:30 03:00 03 04:00 04:30 05:00

Ransomware behavior and in-file encryptior

E‘ Encryption activity in files
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task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html

Related Users

Jamelia Graham User/IP Access @ 81 Deﬁed:
Business Partner © Blocked . = 5 months ago
HR - Encrypted Files Oct 20, 26‘.72“3_;?6.4”

Username Department Top Activity Types View Activity Detail
us024 HR Activity per minute

’ Last accessed from: 10,193.113.247
Domain Manager

cslab.netapp.com lwan Holt
Email Licatian Create Read Others
Graham@netapp.com WA
B o
Phone 150 T
9251145014 L

100
50 l
0

0230 03:00 03:30 04:00 04:30 05:00

Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS
Oct 20, 2022 3:09 AM A Block Never Expires Automatic none
more detail
Mar 10, 2022 4:59 AM Unblock system Blocking Expired 10.197.144,115
Mar 10, 2022 3:57 AM ABlock th Automatic 10.197.144.115
more detail

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

subprod_rtp stargazer 81 Qct 20, 2022 3:09 AM cloudsecure_attack_auto Automatic Take Snapshot
_1666249787062

=B EERERTREBERTXAEN TAUR G MEED - MEERERET T ARP RS ZEAZIHR
& MNZEEENRIRF BT ©

BRI

R SVM K3 F| Workload Security 851% » (HEONTAPZE4Y T ARP Z14 » B Workload Security /5 & 3%t B8~
BELEEMY o BR ) MERBMANBEENUKRERE RGN SRR RRET

BEEHERR
TR T AR RERATT A o

g R

EREHNER 24 NRFWREIEFIHER - F U  EONTAPHE MERIFIEHEEEE FHHEHXEIData

» B @ TEData Infrastructure Insights TIEEEZ 2 UL Infrastructure Insights TIEE#Z 2 B TFEHZZ

BB FEHZ AT 24 /NFFRET © ) B pERXEFEMG - Jtt%#@ W BEREHE
B o TFE#HE2 Ul BRE—EZIREIESR
HYEFRAFREIBY © =—E§5(%E’J$Z1¢?&ﬁﬁ%ﬂ§ ONTAP
g% MERREghRERE) EHEEData
Infrastructure Insights ° FEItE » Z#RIE Ul FPEERAYEF
BB FEG SRR EIEEEER
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EAONTAPE & ZENHIIE4E

ONTAP?;ZHWBZ?E 4BINRE[EA NAS 1218 (NFS 1 SMB) HH T {EEE DR EEERIAT
SRBBERIRE BMERABERARNITMPIREREIRIVIRIE) o BRI HIZIER
B R IER S BT 2 HEANSIERN BT F—E—S B 7 2 HARE ER PR L A BB

ﬂ
e -

Data Infrastructure Insights LF & Z 2 4 ELONTAPE & LUZIFE BB S M iR (HEESMY ST F] B EN[CIfE
B o
FoIRE M

* R{KEONTAPRRZS : 9.13.0 ©

* IFEaHZEMEESUAEMENESRREERAWESRRMA HEEFE IheE > HAZEN EREE
B T TEEEEENSEM SFE-

I NetApp Cloudinsights """ GatingStared +

] Observability v1 / Warkload Security / Collectors / Add Data Collector

Enter complete Share Names to be excluded, separated by a comma.
£ Kubernetes
Volume Names

W workload Security

Entes plete Volume Names to be excluded, separated by a comma.

Alerts

Fe SICS
Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)
Policies Note: Generates many directory access events (noise)
= ONTAPEssentials 4 Monitor Access Denied Events
MNote: This feature will be available from ONTAP 9.13 and above
& Cloud Cost
Fpolicy Server Send Buffer Size
(E: Admin L4 B

FEEREER
IR EEERRE ML ERIRER > AITBEMIRIR o

MREABFIERE (B csuser) FMIBWER W RZERERTER » FREBTITEALFEHRZEMER
HBEREIR » UEEAONTAPGMFEHIEREH -

N EA cluster R:ERY csuser » {ELONTAPEE L FIBIT FIIdE < © 5 1R » ILERAISECKFE ©

security login role create -role csrole -cmddirname "vserver fpolicy"

—access all

HAB svv BEH csuser ’ WoNTAPRLHMIT AL  FHER > ILHERAIGEEKERE ©
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security login role create -vserver <vservername> -role csrole

-cmddirname "vserver fpolicy" -access all

FEARMEEEMARTHNERZ{E2link: task_add collector svm.html["ONTAP HEPR"] o

SERIEABESE A

HEONTAPRAESH(HE » TTIFRHRENGE ) AE&ET [FEMIEE] S RTETRNERZS &
BREBtERETE TPREEE) MUREERRERFROIERAEER -

Tutorial 0% Complete
M NetApp cCloudinsights () GettingStarted ~

Security |/ Forensics @ Last 24 Hours v e
@ AccessDenied @ Others

ol  Observability

© Kubemetes

Alerts F F 5 A
18:00 20:00 22:00 8. Aug 02:00 04:00 06:00 08:00 10:00

Forensics Activity Types Activity on Entity Types
scessoenied | avecory |

Collect

Policies

ONTAP Essentials

@ Cloud Cost

All Activity (2)
& Admin ’ Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type —_—
10.192.37.103 Access Denied fychandra_vol/dir0/filel.oxt tut ychandra_svm NFS Delete
10.192.37.103 Access Denied fychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete

[

PELEF P EA R LARE LE T 2R

A7 BPFEIERAIZIRYIRE > FRIER AR R BEAR - UM E—DRIERHBIREINE - TIF
BHZEIERILEEEHORRBRERBFMEL - B BERNEREFAEN
BEETFHE > EMREEEEGZ20OE - FIREEBSERNRFIA X EENH
7% > LEARRBRS 0 UEBEER -

fEFER SMB FEUK EIEMMELE > 5| BB IP (IR NFS AU LE  BLEHES 1P (AR
PELETFENEH TF& 8 L 2 BIERVEA#TF E %S (SYM) °

HIen > RRIFEHZEEIE 10 8 SVM > HBHES 4 {8 SVM EEE T BBIEIFERE - iIRKEREME
SVM Fpy—1{@ > RIEAERIZFEVRTEFRE 10 8 SVM FREH o HTERYE SVM EIRfIRE -

MRBEE SVM » HF—{E SVM E2& 7 SMB » —{E SVM ECE 7 NFS » Heffm{E SVM [ERFECE 4 NFS #
SMB > RJUNSRKE R B M{E SVM FrYER—IE > BIFfE SVM ZREWELE -

fERA&EFEELERYFRIF M

HEIhAE B E LR RRE A BEESF o
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NRICEAEESIEERS » WFEEMAER -

MREEEEAEBIEEERNEIERE (BIM > csuser) > sBEHKER T2 8RR Workload Security 1% F 184

fERERIER -
HRBAARERED csuser > FAIEONTAPER L FIHIT FHIRIE

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access—-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"

—-access all

BV BEETLEONTAP SVM ERIES " BEEt 2Lt

QN1 BRI SR IIRE ?

* ELFEHZEET > EEF TFEHRZEM>REE> B FOARREL" o B2+ B R -
*EE (EE FRIEEREEREFN -

NI E BEA PR EFEELE ?
* BRI RS SRR A BB REL o
* R IFREIERERERE SVM ©
© BOERIEE TRILEREERERL - BENREER > RS -
£ TR MEEERIHEREE o
* FEAEBESARMEL > ERAILEEBRU T A TURR B ER B LI A" -

IARBERAHEEERETHOERE ?
* HEHRFERET > MRAEAERAERIE - ERIEMRETRRE
* HMERERGEEEA ERE BE > CRAUEEEERHHERENEE -
* £ MEAE BEET > A—ERS [ERE/IPEFRL BRI - XM FRERERAEHHENB AR
FEIREMNEERFHM
© RN ERERFAENNEREFAENER  ARNEEERTFIHHNERERE -
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fEAEFERGIE RO

AERFAEANEAEFAENERNEREIRT » KUUEECEREFIIRTELCERNEZ @ BE - 12
B (B985 - AERREIEH)  ~ FHERSRE  IRENRVIR(E « FENBEBUARZZEBINFSIP o

SNSRI RRIIRE ?
TR LABBRHE A RINRE - RAMTAERIRAR - BIBALNEMPINEFEUER -

* AIFE#%ZERMEYF > SEE TIFEHZE4>RK>BHOIRERE o BEiE+IERE" -
* BUHERE (BUHER) PRIEEAEERTFH -

ZINBERSTEFRE B E R -

FE)RE NFS B9 IP

YNSR1ERY Workload Security sFEHREBH > SRAIRRR/UEREREA » SFIKER T T RILONTAPFEERIE
fa] IP o

1. )t SVM ERIFRAE LSRR -

contrail-ga-fas8020:> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO

Vserver Name Index Protocol Match Rule

svmO default 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svml default 4 cifs, 0.0.0.0/0 any
nfs

svm2 test 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svm3 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

4 entries were displayed.

2. FBISTEHFEM Rulelndex > MIFR SVM EFRrER Tcloudsecure rule) 1EAZE B IRARTAVERIRRAIAREA] o T
FEFHT2REES 1

contrail-ga-fas8020:*> export-policy rule delete -vserver <svm name>
-policyname * -ruleindex 1

. BERIFEHZERAEEMEE (ERPREST) o
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contrail-ga-fas8020:*> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svmO default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

FEh1E SMB B

ANRIEBY Workload Security s FRREBEA » SAIEREN/UNESSCRAR » BRI ZERILONTAPFENIRE(TE
fAIfERE ©

TR EAEFERERE LIFRH L2 PREHENERELE

1. fEFEEE _admin_BEEAONTAPES (TEERMIREREHHNMUE) o (HhtAmazon FSx > £ FSx

/L.\ D.\LFE_&A) °

2. YT YL FIHFRIE SVM 14 Workload Security for SMB £1#HRIFFAERE :

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

ELEMEES > B 2 @EFEAE (US030 ~ US040) #isl CSLAB i o
1. —BHMRLEENEE PR EME » SFRITU TS REREFERENITHE

vserver name- mapping delete -direction win-unix -position <position>

. BEPITUA T e ST A P BRI ¢
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vserver name-mapping show -direction win-unix -replacement " "

HReRREHENAR - NEEREARE -

BEHFRR

D=

BEERETRE > B-EAPLRTERE

FHEHE IREEFEL GHIR NILEAEN IP (B
WERE BYIEDR ©

FORMENERE © RE | RIZHEHITHZIES ©

NFS BfERE (IP i) PHIEAR » (BHR
SMB/CIFS » ZHAT—KiERAE ¢ [SID Z)4Fig a5
KRB o REAER | BT REN
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EH—T

1.FEfR SVM BB RIS AR _IETEET_
ARRE o IRERNERMAIRREL > TEEHZ2MF
BORBIXGD L o 2 ERABARASERERUAIRERA
MBEVHT IP BYRERFEL T #1F o [REIEEBEREFN
EEFBIERY IP (IUHETTRY - 72 Ul (B¥RFEEN >
IEERENEFERGIELLCE > REEN IP) PigE
ZERHIEY IP (LB E - MREAEREATENZIR
IP BY IP BV EIRFFENTFRE » BIERENARESHERIFR
IR IP ZENF - IREAEESE IP ZIRIVEHET
hfE > BIfEER AR E o

REMRBIRY IP BREMERERS o

l’?‘éﬁ%’éﬁ}% csuser > BEIN_EFFAUIR FERERE

R csuser RBE#IT ssh AR > BIRIRE G R EESTE
B e (MAREZEERERNER  NMERRERERIU
1T ssh) © csuser BBFEEELRMRR o
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access-blocking¥f it BB B¥ & /B8 csuser > 55
TEONTAPER L FIMITIATH2E ¢ security login role
create -role csrole -cmddirname "vserver export-policy
rule" -access all security login role create -role cole
-cmcm firname - vi*cm none kkd -cmFiial f55 -cmi fir
fFald -cmFirname -vvi nv "vserver cifs session"
-access all security login role create -role csrole
-cmddirname "vserver services access-check
authentication translate" -access all security login role
create -role csrole -cmirname"vserver_cmirname
"vserver_cmircc
-Fat_cmircoat_Flu_cmirname"vserver_cmirname"vser
ver_cmircc -Fat_cmirname s
fat_cmirFvserver_cmdirFvserver_cmirc -Fat_cmirc
-Fat_cmirname n_vv.il B AZEERB RN EEERE
» AR REIZEE AR AEBONTAPH ssh #[R o
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L) g&—T

HUEIEEERNS SID Bk o _ _[REA 255 R B csuser RBIEMMERE » siERLEREER - B

DR L RIEREHITZRTIEER - Taccess- FEREFEELER A MEH " TRES o FERERE »

check] REAI#ANERS > MERBEREZMAL o BEREMEEIONTAPE RIKERMEHE BERE R
£ o FIENERGUWTEFFR - — Z2BAAB
#2137 -role csrole -cmddirname lvserver export-policy
rule] -access all 2 F ABBEIL -role csrole
-cmddirname &€ -access all Z2F AABREIL -role
csrole -cmddirname lvserver accvsession | RIEZE
BEAA®EET -role csrole -cmddirname lvserver
accvsession)] RIE-ZE2BAAE - Z2M4]
authentication translate”-access all @2 E AABEL
-role csrole -cmddirname®vserver name-mapping”-
access all ----

TRasLE @ EEXXHFEN

1SR URIRAE LRORRET - EAREMIROS A BUR WA SR B MU BT
TEaRR2M -

B CEIRaE o 3=k S

* IEREZEREREMAZBEAR Linux &4 - (IREREERONTAP ARP BT FEHREMEM > RIEEHR
FERELESEEEER -

* ABEEONTAPRRZ S 9.15 SNEShRAR » TFEHZEA GRAIER NFS 4.1 EEMEAHMER -
* IERABE T FEHZEAELZEE—LRM - ErJUEZE T TaHRENEENNEIHE LA -

* BRAILETFEHZERERSE LT EAITEHE ; BEREHS—A Linux #285 - B2 > MREHEES—
BRM LBITZNZA - ITFERZMW AL EAREETEIRA -

s FEAETLURIEE CHEFHM ARG EREE Python T shell 7 o
* Python WiZs B A JoiRE % - YR FABERpython @ FhfEMshelliils o
5/ .

ZRARBTEEIAEFTEMENER ERIBERTA 100 BXES » SFFERRPRIER) NERKHN SVM
E81T - EXHARBE -

ARETER  FERUAABEN ZAEREERES - —BEELHHIXH - MIEWESLENINEZBIE

EHERR -
B BEFHREEZETIER E o eI LUENE NFS 3¢ CIFS BB ©
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E7E Linux H#ME NFS &1 -

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

BB NFS RRZS 4.1 5 Fpolicy FZIBTE ©

E7E Linux M8 CIFS ©

mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa

EXFl ONTAP BEX#RIREME (M)

MRIEBIONTAPEERRZAZ 9.11.1 SNEShRES » SR LUEBEONTAPE L1EH & _ EHITUU T an < REY
FAONTAPEIRERBERERARTS o

security anti-ransomware volume enable -volume [volume name] -vserver
[svm name]

BT > SRE BRI
1. MRERTR > FRELIFEHZ2AERER -

2. MRERTTH > FHRE SVM BRHULESS o
3. MRTEAEEHINERFIEE T ZRIFE

L2t s UEE S AT
TR 2 Al > SRS EEE RIS T

EETREZ A > SR ASMEENRAESR - CRAIUFEREMZNERERIIBRERRSD > WA UERH
PRMALENRE A NRIESR - ERERWES X > AEEZELDH 100 EERFTENE -

MREEZDIZ R AR > BIRTLAfER Shell ¢ Python :

1. BARIER o
2. & NFS 5% CIFS H£AIMEREIERM SVM HEEINIRER - BRIZERK

3. AR RIERERR
(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/shell/create_dataset.sh) 5| BiE% 4
& o

4. ER#HEBE (I /root/demo) FRBIMIZAMITU T L REILAFH BRI EE LI AES
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'./create dataset.sh'
. ERE®A ltest dataset) RS THIREHERRARIL 100
BEARERIERNIFERESE -

Python :

Python RIZ SRR

* L4 Python (MIREKRZE) o
° RETFIMIE TE Python 3.5.2 ESRRES https://www.python.org/ °
° HEIME Python %8 » 5H{T python --version ©
° % Python IABERT 3.5.2 R4 LEITHRIE

* MNRERLE pip > BLEE !
° LA E T & get-pip.py BIZ hitps://bootstrap.pypa.io/ °
* FERUTARZE pip python get-pip.py ©
o AT i< EEEE pip %8 pip —--version®©

* PyCryptodome [E :
° ZMZ{FEF PyCryptodome & ©
* FEAMUT AR LE PyCryptodome pip install pycryptodome °

° FEiEEITHESRY PyCryptodome &% pip show pycryptodome ©

PythonZ2 i #E2ZE M7 -
1. BARER -
2. 1% NFS o CIFS HARIEZREIERA SVM HIEHEIIRER o ERNZERIK o
3. BRARARIBERZEERR

(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/python/create_dataset.py) #E&FIBEIZZR

BEIE o
4. FRBZEER (B0 /root/demo) FREIMIAITIU Fan L REILAR BRI EERKRMIEE -
'python create dataset.py'

. ERfERA test _dataset”BIEER FRVBIEERKRHPEIL 100
BEASERIERIIFE

(URELE =
MREERTEESRZAIEFE T WES » FRFATELBAERRIRENSES -
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https://www.python.org/
https://bootstrap.pypa.io/

MRt A N EE A -
FERIINXHZ AT S BESEIESR T EERINESZ"INT -
EEESERENER oI LTHEMAMNZS » ZARE T FaH L2 PIERERENER o
%
1. BRAHRRIBEZER R
(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/shell/simulate_attack.sh) #3Z|HiE%
HAIE o
2. EFREEBE (190 /root/demo) FREIMIZSBITIA T e < RMNZRAERIEE ©

'./simulate attack.sh'

. ERINEE test dataset” BB TEIRFHFINESR o

Python :
1. BRARAIERER R
(%AGENT _INSTALL_DIR/agent/install/ransomware_simulation/python/simulate_attack.py) #34Z|E1Z
THAIE
2. 35 E » python SR &S BIZER Python Mo MR ER D L8R
3. FREEBH (FIE /root/demo) ABIMIZAFITIU i< RMZFRHERIE !

'python simulate attack.py'
. ERMEE test dataset” BRRATEIAIFHFINESR o

ELFERREMPEEER
BRI WA HITSRE - SO ERETE Web Ul EBFIER -
AR MRBBUTHRARE > IEEESEEEER -

1. B3Ry SVM BIONTAPERZSS 72 9.11.1
2. ONTAPH X #hEHEECEE
3 EEEEATIE T TIFafiZ2ERIkESS -

Workload Security iRIEEREITRAEAERENEL > MONTAP ARP R SRIBIEZEPRIMNEZ EEEAERE
PR o

YNERim B AR > Workload Security S £ Am A EEER ©

LRBFERHE NS EEERED
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AlertID Potential Attacks Detected | atus User Evidence

3daysago Agata Page Encryption activity in files
Jun 1, 2025 12:16 PM >1,100 Files Encrypted

B AEEERFAEMER

AL_3951 Detected Action Taken

3 days ago A Access Blocked on 4 SVMs @
Ransomware Attack Jun 1, 2025 12:16 PM
Snapshots Taken

Blocked by Last snapshots taken by How To:
Restore Entities
Jun 1, 2025 12:18 PM

Expires Soon Re-Take Sna

Change Block Period

Unblock User

Total Attack Results Encrypted Files
Activity per minute

B Encryption activity in files

Add to Allowed File Types

SREHTR
TFaHZEIEGRBREAETS > HRA—EAEE 24 N\ HAEEFEHERENRE » FEHHE®R-
HECRATRANEREEEMNER  FEXRITHENS R (BICAESE A8z -

FeE LW - ESMAEEMNRRRER BRI EFEMFE

BT B HEAECENRR T REERE « R2 LSRRI RS - ¢ (81
> B BRI AT I > SUBIR S E A BB R B R HORDES
R o

BERBEHRNES

AEEX_BERE TWEN > R _EXBTRELR_SMOBARGENBFIFMA - HRNER LHNEE
1R > AERERIAEBERIXEFHMEA -

AEGRX TS BN FE_EETETHR_MomARFERNEFER ML
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REEN BRI S R
R LUEBEMN S R EBRN SN RN REERR o

A TAEREERNRERRNES B AEFRZIEN - 77 TENRERRER S2BAREANEFEM
Mk o

ST (E L T ;

* FERER/WEEFLREED—\HRA SRR BRELR -

. Eﬂﬁﬁﬁ&‘t“ﬁﬁﬂ”&%%ﬁ%ﬁﬁﬁ@?F’aﬁ i RN 24 N\RRT R SmiERARGE X —HEF TR
] o

* MRAIBERLBLELE > TR XER (MAREEWERZXELR) - ZEFEHFRBEIMEITEN
SVM BJBEE o

* Active Directory BRIRERRERBER/ES ; EASTHERBER o
* AFIRERERTEE—EHRN REBFHAEN B -

T AEREINE USSR R EA]

- 7E TEREREEER) FHABTINE D
- ERFIFHRBA I B B RS o
© RIPRZRAIE R SR S8 7HR B T TR BAIS 1 5t BIFHRAT — R BRXEIB T 504 1D o

HPEHERR

A - At iEE -

EFEM ID HIRTE TERERERE®R P B BNEFIHERNetApp Data Infrastructure Insights4d

BAEWEIER o s E%x - B
accounts@service.cloudinsights.netapp.com % - 5
LN B SR B INPATIE IR EE F B o IR
ENetApp Data Infrastructure Insights481g Y9N 38380
BIABRE

Webhook &4

£ webhook Y T{EEHZ 2 EA

\%/Vebhook REFEREFERBEIN webhook BE RS EEAE B XMBRESLRSE
[I o

L EEERTENZIE webhook 1EAIZZEE ATEO » 40 © Slack ~ PagerDuty * Teams #0 Discord ° B @ 1E
B ~ ATEETHY webhook #@3& > Workload Security ] AT 1B F L EARMIAS(FiEE - ARAACE webhook FYE:N
AIX7EAEFEFE A2 TNRVARIL _E3KE o BI%N » Slack R E1EH FRrVIEE"

ISR U2 ZE webhook @38 » SEREHHARNEN « EBENEAREN - FRNKEES -

Webhook BEEHH 5 cR4ER
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Name

RS

7%

ERIEES
SEIEX
FEREHRBY
BEI 2 #AE

172 webhook

it

Webhook B1Z URL > 83E http:// 3% https:// BigkA
URL 2%

GET/POST - ¥4 POST

LRI E BT RE

FILRIER A ER A IES

%I/ webhook FYTEER 28

B2 MM E R —2MEL2 TR » fin

=%

EEENTEEEH L2 Webhook @ :FAIFEIE > BAWEE [TIEEEHZ 2 Webhooky 1Z%# - TEIZET

T Slack webhook 37 ZERIEH o

AR ERELARIFRHZRE BEE ARBUMEET(FEHZEM Webhook °

77



Add a Webhook

Name
Test-Webhook-1

Template Type

Slack

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST

Custom Header
Content-type: application/json
Accept: application/json
4

Message Body
{

"blocks":[

{
"type":"section",

"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""

}
2

L P L P e

Cancel H Test Webhook ‘ Create Webhook

* EERERUTRABEENRES  ARR—T #EF -

* A L EREE RIS Webhook #EERARAIGER - 55ER » EBRIRBAIESER THEIEX
) fEXEIERB URL °

* SWS webhook BEFFZTERSH 5 > MERATLIRI BB SHTMWE -

(Fagin
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W
g

D EfiR BRI EERER ?
LHRBUE

i
\

xR > #—F TAIE Webhook) 1R AEMITE R ; AIHSEXANEH » BR2
 ERERERIAER -

(%%<param-name>%%)

BRI 28R

EAEF > LGNS ERISEEZN BT S -A/HWE -

FMEREREZ BT » INEEE « apiKey 5 ©

TENEHIERTRIFE webhook EIIHFRBEIZH o

/ Add Webhook

[ Notifications

Template Type
Slack b

URL @
https:{.fhnoks.slack.cnm;service

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-type: applicationfjson
Accept: application/json

Message Body
‘TeXT";
96%bstatuseds”

}

{
"type":"mrkdwn",
“text":"*Configured by:*

%%bwebhookConfiguredBy%%"

1

“otatus”

T
b
[ "

— —
‘ Cancel | Test Webhook Create Webhook

TEa#H %% Webhook ;EEEE
Webhooks ;EE B HEELTE « Bir& ~ EirHEA

/N

%%alertDetailsPageUrl%%

%%alertTimestamp%%
%%bchangePercentage%th
Y% detected¥nte
%%id%%

%%note%d%
%%severity¥eth
%%statusi%
%%synopsisth%
%%type¥do
%%userldidn
%%userName%6%
%%0filesDeleted%
%encryptedFilesSuffixio%

%%filesEncrypted%%ds

SEEHRETHEEE © FIU0 > %%severity%% BERREAR LR BRE LR o

BHBMGNIRT

https://%%cloudinsightsH uslni;m;%%f%%ale rtDetailsPageUrl%
%

Alert timestamp in Epoch format (milliseconds)
Change Percentage

Alert timestamp in GMT (Tue, 27 Oct 2020 01:20:30 GMT)
AlertID

Note

Alert severity

Alert status

Alert Synopsis

Alert type

Userid

User name

Files deleted

Encrypted files suffix

Files encrypted

BE] 28 MEZRIIF URL SRS IEXH o #E R

Custom Parameters and Secrets @

Name Value Description
%%webhookConfiguredBy  system_admin_1

%%

%%slack-id%%

Lk
BE ~
R

LEMM EXERERL - ER -

RIERE—1E webhook &S ERNUEE - LI EARREAERBVER) o

A1
Y8y
403
404

Ht

BRI RRINESE
=ik

*#EF URL

'status’ fAFIES
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400 HEERAVEA R o MRS EXPEFEEMEER » KR8
SEFIUEAREE > a0

* json & EEER o
* BHIRERIBHEEYE o FI40 > PagerDuty {E1%%"

BENRRE/ LSRR o AAEMERERR
REEEHE 400 AKAE ©

* EARERSERIEEETER o HI40 > Slack 25F—1E
BAREZHE 10 BFA - 8588 10 EnfES
R 400 HREE o

410 BRAEAA
M ERERE ) BRI webhook IRAEEEHIEFRT o

¢ webhook ;EEHME > EAEE A U4REE/ER/MIFR webhook °

ELRRIEPERTE Webhook EBH]

EEH webhook BENFMIEELEIREKE > AR TIFEET 2N > HRIE > ABIEIZRERIEIIEHEK £ T
Eh{El &89 > “Webhook &A1 THITVINEERA » EEFEFTEHY webhook ©
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Edit Attack Policy

Policy Name*

Test-attack-policy

For Attack Type(s) *

Ransomware Attack
Data Destruction - File Deletion

On Device

All Devices

+ Another Device

Actions
Take Snapshot (7

Block User File Access @

Time Period

12 hours

Webhooks Notifications

| |P|ea5e Select

Test-Webhook-1

Webhook @12 5RARHER - 2% (RW/DD/WARN) 2405 » SIREECERIR(E GRIBIRB/ERESE)
AR AEEEHERARY webhook B ©

AR | BFEMHENARKRER > cfRER -
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* MNRFKERE= > B A ZHEEE webhook ] ©
* AL 2@ webhook MINZEIE—IREE » (BEZiFAEE1B 5 B webhook K fINEZREE o
TFEE L2 Webhook &3l

Webhook &R " 545"

Webhook @R "PagerDuty"Webhook A" E % "Webhook & " A F154"

Discord W T{EE&EZ 2% Webhook 34

Webhook ﬁﬁ@ﬁi%ﬁﬁﬁ H5THY webhook @78 ZEE AR B XEREH - AEIEM
T 7 Discord % webhook BYEEfH o

@ AHESIBBE=AMHA - BLERARIREGBFEE o 552R Discord X" LUERRHEN

Discord %7€
* £ Discord A » ZE1EMEARSS - EXFIRE T » FEIEEEIFE (EhET)
© BEEEE">“EH Webhook” » #A1%& 32— T ¥ Webhook”
* #E5 Webhook URL ° f&EEE R HAL FEFI Workload Security webhook s&EH ©

B TEEa&EZ 214 Webhook :

1. EEFEIE >R > SR1BIEE Workload Security Webhooks 125 o 5%+ Webhook” I 37 —{EFHHY
webhook °

2. % webhook lEF—EEE&ENHTE ©
3. TEiEARFER T hITVEEEE AR » 38842 Discord” ©
4. & @R Discord URL B4%! URL {4 o
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ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_pagerduty.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks

Add a Webhook

Name

Discord webhook

Template Type

Discord -

URL @
https://discord.com/api/webhooks/%%discord-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
{

"content": null,
"embeds": [
{
"title": "%%severity%% | %%id%%",
"description": "%%synopsis%%",
"url": "https://%%cloudinsightsHostname%%/%%alertDetailsPageUrl%% ",
"color"; 3244733,
"fields": [
{

Mnmmnally 1] Lmaw! s

Cancel Test Webhook ‘ Create Webhook

%7 A5 webhook @ FAEREEIEXHH URL BEEBRAEMABEI URL (190 hitps://netapp.com) > $R1&
¥&—T Rl Webhook $#ift o Discord ER{ZHEANEY URL A KEERIE! Webhook IBEIE EIE(E o

ARTRER > FHORHEEXEMRE °
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https://netapp.com

1%53B Webhook 2¥3%3E4
EEBE webhook BHRIEHN > :AEEBE TFEHZTZEM > R o H—T+HNERKE I+ EERKK -

* MA—EEERARIERHE o
© EEFTERNREER « EHIINSRES AR R PR ERAVIR(E
* £ TWebhooks Notifications] THITNIHAER T > BEEEFTEEMY Discord webhook i {#7F ©

AR L WRILUBIBAREER Webhook MNEIIRAREE o
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *
Ransomware Attack

| | Data Destruction - File Deletion

On Device

All Devices

-+ Ancther Device

Actions

Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications
Please Select

Test-Webhook-1

PagerDuty N T{E& %2 Webhook #ifj
Webhook 75 EEAZE A EHETHY webhook BiERZEEAREN BXEHRE - KEEE
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7% PagerDuty 5% webhook Y& o
() #EIBSE=HRA > TEGERE o HBH PagerDuty ST LUEIBHTEH o

PagerDuty %7 :

1. 7 PagerDuty H1 > BEZE IR > IRF5 B Er WRGE +HARES %l o
2. WA _SRE_YEHE HIRERIMIM API_ o BHERMLRES o

Add a Service

A service may represent an application, component or team you wish to open Incidents against
General Settings

Mame

Deacription

Integration Settings

Connect with one of PagerDuty's supported integrations, or oreate a custom integration through email or AP Alerts fr
a sarvice from a supported integration or through the Events V2 API

You can add more than ona intagration to a servics, for example, one for monitoring alerts and one for changs events

Integration Type @ 0 Sslect a fool -
PagerDuty integrates with nundreds of tocls, including monitaring
tooly. tickating systems, code repositories. and deplay pipelinas
This may Invoive configuration goeps in the tool you are inzegrating
with PagerDuty.
3 Integrate via email
If yoir monitorng ool Can send email i1 can integrere with
PaperDuty ubng & custom amall podress
Use our AP directly
IF you'Te WTing your Swn inTEpration, use sur Events AL Mons
infermatian ks in our tveloper dasumentation

L

Evenits AP v2 w

Dan't use an intagration
I yoio only WiEsnT incadents to be manusly creared. You can always
&34 #d3DoNA! ATegrations. lalter

B Integrations " 1Z & K EFH “Integration Key” o BEEL FTEH TEEEHZ S webhook B » ITHIEEEILE
ﬁﬁﬁi‘ﬁ o
4. FIESEH R REEELR o
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https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations

Activity Integrations Workflows Settings Service Dependencies

Open Incidents (5)
All statuses ~ Ga ta incident # 25perpage v 1-5of5

Status Priority Urgancy Alerts Title Assigned To Created *
Acknowledged High 1 Critical Alert: Ransomware attack from user Chandan S5 Today at 4:11 AM

account

4020987

LS {1 triggered alert) Y
Acknowledged High 1 Critical Alert: Data Destruction - File Deletion attack from user Chandan 55 Today at 5:41 AM
account
"4039096

B Tra#H %24 PagerDuty Webhook :

c BEREIRSEH  SABEE Workload Security Webhooks 125, o 842+ Webhook” 2R i 17 —EFr#Y
webhook °

* % webhook R F—EEREMNRTE o
© 1 TEEARERRY ) THIENTHAER > #E4E TPagerDuty flZEas) o
* BiI—{E%%_routingKey RVBEFT2# & » MAKHER% LEEIIAIPagerDuty_Integration Key_ ©

Custom Parameters and Secrets @

Name Value T Description
Yo%routingKeylo% T
Name © Value
routingkey
Type Description
Secret v
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Admin / Notifications /| Add Webhook

Add a Webhook

Name

Test PagerDuty

Template Type
PagerDuty Trigger v

URL @

https://events.pagerduty.com/%%pagerDutyld%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

"dedup_key": "%%id%%",
"event_action": "trigger",
"links": [
{
"href": "https://%%cloudinsightsHostname%%;/%%alertDetailsPageUrl%%",
"text": "%%severity%% | %%id%% | %%detected%%"
}
]’
"payload": {

L L L P LT3 T, PR N et PR AL

‘ Cancel ‘ Test Webhook ‘ Create Webhook

1%3B Webhook Z¥3%3E 4

* HEFBIB webhook BHEM - FEEE_TIEEHTEM > H/IE_ o BE R +ESZHRIR -
* MA—EBRERIRIERTE o

© ERPTRMINELETY « FEMIINSRIR AR EUR PR RYIRIE o

* £ TWebhooks Notifications] THITVINAER T > ZEHZEFTHRY PagerDuty webhook © fR1F5REE o

AE e LUEBAREERS Webhook MiNEIER A SRAS o
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *
Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions

Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications
Please Select

Test-Webhook-1

Slack BN T{E& &% 2% Webhook £

Webhook 7t 5F{E#E 2 B5THY webhook BEMEBREAREIN R ZEWEN - AEIREMH
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T 7% Slack 527 webhook RYEEH o
FESIBE=ARA > ALGELE o F2M Slack XHFLUERBIEA o

Slack &34
* FifE https://api.slack.com/appsii B E—EFHHNERRER - FAE—EAEEEZNEFIEEZE—EIFE -

Name app & choose workspace

App Name

e.g. Super Service

Don't worry - you'll be able to change this later.

Pick a workspace to develop your app in:

Select a workspace

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack API Terms of Service.

Cancel Create App

* BI{EEA Webhook » 3#—T EXEIfEA Webhook > EE12 1% Webhook > JATRIEIZE R GHISEE o
* 8% Webhook URL ° I TFE#H %214 webhook Kttt URL ©
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https://api.slack.com/apps

B T{EaEZ 2 Slack Webhook

1. BEEFE SR >9EH > ABIEE Workload Security Webhooks 1Z4 o 15812 + Webhook ZE I —{EFHY
webhook °

2. % webhook IR F— AR EHRAKTE o
3. TERMRIRE THITUREEH » 3EIE Slack” ©
4. Bh EHE FEEEAT URL ©
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{

L P L P e

Cancel H Test Webhook ‘ Create Webhook

1%53B webhook ZX3%3E4A

* HEFIB webhook BHEMY » FEEE_TIFEHTEM > HIE_ o H—T+RERE N +EEHREE o
* MA—EEERNERELE o

© EEFTRMINELETY « FEMIINSRER AR E LUK PR RYIRIE o

* 7£ 'Webhooks Notifications1 THRITIHEER T > BEHEPRERRY webhook © {RFZREE ©
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AR L WAETLUEIBAREER Webhook MifNEIIRA 5KREE o

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (7]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

=
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Microsoft Teams BV T{F& &H % 2% Webhook i

Webhook ﬁa‘FﬁﬁH%ﬁFﬁ H&THY webhook BE R ZIEE AR ZHXERE o AEIRH
T 73 Teams 3% %E webhook FYEE] o

()  £EBIAE=SRA > TAEGARE o HSHER L WERBIRE o

B E

1. 7£ Teams 7 » #E§Z kebab » FA%&¥ES Incoming Webhook ©

incoming webhook Q

F‘_:: Incoming Webhook

Send data from a service to your Office 365 grou

2. FEEMLEEFSEEE R T EESS o
3. #E5 Webhook URL ° f&EEEE HAL F%I Workload Security webhook 5&EF ©

B TEEa&EZZ2E X Webhook :

1. BEFEIR>EH » ABEE TEEHZEM Webhooks" 125 o #F + Webhook I —1EFTEY
webhook °

2. 7 webhook fEF— AR R &RRGTE
3. TR RMRARE THITUREEF » FIFER o
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https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook

Add a Webhook

Name

Teams Webhook

Template Type

Teams -

URL @

https://netapp.webhook.office.com/webhook/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"themeColor": "0076DT",
"summary": "%%severity%% Alert: %%synopsis%%",
"sections": [
{
"activityTitle": "%%severity%% Alert: %%synopsis%%",
"activitySubtitle": "%%detected%%",
"markdown": false,

LLF S |

Cancel Test Webhook ‘ Create Webhook

4. & EHEARY URL BEE URL HIHR o

f£F3 Adaptive Card #7423 Teams @RISR

1. ERERF AR AT 88

{

"type": "message",

™
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"attachments": |

{

"contentType": "application/vnd.microsoft.card.adaptive",
"content": {
"Sschema": "http://adaptivecards.io/schemas/adaptive-card.json",
"type": "AdaptiveCard",
"version": "1.2",
"body": [
{
"type": "TextBlock",
"text": "$%severity%% Alert: %%synopsiss:",
"wrap": true,
"weight": "Bolder",
"size": "Large"
by
{
"type": "TextBlock",
"text": "%%detected$%",
"wrap": true,
"isSubtle": true,
"spacing": "Small"
by
{
"type": "FactSet",
"facts": [
{
"title": "User",
"value": "%%userName%%"
by
{
"title": "Attack/Abnormal Behavior",
"value": "%%type%s"
by
{
"title": "Action taken",
"value": "%$%actionTaken%$s"
b
{
"title": "Files encrypted",
"value": "%%filesEncrypted%%"
by
{
"title": "Encrypted files suffix",

"value": "%%encryptedFilesSuffix%%s"



"title":

"Files deleted",

"value": "%%filesDeleted%%"
bo
{
"title": "Activity Change Rate",
"value": "%$%changePercentage%$s"
b
{
"title": "Severity",
"value": "%$%$severity%%"
b
{
"title": "Status",
"value": "%%status%$s"
b
{
"title": "Notes",
"value": "%%note%3"
}
]
}
1,
"actions": [
{
"type": "Action.OpenUrl",
"title": "View Details",

"url":

"https://%%cloudInsightsHostname%%/%%alertDetailsPageUrlss"

2. NREFEHEBIZE Power Automate Flows » URL A B AR IR ARIER R,
3. BkE2 385t Webhook) UUFE(REH TR

4. {#7% webhook °

1538 Webhook 2¥3%3E 4

EBEIB webhook BHIEH » HEHE_TIFEREEY > FIE_ o BB IRER N+ B4

* BA—EEBHENREERM o

o}

© EEFTRRIRERE « FRMIINSRERBUR AU PR BIIRIE o

LESEBR o

IRNBARREE URL A REEIA ©
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* £ "Webhooks Notifications] THIZNINAER T » BEIEPTERY Teams webhook © {RTFHREE o

AR L WETLUEBEAREER Webhook MNEIIRA ZRES o

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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TEEEZZE API

MARZLE ML ERERERN REST API » & Workload Security B2 & EIfGAIBFEERRE
o IO LIS REGE/ESER « BIE API FEX<HE » W8 CMDB » TERFAMEMERTRE
N BEIES - BHIT Swagger XFRHETEN API FRE - it T EIZ R HRES

AP| ZEREX :
* AP| IZEX S IR A IE T 1EEVER o
* APl SR EIEHEEEEEAGN T EFEETEERENT -

API X1 (Swagger)

ZFEiBE A Workload Security I EEZE Admin > APl Access ] LUK EIR IR API Bl o 38— T APl X{+&
4 o API XXHER Swagger @ 121 AP N ERAMGERES > LASFEEHRA LA o

@ SR IENYEREEES) API > 551 cloudsecure_forensics.activities.v2 API o ¥R % kL0t
AP| > :ERERIEIIZIERETT » MARILT o ZRAITEIRIFEEE I API B o

APl ZEL S &

TEERTIFEHZE APl ZH) » GABERI—EsZE API FEEN - ZFES R TEBEVER SO UERE
BEFILEERE

AERIUFHEN

* PR ETSAP| Y
© B AP| RV S K
* BACRIERTE

* IEET SRR

TRy L RMERI TR IIBTZPEREBIRAGEN (#1F - @ —BRIEMEAEER > RILENERER
@ PRIKEFRFELENNUE - RARRTRER—T EXR AP ZEUERL 1281 > A% AERIRS
THERIEMR -
TRILUEF ~ BRABMEEE <M - ERR<HEAILIEA -
THEREEFRHNAERTH AP NEREFIVER - EEHBSHAREERY API BIFE

EREMINERE IR EFIE - RARIVRREIFEIRSRE » ARETIBR AP FiigFI < B ERREEE -
BRI HRIER API > SRR & BHRIREFE AP MRBIZ IR FHHEEHI T EIRE

BIRFENSHER) HTTP 12882 X-Cloudinsights-ApiKey:

Bl > ERU TR LRRFEEE -
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curl https://<Workload Security tenant>/rest/vl/cloudsecure/activities -H
'X-CloudInsights-ApiKey: <API Access_ Token>'

Hf <API Access Token> REIEEEY aArr FINEBHAMFIGFENSHE > M  <Workload
Security Tenant> =8 wWorkload Security IRIERMEAR URL©

BRI UEEIE > API FFEU TRY_API XXt FHERILE] o

F18 APl FTEEVE RIS

ILIT’Eﬁ%ﬁ?&%ﬁfiﬁfﬁ'@%—ﬂﬂﬁtﬂﬂﬁﬂzﬁ ) BB ARV R SRR 94 B/ RIRIEEL v2 APl BIFITIT
oYy o

ZZASIE /opt/netapp/cloudsecure/agent/export-script o [Fl— B ##H#Y README 123t 7 {E /R8T o

LT 2 A pyseflas <

python3 data-export.py --tenant url <Workload Security tenant>

—-—access_key %ACCESS KEY% —--path filter "<dir path>" --user name "<user>"
--from time "01-08-2024 00:00:00" --to time "31-08-2024 23:59:59"
-—iteration interval 12 --num workers 3

FATRZE . - ——-iteration interval 12 @ #FERKNFEFEEEDK 12 \EFRIMEMR © - —~—-num_workers 3
D fEA 3 AT ITEIS S LR

ONTAP SVM E il UL & 23t FEHERR

TREHLZEERAERNRESRIERBIREXHNEREFTIEN  ErIUEEEREIFER
HEURER A3 FERERYER TS ©

BEICE SVM WS BEMUES A RMECE LR ESRaYERA -

YNSRIBEAESER > CALIE—T TERXENERNESR BEN TR 7R EHEENL T RARERNE
HE o

Installed Data Collectors

MName Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11

E AR R AR SR R ©

m

IR | *EREREF— RSB ERMREREL > WEERE @ THERAR | EEBENERARE - IR
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task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html

%18 © Fwst o KRR : SR fpolicy fAIARESEH o 1 *&l&E | ONTAPHEARESHREZALUERENE
R o RILEEWARLE o

mﬁlﬁﬁﬁﬁi_j%ﬁ CloudSecure FHIEETRE ° KA CloudSecure > Activity Forensics > All Activity BE
EITHE o

MRBEFSRESHAEMAILERENRE  F2RFHEXREREE > U7 BNk E CEAE P URESRHY
EREMIE o

MRAERENZE 2021 £ 3 A 4 BZARREENIEERD > FERBEFHTUATHS

echo 'net.core.rmem max=8388608' >> /etc/sysctl.conf
echo 'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p

S /VETE Ul BB o
(Z=BY)

‘M NS IREIERAE | [TEEESR EIRARRAI U EE SVM BRI ERIAR IP ity o *HEE &R
A AE = ONTAPIRAVAERR FIREIE AR AT © SAMKERIA TS BRIR(E -
1. (R SVM BRI 4 B A BIR 4 smiBHA_ L S8 AP N ERE L 2R E SVM BUiEE4R o
2. FBEETIE P I SVM B » :BHER SVM BE R Iif FIEIE Iif Af AR VM ping 38 o YR HIRRRE »
AT AR - ERIESHNERE o

THAIUE R EAERERE IP &8 ssh BAEE > I ping LIE IP - BERAIE IP A ping &

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

YNERIIE ping 18 > SAEIRONTAPHRREVAEIR 2 TE LEFE » LUE Agent 123 BT ping 38
3. MMRTE BB Cluster IP EAREFRAEL) > SHEHEIESEA SVM IP E4R © B2 LT #RiER SYM IP
AR DR ©

4. 1&8 SVM IP i vsadmin /REERTIEULERSE » & SVM Lif S RKA Tﬁﬂhuéﬁ%@ FERBERT
» ping % SVM Lif #&FE(ER » {82 SSH F| SVM Lif R E(ER - MNRZ » 558 SVM Mgmt Only Lif it
EsEBIt SYM BIEEH Lif E1TEL o

S. MNRAMFATEESER > BEILMH SVM Lif W E BB Lif EITER o R FRERKIESRELER
6. #ErEAa
- TEONTAPHESENE 1 E13EHE -
E ¢ CloudSecure Ul B RITERZEIZE] SVM ©
C. ERFETIFHRHIR - ZEFONTAPH{Z BRI EBHE

W)

(o
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d. FEONTAPRIRREKI ELEHE - RITELLIEEIS

https://<cluster mgmt ip>/spi/<clustername>/etc/log/packet traces/

. HEREoNTAPRIMIEER —@ syne
.. WMBERAEFRBONTAPE] SYN ﬂBFEifIEONTAPEPE’JBEkﬂ%ﬁFnﬁELE °
. TEONTAPHBARIBANMG » LUEONTAPRESNERRIES

7. MRHPATHENER - AADARRERK - UFERLAIMNIRA A AEFE LEREONTAP R RIE R AVELR ©
8. MR LT EEEEMREIRE > SBIRXEM Netapp 2" ESE—PHIER) o

{ZEBY)

IR *sE ¢ TEUAREE [EHEETE | <IP {ilit>] BONTAPERE! o [RA : BAFR AR <IP fiilit> AYEARFER ©
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