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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5 | ‘ RHEL

3. R AIEARSETERERATR o
4. FEERRIEERSBETHITZEMLinuxhkas « 553 —T_versions Supported (i) _ ©
S. YR ITAAERRERProxy AlARaS « A1k FEProxy— &I AV TR AR5 E Proxy @R ESFAAE K o



Add an Agent

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions

X

Meed Help?
Open up a terminal window and run the following commands
1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
KEBEEHNTEHITREDR .

* CentOS 7.x/RHEL 7.x * :

1. sudo iptables-save | grep 35000

g

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
* CentOS 8.x / RHEL 8.x *.

1. sudo firewall-cmd --zone=public --list-ports | grep 35000 (GEFIH? CentOS 8)

EHEL -

35000-55000/tcp
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cloudsecure_config.agents v
‘m /vl/cloudsecure/agents Retrieve all agents. i ‘
l /vl/cloudsecure/agents/configuration Pin all agents under tenant o ]
l /vi/cloudsecure/agents/configuration Unpin all agents under tenant i ]
l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant o ]
l /vi/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant o ]
‘m /vil/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid. W ‘
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Installed Agents (15)

Mame T IP Address Version Status

agent-1356 10.128.218.124 Connected
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. command not found"

l-bash: unZip
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SSHEINIEKES - BEMENIERFEBIARE sudo

systemctl status cloudsecure-
agent.service ° 1.1{@EHFEERENHE" Failed
to start Workload Security daemon service ” (%
HTIFERLETERFRT) - 218EEEH cssys
EREFER Agent #4289 o LlrootiEfRE—HIT 51
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sudo id cssys

sudo groups cssys' 3.WRAEE « BIEPEERE
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"sudo useradd cssys
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“sudo systemctl restart cloudsecure-
agent.service 6.MNR{IEKMIT « SFiRE HMEEEEHE

HAERS0EE RN ELSHIE EHIRRER o EILUEFR
BURESFERIMVARS ~ BIU0Active Directory ~ SVMF
HAKESS o

SHREIRIEZNDER o 1. SSHEICIRSS ° 2. 31T
Toen < Z B EMRENIEETLRT

sudo systemctl restart cloudsecure-
agent.service 3. EBEWERIERFFEIAREE sudo

systemctl status cloudsecure-

agent.service c 4B EREEAN TBEELZR) KR o

7£Zscaler ProxyH{ZF3*.cloudinsights.netapp.com
URLMISSLIEE o YNERZscalerfl{TSSLIGE W EVL/&
7%~ A TEam e MR mEEE -

fchmod 755 -RF1 889k - ERIERHZEHR SR
HIEEHRPEER - BREMFERE « BELEERN
PR A E T IEroot SudoEFRERITR ~ BT
KB o fitchmodan @K ~ ZEEMEHERE DT EH
17 o 1.3831%7% T cloudsecure | HIFTEEE - 2. 18 F:%
Bk o 38R RL F5EEERY [ token = ... .
Icloudsecure-agent-install.sh | ZE#E&E< > A%IR
Enter $ o 4. Z4EREZRESTAEARETT ©

EERCERMIINEZRSG 1.2 root #EPREIT TGS
1S > MHEREEEZ ( cloudsecure-agent-appeds.zip
) ° a.NetApp
/opt/oracle/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh 2 ° L root #RZE—#1T 5
< WHAHL o a.id cssys b. 48 cssys c. cat
letc/os-release



AR

cloudsecure-agent-symptom-collector.shiE S BE5 B ~
i 3R T 5$E5R © [root@machine
tmpJ#/opt/NetApp/cloudecure/agent/bin/cloudsecure-
agent-symptom-collector.shit & IRFS sC B IR EEFE FR AR

TUEC RN UIEAZ TUAR G FRE AR TS AR RE IR BR R EN (U
L BEERIR
i

o /opt/NetApp/cloudecure/agent/bin/cloudecure-
agent-fiEAR UKEERS.sh @ 585217 | EREE SR © A EId
S$8:2 | X /tmp/cloudsecure-agent-
symptoms.zip

fEFuseradd R IBFE TR © EIEEILB

#%/home/cssys

RIERRRTE LB RIT © Systemct! ARRE
cloudsecure-agent.service NetApp cloudsecure-
agent.service: BER FFIEEN ¢ [root@demo ~J#
systemctl iKR& cloudsecure-agent.service
agent.service cloudsecure-agent.service —L{E&# %
2HRIERENBERBEEHEA (
lusr/lib/systemd/system/cloudsecure-agent.service; B2
BSFR  BRETERME | BFR) FA : BE (BEEM
#) (BER: &R BEH" 2021-08 A 03 21
H12:2603%E 8 21 H: 12 : 26 RERK d[1] :
cloudsecure-agent.service 5<B{ o

RIBIZR —BIIE BB BProxy ARSI ELR « W T LIEFE
RLZEHARIR E NI o IRTEProxy AlARSS BB TE o
A EIEIZAIProxy4HRE ?

fHlr TIFEH L2 EREL

FRARTE -
RLEZipTHE.. $1176< Tyum install zips REEEER

MBI R - A BX#TTcloudsecure-agent-symptom-
collector.sh °

MRRAARZ HERMEEE home FEILFRENEA
Bk~ BAIRE SR ILEERR o REIETTE 2L cssys{ER
E - REFEA T a<SFHmEEEABL | Sudo
useradd usern_name -m -d home_DIR-m : Y1R{EF
ENEEHBRAEFE  BRIIZEAENEERR d . &F
Fhome DIREILFERAE « MAFERESABEN
{& o U0 ~ Sudo useradd cssys -m -d /cssys St
fEAAZE cssys ~ MifEroot FEIHZEA B o

ErAEEE A _cssys_fERERBER A LRERMEK

B o {N%/opp/netappENFSHIE ~ TH_cssyFREE
EFEULERIR « ZERGRY o _cssyeHITIEEH
T MRZREEAFMEINAKERE « e B FEEE
AR o ISR EREA_cssys_{EAERE
E¥/opp/NetApp/cloudsec/agent/in/cloudseced-Agent3k
WEILREE - NREE MEREE] - RREEERT
F1E o REEHSRAKNB R E ~ MIEHERBERK o

& e LU 4R EEagent. properties AT Proxy s 4R Kl © 58
ERERTIIR N EEERNTNBEZNERK . CD
lopp/netapp/cloudsec/conf2 o R BN X F4RE
22 « BAEY_agent.properties 1EZEEIT4AREE o 3. 3718y
B T59T -
agent_proxy_host=scspa1950329001.vm.vm.com
NetApp agent_proxy_port=80
agent_proxy_user=pXuser
agent_proxy_password=pass1234 o f£7FiE% - 5.8
HEREN 322 | sudo systemctl restart cloudsecure-
agent.service

MR TFE L2 RIERNE « AALMRERERZIVEREPIE B IES: -
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RIERAIERZR

@ MIFR{ER S S MFRFAA LEK SAERINE R IESS - IRECITEERARENAERERREER
Wegess ~ BB BRI SRAERRRER  ARBRRAERER -

ez Al
1. SEREEA AREREMNERINERMERTFa ST 2 AOHILMIER

Pzt : YNRFAAERAIBVUEESRERRRS TBEIFLE) AR « S5 BBRILDBR -

MFRAIERRBIDTER
1. EHEBEVMAHRITSSH ~ REMIT TSRS o HIRERE « F@A Tyl &8 -

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yI|N]:

2. —T * TrafReM > &S > RERR
AMTRETERENERERE -

3. — T BRI AR o
4. Mg o

AR TMERRIE) Bm e
O. $g— T MIBR* AFES2MIFR o

2 EActive Directory (AD) f£AE BirlUtEE2S
TEaELZ2 LR E AR Active Directoryf@iRES N EFERAEBIE -

FRtAZ Al
* @782 Data Infrastructure Insights BEIREHIRFEEE ~ T REHITIEIE ©

* It AR R Active DirectoryfalAR2sAYAIARES Pt o
* EREERAEBEERSEZA - WRARENRERER

REERE B ERRERIIT R

1. 7F Workload Security ZHEEZR™ > 32— : * Collectors > User Directory Collectors > + User Directory
Collector* » $A1&3EEY * Active Directory*

ARG EE A User Directory (FrigfFHEEBR) 2@ e

£ FAIRBPMAFMENER - UREEREBERIRES !



g

2y

RIEIZR
fAARES|IP/4BIE 2 78

RS

E4EDN

LTS
(ClLaion
BIRIR

Sk
fEREB M —%7E o BI%0_GlobalADCollector_
EEPENERENAERER

LS VEA T B 72 [EARSSAVIPAI L Sk SR 4RI 4 18
(FQDN)

BEAEENRIRER - BRGEBATTER TIMERL
D Xy z=> EEAERTE - EGESVM LR TE—

Bk °© DC=x » DC=y ~ DC=z=>10¥{}t5| B tB[EF

: DC=HQ * DC="AF]4%#8 » DC=com] ~ & B UIEE
TFH|IER : OU=Engineering ~ DC=HQ ~ DC="AE)%
78 « DC=com[#kiF5EOU T 12Em15E|CN=UserName

~ OU=Engineering ~ DC=companyname ~ DC=NetAp
p ~ DC=com[{£%tOU <EngineeringB{S45 E 8
#&]_CN=acroomsf#if§#&  CN=Users * DC=HQ

» DC=companyname * DC=useals="AF]%

#8 ~ DC=com ~ DC ~ DC *» DC =A8)%#  DC =2 F]
%1%~ DC =F)% %8 ~ DC =AF]%# ~ DC =~ DC
=~DC=E)%#B -DC=~DC=~DC~DC=~DC =
AE1%M~DC=~DC=">

AFEREESER - W -
username@companyname.com &,
username@domainname.com Itt4h > BEE4BIMEE
FERR o FRENVARRTEMEHE _ MWEMIRITSL
IR E o

BRI (BIARBind DNIYER & LIBEHS)
LDAP ~ LDAPS ~ LDAP-start-TLS

EAVEIZIR

YNERActive Directorysf EfEEATER B H 54T ~ #88IA T5Directory ServeriAZ &% o 7EActive Directory® ~ i

LEMREREEE [_noty X~ EEERRT

&
BTt
SID

EREHE
B—T TE3ERBM) UG FIERBL

B%
EFERHE
Eh S
AR

B /&

12

CRREEERERE LR o

BErERZSR P E LT
Ry
objectSid

SamAccountName

B AR R A0 B 2 TE
i
WIS

3

GIFBH



e /&

=i =i
MR thumbnailPhoto
ManagerDN PR i)
B4R [A=]

Al AE B i SRaR4ERs
{SRT LB T SRR RERELDAPE A B IR B LTS |
* AT S RERE TIFaHR 2L DAPERAERIR :

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* EAAADIERQEREADERE « IR ARBMEBE « WRER « BRYMARE - JITHRENES « &7

DAF L EHRHNT o
o FEELEREIES TEEAAELRE AD RIAR2S8Y Windows #23 E ©
° EAAD B &M FE & LB/ B IS ESE EADRIRSS ©
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

= Active Directory Explorer - Sysinternals: www.sysinternals.com

File Edit Favorites Search Compare History Help

IR

Path: |

&3, Active Directory Explorer " I Syntax

G- 5 Metd A% Connect to Active Directory e
- Aute

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

SR ERE B iR RN ER
TR AR IR P A B E M B AP BRI TT o

fIRE - FRRTTA
WIRERE BERR T TR R ARG - HRE IRUNEREREEEE IR - REI R HIERGE
T TLDAPfRIARZSIRMHAVEEEEEYL RERTBINEE o

it AE BiERISRTER MT558) AR o EEREAT IRHABIRBIBARILER - RETIREIEHEIBRRZTE -
M XS HERDN=DC=HQ *
DC=domainname » DC=comB#¥) - A i 7258 o |
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AR

ITFaRZEMERERERE ] EEAETRREEE
RERNERBE -

BRI ESRERITEERARS « AR [ARRENLDAPE
AE - MEERE : #EERERMRS « EHRAnul

HEEREBRERETEN TR K& -

MEERAEBERREER IEa) K& - BEmniE
= MERERWERIVIARE ~ TCPay

2 [Connect(localhost:35012,None, List(),sents(,second
s,true)] 5B ~

#Asjava.net.ConnectionException:Connection$E4E o |

YGRS EREERGER M$E58) AL - $E:REE
o~ TESEEIILDAPEAR ) o

MiG(ERE BIEIRa T EE T§85R) ARAR o $5RREE
s TEEBARE o FHE  BRIRRAEREEHER A
B2[=[A : /connector / conf/application.conf : 70

. LDAP.LDAPEZIE A BRI FRMIEHF

R EEIEREET « SEEIRFEF - EERNE
2% - MEECADIREUERMB ML ER

EMREINESRZ % « ADRS IR E L ?

FEREERERADRL ECloudSecure ° BEHaRFE
B 2

EREBERRTER M52 KRS o "EEBRNEN
$ESRARAE o fRFSSAHE | usersLdap o KURER : HEEHE
EXLDAPfERZE ° BRA : 80090308: LdapErr

: DSID-0C90453 ~ 5f# : AcceptSecurityConttextés

%~ BiHl52e ~ v3839

FERAE
E 0] HERE A CloudSecure RETIEHE BB 4 218

EiActive Directory PRI B IR B MR B AR © 4REEIHE
HIFMAEABIE RS o

¥—T TRestart) %t -~ EFERENUNEESRS ©

ARELERECERG (FRSS ~ BRRHE 4
EDN ~ EZE) HNBEBE o BIRIEHE

L TAdministrator @1 (R#AEEEE@) B IRE
#£Bind-DNEIA ~ SIUAREAREIESERMFEREIR
BiRft o

RILAEADRIBREZHIPECFQDNARERE © 4REEILIRALE
FERVIPAEEYFQDN ©

RAAAADFEIAREZAIIPEFQDNARIERE o AREBIIRMHIE
HERYIP{I3EEEFQDN o

RRMBERBENIER - SFESEAADRRIIVIER
EIRIR R IEFERYEIZIRIRES o

E R RE R A ACloudSecure ¥ pYEE A B 14 B Active
Directory P E B 4 2B AER o REIRHEIERDN
WEDERBMERTE -

WEERSEREN R « BERTASILANETT - SIERE
BRAB30BLERAENT157E « S12)\KEBEN

IR o

MRREEN « ERAEEHERE13MEA - WRMFR
A~ BRHFEMIER o

IR ABIERIER - H2W LIRS « BRRITE
(HIERIH A RS o
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RERE : BRI -

BB RIEAFREREEER ° SR ETAE R E A Active Directory BB 14 ¥t FERI REFR
B o 1.45E87 Active Directory HAEVERE B RFE
Active Directory UREESS - 25538 » TEAEMT »
SE—EREMIRTE TS5 HEZE Active
Directory E1% T telephonenumber | © 4IR7E > 38
F £t Active Directory 1822488 T A AZIEE Active
Directory > M EFIEMAEMTE o 3. 55 Active
Directory HE—{E%% T telephonenumber | BYEMH
) ZEMEEAEEFERABENEEIRS o 5.FMI1E Active
Directory 58 » EEWIENA TEERITI © 6.74%
#mEg CloudSecure £/A&E Bizi&EDR - TERBMEE
s TEESRES) BUA TEEmREL o 7.6#7F
Active Directory UgEE23 > UNEERR 1S EFTRREN L EVISE
FRENEESR » MEFEREXEEEETPETIERN
EEESRHS o

Y0:RActive Directory (AD) fRIBR2Z LERMAMZERE EREFEAEBRWESRZA « HAFEHADEARSEM
(SsL) ~AITfra#i2MEAERRRERREE & - BEEREFAENE - BREFRB13ER - IR
EREADRBRES FRENE R & B KRB ADRIAR S PERELR « BIFA S
HADHFTERERE - EEBREN « EAEBEU

EIRNREREAD ©

CloudlInsights Security®i 53R HActive Directoryfy&  REIGER ¥ Cloudinsights Securityffi/ffActive Directory
Kl o ZBEM|BRCloudinsights FEIFFE EAEE & o FREEN - EEMIRERE ~ KRMBRTTERES o
52 ELDAP B f#{rl ik 2s I &= 25

EOI LR ETFERHEZ 2 ~ /LDAPERFAIARSSWNEFERE BN

FsaZ Al
* @4 ZEZ Data Infrastructure Insights B2 S HIRFHEEE ~ T REHITIEIE ©
* S BEEA S ELDAP B #A AR 2S8VE AR Pt o
* ERELDAPE#RERII Z AT « WAL REREREN °
REFEAE B RNERNT R

1. #£ Workload Security THEEZR S > ##—F : * Collectors > User Directory Collectors > + User Directory
Collector* » #A1%3EHY * LDAP Directory Server*

ARG EERAdd User Directory (FigFHEEBS) 2@ e

T THRRPBAFRENER « UREERE BERURESS

B SR

%8 fERAEBEME—%TE o FI%0_GlobalLDAPCollector

RIERER WEEPENERENERER

AR IP/4AE & 18 SEHLDAP B i fmlAREs 2 AARAFAYIP (i 3 ST R AR %
& (FQDN)
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BEER

E4EDN

R13=
-John
RS
BHinE
e

LDAPRIAR 2 S BN S Er FRER T MmEE
D x.y.z=IBTESVM LB N EIZHEE % o DC=x

» DC=y ~ DC=z=>18¥i}#5) & FB[#H) : DC=HQ ~ DC=
‘AT)%TE ~ DC=com] ~ & AILUIEE F51ER :
OU=Engineering ~ DC=HQ ~ DC="AT]%%& -
DC=com[f&4FE OU L2 EF1E]CN=UserName

~ OU=Engineering ~ DC=companyname ~ DC=NetAp
p ~ DC=com[{£1#£0U <EngineeringE\ {343 E A
#&]_CN=acroomsfEF#& - CN=Users * DC=HQ

» DC=companyname * DC=useals="A&]%

#8 » DC=acrokams="AE)%#% * DC ~ DC * DC =AF]
%1% - DC =2E)%18 ~ DC =AF%4% » DC =A8%
#-DC=-DC=-DC=+DC-DC=AF4%#  DC =

AREFFEAELZER - W :
UID=LDAPUser,CN=users) >
CN=accounts,DC=domain,DC=companyname,DC=co
m uid=john,cn=users) >
cn=accounts,DC=dorp,DC=company,DC=com
john@dorp.company.com ° dorp.company.com

fERE

-Anna

BirAAR2:Z0E (BN Bind DNRYEHE & L IBETS)
LDAP ~ LDAPS ~ LDAP-start-TLS

EEVEIZIR

UNRLDAP Directory ServerPBITEE B 4 AiBEIELX ~ 558 A T5!Directory Servertr ZE @14 o 7ELDAP B #2{AlAR
BP - ELEBURBEEERE (_noty BN EERERLT BRERESHERBHERBEIA o

B
BTt
UNIX ID

fERERTE
B—T 'Ea3ERBE UG TIERBL

B%

EFE AL
LS
jzhes)

B /&
/&

#BFI

kR

B k@SB B % TE
%8
uidNumber

uiD

B fEARas PRV E BT
B

EEERHS

TR

GIEBH

/&

EBFIARSR

kR
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mailto:john@dorp.company.com

ManagerDN LS
Bf4B [54=1

AEVERE B iSRS AERS
(SRT LB T SRR RERELDAPE A B IR B I TS |
* AT S RERE TIFA R DAPERAEHIR |

ldapsearch -D "uid=john
,cn=users, cn=accounts, dc=dorp, dc=company,dc=com”" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com
~ ERALDAPIERMBELE
g%fﬂlﬁ ARG ARSI  BREIR ~ SRS C ITHRENESE - I UHEFL
AT ©

° # LDAP Explorer (http://Idaptool.sourceforge.net/ ( LDAP BIREIEas(http://jxplorer.org/) ¥ Java
LDAP Explorer (Java LDAP BIREIE2S) ZiEE(EAInlEiEE] LDAP ARF5230Y Windows stE L o

° {EFALDAP B & {AIARZZ A E R E L 18/ RIS E MR ELDAPREIARSS

Configuration

Configuration | Server | Connection | Option | SSLTLS |

User ON .cn=admin.d§ [ Anonymous login
Password i;-*-’.“;‘;;‘.‘ vl Store password
Use S5L port i |
i) Yes (& Nu‘
Use TLS (TLS is only used
|} Yes & No on non SSL ports)
Base DN dc=warkgrﬂi | Guess value I

Test cnnnectinn|

Ok \ ®Aﬂnuler
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http://ldaptool.sourceforge.net/
http://jxplorer.org/

SEZPFAELDAP B S U SR 23 B AR EH R

M

TR ESR BB AT AE R LN ERNBEMAERT A

fSRE ©

HIELDAPB Eridinas G SR N#H:R) ARRE - $EERHE
T TLDAPfRIBRZZ 1R ILRISTZER o

B DAPE$EEEIRTER MR KA o $A:REET
. TEEBSHERDN=DC=HQ *
DC=domainname  DC=comfI¥){4- AR T o |

ITHREHZEMERERERE BEATRTEEE &

RERERB -

BERREER RN IR « WERR MEARRENLDAPE
BE - BERE : EEERERMRES - ERSnu

HIELDAPE B inas G EE NHE5R) ARRE o

WIELDAPE B G E W IS5 AR - BniE
s MEAFENESRIERICOR « RIt@EEMER

IS LDAPE 825 '@?ﬁ%ﬁlﬁﬂf& MEETE2R
Sl AERESHRERR B
£33 ($EERLES - AGENT008) |

HIBLDAPE ErEiRas G 85 &5 A& -
32 MERERWERIVIARE ~ TCPay

< [Connect(localhost:35012,None, List(),sents(,second
s,true)] LB ~

#Asjava.net.ConnectionException:Connection$E4E o |

g DAPB R EIZIS G ER f5:2) AKRE o $H:RER
T MEEBIILDAPELR o

BRI

ELDAPE SRR G NTHiR) KRS o $EEREET
D TERZESARE - RHE  ERIRIFAHERS é*ifaséu ° B 3
ﬁ—ﬁl lconnector/conf/appllcatlon conf . 70

: LDAP.LDAPEIB A H AR F BRMIFF ]

BRI EBEFRBETF - FEEIRFEE - L EANE
2% ~ ECAIEADIREGERRIBIEER -

EMREUNER 2%  LDAPEIS AR EEE ?

FEREERSRELDAPEY ZECloudSecure ° B iHABF
ZHpR ?

BRESEMAREIL

BRRFE -

TR BIHTE DNENARE ZhE L F E A IEFE o MREE1E
HIFEREN o

RUNESERIERE - RELRHEIERIERRME

B]fE R A A& CloudSecure P i B A B M 418
f—iActlve Directory P E BB EAER - H&ES
KINE o HREBNIREIEFAVERB RS o

#—T TRestart) 1%ih ~ EMERENUREESS o

AEELEIREVERAN (FRES « BRR%E
A‘EDN ~ EERNE) HBEME - BREE
L uid=LDAPUser,CN=user,CN=accounts,DC=domain,
DC=companyname,DC=comfIf; 1Rt Bind-DN#
A o

FERIZ I IEFERVEARES 1P AIESERE

8

1

FERIZ L IEER AR PRI S ER

RIAEADRIBREZHVIPEYFQDNARERE © 4REEIEIRAEE
FERYIP{ILESKFQDN © ///

RHALDAPEIRESMIIPEFQDNAIERE o AREE IR (H
IEFERYIP{ALELFQDN o SiRHAVERSBRERIEERE © 35
E S (FRLDAPE RS M TER E IR AT EFER Ei%iE
SERE o

IREHERIBETIER © FEEEAADRARBNTAR
BIRIR (R IEFERYEIZIRIRES o

ErIRERE A CloudSecure R AYE A B4 EActive
Directory B EE 4 R TBAERT  4REETIREIERER
VENEREERTE o

LDAP[EZ S U Eas ERTRRENR ILANETT - BRENEA
FERI0EREAENT150E - §12/)\KEHE
WEE—R -

MRRBEN - ERAEENERE13MEA - WRMER
HA -~ BERHFEMIER o
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AR

BRRTTE

LDAPE SE RS G E L THEER) KRR o "EIZSENE RIERRBAIER - F2RLEAAS - BRRINAER

SRAREE o IRFSETE ¢ usersLdap o kR EA : EEHE
ENLDAP{ERE o LBURE : 80090308: LdapErr

: DSID-0C90453 ~ 5fi# : AcceptSecurityConttextis
52 -~ Bil52e ~ v3839

B SRIEAEAERERER °

R Active Directory (AD) fRIfR2S_EEEUBMNE &S
(SSL) -~ AITtra#HZz2MERE BRI ERFEE
AR EADEARES o

HIEFERIRT R 218 o

ERAIBEREAActive Directory BB M ¥} FERIREFR

B o 148881 Active Directory HEEVfERAE SIS E
Active Directory U525 - 2558 » EERBMET »
2E—ERE(IRTE [E:E5RE1 HESE Active
Directory B4 T telephonenumber 1 © 4.I87f > 58
F3 b3t Active Directory 1#£Z242% T A72E LDAP B
trfAIAR2S > WEFIERNE S - 3.55E LDAP B
P E—{E%%A T telephonenumber | BEBIE > %8B
MREESERAENSEEIN o 5.8 » 7 LDAP
Bt > EERIELS [EBE4mIT © 6.78184RE
CloudSecure {£F& B NS - EEABMEERF
1 TEESRNS) BNA EsERE1 o 7.647F Active
Directory Yg£E2s » ISR EMREN LS FEREN
%Z%ﬁﬁﬁ% » TEFEREREEEmPRENMERNEENR

EREERAEBBRNESRZAT » 557iFRADREREN
7 o EEREFEERE - REFRB13EA - R
HREfERE SFAE R ADEIARES HERELR « RIFA S
ERADFRHIEfERE - EEBREEW « AEBHRK
SERWREREAD o

ZHTEONTAP SVM Data Collector
I TEEEZ2M) FRENNESNEBENEEZNEREFIER o

F4RZ Al
* PIRBESHRIEER LSS

° EHHRZA o Data ONTAPAESRIENGE « sAEREHT 9.13.1 #Y Data ONTAP HRrZs ©

° SMBEEIHES. 1 HREERRRES

° ONTAP 9.15.1 S{ERRZASHY NFS 4.1 BRZs ~ €135 NFS 4.1 o

° REWSTIRENhRA7S3Z&FlexGroup ONTAP

° TIEAIZIEONTAP Select

* EXERERFERISVM o R AFEREIEESVM o
* SYMEZEFLER - HAESHE default_ ~ syncZiR_F_syncBRIM o

=/Lr=

* Agent "WZERRTE" 0 AABBREBERINESS o

* SAEE LB IERREERE BitERes - TREMGE NEsEHR EETETRENERERME - MIEE

RENERSIE (#7F7Active Directorym) o
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* + ONTAP Persistent Store At 9.14.1 G Z1E o
* AEEREMEE  CRERFPolicyMRBREAEEFARMANE—FHAR L -
* BEER T YIMER EZ —RHIESVM
° EAREIP « SMETBREEEIRFERAERBERE - ERERNTE © _
* SVMETBHEFTEYONTAP B~ « BEAKNE o
° fEFASVM Vserver Management IP - {ERE & IBIZHE

c MREEEZNFEEEATBNAMEIESRE / SVM BEFERE LB > o] LUKIBTZEFR
it EFREE Privieges BIIBEIFRAE MERIEEE] o (RIS SVMEl i 7 B 1 i B 5T (5
& °

* oftth eI UfERABEE VD ABcsrole#ERRIADERE ~ tNUAT MERFEEIE —H/ifft c 55F2
B"ONTAP X{f" o

* AT e S « EREHESVMREEENERAER :

\

clustershell::> security login show -vserver <vservername> -user-or

-group-name <username>

5 HH #6151

Vserver: svmname

Second
User/Group Authentication Locth Authentication
Hame Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin ssh password vsadmin no none

. 3 entries were displaved.

FE{R SVM BE%%E CIFS faAlfR2s . clusterShell : : >vserver cifs show

g EEOVservera s ~ CIFSREIARSZ LB R ML o

BRESVM vsadminfEEENES - MRFEEEJFERENEZETIEFERE » ABEILTER o clusterShell :

. >security login password -username vsadmin -vserver svmname

FEFREHTESVM vsadminfE & LUEITINGRFEN - MMRERBFIERENREERERE > FRBILDEHR -

clusterShell © . > security login unlock -username vsadmin -vserver svmname
* FERERILIFBIBANAERAERER 'mGMT1  (TIJF TdATAI )  WIRFEREREIR Iif 2KHE SVM >
clusterShell : : > > ;EB&IBAIEHEE network interface modify -1if <SVM data LIF name>

-firewall-policy mgmt
RS FRBA AR ~ S BE RBISMAN ~ 7 BEfEFData ONTAP Data Collector] fFFEIZIEMTCPIRE o

MBALEN > F2RNERELEX - EEARZEEZRHNASBERERANAEREL -

HEARIERERLEEAWS EC23 {TEREF LAESIZCloud ONTAP SVMEF ~ RIBFE R AEHEREL BN E—
BVPCH o MR EMLINIEILMNVPCHE ~ BIVPCZ N BB BMMIKE -
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fE A FEETRRY SRR MF

R T OISR A A
ITHEERE R EERDE « A REERIELF o
IR EREESIEDE « AITREROER o

WMREERRNBETERE (B8 « CsUser) AARTHERAENER  SARETIIIHR T IIFRHZ2 1%
PR~ UHSHERE -

HN EAZENEMCsUser ~ s51CONTAP TFITHRERIT ¢

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access—-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"
—access all

HERAERPEE SR

PR HETIBIP LR

MRCELFAEECEEEEEFTHRERAF LIFEHZRHZEONTAP (SVMERINESS) ~ EaI B —
847 CsUser) BIFHfEARE - HABWN TN - S ITFEHLZ2ENNERRCAERAEZESIEIPR « 5

F3 TCsUsers BIfERAERBIZES o

EEEVNERE ONTAP AFEREEEEEIEEFRELB/ZBEATINER « RABTEONTAP IHEERME
fR23 EHIT RIS -

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
—access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrole

#EiE* vserverZIRIP*EIEHER -

MECEAFAEECTEETESFRERAFLEFEH T2 MFEIONTAP (SVMERILESS) ~ EolEL—
8%7% TCsUsers HIFfERZE - HABWN T ° i LIFEHLZ2ERINERREAERVserver Management
IPBF ~ s5fER CsUser) HYEHRERQTBIZRES o

EERIUMEAE - ONTAP Rt AREEREESERAERB/EBEAIMIL « ABTEONTAP [EARSE LT
THE< - BT HEER « FRRELa BRI XFMHRES « LEONTAP HIT FIla< ZAl « UVserverta i

Eft<vservername> :

security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none
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security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"volume snapshot" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole -vserver <vservername>
security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole -vserver <vservername>

REEL

TEUWREERRHY Advanced Configuration 5% R LLEIER; » TEE#ZE2 M Ei§ FPolicy 5| R EARIE
T © ONTAP 9.15 IR KB HThR AT IR R RUAET o

T ULTHAEROREAEREEN ONTAP ST 1" - 35S o
protobut HEHEMEIR (HPHHRDHALBALI)
B

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>
security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole

Vserver &1 :

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole -vserver <svm name>
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HHRE D BR
1. LEEERREEEE B D E ALK Data Infrastructure Insights IR1E o
2 B—T* TEAHZTRM > IESR > + BERRER ~

ARG RENA] BRI ESS o
3. WS E 7L NetApp SVMER L « R1BIR— T +B5i% o

AMGERONTAP TSVMARRE) BE - AASERUNLESRR o

ki sRPA
58 BRI RN —
REfe= WABFENERENRIERL -
BEIRIPEL ENEEIPHSVMEIERIP
#E/ SYMEIEIPAHE FERSVMBYIPAL ~ BURRETE L HYEEE o
SVM %78 SVM&T8 (FEAEEIPERE « LLEMIAERNM)
fERELTE FRBREIPFIESVM/EER « ZEISVM/EENFERE

LIBEIEA 1. BETIE2. rCs,UserJ 3.3EEE
ICsUserABRIADERE © FEid SVM IP FigEs » %
I8% © 4.vsadmin 5. [CsUser] 6.81CsUserA&tE1L

BIADEFRE RS o
= LifERERBI NS
ERiEL /TR & RESTEASEHESTE SR R/METEE
BAZERESHNBERATE EREHESTEHRIES RBERME) NEFEE
(LD FR)
WA Z R/ E SHTE Volume 4 TE EREHESTEHRIEE RBERME) NEEES
B (UEXSR)
BEPEE R AR 1EEY ZEUEEETERT « SRV BERREIEGEENSEH © 557

B BMERERULETE -~ I ERIEE R RV IL/EH
an R EMIER - BRAIETHAERS SEMEBENEMHHE -
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BIEARABIEFAEEE A/ ~ LUIELZEONTAP X4HE o 1
RICGREAEEDILEE « W BREREIRE - :5H48NetApp
ZIRERPT o

TR
* £ TRENENIES BET - EASEARESARANERINERRFEEHIES - CRILEMBEE
PSR R E R RS 2R ERE B I -

MetroCluster HYZZ:E4055
MetroCluster ZE:ZERT5IER :

1. RmEERE S EEERIFESVM ~ B—EEEEBRIHSVM ©
2. BRUREEREM_EEIP R o
3. TEEfAIRFE « —EERIEREEZEN T - Z—ERIGHEHR

BAl M1TH) BMISVMERIRESRERETR%A_Running ° BAIK T&R¥T1 SVMEBERUKERGRERA_Eror_o
4. SERUMAE « BRRERNVREER TITh) 885 TR - RZTFAR -
o BRINESRN R REBE MITH KERZSHEM D EAVER o
ARF5 R A

YNRAGBRFERAFEEC ONTAP * 9.9.1 RN EFARZA * 5/ ~ BB T EREBRIRIFKESS « B data-
foolicy_client AR5 ~ URERIRFS data-NFS 1 / % data-CIFS °

&P :
Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data, -core,data-fpolicy-client
(network interface service-policy create)

7£9.9.1Z HIRIONTAP fRZAH « REERRTE_data-fpolice-client_ ©

Play-Pause Data Collector

2 [EFFEREIREREREURESSHY kebab THEER & (E{EMMEE) -

MRERNELRED _Running ARES ~ RIUEEURE - FRURESSRY T=F) ThAER « ARENGE - BIRE
B[YRE « TG ONTAP WEEER « I A ERERHEUEESREIXE ONTAP © BERRES Fpolicy FH4ER
FEYE ONTAP RAERINESS « U R EFRERERIERA DN o

sAR ~ J1R7E ONTAP EEI(ERFAAVHEIRES « MURESRENEERE - TFRHREMMAEWESH -
BLEHIRE FE A g RMIEBERIRGREF o
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FAazac NYIEIR !

* REBFEFWES ERENRE - FERITRERBR

* EMS FfF_(fIS ONTAP ARP) F@EU{SRIINIES HAI2 - SRTUIR ONTAP SIRMERANE «
HERREAR TR N MR ARSI -

* AT EEEEEERESNEEN BN E T -
* BEHNRERTIEFHNESEFE (HIW0 Snapshot SifEMAELEH) o

s ERIEERUNERFAR ~ RIBER VM EHEE) / EFFI - siIERRRRFEEHMREE - GEplkER
BIRIFTE _Paused AREE o

* MMRERINERER _ 852 _ KA~ AIEARBINEREES  BE8F _ Rk - REEWESRNIRES
_Running B ~ 7 ZRE TEE) #if o

C MBAIRERTEEG  AEABNEREEA  DBS R o ESIHEA Stopped {RAE « MY
fetsd -
FERFE

ONTAP 9.14.1 K ERARASSTRFF B FE © 5525 © Volume AiBISTREHE ONTAP 9.14 = 9.15 T ©

TR LUEEUR SR 23 4R EE / #TIE B E P RIZENS IR BV EREFE o EBULZENS R « SERXFRUMLER
Volume $7& ° Volume i8R AFRHERFERILERNL

* H5? ONTAP 9.14.1 ~ {EWABRIEIT ARG BERUBLEINAE ~ M7E _ Volume Name_ iR iREAER %
8 o BB E A/ A 16GB o

* 5 ONTAP 9.15.1 ~ IREEERE A _ Volume Name_ MU MHMAILTE « BB 16GB A/NEIZ Volume

FREFEREREHER (HPHoEE A EELFR)
=ER

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster-name>

security login rest-role create -role csrestrole -api /api/cluster/jobs/
-access readonly -vserver <cluster-name>

Vserver &1 :

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy —-access all -vserver <vserver-name>
security login rest-role create -role csrestrole -api /api/cluster/jobs/

-access readonly -vserver <vserver-name>
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=% Cloud Volumes ONTAP iR ji*NetApp ONTAP HY3<
& NetAppHIZIRINAE « BIESZIRINAE

ITrafzE") ERAENRESTEEREERMEREFIER -

{#124H5ECloud Volumes ONTAP

#52:8 OnCommand Cloud Volumes ONTAP BB {4 » IAGRE BB —Hi%E / HAAWS HITERSR EIETE&H
Z2MHRIEEIL  hitps://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.htmi[]

STERARRERRE R  AAMKER THIF ERERE SVM ! https://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]

XEHTE

* TIERFIEEIRARFSHEER (ERAEMREBENN) Cloud Volumes ONTAP o 340 : Amazon ~ Azure ~ Google
Cloud °

* Amazon FSX ONTAP

IR ASAHRR

RIBEB L AT ZIHRRFFHEDS BN FHERPETRE - HEEREFINGFMAEN « 5528 [Agent
Requirements (fYIEFEXFEK) o

MTRAWSHIIRIRRE X ZEDER  EE1EAzurezGoogle CloudHiE1E#E AN BinRFEHEMMNRIE D BRET

g
FAWSH ~ FFEA M RREERFLIFARRENEZIAIKES :
AEA TP - RESREATFEHZE2REREN !

1. B AAWSEIZ S W8I B EEC2-instances B ~ A% EEY_Launch instance_ ©

2. FRBABR > FEEBEERRASH RHEL 5 CentOS AMI : https://docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.html[]

3. #EECloud ONTAP EfFIFFTERIVPCHF4ES ©

4. 3|=EY T _t2.xlarges (4{BvCPU#116 GB RAM) {FAEEZIR o
a. EITEC2HITERE -

5. FRYUMEHEERRLEMENLnuXEX
a. it wGet M _unzip RELinuxEH o
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BUREEZERS o

o >~ W Db
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B MIBERERZE) SRS E ARNRHEL EC2HITEREH
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https://docs

1. BATRrE#HZEM
2. EEERA ~ B— T EE-EREEE

1B E = Data Infrastructure Insights By TMEAEEE ] BHE °
3. ABIERAEENTENAR -
WSERER - REEERRNAC (BEEERENHE) BIF -
MBEABERPNABHFHAEN « F2

SVMEAREES (REREARERESR)

E4RIEESR ] AREBESVMPHMNFS/SMBAESEHE « JABEZIEONTAP —ESVM
BRIUNESS « UBEEF—IRIBIEIREESIEITHNSVMEE o FH IEHRIGER) MARE
BEEIEE © BENISREILRIRIE o

Agent RZ ] 71 50 {EERIUNEESRS ©

R Data Infrastructure Insights "{EfAE A" X o

FrEEEX | 8

*&=EIP
* REEEERERBNEE

(D) #TIESTERONTAP « FAESHH EAEHIB B EHSVMBITERSVM Data Collector ©

TR

1. fkBBCloudSecure PHVIS R L EENIBIEL o
2. ZEARERERE - USudofFAE S 81T _server_data_rate_checker.sh_35<H5 :

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

. WIESHEETLinuxt¥et EXEE sshpass o KEFEAME !
a. PUT T < !

linux prompt> yum install sshpass

.. MRETER -~ ARMER TH_ sshpass FLinuxt¥dd ~ RBIIT TGS :

linux prompt> rpm -i sshpass

3. HIRIRTET - BRI ERNE - SH2RLUTEHR -
4 PITIRHBANTENE
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o MITTEAE ~ FE LI EWSVMIENEMAER - LA UEFESEEPIRESESVMBIEMHE :

“Svm svm rate is generating 100 events/sec”.

§ONTAP fEISVME FHUs S 23R AT B B —SVMEE T RN ~ ERTEEE RN ESREERRE-—SVMEENEMH

nﬁ n ;E—F§IJ %IE

a) fERILREMA—ARRTH5m o MR LUEMZOM / SEEIRENEE  LUEMZENERINERHE « &S
FIIEN0 50 EEFIUREESS -

RIBHESAARE SVME KK ESRHE RIBHL I A RIBMN R KB HERE
41z ~ 16GB 101 E R ESS 20K{BEZE /7D
41%i0y ~ 32GB 201 E R EE 23 20K{ESE14/FD

b) BEHNEEBHEY  FMEAZREREXNFIESVMITESENSEH
c) MRIELIHRERIEFEHIT » FRIEREHUTER ~ IEHERXREEHEERFTI0% ©
B + CHE/I\IAA ~ BRIEW B BRI o
HEIEEER ~ AT E B — IR BN ERKERUEEFT S TR ©
Sum of all Event rate of all Data Source Collectors + Buffer Event rate

of 30% < 20000 events/second

#E2[link:concept cs_agent requirements.html ["IEFZINE K" 1 BEUBSHMITIRIF
HREK o

il
BRI FIBE=RESVMS ~ BFVELE100 * 200M300EFEHRIFEHE o
HAFAUTAR
(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec

780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

via one agent box.

ERIEHER « FESHBUN B TIEERERLTEA_fpolicy_stat_<SVM Name>.log__
IERIEAIAEEE TIBER FTEEIERER !
* IRMEAIETEEER] - IPHSVMATERIERE o
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* ELHBTERITRRARFL -

HUTIE S HBRIEE AN AR
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[root@ci-cs-data agent]#
/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm rate

vs_new
Vs _new2
Enter [1/5] SVM name to check (press enter to skip): svm rate
Enter [2/5] SVM name to check (press enter to skip) audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check

Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svmm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec



[root@ci-cs-data agent]#

SEE AR
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MREEEREALIEARLEMIISVM EHITLLIE
S « EE2E REASVM_EIREMpolicy4BAE « 2%
EE BRI I TIER ?

HAILUE NI TIE S IBISVMEEDS ?
MRIEMSVMEE ~ EEGIENMIESHEHITRE ?
HATLUE B TIE S HERISVMEEDS 27
MBENMSVMEE « BEIENNTESHBAVHITRE ?

MRFERFANAERRNNT EHRRES) 8
BEHEE?
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AIfEEREATFEHZEMNISVM « EHRIGER
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