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# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On
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volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock
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EREESR

EERTE JobManager LUARA Jolokia API » fER]IATEEIEY FRREMU TIRIESEESE » JABEHEEF) JobManager :

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778 host=0.0.0.0"

A% Jolokia (8778) EEAFRVERHE - MREE—ENE 1p KEE
Jolokia @ &R AHBCH 1P B lcatch alll 0.0.0.0°:EE It 1P BERR
telegraf YEAFTFE ©
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export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

WRILAS Jolokia (8778) EEARRRVERR - MRICHA—ERNZE 1p REE

Jolokia ’ AL AHBECH 1P B lTcatch alll 0.0.0.0°5BFE it 1P FEEFNR
telegraf ¥HMHFTFEL ©
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* ResourceManager : stEIEZ4 (Yarn) o #%#—%3%! NodeManager ©
* NodeManager : FARstENER - ERARELETHERMUE -
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Hadoopififf & telegraffyJolokiatffd o IR EWFIE Hadoop StHFRERER > FItEEEFBETH LA ET
%543 Jolokia 288 JMX o

HAEMY
Ao &= # ¥ Hadoop hiRZs 2.9.2 BHEEAY o

=

E

K

R
HIFrEE—7uf > A THE Jolokia fUIERER jar I5ZRAIRRZA o AIFHAYRRZASZ JolokiaftiE 1.6.0"

LUFERBBREE TEAY jar #2Z (jolokia-jvm-1.6.0-agent.jar) {i? [/opt/hadoop/lib/) fIETF °

HAEER

EERTE NameNode LUARH Jolokia API » {&B] L TE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh FE&E L
TRA :

export HADOOP NAMENODE OPTS="S$SHADOOP NAMENODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

#HB NameNode

HERTHB) NameNode LL/AFF Jolokia API » & BT LATE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh AE&
EUTRA :
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ERIEES
B ERE DataNode UUAB Jolokia API » &R A7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh REEEL T
A
export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote
-Dcom. sun.management . jmxremote.port=8001
-Dcom. sun.management . jmxremote.ssl=false
-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"
You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
BREESR
EERTE ResourceManager LUARS Jolokia API » f&B] L 7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh A
BREUATAR :
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

ENRLEIRES

EERTE NodeManagers LL/AR Jolokia API » fERJLATE <HADOOP_HOME>/etc/hadoop/hadoop-env.sh H15&
EUTAR :

export YARN NODEMANAGER OPTS="SYARN NODEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.

EREL MRS

HERTE JobHistoryServer LI/AF3 Jolokia AP » &R LA7E <HADOOP_HOME>/etc/hadoop/hadoop-env.sh H1
REUTRE |
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats
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global
daemon

maxconn 256

defaults
mode http
stats enable

stats uri /haproxy?stats

stats auth myuser:mypassword

timeout connect 5000ms

timeout client 50000ms

timeout server 50000ms

frontend http-in
bind *:80

default backend servers

frontend http-in9%9080

bind *:9080

default backend servers 2

backend servers
server serverl 10

server server?2 10

backend servers 2
server server3 10

server serverd 10

BRI ENEMAVEREA » 552

YIRE st EEs
LEIWRYICYSESEE G
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2. IREHARZERANKENRE > IECHFEATEANFERRATARENE > FiE—T TFERHRA X
RRIEZEYETR o

3 EERAN I ERINERNAIRFIER - KoILUEERE + RIEFIEH RIBMEHMIAEFRER - &
B | AAETREHENRESRETOE GINREXRHAITE) KA ERTRNNEFNEE

4. (RKEBRTES R EENNES o SRPERBEHARKEERNEERARI T ESNERMBFIARRE o
[Kafka AR E]

2
axX AE

Kafkaffifr E it telegraffiVJolokiaififf - HNEENFME Katka KIEREAKREEE ' AtEEEMEH LEEE
3538 Jolokia AF JMX o

HAM
Ao E B3 ¥ Kafka lkZs 0.11.0.2 BAZERY o

AN —]
X AE

MUTFFAREAIRER kafka FIREAIER loptkafkal o EEILGEREUTRIAMURMENZEAE o

R R
Jolokia FXI2 jar #EZMAR TH" o AEAIKRAZ Jolokia LI 1.6.0 ©
WU TERBAMRE THAY jar #£Z (jolokia-jvm-1.6.0-agent.jar) fii? [opt/kafkallibs/) fiIIE T °

Kafka 4842 A

ERTE Kafka Brokers LLAFA Jolokia API » f&AILLTE <KAFKA HOME>/bin/kafka-server-start.sh f1fY lkafka-
run-class.sh) MY Z HIFIEL FTAR :

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0

-Dcom. sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME

-Dcom. sun.management.jmxremote.rmi.port=$JMX PORT"

AR > LEMEAIER hostname -I"ZREETE‘RMI_HOSTNAMEERIZEE o 1T 18 P #23 » HmERITHE
MU ELRRE OB RMI B4R 1P o
REIUAA IMX (9999 LA E) #1 Jolokia (8778) EIZFARFAVEIZIE - MREE—EAEP IP 2REHTE Jolokia » &

BIUFABECH IP B Tcatch alll 0.0.0.0 ° 353X > It IP FE A telegraf I FEY - MIREFBETHHEE
78 > ATLAfEREEIE -Dcom.sun.management.jmxremote.authenticate=false; ° FFRAEEES
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Kibana Ei} U EE2S

Data Infrastructure Insights{# LB #HK &SI Kibana INEETSHE ©

2R

1. 1 rriRER > YeEERS R > R— T+ ERURERS" o B2 Kibana ©
FEERE Telegraf AEBREANIERRAHTFE -
2. MREHARZEANRKENARIE > HECHRERTENEERR TS

B EZE SR -

i ZERARIE

ENELSaTE EIRLIP

LEAIE > FE—T TERREA KU

3. BERANILERINERNAIEFIERE - M LEEHE + URFINEHR MM IRFIER -
8%  RAECHENENRESRETHE BINREERGF/TE) KA EATRNAEFNES

4. KEBRES RECEERINESS - MPARBEANKEERNIEERRN T LEETMABFRTR o

[Kibana BCE]

R AR—

X AE

B el AT Kibana SZHE" o

IR e

WE LA T R EL s 83E

By : ZEAT -
HE4 fnsa e At
R FEHERR

EZEMAIR SRR ©

BNRLIP ENRGAE RRASIRAS
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Kubernetes E33% Operator Z24E £

Data Infrastructure Insightsz Kubernetes £ 51217 Kubernetes Monitoring
Operator ° EEZE Kubernetes > Collectors > +Kubernetes Collector REF EHAVIR(E

=
Z4E Kubernetes Monitoring Operator 2 Fil

BE"FMMETTELE TR Kubernetes Monitoring Operator Z B » s57cREX {4 ©

2245 Kubernetes B 1R1EE
kubernetes Deploy NetApp Monitoring Operator
Kubernetes Quickly install and configure 3 Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..wENdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Nesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.

28


pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html
pre-requisites_for_k8s_operator.html

o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

7 Kubernetes %%t Kubernetes Monitoring Operator fXIEF2 AP BR :

1.

.°°.\‘.°’.U"

WA M—RVEE LB R R o MRIRFARELAIR Kubernetes Operator —#k » £ AERAIE B
anaZEfE o

- MABLERAE SR TEGH SR ERENTEIRLE o
. A2 UEE R ERBER) bash FBE LT o A& T & Operator ZEfE o 7535 » ZIEN IR REEW—28% > W H

BXHAR 24 )\Ef o

WMRIEH BT WA AGETRE > s5EBTER Image Pull 220EE R ER » 8 H AL 2| bash shell FAHITE ° 12
IEGE » GHERD ,L':E’Jﬂ\)&{a%ﬁr RARMREERIREAN B K454 o EH_operator-
deployment.yaml_ FIBYERE LUK _operator-config.yaml_ H18Y docker {#1ZERE ©

MREE > FEEANEEEER > AINKERFAREERTE o oI UREE LN IEEE" o
ZHIF% > FBES kubectl Apply T2 R & ~ TEHIHITE ZKERZE Operator ©

ZERBEBET o TR BT TP % o

TSR » — T T %l o SFREGRMIBRINE 21F operator-secrets.yaml FEZE o

MREHE B #FE > BREEAEFI/AAA docker BE ©
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Kubernetes B4
Data Infrastructure InsightsKubernetes 512 FPO{E E5 =TT 4R AR
© BRI
© HERRRNBERIMIE] (RTEE)
* EHHEFE ()
* 8o (A1)

5% IEE/R—F » FE Kubernetes WWESSERZ B LUER Y ; MMRIEREAEESEUESZNTH > BIAILGE
BEEZXE Kubernetes > Collectors Mt SEEARINESZN =@, EEPFEE BRIE KEHTE

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ RO [Tl = lter..,

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A o l.@ Rodiviieplovent

RRETESETANERGAR > TASFIERIEEEFHAAZESRTH -

{3 kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

F+4R 2 B2 #78Y Kubernetes Monitoring Operator

DIl $ZERF+4R
&R LA DIl Kubernetes Collectors BE 4% Kubernetes Monitoring Operator © 32— T EFH 4RI ESHYE

i
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B RRIFETHR - RIFERFEREEEESR > BENMZRETREBIHNITAR - HDER » TREZIREEIK
B THARETR) ERE TR - IRBIEHER > LI LUEERRREUTRESHMER > LSETEN
ERFHREEHRIRER ©

ERLBREFEETIREAR

MRECHIREEEEAERUANREE > FRAEITIRIFEFIENAEREREZRITREENREEFERRS -
MREAARBEPBEIRVEGIVER > IAEFEMMEEREEELERAR - EERBEGZES LERENE#E
[ > SEfERLLT cosign THA » FEfR L 3 THEEMFIAEGNZRRAIE | RiFFEEG LERTHAAREE

> BIRAIELA B

cosign copy example.com/src:vl example.com/dest:vl

#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

[EIRE 2 BB TRURR

IR CERIERFAARINFEE TR » W EEFAREB CRABEIERARAEVRIFEREREEE > AR UERARE
R REBFEREISCATNITARRE - #H—TERIRNBRESEVES - A%REE MR o

FEFHR

HEEIRA Operator /G TEIE AgentConfiguration (YIREHIEAZEM R ETEREY netapp-monitoring ~ sEEEAA
HENGRER) -

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration
WREE  AgentConfiguration

© ZACERFH Operator B IRA M Operator ©
o BRI IS ARG N RICER B HEE -
N8 AgentConfiguration NE7E :
* 5 FData Infrastructure Insightsi& B ZEELTE (MNREHHRITEBAETERA netapp-monitoring » F5E A
AEENmRER) -

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0].spec.cluster-name}'

* ¥BIIRA oOperator BIEN (MREMHBZTMAETERM netapp-
monitoring? ARRATEENmAZER)
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kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, fERZE>>IHERNEER
* <<installing-the-kubernetes-monitoring-operator, TS SRR IES o

° ERERNEELE

° TFEERHTHY Operator YAML 122818 » 1E2PE 2 71 ° 1 agent_backup.yam! iR EIRVERIBF]IEEBIEE!
T &HI operator-config.yaml °

© BARCHIEEMN A S REGNRIEERBIH#EFE -

{Z1E B E) Kubernetes ESiZi2(ES

E{Z 1k Kubernetes Monitoring Operator :

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
E{#) Kubernetes Monitoring Operator :

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

FRPRR

fi|f% Kubernetes Monitoring Operator

#/£ = » Kubernetes Monitoring Operator ByfEs%anfaZEfEE netapp-monitoring) ° WREERE T H 2RI
M REEETHERES CHERPIZa BT -

BILAER LT 65 @ ENE BT iR AN R B IR IR (F S

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREERFESETHA CHNEAMRERT » FMkrxaRZzER :

kubectl delete ns <NAMESPACE>

AR I MRBAASLRERINENEIR” > sAERU TSRS ERSRIEITIRES -

RIEFAITATEESS - REBCENRE > Hh—Ea<aft e &0 RIEEIHESR) A8 - ERAUZ2t2
BRSNS o
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kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

NIRRT ZE L TFXAIR !

kubectl delete scc telegraf-hostaccess

B85 Kube-state-metrics
NetApp Kubernetes Monitoring Operator 222 B 2 B9 kube-state-metrics LU 2 BT ELth B 51| 35 £ &€ o

B Kube-State-Metrics FIE 8 » FBRR"AE" o

ECE/BTRFR
BLHHBEAMETRIERRE « FRRERN - EABTHMA docker #1FEDER Openshift KIEH o

[H=§=3C]

R IEABYER RE AT LATE_AgentConfiguration_ BETERPECE © A LITEEIZ 1R I1FE ZAIIEBRE operator-
config.yaml FEERIAFBUILER © X EZEMRHEHRERA - EFTIR 7 HRE MRS RIMARAHIIRIE
E o

T AIUERZ R FERERAU T THRBUILER

kubectl -n netapp-monitoring edit AgentConfiguration
HEMTECEPER operator FRAEEXIE AgentConfiguration ’ :HMIT FAER% !

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED MEAARSIHEER CRE) 1 AR > AR BAELARCHNIREEA RFER

AgentConfiguration ©
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FcEREXRER

&R ATE R B B B 75 fE B A IBF2 T 3R 2 4E Kubernetes Monitoring Operator o 54 7] gE 2 AHE S &2 AR

* BITRERBRE (FEA curl”) HBREERE » UEBHTRERER BRNARFEZEEITNData
Infrastructure Insightsi&iE
* B#Z Kubernetes &£ B {THData Infrastructure InsightsIRiZ i@ FAEAIREE
MNEBTH EH P —ESAEERER IR » A7 L% Kubernetes 12{EEfRES » TN BLBRRIEHNRIERENEES R

e pYData Infrastructure InsightsIRIE#TT RIFRVE o INREH IR B ] AR IEFH EZ 8 Operator BI17
AR23/VM 7FEYData Infrastructure Insights > BREEIEHIIER] SEAC B IEFE ©

AR %4 Kubernetes Operating Monitor B9fCER » TEZ4E Operator Z Al » 555% 1€ http_proxy/https_proxy
IRIBEH - HRNFELERIBIRIE > EAISEEFERE no_proxy environment B2 o

EERTHE » ;AEREE Kubernetes Monitoring Operator* Z Bi*fE &4t E#ITFFISER ¢

1. ABRIERERTE https_proxy F/5X, htto_proxy IBIEEE)
a. MNBEERENREBEREXNZEE MRS (ERELB/EHE) » FATUTHS !

export https proxy=<proxy server>:<proxy port>

.. MREERENAERBERASMRSE (ERERE/ B > FHTUTHS !

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

¥R Kubernetes # £ BiData Infrastructure InsightsIBIR@ARIKIE » :E1E BRI A ELRA% Rit
Kubernetes BE1F1R(ES o

7£EBE Kubernetes Monitoring Operator Z A * :55Cs&E operator-config.yaml i AgentConfiguration B9 proxy
&L o
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

EFA BB Docker EE

FERRIE N T » Kubernetes Monitoring Operator #&#£Data Infrastructure Insightsf# 77 EEIRENVA 23 & - MR
B Kubernetes RE1EARBIEET » BZEEREAENBETHFAA Docker #FEN A 23t R PIEEA 23R
% > BINZBRLBEH Kubernetes BT iR EEFR R A SR HITZEVE o

#ENetApp Monitoring Operator Z2£[E1RiE1T llmage Pull Snippet) ° ItEar <& AData Infrastructure

Insights&TZE » AIRIEEIRENFAA & MHRIE » W B HData Infrastructure Insights&1FE o HIRIRTE » @A
gf#ﬁ’ﬂﬁ%ﬁﬁ?ﬁ%ﬁ%zﬁﬁ% o LA TEIRMEEFERNAAERG » BIEFEANE - AR T XU T BELE &GN

¥ty Operator IHEEF] Kubernetes B5#%

* netapp-E5i%

* ci-kube-rbac-fXI#
* ci-ksm

* AAEAER

* distroless-root FAF

=M
« ci-fluent-bit

* ci-kubernetes-E{4E H 2§
HBE& S SEFNH[E]

35



* ci-net-EiERE

RIBEHNATBEREHR(ES docker BREHEXEITAYFAN/ZASH/ (R 2 docker fETZEE - R BEERESLEEGHNE
BIZEA B ##REEData Infrastructure InsightsfF7FEHRH—2 o

4RmE8 operator-deployment.yaml| 518 monitoring-operator 2858 » WASKFRA MRS | AU EREZRIFAA Docker
fE7ZE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

4R¥8 operator-config.yaml H8Y AgentConfiguration > L BRERRY docker repo il & o AEFAAGEIFERILH
89 imagePullSecret » EZ ¥ M E B RB hitps:/kubernetes.io/docs/tasks/configure-pod-container/pull-image-
private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

REFZEER API TZEUERL
FUEIZIE (U0 Proxy f#7F/E) EE Data Infrastructure Insights docker f#1ZERREAZHE o ZEEEFIT Ul HIR
HAZHBERY 24 /B o R LUER API Access Token 12 docker ATFEZRHE » MAMERAZZHE - I E AP

Access Token B3X > ILFIEME—EHEN o (AT UA LS E BRIEL #HY API Access Token @ S¢fEFIRARY
API Access Token °

"TEIERIRE" WUEISEILHT AP ZEVRERLAYEREA ©
HER T operator-secrets.yaml 12 FIREBERAR AP| ZESHE » FEABERTUMIT G -

grep '\.dockerconfigjson' operator-secrets.yaml |sed 's/.*\.dockerconfigjson:
//g' |base64 -d |jg

EEIEEITH operator ZEFIREFRAR API ISR » EAZETUHITUTHS !

kubectl -n netapp-monitoring get secret netapp-ci-docker -o
jsonpath='{.data.\.dockerconfigjson}' |base6d -d |jqg
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OpenShift :51F8
WMRIEHITRIZ OpenShift 4.6 HEShRZS > BIAEAREE operator-config.yaml FEY AgentConfiguration LAERFS

runPrivileged & :

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

Openshift AIRE G BHfREIMNIZ 2 4R » EMPELEHFELE Kubernetes TTHFAITEER ©

ABEMSH

netapp-ci-telegraf-ds ~ netapp-ci-fluent-bit-ds 1 netapp-ci-net-observer-14-ds DaemonSet 24 ZBTE # £ =E
EfiBE_EZHE—E pod » UUEIERKEFBER LNEE - I2FEEREAR T —ERATARMN SR - MREE
ERE FRCE TIEIBET/SRE » WEMPELE Pod TESMERNRL LIETT > BIRIURELSHEYL *BIE
7£_AgentConfiguration_" ° MIREERK B SHERERETNMANR > ISt HARIRIESSEEH
ENBTE » UAFFRAEMMITIRIES pod °

T B Kubernetes WEZER SHMBTE"

3R[E" NetApp Kubernetes BiZi2(EE L4 BEE"

B RIS B

HEMMIBR Kubernetes Monitoring Operator ZEE &£ B VIR » SR LI 2 A1 operator-setup.yaml ¥&
ZHMpE T ER -

ClusterRole/netapp-ci<namespace>-agent-secret
ClusterRoleBinding/netapp-ci<namespace>-agent-secret

MFRERTR - WA REEREFRIRER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

MREATEFE N » s51E2 AgentConfiguration B, operator-config.yaml WBGHH RS E SRS » MxEE
BIRED TEE kindsTolgnoreFromWatch: "secrets™ o 5 B IL{THEE S| SEA &5 | SRAVEEMNIE o
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change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

5355 Kubernetes E5F Operator $5R%5

IREENMEG R EIENFE *Eﬁﬁﬂ%f%ié]ﬁﬂNetApp o fRA] LUITE R EERT(ER cosign TEFENEREMIRE > 5%
T Kubernetes /EAYEHIZS o AR T HRE L 1R » 552 "Kubernetes SXHE" ©

RRERRGELNARAIE (ETIREE ) REMASPERE > (It TAE | SIREERE LEITHAARE
B> REREQR T

AEFYRETERES AT TR

1. BRETEIGR AR &
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3. HEEIREEQE (#HIFTA di-image-signing.pub)
4. {FH cosign EEERRE © FHRBILLT cosign AAEHI

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> —--
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]
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sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
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setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>
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mething larger than current
setting>

fs.inotify.max user watches=<some
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows v

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

.@ Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

.ﬁ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

e
X AE

BRI T MongoDB STAE" o

YIRaM st BLES
WRELL T B L Etaas -

48


https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/
https://docs.mongodb.com/

BAY TR B BB, -
MongoDB BT S

MongoDB &} /& anR IR EHRTE BRE
2y
BEEHEER

ECICIIY 27 =

MySQLE &SR
Data Infrastructure Insights{#F LB UK EE2IE MySQL UREEHEHE o
L8t
1. AT ERER M > IR P > F— T+ BRI EESS © B8E MySQL ©
BRI Telegraf NIERXNIEERFAHTS

2. MREHAZERANBENARIE > FELCFERTENEERRATFARENRE » FiE—T TBERRAI XU
R ELZEYETR o

3. EEANILBERINESRNAIEFEIER - CrILUEBRE + AIEFNER RSN AEFENER - &
B | RABTHBENBENKRESRETOE GINREERRITE) KA ERATRNAEEFNEE

4. KERRE S RECEERULES - MPARBERANKEENNIEER RN T SREMAFRAR °

49


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service
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Metstat Configuration

netstat Gathers netstat metrics of the host where telegraf agent is installed.
What Operating System or Platform Are You Using? Meed Help?
iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key

*Please ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d', folder. For axample,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-netstat.conf file.
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Nginx Configuration
N Gi“ x Ea'g" ers Mgine rﬂE:rgii:.

What Operating System or Platform Are You Using? Meed Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%5ec-ddcb-A4404-977b-7 17283 1e1ad3) - | == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

LA

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

RIE

Nginx I§1ZUWEEZE Nginx"http_stub_status_module"#EXE ©
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service
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