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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help

B Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4eh-4404-977b-71fa93Te 1 ad3) v + Agent Acress Key
*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

® 00 O

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).
a Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

a Fastart the Telzaraf service

AR > SR "ActiveMQC "
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fﬁ-\F‘F\CI-I E Apache Configuration

Gathers Apache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service
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LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

RRETRIMETER

mod_STATUS. RUBRYLZEM Tusr/local/ap2/conf/Extra / httpd-info.conf) TRUAHBEHEFTIZHE o sHHEE 2% 4R AER
tETHIEE (BELEEHEMES

Hak

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On

gn%E T od_status | EAHAVEFMEIET » 552 R Apache XX (4"
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Meed Help?

Follow Configuration Steps

Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

ﬁ Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

@ Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

@ Postart the Telegraf zervice

WMEFAME"CouchbaseXX 4" » sF2H] o
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CouchDB Configuration

Igl EU UEhD EI' Gathers CouchDE metrics
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions
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m
o
1
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Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

@. Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port
ﬁ Modify the URL if CouchDB monitoring is exposed at different path

@ Restart the Telegraf service
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- docker | Dosker Configuraton

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

E
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sudo usermod -aG docker telegraf
gﬂ%Telegraf'f‘%iiﬁit%EKubernetes PodNHIT * AR ERFHEEPodHH
Volume * REBZEIRELESE /var/run / Docker o Bl ~ A& TFFIEBEFIEErodcast MK :

volumes:
- name: docker-sock
hostPath:

path: /var/run/docker.sock

type: File
A% ~ I T5IEB g EContainer !

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

#HEE © Kubernetes & 1R Data Infrastructure Insights L2 & BB IR ML EFE o

FBTCPImE FEXDocker
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Docker Container
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Docker Engine
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Kubernetes Container

Hash Kubernetes
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iBKubernetes ContainerE&

HENENst8iKubernetes
Containerf% LEFIL S B

&Kubernetes Containeré%

IFER B R Kubernetes
Pod#% 1 EPRHAContainer
g f&Containerik
REContainerhik A~ & 24

#&Kubernetes Containerst

IR 1EKubernetes
Containergf8Kubernetes
Docker Type Kubernetes
Pod%fEKubernetes Pod
% Z=2fM Pod UID

KubernetesyV#8IDEZ5IP
ERELUUID Dockerki

ZKubernetes 10 Configr]

R Kubernetes 048883
JEOpenShift IO SCC
Kuberneteszi
BHKubernetes@@m%4
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Elasticsearch Configuration

(Gathers Elasticsearch meirics

== elasticsearch
_—

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - +A.gerl:k:c25ﬁey

*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Meed Help?

Follow Configuration Steps

Copy the contents below into a new conf file under the fetc/telegrafitelegraf df directory. For example, copy the
contents to the /fetc/telegrafitelegrafd/cloudinsights-elasticsearch.conf file

. Please specify & real

i

ﬁ Peplace <INSEQT_ELASTICSEARCH ADDRESS= with the applicable Elasticsearch addres
machine address. and refrain fromn using a loopback address

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice

IBSHEEN RS B2 -

YIRSt RS
g oI R EL 8038

Y/ il B
EHESEE an R E ENRLIPENRS R B R SRR

B R AR, LRI EEESHZLID ESEIELIP  &IFID
ESERZL
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é Flink Configuration
Fiink zathers Flink metrics

feed Help?

What Operating System or Platform Are You Using?
R 'Windows

Select existing Agent Access Key or create a new one

1ad3) - < Agent Access Key

Dafaulc {405 5ec-dacb-3404-977b-7 15583 1efad

*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians
Follow Configuration Steps Need Heip?
9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.
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JobManager : FlinkEB &4 - HRA—RVINITEEES - TR AERTEY  RAEES TIEIJobManager
o TaskManager : LE%#HTFHML%?E’JLLE Flink§h#2 {2 MU Telewrafffy JolokiafMET2 X B EEE - BI40 - 7
ZEEFRBFlinkTHWEEN - FETFIB T LiEBJolokiaETTREM AR ©

1

>t
)

EENk

4BRE Z2ARIEFlink 1.5.0ARBAZE TR ©

K3
frit

JolokiafCEEFET{Jar
HRFAEER T ~ HBE T EHJolokiaRIBIEZ N JartEZHIRZS o Rl B AR 408 22 1.6.0" o
T EBAREE TEMJartEZ (jolokia -jvm-1.6.0-agent.jar) i Topt / flink/lib/1 {8 ©

JobManager

EEi¥JobManagers& € 2 ABfJolokia API ~ SR LA7EEIEL LERE FIIRIBEE - AR EFENEIJobManager :

export FLINK ENV JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"
TR Tolokia B EARINERE (8778) ° MMREAABBIPRIEE Jolokia ~ ERILUABECHII
PREXAN M2EMMEL 0+ 0+ 0 o FHAE ~ LbIpBER TIEABIMIMERTFEL ©

IFEEE

E‘&E& TFEEE) LUEETR Nolokia APl ~ fERIITEERRE ERRE FHIRIRER « ARENRE [TIFERE

A0 Dt

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

"'"EJL,U%Jolokla%?%THE’JLﬁiE (8778) o WIRTHEANEIPREE Jolokia * RIUABESHI
PIREVAX TE2ERME) 0 - 0 - 0 o FHFR ~ TP BRIER TIEABIMBFENFE

MRS
WE T R E 5t #Es
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Hadoop Data Collector

Data Infrastructure Insights A LEE UK ERZNE Hadoop UNEEFEHE ©

T
1. % * ol fElhR > UnEERs * ~ #—TF * + BERlIKEESS * o 13E Hadoop ©
EI L TelegrafVIBRERXNIEER AN TS o
2. INRITIERLZE Agent EITIE > BERTENEERMRN TS XL Agent > 35— _ BEnfETR _ U
BRAERRIEERZEE" o
3. ENERMILERNEREANRIEREXENEE o KoiE—T +RIEBEEXENEE RRmg e
FHEHE - REEBBME | AARTRERBENERDER « 7 EATRANAERFIER « fINKE
ERGRIFE o
4. FRIRMART IR EERNES - LM ERATARKEERNIEERAR TSR MABFIRE o
Hadoop Configuration
Gathers Hadoop metrics.
What Operating System or Platform Are You Using? Need Help?
&) Ubuntu & Debian -
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Select existing Agent Access Key or create a new one

Defauic (40505ec-ddcb-2404-8770- 711583 1e1ad3) o =+ Agent Access Key

-*Please ensure that you have a Telegraf Agent inyou ervironment before configuning Show Instructions
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Meesd Help?

Follow Configuration Steps

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,

NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOOP_SECOMDARYNAMENGDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

SEE M HadoopZPE R F NI -
* NameNode : Hadoop D E{RIERE R4 (HDFS) TE R4 - 13— %5DataNode ©
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* XENameNode : FNameNodeHIBEE A #HT%5# o fEHadoopH » A& BEF AR ZENameNode ° R
:cNameNodeﬁﬂNameNodeH&%ﬁuﬂ MEEZERFER AR ©

* DataNode : BERHERERE °

* BREIESS  BHIERSA (Yan) o #3E—&%IBINodeManager ©
* NodeManager : EHER - HIITRRAEANERAUE o

* JobhistoryServer : BElRFA LIEEZCEREREK ©

HadoopﬁHﬁfﬁzEL,(Te|ewrafE’9Jolokiaﬁbﬁr&ﬁ%gﬁ%oWJizu EENFBHadoop Tt IREE « FEEFE
ol _EiFEiBJolokiasz EFARRIJIMX o

i

>

¥

H
#ARE

k3
ZiR#EHadoop 2.2.9hRBHEE MY ©

=
trrr

K3
it

JolokiaftIEi2Jar

HRFREER T « BB T JolokiaREERZR JartE AR < Al AIRE R 4R E L IErE1.6.0"
M TERBEREE FEMJartEZE (jolokia -jvm-1.6.0-agent.jar) it T/op/Hadoop /lib/] {iE °

NameNode

EE:%ENameNode L ARfJolokia API ~ &AL #E<Hadoop 3 B >/etc/Hadoop / Hadoop -env.shA&E F57)IEE

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

KENameNode

B E I RENameNodes% TE A ARdJolokia AP ~ &R 7E<Hadoop 3 B #%>/etc/Hadoop / Hadoop -env.shHE%E
THIER :
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode

++

a

=

E i DataNodes& E 2 ARJolokia AP ~ {&B] LA E<Hadoop ¥ B >/etc/Hadoop / Hadoop -env.shF1z& E T 518

export HADOOP DATANODE OPTS="$HADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8001
-Dcom.sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

EREERER

++

a
=

EXTEREERERNUARJolokia API ~ f&B] I <Hadoop 3 E>/etc/Hadoop / Hadoop -env.shA & E F5!18
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManager

++

E X ENodeManagerX AfdJolokia API ~ &R MA7E<Hadoop 3 E>/etc/Hadoop / Hadoop -env.shH & E 51
I5H

export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8004
-Dcom.sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

EREL RS

H Z&JobHistoryServers& E 222 FJolokia API ~ & R] A TE<HadoopF E>/etc/Hadoop / Hadoop -env.shH & E
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service
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4HRE ZARIEHAProxy 1.1.4KREAZETAY ©

Uz

At
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EERAMETER -« SFfREEHaProxy BREIEE « WERIKH SHEMAE/ZIEM/EHaProxy URL ~ 7£ TER
2] BRZEHETIT !

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

W 2R AmEt BRI CEEHIEREAE -

global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms

timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9080
bind *:9080
default backend servers 2

backend servers
server serverl 10.128.0.55:8080 check ssl verify none
server server2 10.128.0.56:8080 check ssl verify none
backend servers 2

server server3 10.128.0.57:8080 check ssl verify none
server server4 10.128.0.58:8080 check ssl verify none

MFTEBRIAIET > BB HAProxy S o
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) » + Agent Access Hey
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

9 Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

@ Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port
ﬁ Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

@ Reastart the Telegraf service
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service
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4HRE 28 ¥IKafka 0.11.0.2RRFRREES -

MU TFErBIENIRRENKafkaL B % Mopt/Kafkal o IR THIET « URRIEHNZEME o

Jolokiaf{IEi2xJar

Jiokia fCIEF2R Jar IERMNBR"E T "BIARZ o AIEBYRRZS EJoslokiaftiE1.6.0.

LUTFERBAREE FEMJartEZE (jolokia -jvm-1.6.0-agent.jar) fiIi? [/opt / Kafkal/libs/y HIMIIE °

FTRFELA

EEHFEKafkaVEEE LA Jolokia API ~ #KBIIUTE TKafka-rer-class.shl @52 A
f£<Kafka_hom>/bin/Kafka-server-start.shF#i 51 :

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/Jjmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

nE_l/ s EaEsGIER TE#ARE-11 KERE TRMI_HOSTNAME,] RIBEH - EZEIPHIEF - BEREILR
7_'- ”&%:u\FﬁEQIL\EIJRMl E ?IP °

TR A JIMx (£759999) FlJoslokia (8778) FEERERVERIE o NREA AERIPIREETE Jolokia ~ ERILUAE
CHIPZRE T2EME ] 00 - 0 55 FE ~ LIPKREREHTIEASIMIMEREE - MREFRBERE - 7T
fEF -Dcom.sun.management.jmxremote.authenticate=false'] I8 o EAREHEEEITERE o

IR HE e
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Kibana& & 23
Data Infrastructure Insights fEFALEERIURE S Kibana URETEER ©
L8
1. 44 * oIfalAR > UREESS * ~ H—TF * + BRIKESR * © B8Z Kibana ©
EINZE Telegraf CIEREXNEER AL TS ©

2. MRICHR L Agent AT » BBEATRNEEARRT AR Agent > #H—T _ BRER _ UL
REBIET IR o
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

MEFFAHE N "Kibana>X " » FB2H ©
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Kubernetes Bz =& Ry Zr L Bl4HRE

Data Infrastructure Insights 2 Kubernetes £ &1&ft * Kubernetes Monitoring Operator*
o BIEEZE * Kubernetes > Collectores > +Kubernetes Collector* L ZBEFHVERF ©

%2

#£ Kubernetes Monitoring Operator 2 &

L FH4R Kubernetes Monitoring Operator Z Bl » s55E 2R Jo &4 XU o
Z 4 Kubernetes Monitoring Operator

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..nwENdM) v -+ API Access Token Production Best Practices i@

Installation Instructions Mesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace

Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

£ Kubernetes %% Kubernetes Monitoring Operator Agent BJ % :

1. BAM—EELBNGRER - MREFHRERE LA Kubermnetes BHF » FHEAERENEE BN
B[ o

2. —BEABLIESHE « BB LU Download Command | EZ#E 54 E|5IRLE o

3. RAZTURE R ERBAE_bash_fREPIHIT i THIRMFELRKIER - FF1E - BEANBRRABERNER A
RUBF 1 7524/ N5 ©

4. MRIEHETHINBERERE ?’E%&EFHEI’J MEf%) HHENR ER ~ i EBLA bash Shell MEANLUENTT o FLGHEER
TERE ~ A HERE ,L':E’Jﬂ\ﬁ{a%ﬁr SRS MERIERIRAREC N BRI S 454 o B operer-
deployment.yaml FREJEETE ~ LUK operer—conf/g. yaml FEYBISIAEHFERTE ©

o, gﬁﬁ?% ~ SAR R AT FRRVARRREEIR ~ U0 Proxy SUAAAREFERTE © S URIEE SN EEEEE

6. EFEIT 1% - A1EE KUBECH ERERIEA B ~ TEHIEHIT « USPBIRIES ©
1. ZREEEBELET - TREE—T_T—% _#%ifto
8. LERME —T _ T—% _ &l o AR L 27F operer-Secrets © yaml 12 ©

UNRIGERRYE Proxy @ sA2 RN E Proxy ©
MREEBIHEFE  AREANERE] / hE RERERERE °
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Kubernetes E51= 014
BEEMZE Insights Kubernetes EsiZ PI{E B o440 AK ¢
c EBEES
* HEERAABEBIMIE (EA)
© BFCER (EA)
- BED GEMA)

RIEFER ~ B8 Kubernetes WG 23 ER G BRI LAUERTH ; WREREAFESEWERBITTH « LRILUAIE
E Kubernetes > Collectors * ABNEEARAIRIMESS =85 ThiERPER EXEZE) - BHER -

NetApp / Observability / Collectors

Data Collectors Acquisition Units Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ RO [Tl = lter..,

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated © 1.1540.0 © 13470 © 1.162.0
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A Outdated © 1.1555.0 N/A o l.@ Rodiviieplovent

SHEETESETHRIBANAR « LA RIGRERFAREAXRESRITH

kubernetes

Modify Deployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis

ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

F4RZE R FHY Kubernetes Monitoring Operator

FIENIRBER FREGEE AgentConfiguration (MIREHa%ZEEFETEREY _NetApp-monitoring ~ :EEXEE
ENmAZER) -
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
WMRTEFHE AgentConfiguration

* ERFAEEFHNRMERT -
° FEARECERANZ AN ARRE BT #EFE

N AgentConfiguration RZTE -

=] REZ=

* 5Asc FPEMERRIERRAENEERE (NRENHRERTERRN NetApp B ~ FAEERNS
HZERE)

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'

* BURAERFIEGD WRENHRZERTEERA Netapp
ERIEINAE ~ SR B ERA R ZER)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, fRRZES>IHAENERF o

* <<installing-the-kubernetes-monitoring-operator, ZEESSRITAVER T ©

o SAIERERMEE LTS
o TELERFTRY Operator YAML 1&ZE 2 % ~ 585t agent_backup.yaml FRERIEETIEREZE TEMN
operator-config.yaml - A BEITIHE o

° FEARCERANZMIENI ARG BT #EFE

{S1E B E) Kubernetes ESiZi2(ES

HEZ1E Kubernetes E5iTi2(ES .

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0

EER#E) Kubernetes Monitoring BHEF

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

IETERRRRZ S



#P% Kubernetes Monitoring Operator

#EE - Kubernetes Monitoring Operator B9F8:%dn & ZEfIZ  NetApp-Monitoring 1 ° IREERE B SR
57~ AEEERBTEURMIEREG T ERPIRAZHBZEM o

FIfEF 5 en < PR AR EOTAR A B BEIEIRF S ©

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

MREZRFERETHEBmRERF « AR ER :

kubectl delete ns <NAMESPACE>
WRF—(Edn<ERl RAFER -~ ARETIIET MRS ERREEITIRIES o

KEFEHITTIEEGS - REERMNZEERME « Hh—Ea<aggEh ARt AR - BEAEH
FEERRL RS -

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

MRFRERILZEMATRE

kubectl delete scc telegraf-hostaccess

B Kube-state5iZ
NetApp KubernetesBsiTi2(EE L4 H D IKube-&5 1512 « LB GBI H MBI TES S L& o

UNEARH Kube-State-Metrics BB > s5RR"4E" o
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task_config_telegraf_kubernetes.html
task_config_telegraf_kubernetes.html

RIE | BEJREE
BEEERESEIEREFAERE « £/ Proxy ~ EABHMAEANRERFENER OpenShift WAARTE o
AERGEEIR

R IEABERE FITE AgentConfiguration BE]BEIRFEITRE © [RILIMREE operer-config.yaml 1858 ~ 7EEREE
BFZRMRBILER - IERE S REREREEE - MBERMIRNERF > F2RBE R ANRE"

THAIUER TR EMBEER F 2 RIFEILER :

kubectl -n netapp-monitoring edit AgentConfiguration
EEHECHENESEERENEE R AgentConfiguration » BHHITFSL :

kubectl get crd agentconfigurations.monitoring.netapp.com
MREED THERKREMEMREE ( NotFound ) J B ~ BIKBELARCHEER « ARFER

AgentConfiguration ©°

% EProxyz1g

IEA] A TE M 5 ERFE A £ Proxy 2RZ4E Kubernetes Monitoring Operator © 3Z4E A SE 2 BRI S IEIL
AIProxy &4t :

s PUTLERRXIBRE (FA TcURL . ) BFEE Proxy ~ LFBITIERER RNAKREEFZEEM Data
Infrastructure Insights &%

* B1Z Kubernetes &£ 8 {TH Data Infrastructure Insights IRIE&E:AFTFER Proxy
WMRE(ER L E—BHmE Proxy - &7 %8 Kubernetes Operating Monitor ~ f&AZBSCHEE K8 Proxy
BERE AT Data Infrastructure Insights IRIE#EIT RIFHVE - IREHERIEEMRSS « METURBEZRE
EHFAMEARES / VM 77EY Data Infrastructure Insights ~ BIIf&HY Proxy FIREE IEFERRE ©

HI AR %5 Kubernetes fEE R4 Proxy ~ EZEERFZA) ~ sAARE _http (CIERIARES /https LIEEAR

28 _ IRIREH - R LLProxyIRIEH « ERAeth B E SR E_no_proxyEnvironments _ &8 o
EERTEY - ATRM * L * 28 Kubernetes Monitoring BHEFZ A * 1T 5 FEF :

1. ZBFIERERTE https_proxy F/38_https_proxy IBIS&E :
a. MRIFERENIProxy8EE:E (FHAERE/ZE)  BRTFIGS .

export https proxy=<proxy server>:<proxy port>

.. MREFERENProxyRAEE (ERERHE/ BB FRTHSH< -
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telegraf_agent_k8s_config_options.html
telegraf_agent_k8s_config_options.html
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telegraf_agent_k8s_config_options.html
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export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

$15% Kubernetes &5 AL Data Infrastructure Insights IR1E@ENAY Proxy ~ AERETFAIAIETR 2% « £
Kubernetes Monitoring Operator °

7EEBE Kubernetes Monitoring Operator Z Bl ~ 557t7E operator-config.yaml HE&E AgentConfiguration B
Proxy BE% ©

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

AR A AR EHEE

IR¥EFEER  Kubernetes Monitoring Operator &4 Data Infrastructure Insights {#7ZEHHEENA 2305 o IR
£/ Kubernetes REMARIEERE - BZEREXTEAENBETHFIAE Docker EFEH A2 S i PIREVA 23
& « B ZE8E Kubernetes Monitoring Operator Fr MY 23 72U o

1 NetApp Monitoring Operator Z&£/5IRHIT TFRIRENR &1 o tbd S EE A Data Infrastructure Insights f&#

ZEE ~ AL IRMEEMFRA EMBKM « 2% B M Data Infrastructure Insights 12 o HIRVERES ~ sAEIAIRE
M#EFEEFEN o o G THIRFEFMERNMERR « RITERILE - A2RTH - REELEZANA

ZIVEBEINAES Kubernetes B51%

* NetApp B5i%E
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* CI-KRBA-Proxy

* Cl-ksm

» Cl-Telegraf

* #% distrouse-root FAE

SEfracEk

* Cl-Fluent fii7t

* Cl-Kubernetes-event-Exporter
MR RN AE L th ]
* Cl-net-#iz&

RIEEEZEA] ~ 3§ Toperator) SRIBREFGHETIEH TTAB/AHE/ B2 RIBREHERE - BREHEERE
FRiE e AR R A AR & AZEC F0 B R ER1E £ Data Infrastructure Insights {77/ R AIBEIZSCH B SRR IS —3 o

£ operer-deployment.yam| AREEESITEEE IE « MIEKFAIBE IR BRIUER EHFATE Docker fETFE ©

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

7£ operer-config.yaml F#4z#E AgentConfiguration ~ MR PEFTHYAEIRE repo (i E o AIEHNAMEREERILN
8 imagePullSecret ~ MNFEFMME R « 552 hitps.//kubernetes.io/docs/tasks/configure-pod-container/pull-
image-private-registry/

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShiftig

MREEE OpenShlft 4.6 S EHARAS_E81T ~ BIAZBTE operer-config.yaml F4REE AgentConfiguration ~ 7 AE
EXA runPrivileged &€
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# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

OpenShiftA] SE G BIFERINNLZBAR ~ U HE FLEKubernetesTHHITFEY ©

RNEMTHR

NetApp-Cl-telegraf-DS ~ NetApp-Cl-Fluent-bit-DS #1 NetApp-Cl-net-#822%& -1 4-DS e BIE=ETHEE
EiRL EHFE—(E Pod ~ UEIEFEUEFIBEIRL ERVEBR - BERHRIEERERASTRELEEHM * 58/ * - IRE
EEs LA E TR B E RS » WEMELE Pod 7EEEENRS LIETT > BInJURELSRRIE *AE * '
AgentConfiguration 1" o IR ER BT/ SHERERETHMAEE « SN BEEIREESHBETHIEHKEN
BERINAE ~ UEBFERHITIRIES Pod ©

BEEE Z R Kubernetes "S5 4L EA " BYEE T ©

3R[E]" NetApp Kubernetes EsiZi@EE L * BE"

BRI R st

HE PR Kubernetes Monitoring Operator 12 1RE{E = SR AIEIR ~ SRTEZEE 2 A1 ~ 1 operer-setup.yaml 1&
ZPRIBRTHER

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

MRZBFAR ~ B REEETRHFER

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

WMREEEE D ~ s518EK AgentConfiguration Y, operer-config.yaml UBCHE B SR & ERAIEME - WEEEE
HEETES kindsTolgnoreFromWatch : T Secrets | © :5E B UILITHES|SEFEES SEMFEMNMLE

# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
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Ez% Kubernetes ESiTiREE R G5

REE MG R HIBENFIAERAMEI9H NetApp HE o BAIUEZEFIFER COKE T AFEHEEMG > oF
& Kubernetes A28 o MNFEELFME R "Kubernetes X 4" » 5520 ©

BREEREELANAFESRAIERZERFEZESRN _ EEN | RIRFERE LEELHAERHEE > IR
BRELRER _ TR

AEFYRETERES  AAT TR

1. B HIT TRAREEER B

2. HIFHRTE » SRER T ARFERR

3 HEFHAELARER (B89 DIl BREEE pub)
4. £ CO%EZE KEET R - A2 RUTHISERER

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
-—-insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]

SERE AR

WMRIGTERTE Kubernetes ESiFIRFERFBZIRIE « ;RER F3IEIE ©

R A

HKE TR EIKubernetestH&Volume BB FEM B IRfEEFSR ARKERS RERLEIRAN TelegrafIEIEZRN « REBE

& 2 BRVEBEALELR - FMKubernetesiFEVolume FZE R TelegrafYIEFET o WA ZEREA Telegraf

FERFFRRESNELIBRETE © 2.0 hREXEHThRES ~ B EEBEIERAY Kubernetes
= EEFRME - LUETF Data Infrastructure Insights ©
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HiEtrPEIELUUATASIAE ¢ E0901 15

21 : 39.962145 1 [z 5328 ° Hif¥ : 178 ) k8s.io/kube
CREIEIE | RSB / (75 / BE23 ° BifE © 352 : HEIEY

H * v1.MutatingWebhookbuilder 485& : {EIAR2S A ZI

FRESRAVEJR E0901 : 21 : 43.16178 {AlfREIME ATk

210 BB v1.16178 v1/816v1.v1.vi.vivlviviv2.1*

HEZD Telegraf BYEEERENE B TFFELL » 18 Telegraf
BERESTHT: 108 11 H 14 © 23 © 411P-172-
31-39-47 systemd[1] : EXENIMIMER EMBIFARZI
RN Bt ERSHTEEE 108 11 B 14 ¢
23 . 411P-172-31-39-47 Telegraf[1827]
Time="2021-10-11T14:23:41Z" Level=error
msg="Failed to create cache
directory./etc/telegraf/.cache/snowflake > err :
letc/telegraf/.ca Che : #E[REIE o ZBE \n"
func="govake.(*defaultLogger ) .Errorf"
file="log.go:120" Oct11 14 : 23 : 411P-172-39-47
Telef=18211-20211-20z"E 2B o FAEK
/etcltelegraf/.cache/cloflake/occ_restore cache.json

: EIEEEREZE S B #% \n" func="govake.(*defaultLogger
) .Errorf" file="log.go:120" 10 B 11 H 14 : 23 : 41
IP-172-39-47 teleraf[1821-2021:2012]EX&h Telegraf
1.19.3

7EKubernetes t ~ M Telegraf podikss FFEzR : T
EEIEmountstats B s £ $E38 - S EFIBimountstats
=222 ! /hostfs/proc/1/mountstats - $&55%2 : B
Eft/hostfs/proc/1/mountstats : #EPREIE

mkdir
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ENaE I

MRIEHITKuberneteshR A& RS 1.2089Kubernetes
2.0.0MRZX B FThRZS 2 Kube-stateEE £ ~ B rJfE & HIRE
LB o BEEYEKuberneteshkas © _kubeclthRZs 7
EHSKube-stR& EEhRZS : _kubeclt Get Deploy /
kube-state-metases -0 jsonpath="{.image}’ =ZE
BAESLEE ~ FRETUES HKube-state-metases
HE -~ LERT
%l|Les:_mutatingwebhookwebhookvalidkap_props_en
efroupZ2BIZBAE | resources=certicatesignquests 7K
FEHER ~ 4BEE  cronjobs ~ BUHEF ~ 2E ~ inE « &
MEABHIET ~ #E - TF ~ FREIEEE ~ spZEmM
ARSI ~ N34 ~ FHEERWIEE  FIEERMIEE -
BRERE ~ 8% - IRT ~ IRF - BRERERR ~ 852
ERHGE S8 EX - BR -BR-ER-BR-
Rl ~ BIFME ~ BIR - BRER ~ BIR ~ 7~ FBR
BE~BR RE - BF - BR - #7%F - HEERT -~ #
F 7R -BR -8R -8R #EFE
BHE -BE-BR -BR -BR -BFEE -BE R
- BR EBR BE - #EFE R~ #EE 'R
B-BR - BR -#FE -#Fe -BR-BEFE &
BBR -BR &R B:FE

webhookconfigurations * volumefft{4"

EE2EHMRERE - N EEGtHUb Y E"E#FMEF -« 75
2 - A ETelegraf BB BIEEHIT ~ FEEEFLAIIL
RS LEERENE o

N R BT M 3REI 1T SELinux ~ BYAJAEEPELE
Telegraf Pod 77EX Kubernetes &%t EHY
/proc/1/mountstats 1§23 - BE e ARLLRS ~ FB4REE
agentconfiguration ~ #A%&EXA RunPrivileged 5&7E °
WNEFEHAE ~ 55"OpenShiftis "2 o
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AR

7EKubernetes t ~ A Telegraf ReplicaSet pod#Rss T
Hl)$&52  [inputs.prometheus]&zRin plugin : Could not
load keypair /etc/Kubernetes /pi/etcd/server.crt

. letc/Kubernetes /pi/etcd/server.key . open
letc/Kubernetes /pi/etcd/server.crt B $##EiE 1 HIHEZE

HAPSP/PSAIRIE - EREER EHMEITRER?

BREEHSBRFERATIME « MEKER PP/PSA

Grep -l pp (FEREETRIRAZEMIER)

MREEBIH B RIBREHEFE « BHRETE
Kubernetes Monitoring Operator IEFER¥:4; ~ FLEIAES
Eﬁ?ﬁ‘%ﬁ’é%’ﬁ o FEFRE L EHBNRERR / AABR
f;HYEEEE—F—F@Jﬁ%E'\J%Hﬂ ~ RIBIAS I T SZ IR @

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl
<monitoring-operator-pod> --all

-n netapp-monitoring logs

-containers=true
kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

ENaE I

Telegraf ReplicaSet Pod ] fE35E 2 F B R ok etcd B A
L#117 o N8R ReplicaSet Pod kR 1EE P —{EEIEL_E#
17~ TR g WS LR o BRI ERY etcdEiRh
EEAERE - IRE - AU ENSTEE
ZETelegraf ReplicaSet * Telegraf-RS o #40 - 47
#BReplicaSet... kurbectl4REERS Telefra-RS ... ~ i
HENRFTEEERE o AR EMEIEIReplicaSet
Pod °

WMRIEH Kubernetes BEIETE#IT Pod Z2HK (
PSP ) B Pod £%5FA] (PSA) - RIEHEARE
EHTHY Kubernetes BEiXEiEH o BIKER TIIFERHAR
EBRIXIE PPIPSANEER @ 1.HIRLEFAIRE
PH21EE . kebectl delete agents NetApp NetApp -n
NetApp B53% kebectl delete ns NetApp B51% kebectl
delete crd agents.monitoring.clusterrolebinding agent-
manager-rolebinding agent-proxy-roleagent-
rolebinding admin-rapproxy-rateagent-bindingleagent-
bindingleadmin-
rolecinglecinglecinglecinglecinglecingle. Z 2L Rk 4

MEHERE o

1 ERATY e <LARENIEFZIL © kubectl -n <name-
space> fRERIEREN 2.4 EEZE2HRR ZR
2 Bl o EEEHE Pod 2 H5FH Pod Z2
o]~ W ARAFEEEETIHE o« FHTIMSETHRST
. kubecll Get PSP (FEEERPodZ 2 M RRIE#b%

) kbecll Get all -n <#Ap%4 ZEfE>

H35 lmagePullBackOff] $H:R

BOEIEIRFE A B A RMRE « BRIRISX AR BN TAR
REE o

Operator 5% 2= HY Net-Oborative (T{FEEEIFE
) Pod fili? CrashLoopBackOff

55



AR

JELE Pod HENERPTREMN TERHBRERK
&R - FEATIAE | BEHP—E Pod BYEEEE
LUBESRREAZ MRS © IS0 : —-('CI-i8 7 -id"" (SH9TA
F -id" ~ "collector % " © "Your -k8s-cluster %78 "
~ "Environment : "prod" -~ "Level" : "error" ~
"msg" : BRI o [RA : #lhis 3.10.0 BN RE
ZOhRZS 4.18.0 ~ "Time" @ "2022-11-
09T08:23:08Z"} --- » Net EiZ#E Pod E3K Linux &1l
RRASZED% 4.18.0 © EAE S "uname -r " EEERZORR
7~ WHEE T >=4.18.0

128 K8S £EHIRL FRIRMIRE 737 ZEFMETTIE
ZAERERE « SRR ERERREEERHE (
NTP) % EMEREEIBE (SNTP) RPN
I3 ERYBRY o

Net-£i22%& B—4HREE5E - 7f k8s EENEEENEL L
1T Pod o st TEEHY MEEH] ARRER Pod ~ WiGE
LS4 CPU IiCIBRRERRE - RENEPAET
B ESCIERSH CPU

LS BE RAEELENNEEE « B Telefra-Rs_
podE_ksm_ pod EXENZ RITAERIBNR A G IR - Fir
BPod#TERITH « BEASEZEFLE ©

B5% Kubernetes ks (B kubectl version)
RE v1.2x HEEIRE  EETEHAIIRE

#l o Kubernetes Monitoring Operator Z8&# kube-
state EE2HRA{E£1E v1.cronjob ° {EF Kubernetes
1.2.x BRIATHRZSEF « cronjob BIE% vibeta ©
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VB EFAY  fsnotify_settings -
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sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>
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fs.inotify.max user instances=<so
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows v

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

.ﬁ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

e
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; MySQL Configuration
My

Gathers WyS0L merics.

5 Windowe

What Operating System or Platform Are You Using?

Meed Help?
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns
Follow Configuration Steps Need Help?
@ Copy the contents below into a new conf file under the TAProgram Files\telegrafitelegraf o, folder For example
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,
Replace <INSERT_USERNAME: and <INSERT_PASSWORD= with the applicable MySQL credentials.

Replace <INSERT_MYSQL ADDRESS=with the applicable MySQL servar add
address. a

nd refrain from using a loopback address

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

e
©
©
S
©
7
8]

Festart the Telegraf service

ra

55 Please specify a real machine

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent is inszalled.

What Operating System or Platform Are You Using? Meed Help?
B8R Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key

*Please ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions

Follow Cenfiguration Steps Need Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d\, folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-netstat.conf file.
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Nginx Configuration
N Gi“ x Ea'g" ers Mgine :'ﬂETJ'giG.

What Operating System or Platform Are You Using?

& Ubuntu & Debian v |

Select existing Agent Access Key or create a new one

Default {405%05ec-dAcb-A404-977b-7 17283 1e1ad3) - == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Mveed Help?
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

@ Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

LA

@ Replace <INSERT_NGINX_ADDRESS>with the applicable Nginx address: Please specify a real machine addres
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

2L
X AE

3

Nginx 22 &£ S

EEA Nginx "hitp_stub STATUS module" ©

"Nginfgk XA FEEMEN > 526 -

YLt BiEs
WS T3P R ELat B
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?
iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-puppetagent.conf fila.

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using?

5 Windowe

Meed Help?

Select existing Agent Access Key or create a new one

Default {405fb5ec-d4cb-4404-577b-711a

1fa%31elad3d)

= Agent Access Key

*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns
Follow Configuration Steps

&

Meed Help?
the Redis configuration fila:

Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open

resides

©

copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-redis

s

conf file

Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.

Replace <INSERT_REDIS_ADDRESS= with the applicable Redis address. Please specify a real machine address
and refrain from using a lcopback address

Replace <INSERT_HEDMS_PORT=with the applicable Bedis port

ort
.@ Restart the Telegraf service

MNEBFHAAE"RedisSXX 4" > 3
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