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Create policy

Create a backup and recovery policy to protect your data.
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-
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A LAfEFANetApp ConsoleZREIE BYOL #21# o {RILUIEIESHI SHIEETrIE « EMRAFAIEUKRERH
‘ﬂ‘;'-ikﬁt: o

"7 RN RTIE ST AT ER" o

7ENetApp Backup and Recovery#Z4StorageGRIDFIONTAP
_rlrh%zzgg:EEEALEa

B L2 MR LUBUANetApp Backup and RecoveryEiStorageGRIDZ{ONTAP 2 [E8Y&
& o

#StorageGRIDEI Z 2 4:5E

IR NetApp Backup and Recovery R 23 StorageGRID 2 [ HY@ T fE 5% Bk 55 StorageGRID:E E » AT T
B% o

ELREREERE CN T EEHALHE » EAREEDRENetApp Backup and Recovery iR A&7 o

1. 5E#kERStorage GRIDX A AV ER & 11 StorageGRID&:E ©

"B RAECE E £ MIStorageGRIDIE B"

2. R K EHStorageGRID » A ERAREEITER ©
3. WL root FABZEAZFSRERR - 85 :

sudo su
4. EX4§NetApp Backup and Recovery (Cloud Backup Service) Docker FiRE o B3 :

docker volume ls | grep cbs

B ELA

local service-manager-2 cloudmanager cbs volume"

@ 122~ ANEFZRIBBELXNVHEIEELEARR o REBHIERZREER o B2F "NetApp
ConsoleZBEEL" o

5. #ZINetApp Backup and RecoveryFiHE & Ay & 24 B .

docker volume inspect service-manager-2 cloudmanager cbs volume | grep

Mountpoint
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whEEf)

"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data"

@ ZHE  FAENZ R EE XN EERRAR o EHIRR T IZETRIRITE - 2% "NetApp
ConsoleZfEEL" o

6. BT A MountPoint B % o B :

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

7. YN StorageGRID BY/&EHR CA FHfE CA 2% > BIMII "pem RMEMER S HEI—ER% "sgws.ort' 7E

BRIE - FERRISME S -

cloudmanager_cbs A2 5
1R E7ENetApp Backup and Recovery (Cloud Backup Service) HE{FEStorageGRIDEIRES/&:EERE o

1. B8 EARIE D B 158 Docker HAEE o

cd /var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data

2. REHEERHEERR
cd cbs config

3 RBLHEBIRG - BUMRFNTARHREX Y > MEAUATREBZ— !

° “production-customer.json’ I ZZEE LA R FIE L EE o
° “darksite-customer.json’ AR FAAB N EZRE o

2% "NetApp ConsoleZBEER" o

sp
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"protocols": {

"sgws": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

4. BUEAEHR - WY
exit
5. ERl cloudmanager cbs ° Hfif :
docker restart cloudmanager cbs

cloudmanager_cbs_catalog Z25890 5%

TR SRE AR B RS RA StorageGRID AR 25 /&5 5858 ©

1. B EHENA Docker IR -

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. MEE - B :

cd cbs catalog config

3. RBLEHIEBIRIR > AU TRBZ —EILUNTARIIRERE

° “production-customer.json’ A ZZEE L FI R FIIETLERE ©
> “darksite-customer.json' AR FA AR ZBE o

2% "NetApp ConsoleZPEER" o
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"protocols": {

"sgws": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"

4. EMEEEER - Y ¢

docker restart cloudmanager cbs catalog

RIBRIEEE R R FE A StorageGRID/RE EFIEH S NIBREAES

Ubuntu

1. & SGWS /&5 8% /usr/local/share/ca-certificates o U T2—EHIF :

cp /config/sgws.crt /usr/local/share/ca-certificates/

7EWR4E “sgws.crt 2R CA /&:H o

2. {FFStorageGRID /&5 E#T F /KT o M

sudo update-ca-certificates

ATHERZE Linux

1. 1% SGWS /&FHEREF /etc/pki/ca-trust/source/anchors/ ©

cp /config/sgws.crt /etc/pki/ca-trust/source/anchors/

TEMR4E “sgws.crt’ 218 CA /&% o

2. {§AStorageGRID/&E B L1 /&R:5 o

update-ca-trust extract
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3. B ca-bundle.crt

cd /etc/pki/tls/certs/

openssl x509 -in ca-bundle.crt -text -noout
4 BERERIAREEFDT  FRITUTHS !

openssl crl2pkcs7 -nocrl -certfile /etc/pki/tls/certs/ca-bundle.crt |

openssl pkcs7 -print certs | grep subject | head

AONTAPEI ZEMEE
R NetApp Backup and RecoveryB 238 ONTAP 2 fEIRVIE T FEEREONTAPEEE » BISSRIA T ER ©

NetApp Backup and Recoveryf#F Cluster Management IP E1ZZIONTAP o TE/R: 5N T EHE B ABREmAZE
B9 IP itk o FFEARAKEES Ul 4 CSR FHETEIT 8 -

FRRREEE XM RONTAPEILI CA R:E °

c FERRGEIESEIEEE"
* "UN{a{EA System Manager EIEONTAP SSL /&:5"

TR
1. LA root BB AZEH G RIEER © B !

sudo su

2. HY#ENetApp Backup and RecoveryDocker HiFEE o His5 :

docker volume ls | grep cbs

B ELA

local service-manager-2 cloudmanager cbs volume

@ ZH  AENZRREREANEIEERTBARE o ILEHHBRTIZEZIRIE - 2% "NetApp
ConsoleZfEET{" o

3. BUSERIENE - Y !
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docker volume inspect service-manager-2 cloudmanager cbs volume | grep

Mountpoint

B ELH

"Mountpoint": "/var/lib/docker/volumes/service-manager-
2 _cloudmanager cbs volume/ data

@ ZHE  NEFIZRIBPEELNEHEEEARRE o LLEHIRR TIZETIFEE c 2% "NetApp
ConsoleZfEEL" o

4. BELHERER - 1Y !

cd /var/lib/docker/volumes/service-manager-—

2 cloudmanager cbs volume/ data

S ERMUTTHEZ—
° YNERONTAP/EEHIR CA FIhRE CA 2% > BN "pem BMEEZR S HEI—{E%2 ontap.crt 7ZE B A

(A=
° YNRONTAP/REHE— CA =% » BIEMN R "pem X% “ontap.crt R HERT BAIUE - FER
B SR M -

cloudmanager_cbs A2 5

#% 3K » 7ENetApp Backup and Recovery Cloud Backup Service) HE{FAONTAP{EIARSS/&R:5E6:5 o

1. B BEEARIE D B EIFH Docker HARE o

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. yKFIEREBER - S ¢

cd cbs config

3. RBLHEBIRER - BY—EM TAARAIRENX Y > LEAUTREZ— !

° “production-customer.json’ I EZEE LA RFIIETLERE ©
° “darksite-customer.json AR FAAB N EZPE o

2% "NetApp ConsoleZBEEH" o
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"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

4. BHRE - MY !

exit

5. EFEXEINetApp Backup and Recovery © #i# :

docker restart cloudmanager cbs

cloudmanager_cbs_catalog R 23895 5%
%45 B IRTSEUF ONTAP A AR /&5 ERE ©
1. B E#RERA Docker HAREE o 15 :

cd /var/lib/docker/volumes/service-manager-—

2 _cloudmanager cbs volume/ data

2. H

cd cbs catalog config

3. IRBEHEREBIRST » BIU—EM TAAITHREXH > LEAUTRBZ—

° “production-customer.json’ A EZEEILFI R FIIETLEFE ©
> “darksite-customer.json' AR FA ARV ZPE o
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"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

4. EHEFENetApp Backup and Recovery ° i35 :

docker restart cloudmanager cbs catalog

Ky

AONTAP#HIStorageGRIDZE [ :5E

MR EEEBONTAPHIStorageGRIDEIFAE S » RIREREIN AR -
ONTAP#1StorageGRIDHYE E4E
{
"protocols": {
"sgws": |
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"
}
}
by
"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"
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"Version":

"Statement": [

{

"Action":
Va3

"S3

1,

"2012-10-17",

[
GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:

1,

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3

1,

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
"s3:

GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
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[ec2-user@ip-10-160-4-68 ~]$ openssl s client -connect bucket.vpce-
0ff5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443
-showcerts

5 RIIES LA > 5 S3 /RBEMERL (BEGIN / END CERTIFICATE 2% 2R (£13% BEGIN / END
CERTIFICATE 12%) RIFREER)

Certificate chain
0 s:/CN=s3.us-west-2.amazonaws.com
i:/C=US/0O=Amazon/OU=Server CA 1B/CN=Amazon

MIIM6zCCCO90gAWIBAgIQATMGJIJ4FaDBR8ULOKR301tTANBgkghkiGO9wOBAQsFADBG

GavbOz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCMAESI2b+IpBmPkriWnnxo=

6. ZEAONTAPEEE CLI WERAMNUTH<ERTHERNEE (IRALECHR#FERLRERTE)

clusterl::> security certificate install -vserver clusterl -type server-
ca
Please enter Certificate: Press <Enter> when done

EYEIONTAPH IR & E &S
PR E I ISR R AR RS 1D o
BER S| BETMATEEDER

© RIEB ]
JrE e
BRI

IERILIER AP sf S TEBESTF > LA UEREIEREB BRKRNVARRBNER

RYENiRE

1. AN TARZ —FIREEHEHNERIFE :

c eERIe R EET - BERR  AREEEAERPEONERZSEH B> HHHEIEE"

126


https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm

WMRFPE Amazon S3 BIZIFARFREFENIZER & 245l L > BATLEONTAPEEFERE!
Amazon S3 ¥J{#1FELE ©

© ERMHMNERFETERE S - HHIRREEREFD » EFRFE - BRIEEE—HIEE (FHREAER
BN RT) BV RENRD

BENNEEERRREEE » SEAERE « RGN - MREELSRPEE TS _EFEE - flgh
R TE&FENRE BE > HPEE—(ERIRE -

2. HEAELUTEEIA ¢
c MRECESAERSNE > BE—IRET - IFEE TP o
© MREBRBEFGNIE > AIGHIRE EERIaNE] BIE - 2F [ EERaE] -
EEERDIE
FEEZTRERENHIRE - RAENERERABUT —RHZIENVHIRE | RIZRES « HRRE - GHEYG
SRES o

G AT A BEIE (R & FlexVolZkFlexGroupli4EE ; ER » EREIRAMBM A EEESLEHERIRS o 7 FWNMA"
BB A RPN ERERE(D" (FlexVolZkFlexGroup) TEA#IIRHEEREH7DE
* I8 —R I BETE B —FlexGrouptiiE & EERENED o
@ © [CEENIE AR B EREBISnapLocksk E © FiB AR & & ZBRR I SnapLock EnterpriseZ{%
FBSnaplLock °
FTER
MRCEENEEECCER T IREHERRE » BECHEBEENRREERSLEIREEE o
1. £ TEEES ) BEEY  EEEREN—(EARZERIEE -
o BE  WIBITUERETARRTEEEE « BNENE » UEERRIEITIEE o

o EIEF (AR ER » o] LUEEFIAFlexVoll#iEE (FlexGroupfgfrBE— R A BEEE—E) - EEF
RPRBEIRBANFlexVolE » FBAEN—ES » AREDIZEITHAVE o

 EBHHBE—% 0 HENSESHENEEE o
2 BT o

EEBIDRES

EEBHERS BRI TRE :

* BREBRE—ERFMEHRGEE | 2MERE  WRNEBR DY FRE
ST

* ZRHEIRIRRB
* EREEMREE

@ 9)2%@%%5’9@26%@&% BSTEIE D SRR IR R SRR A R RV IRIRANIE R KBS - RIIRA R
WER o

127


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

* BIPEMHEEER (REE - 0= @8 « BORBMNELER) -

1. 7 TERBHRE BEEP > EEUT—HHEE - BRBERT » FiA Z@ERRES :
° AR | MREIEEPITERIBED MG 26E SRR EIRE -
° B3 | E5—EONTAPHEZF AW L BIIEREIRE -
° i | ARG B BIMHETE o

2. 2048 | INRICEEERNEND - FEETIERRZ—
° AR B R EEFRAREEER 0 BARYGEE  BItEHBTEEARYGERE -

° B B EFREAREBER 0 BREFHHERRYHERE -

ERELERENFEGER - A2 REITHRE ZIR" -
3. AHIRAR | EIERANRBRAZEILRA

(@ =EumEHREZARTETE  HSMAEEE -

4 ETRUKE > BEE RIIER) BHITFRE
© BAKBEIRTE o
- EIERS TEREE - BEEAERE o

* BMEDEIYHRE » 37E Datalock # Ransomware Resilience %€ ° AR DatalLock fEhZERENEE
RIEREEAIER » Eﬁ%ﬁﬁ %Tﬁﬁl HRERIEER

B
5. i REN T
BB ERERAGRH SVM - 8 ISR RERE SN B IR S WRS LRGN

n;l °

MRS | RIBIRA ISR S o
(@ =EmamniEm AR ETE  BSRAIEER -
ETR S FEIE RIS T TIHRIE

* BASREEAYLTE o
FEERSHERRER > BEEERE o
CEERIE
6. B | MREEFTHEMD > AREUTIRIE .
° iRfit# : EE#E*Amazon Web Services* °
c IREERTE | MARMEFHAENNRREFEDN AWS Bl o

FHERMEREARIEILN IAM BF » BIETFONTAPERSEH S3 FFRHEFEUER -

128


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

(AR | BBIRAN S3 (BT (BT - S R S3 I o

© MBS | MRLGLILTHE S3 (1 » ARARHSRILENNTSREN  BERTERER

# Amazon S3 MIZEHE > FALEH AWS IES REECE 2NES ERSMREEERINE ©
() omzosmTREanEER  NZEHEETR  RLCREREHA -

° R 1 EE IP =R UREEERLA R - BRERT » WARMERAN -

I SEHRMDIHIREPTTEAIONTAPEEFR] IP 2ER] o It IP ZERIRVBFER] LIF AR A HILAARR AR
TFEVHERR o

i. BF  IEESHERELAEER AWS PrivateLink o "&E AR AWS PrivateLink 35 Amazon
S3 BUEHAAE R ©

RS  RIBRANEOEISTIR S o
Q@ =EaEBEGZARIETER B8R AEEE o
EER T FEIE RIS T TIHRIE :

* BAFISHETE -
L ERES EEREE  BREETR o
LR

° HERAR Snapshot Bl A ELEMHHEEF(EREHDEIES | MRILRSKHAERHEIRE NS IRRE A
TEIRBLERRRENEO SRR (B > 58 « 88%) BATE > AISRERILMNET o ERULS
IRAIR PR E L RIBEREM R ERBH XM » URAE SRR ETREEARE o

7. BT o

BEEREE

ERE SR N BRI TR E o
8k

1 T8l BET > BREOEE -

2. (E03) ERUZEUSIR BB REBERIEEEERNEHREREED - EREIAREERNEBHRE
FRVRRARFTRVRERBVIRER ©

3. BEERREHRD

RER

NetApp Backup and RecoveryFIa ¥ SRR EETIRMEN - ERENBHERNEREREEERERR
BRINTEEIR - BEFWE S Snapshot BIAFFE TERMNEREIZ o

FEREETRIL—EERE » ZERETREERT -

S3 REFREERHAR S3 FIERMEWIETHIRFIRS FEIR » W BBMERREEFERE - BRERER?D
BRIR > UEERI B E R AIRES

AT UER EEEEEE" -

129


https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.netapp.com/us-en/storage-management-s3-storage/task-add-s3-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html

F8T APl 8%

TR AR EE T IERE TSRS BONERBEPERR API 652 o MAISEREERMBAEERRNRL
FEEEREHED

1. BB AERFET > EEEF APIFHR" -
2. EERIECHRNIELE > HEERNET -

{£FINetApp Backup and Recovery;ig A% ONTAPE #&E{A £l Azure Blob 77{&#

52F{NetApp Backup and RecoveryFi IS (B B » BRIAKSHIILE BRI AMONTAP RS
135~ 4R177 2GR Azure Blob BE77EE -

@ FAONTAPZR AT EHEFAS + AFFFIONTAP SelectZ 4% ©

AR BEYIRZENetApp Backup and Recovery T{EE | » :52E iR 2R EHINetApp Backup and
Recovery T{F&&" o

MBEES &

BHETER TN AHONTAP R 47 E Azure Blob BB (D BRFEE B MEEIZ S AT —E o

* NFRELR - [FRAR Azure IHEIEONTAPR A H15E12 5| Azure Blob {1782 o
* FAANGE4LR - f£F3 VPN 3§ ExpressRoute W3EBFHATAA IP iR VNet FA AN IGREERHIRE ©

5E SRR ARSI E ERERE AN EREIRENEHEONTAPRAR

TEER T ARER T EURCEEEEAH 2 FEGNER - TANUEREESMERENEHSRIE » HER
Azure VNet FREBERVIZERI & RIERE o

130


br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

On-premises ONTAP On-premises ONTAP
(source) (destination)
TEER T WAER G EUAREEE

Console agent installed on-premises (Public)

Console agent deployed in Azure VNet (Public)

copies data volumes 4

E

copies . data -

On-premises ONTAP
(source)

Management
_—

Data

.
o ses data cent /’ Microsoft | /5 Microsoft
n-premises data center Azure ! Azure
|
|
Console agent : <"' VNet
& NetApp Backup Blob [ cl
| oud Volumes Console agent
il (REEaE CREE i ONTAP & NetApp Backup Blob
: (destination) and Recovery storage
Q HTTPS : C} R
Backup ! HTTPS Gy HTTPS
fies | | Replicated B
[ volumes ﬁlesp
ONTAP i
APl over | Py
HTTPS ! O ONTAP &
! % API over Q-“’Q\
Data transfer : /‘% HTTPS Q\ Data transfer
over HTTPS ! %, & over HTTPS
| ® &
| —
|
Management Intercluster ! Management | Intercluster
LIF---»y g<---LIF \ LIF--->g Be---||F
|
& : — ! = :
aCKuU
Snapshot Volume Restorl:e Replicated : Snapshot Volume
|
|
|
|
|
|
|

EHZ EEBIERE - S UERBAESRRZENZER S RE » NEE
Azure VNet RERERVIEH] SHERET -

131



Console agent installed on-premises (Private)

Console agent deployed in Azure VNet (Private)

_______________________________________________

i T \
| ) / Microsoft ! / Microsoft !
. On-premises data center Azure ! Azure \
I | I
I ) !
: {o+5> VNet V| oos> VNet :
| | !
: Console agent : Cloud Volumes Console agent \
| & NetApp Backup Private Blob I ONTAP & NetApp Backup Private Blob I
: and Recovery Endpoint storage : (destination) and Recovery Endpoint storage \
| ° | ° |
! | '
! »> (o | ] !
: & HTTPS < (m' ! @ nrres \ & / wrres <> (m' |
| Backup | Replicated Backup |
| files : volumes files :
! L (N ]
! L l I
! L - ' ® ONTAP & !

APl over | % o !
: HTTPS | %, API over ;‘,;," !
! Data transfer over : o/‘p HTTPS &/ Data transfer over |
! HTTPS through VPN ! %, g/ HTTPS through VPN |
! or ExpressRoute ) % &/  or ExpressRoute !
| | AN/ |
1| Management Intercluster | Management | Intercluster |
| LIF---» <«---LIF ! LIF—=--» <«---||F !
! | |
| E 3 Backun/ E ! |

acku
: Volume Restmge Replicated : Snap_shot Volume i
I . data . . volumes . | copies data \
: \ Management |
I On-premises ONTAP On-premises ONTAP | | On-premises ONTAP > :
! (source) (destination) ! (source) Data !
! \ ]
EREHI S RE

B 8 LIEZ N ENetApp ConsoleINSEREEENEE - FEEZER G RIBRRRAENNERIEHIONTAPER]

B ST S IR
MRIEELLTE Azure VNet ARSI E TEHIRRIE » BBE—UIF4AE T ©

WNRARE > BELHRETEHP—EMUERT —EZES S RIE > LUEONTAPERHED E] Azure Blob f#77HS © f&F
FEfEAREEH MR R HENEN S NERER -

© T R S

* "IE Azure FRECEEIEHI S IE"
RIS AR A "

* "1 Azure BN &I L H1EH & "

EEHARESEEERS (MARZEELENIGZAT) » Azure BIFF&EIH Sz #ENetApp Backup and
Recovery o Itt5h » 4B Azure TIZEREIEFI S IERER o 8#EIEY Console SaaS fBILTEEATEHEE
Console {22 ©

AR A RIBEFHER
RZER e RIERE A AP ERERELR °

132


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html

1. ARLEES 6 IR RERE AU T ER !
7@_ BIZIE 443 #E37 FINetApp Backup and Recovery Bz Blob ¥ 1789 HTTPS EiZ('E & Im245

~

o FIBEIFIE 443 BITFIONTAPEESIE LIF 89 HTTPS &%

° #3758 NetApp Backup and Recovery# S EUR[RINGEIE BE(E » H/ARRBCEIZIE 1433 UEEH S HRIE
#230F0 Azure Synapse SQL ARFS 2 RIETTiE ©

° Ar\izure M Azure BIFFEF B R EREINIATEZ 2 M EFHAFRA o B "Azure FRYIEHI SRR ZURA T #E5E
15 o

2. BRFE VNet BER#RIHEEE] Azure (7ERS - REENONTAPELEE] VNet Y ExpressRoute 5 VPN % »
it B % 2EH & 20 Blob REZBMENRFEERERMN ((FRER) P REEHEM -

ERseaRTIE R & AIERIHEIR

E{EANetApp Backup and Recoveryi& SF1iE/RINAE » ‘hﬁg?’_ R eREEXNACHER R EREIR » UE
T AU fEEY Azure Synapse TE@MEEHHEIRE o :A2B TEER » RFEEHREE » sAREB TIE
BRiRE -

BAYAZ Al
AR IEAYE]BIEEM Azure Synapse Analytics EIRIEE (824 Microsoft.Synapsel ) o "7 EUNARE
FETRIE LB RIEMHZR" MU ARIIR AL W EME T SEEMEREHE -
TR
1. ERRGE S ARERESENASR -
a. £ Azure AL » FEREREAIARTS o
b. JEIFIEH S IEE RS
C. TE'RET » BEHM o
d. EEE Azure BEHED
e. 50 MERAIER A IE RSN BTAR o
2. EHETAG
a. 7£ Azure AL > FARKIREY Azure TR ©
b. EEEFEUER] (IAM)>"B&” o
cIEEBRTABNERSE () o ARERRE -
d. £ JSON TG LA THER

133


https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-azure.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-azure.html
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider

134

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

action"

e EEEZ + B

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
.Network/networkInterfaces/read",
.Resources/subscriptions/locations/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read"

.Resources/subscriptions/resourceGroups/write",
.Authorization/locks/*",
.Network/privateEndpoints/write",
.Network/privateEndpoints/read",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.ManagedIdentity/userAssignedIdentities/assign/action",

Synapse/workspaces/write",
Synapse/workspaces/read",
Synapse/workspaces/delete",
Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",

.Synapse/workspaces/replaceAllIpFirewallRules/action",

Synapse/workspaces/operationResults/read",
Synapse/workspaces/privateEndpointConnectionsApproval/

"BERIEAYTE JSON B"

PARIEE R ©


https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html

* EAEERENetApp Backup and RecoveryZ g » R ETR Azure JREBIBNFEN(T (PAYGO) 15 »
1 NetApplE B il EX FANetApp Backup and Recovery BYOL 121 o S0 5 E AN ITHIRSE » AIUES
BRAPFER o

° ¥$7¥*NetApp Backup and Recovery PAYGO 5] > REERTRE "Azure HIGHRHAYNetApp Console" ©
NetApp Backup and RecoveryfJst &iEiBILETRISEAY ©

° ¥ NetApp Backup and RecoveryBYOL 57 1] » fEEEENetAppiRHEHIFESE » UERIEFF ol s5M A XEARR
MASREAZRTE o "7 RINAEEEEA BYOL 5Fr]:E" o

© BREHARREEDYHEEFERETT Azure 5]1F ©
SEME

WRAILIEFIA &I (B4 Azure BT &IS) FEIINAKFRLE Azure Blob BT © ETERERBFHEE T
BRE o

ZEHONTAPEEY
ZEHIBERIEONTAP A AT EEEN A ONTAPEL Cloud Volumes ONTAP 4% ©
ZEHONTAPEE S RIUATH B

* ENetApp Console RS IRRAYONTAP R 4t

* EREEONTAPRMAER

* ERSEONTAPAERRER LB BERHE N B R1FHH
* BRFEONTAPE SRR E K

7EZNetApp Console IR THIONTAP R4

ISR A ONTAP R 4 A1 {E I8 BN 2s# ONTAPE] Cloud Volumes ONTAP & 47 &R %4 7B7ENetApp Console*%
i BEmLERIA

TEREEMERZEEIE P (BMEESFRERSNEEA SEMIEEE o https://docs.netapp.com/us-en/storage-
management-ontap-onprem/task-discovering-ontap.htmi[" 7 f2UN{a] EX IR E B o

ESSZONTAPR A ER
BERIGAONTAPR AR AL TEK ¢

* RIERRZASZAONTAP 9.8 ; 2E:Z{FFONTAP 9.8P13 RESHRZ ©
* SnapMirrorsT Al (B2 ESRIRMENERMRERGEH) o

& : *fEfNetApp Backup and RecoveryBSREE HRAZmIRAE, o
T ERANA] "E IR R SR RlEE " o
* ARG EIERE o 7R "B = ShR" o

135


https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/netapp.cloud-manager?tab=Overview
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
br-start-licensing.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html

* MRECENHE > FRERKFERAN ERRAESSENTIEBHIONTAPhRZ

"B & B SnapMirrorBA{AEEBIONTAPRRZS" o

ERBONTAPHEES B RS E R DI RIFRE
CHEEERTMHRENRF LREBUTER o

* HRBEEEBNREE > AEEIRM LEBEUTRE

© BRREGEBNIEE > ATE_HB_AF LRETHRE ©
FEmE U TFONTAPER TR !

. %NTAP%%E?@E%E 443 ERENINEEEER] LIF 2l Azure Blob fA7ZR28Y HTTPS 1% » LHITHMRFIER/E

ONTAPIEMIHETFEEAI R A B - MIHHEFETRE) » EREEE -

* ONTAPEEMZERI SRR REEIE LIF FALLER o 126 5 NIRRT LB E7E Azure VNet H o

* BEEEZEHNNEEENONTAPEIR LEEEZE—EZEER LIF o LIF AAEONTAPRARERYMHEEFR
IPspace 1HERHE o " T #AAR IP EEEZER" o

& IR ENetApp Backup and RecoveryEf » A ZIRTECHAZFEHED 1P £/ o [SEZIEIZHES(E LIF B
H6RY 1P 22R] o BRTAER (8% IP TRISCEMAIEET IP 22/ o

* ENELFIEREER LIF AESAT IV IHTE ©
* ERMIREFAERHEFERLIERE DNS [ARES o 7HRUMA "4 SVM ECE DNS fR#"
* MRIEEERR IP ERFERTER IP EFEAE > RIFISERREIFREA SEFIYHHT

* WABE > FEMIAGERRA 0 LIStsFNetApp Backup and Recovery ARFSEEETZIE 443 HLONTAPEZZ|
YR > WEBEIRIR 53 (TCP/UDP) f#7FEHIKESE DNS ARSI BIBMETRE o

ERsEONTAPE R SHIERE Z R

WMNRITTHEFANetApp Backup and Recovery7EE#BIONTAPR& A LB 8IS » SFERKRRAIN BIZRMATT
BTHHERRER o

A ONTAPAERR B SR
s MNRBEMNAH > BISEZN A BEAREED EinieitE D ERER - E8FEE VPN &R o
* ONTAPERE N E M EEEIMNY FHEES ~ IR ~ PHNABMBEEK o
ARG BB EICloud Volumes ONTAPE A1 22 4% > FEIEsEE B AIEONTAPRFNHEFEK o &
BONTAPX VR EHEFITRIEHE" ©
Cloud Volumes ONTAPAEER K

* BNZ2 M EXNAE SN AL IERA] ¢ BEEKER » ICMP FEFE 11104 # 11105 89538 - i5
PR S EBAEENL 2R AT o

136


https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html

#E% Azure Blob {EA#EH HIE

1. S UTEREEEREA B SN B TEESRETERNE » MAZFERTERMN Microsoft & EEJJIPZ T o
EEREBERT > EREER Azure 516 ~ Key Vault LIBFEHE o "7 HUIFE{EH B S HER"

AR BIHOMERSIE Azure FEUREE (EAREIRIER o BRIFAZIE Azure BN A BIERUES (Azure
RBAC) #[R1EEY o

2. IREHELEFEAHFEARERRE AL E R HOE VNet BT EZ2AER: > BIR] UERENEEPR E_Azure
BRI c TERBERT > LHRETRRILERER VNet M1 F4EE o "F2HERMERLEIREMIHEEE

#2137 Azure Blob {#7ZE2IES

BRERT > ZIRBERAEEIFEFRE - MREBERECHRERP » S UERSHPREEEZREL
Ef] » AREREREZELEREFIRE

"THRAREEB CHNRERFNESER

EXENONTAPHAEEE _ERYHES
PBERF BRI IS A R REEN D ©
BB | BITTERUTEESE
* [EEEHDIE]
* [E&EEHD R
* [BEEAEE
TBAILEETR AP S EBESED » Lo ERNERER B ARKNAFKEEHED o

RAEhiRE

1. EAUTARZ—FERREHEHNERBE

c eERIE R EET - BEERARITEELAAERTHEONERRSGSEH BA>HHHRE

?%?%%US*%%E*EEJ:@E%HE’\J Azure B1Z > BIFJLIAFONTAPE &R E| Azure Blob #1477 ES

© ERMHMERFTEESE S - HIRREEFRD » EFRE - BRIEEE—HEE (FHREAER
BN RT) BV RENRD o
BENTEEERRRERE  SEAERER « BRMER - IREELDERREE TS _[@35EE > gl
R TE&FENRE BE > HPEE—(ERIRE -
2. HEABLUT IR
c MREELEBENANE  BE—UIRMET - RFEF TP
* MRCERBEFISNE > AIEHIRE THEERIaAE) B8 - 25 EFEEGaNE -

137


https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview

EEZHONE

FEEZTRERENHIRE - RARENEIRERRABUT RS IAENVHIRE | RIZRES « HRRE « HBHEYG
SRES o

1A LUELZE(REEFlexVol St FlexGroupHiiRE ; B2 » ERENRARFHMR T EREEEHMIRRIVES » THNM"
B R INZIE ERIED" (FlexVolZXFlexGroup) EAVIIRHIREEEFHNE
* R—RRBETEE—FlexGrouphiik& L BRENER ©

@ * EENE VAR A MERERSnapLockskE © A HFEE A BRI SnapLock EnterpriseZi {5
FSnapLock ©

AAR  MRCEENHEREESER T IRRSERRE » RELCHREENRERBERELERARE

1. 1 &S BEEF > EEEFREN—ENSEWRRE -
© BiE o BRTUERTAEARESEE  KAENE » UESERIMETEE -

o EIEF—(AIEER 1’TE_I'L/{5£¢§FEEF|GXVOIE§H$E (FIexGroupEﬁiEﬁlu__n RAFEEE—E) - EEH
REREIREMFlexVol% @ B EN—ES » ARBEBIZEITHHE -

- BEHHE—% > HENSEEHENERE o
2 BT o

E &0 RS
EEFBINREGT KRR EUTER
* BESHE—ESFIERNER | AHRIRE - @RME0 R

* PR IRIRRB
* BB RMRER

@ QE%‘&?EEE’\JEZ‘QE%EQE BT D SRR RN RB A RIRYIRIRANE SRS - RIIRA R
WER o

* BREMHREEESR (RHE - ME - B - HORBMNELER) -

1. 7 TERBHRE BEEP > EEUT—HHEE - BRBERT » FiA Z@ERRES :
° AR | MREEFENTERIBH IR - BISHERILAEIRE
° B | E5—EONTAPHEZF AW L BIIEREIRE -
° i | ARG B BIMHETE o

2. 2008 | INRICEEEERNED - FEETIERRZ—:
° AR B EFRAREETEE 0 BItEHBERREY R o

° B B EFREAREEERE 0 BREFHERRYHERE -

138


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

BRIELERBIFAER - F2RREENERE ZIR"
3. AHIRER | EIERARIRIRBISEITAVIRIRRESR o

Q@ =ErEEHREZ AR ETE  BSR AEEE -
ETR T > T RIS T TIHRIE

© BARBIRTE o
CERS AERER  WHARRAE o
BBl o
4. 48 : L TRIE :
© EWETE EERRAGT SVM o 5 - MBI BN E RN E B A NR A URATENE

X
i ©

MRS | RIBIA MRS SRR T ARG o
Q@ =EmamhiEm AR ETE  BSRAIEER -
ETR T > SRS RIS T TIHRIE

* BASREEAYLTE o
FEERSAERRER > BEEERE o
CEERIE
5. BAEIYMG  MREEETEMD > BAREUTIRIE
° 1R{HE | EE*Microsoft Azure* ©
c IREERTE | MARMEFAERNREHEONES o

B —EMREEFRA SEE—(ERANREFIRE ©
E1IHCHIEIE Blob FEHVEIREHE > SUEEERAHBEIMELE -

@) WRCORERHEETRIEAEMS - ERRETHEERBEET 30 XREBHT
AT o

MREERBENBMDIERDEE Azure FAERFRUE—D RECHE » FREMAMEER
FEABEENERBERA -

° INEER | R TR Azure #FRRIRP » SFRAREERHGECHNNESREN - BEES
FATERR Azure IITER > 3L Azure IREPRIEEEH CHNE R EESRAREEERMNE -

MRICEEERECHE R EIESR > FRASRREENEREN -

(D)  mREBETRAD Microsoft (FIER - MEENEETR » FILOTIERBRA -

139


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

° HEER B IP =R UKRESEALAIRE - ERBERT > WAIRMERAN -

L B R BIEIREFTEBIONTAPERERRY IP ZE/] o It IP ZERFEIBVEERM LIF EEA B b ERER
FEVER -

i. 3E > BEERTERATAIREN Azure ERARIREL o "7 ARUIEIEA Azure SRR o
° BINRER | EERANEN Y EEFRIESURILAIRES o

Q@ =EurBEGZARIETER  BSMAEER -
EER T S RIS BT T IHRIE

* BARBBAIRAE
F EERSAERER - BEEERRE

= WINME L BYERRR » 3] DataLock #1 Ransomware Resilience :27E © B DataLock Fl#Z=ErEE
IREREFAAIE R » AR HEH EIHREREE" °

LR

° HIRAR Snapshot Bl A ELEHEEF(FAENDEIES | MRILRALPAERHERE NS IRRE A
THIRSBILERRRENEO SRR (B> 88 « 88%) BATE > AISERILMNET o EBULS
IRAIR PR E L RIBE R B R ER B XM » MRS SRR ETREEARE o

6. BT —%" o
BEEAEE

R B SR N BRI TR E o
5k

1 T8l BET BREOEE-

2. (F03) ERUZEUSIR BB REBERIEEEERNEHRBREED - EREILAREERNEBHRRE
PRIRBARTTRUIRERATIRIR o

3. BEERREHRD

MR

NetApp Backup and RecoveryFIa ¥ {ERIHIREETIRED - RRENBHERNEREREEERERR
BERINTERIR - BEFWE T Snapshot BIAFEESNEREERAERNEREIA -

FERRETRIL—EAERE » ZEREGRETERY -

M ANEREPEI—E Blob fEFIRF > WRENERREEFEIRE - BTRHERERMDERRR » LUELKR
ERIEEIDRUARRS ©

AT ER FEEEER" -

8T APl 55 %

TR BEA AR EEMIE REEHONERBEP LR AP 852 o A REREERMNUBEERRNRR
PEFRESHED

140


https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html

1. REBEHERBEF > EEEFAPIFHR" -
2. AERIESHRNESRE  FEERNET -

fEFINetApp Backup and Recoveryif A#ttONTAPE &% £ Google Cloud Storage

SERkNetApp Backup and Recovery R HI4E{EID BR » BRI AR E BRIE A EONTAP A
SN B 4R ETFER LM Google Cloud Storage ©

@ rAH#ONTAPZ 4% E1FEFAS « AFFFIONTAP SelectZ 4 o

AR BEEMZENetApp Backup and Recovery T{E& & » s52 "I E| R [EHINetApp Backup and
Recovery T{FE#" o

HPEE S E
BEIZER TR AONTAPZATE) Google Cloud Storage M 1D I 2 AR MTEEIE AP —E o

* ATEL - FAANE Google IHEEHEONTAP A AT B 1%&4%E] Google Cloud Storage ©
* FAANZE#Z - £ VPN ¢ Google Cloud Interconnect MiZEBFEHFAA IP iIiEAIFAA Google Access 77 IR

HE ©
& o SR ER AR A B ERE B ERERRAEHEIONTAPRA

TEFER 7T aE R B EUARCEETAG 2 BEFERERE o 55 N IERE X BEZE £ Google Cloud
Platform VPC | o

141


br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

Console agent deployed in Google Cloud VPC (Public)

) Google Cloud Platform

€) vee
Cloud Volumes  Console agent
ONTAP & NetApp Backup Google Cloud
(destination) and Recovery Storage
Replicated HTTPS . HTTPS E
volumes files
& ONTAP &
%, API over &
A HTTPS &/ Data transfer
e & over HTTPS
% P
Management | Intercluster
LIF---» +---LIF
HA PAIR
Snapshot | Volume
copies data
On-premises ONTAP
(source)

____________________________________________________________

TEER T MAER G EURCEEE T 2 AERRERE - 126 8 BRI AEEE Google Cloud

Platform VPC | o

142



Console agent deployed in Google Cloud VPC (Private)
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"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",

"s3:CreateBucket"
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BERREREFR  BILHHNEDER -

IRREA
BB R ERNSorage GRIDIONTAP S3 (T BB IR MR 15 -
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* NetApp Backup and RecoveryMySQL ZHIE {4

ZRERUNFEERTNUTMAUE netapp-backup-<GUID>/mysql backup/ ) AR A
CBS DB Backup <day> <month> <year>.sql°®

* REIBEMEM zip XM

ZIERUNFEFRPIIUTE netapp-backup-<GUID>/catalog backup/ ’ EF%%
Indexed Catalog DB Backup <db name> <day> <month> <year>.zip?®°

TERTBYZSHE Linux 1% _EZ2EERRRYIERI 5 U1

¥ﬁE’J?""ﬁ§'J‘*1‘EfE$zEﬁH¥ » i FEEFHAIEREREREREERRZA © NetApp Backup and RecoveryE i} [ERY
“‘ E@%z&ﬁx%E’Jiﬁﬁaﬂﬁzﬁﬂﬁiﬂ%m:ﬁHFﬁﬁT —iEERA o RAI "EHEH BERIER - $iEH & IEER
Eﬁ'fﬂ%&?:ﬁ'—#ﬁH&Z!K" °

1. "FERTAYZASHY Linux 48 828 5 2"
2. FREHRRZINESESERERETALERS o

iZ[FNetApp Backup and Recovery &} &

1. # MySQL BHREMN I ERRNIFIEF SREEH - TERMBEREGERS
78 TCBS_DB_Backup_23 05 2023.sql] ©°

2. IRIBEMERBIRE Docker 22 Podman &B2% @ AU Tam<L2Z—#EHERE] MySQL docker A28 -

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

podman cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

3. IREEEAMIZ Docker IBE Podman B83% > AU THSZ—#EA MySQL &28 shell :

docker exec -it ds mysgl 1 sh

podman exec -it ds mysgl 1 sh

4. 15 83shelldh > FE Tenvy o
S. G EE MySQL DB 5 » FIE:AEHE“MYSQL_ROOT_PASSWORD’HIE ©
6. {8 T5an < ERNetApp Backup and RecoveryMySQL DB :

mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl
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7. A5 SQL 545 E#55NetApp Backup and Recovery MySQL DB @& B FHEER :

mysgl -u root -p cloud backup

HAZES o

mysgl> show tables;
mysgl> select * from volume;

BERTHEREE HERINIRIEHEFEREHER -

MiEZR5| B
1. # Indexed Catalog 15 zip #82%% (M EREAIEES

#& lndexed_Catalog_DB_Backup_catalogdb1_23_05_2023.zipJ ) #EMHAIBEER
F| T/opt/application/netapp/cbs) BRI RFRFIEFI SRIETI o

2. EA TS <B4 Nindexed Catalog DB _Backup_catalogdb1 23 05 2023.zip] 1 :

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. 1T Is B S URERE B ILE KX catalogdb1” » B FE KK changes’#“snapshots” °

BIRTHIONTAPE £ HIStorageGRID £ 4

1. RZFIE AHONTAP AR TEE ZRINIRIEH AT A o SEIEEHAE S3 MARESHIONTAPR 4 ©
2. "ZEIRTHIStorageGRID &R A" ©

% E StorageGRIDIEIZ#4A(E B

AINETZHIONTAP R AR AIStorageGRIDRAREFHAE B » A EMEERGIES & IERE LFER
"NetApp ConsoleAPI" ¢

U EEARENetApp Console 3.9.xx BIAHFAB RN ZEE « HINERRZ » :AERUTEER | "DarkSite &
IHfED - MySQL f1ZR5| BiFEHFER" ©

TEEHFERMEDEIStorageGRID B ERFMITESLELER o

1. AT oauth/token AP| $REUZHES IS
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curl 'http://10.193.192.202/0cauth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'"{"username" :"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}

S

#R IP (it ~ EAELBNENEE]E » BIRFAEARZ o kRFRMBISK S account-DARKSITE” © It
5> ERERBUREREFEAHRIIAIRE -

ItE API AFEEILLTEIAE o ERILUN R RIRIE SR

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
W11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbSO1bWFpbCI6ImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYyOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v_ pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. {#H tenancy/external/resource API $2EXZ& 4t ID #1 X-Agent-Id o

178

curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVkKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGEFwecC53b20iXSwiaHROC
DovL2Nsb3VkIm51dGEFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
nVOYXBwLmNvbS91bWFpbCI6ImFkbW1uQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZW5pZCBwe
mo9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOJE2NZI3NDQzMTMsImlzcyI6ImhOdHAGL
y9VY2NtYXVOaDo4NDIWLyJ9X_CQF8xttDO—S7SU2uph2Cdu_kN—
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHOgr4XgkdswiWcNvw2rRkFz JHoWrETgfgAMkZcAukV4DHuUxogHWh6 -

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'



Itt API & {E[EI A FEIFE o Tresourceldentifier] THI{EZRT_WorkingEnvironment Id_ > Tagentld] THY
{EFRT_x-agent-id_ ©

3. B AMEANIIStorageGRID A AR RYEFAHE S #TNetApp Backup and RecoveryE & o FE{RE
AStorageGRIDHSE 2 R EAH 2 IBU KR EEE R HFEE > AR -

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—pMtZNDOM' \

> --header 'authorization: Bearer
eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOidvY
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYWl1IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbW1uQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyIl6ImhOdHAGL
yIOVY2NtYXV0aDo4NDIwLyJO9X cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgr4XgkdswiWcNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1NgPZT8A szHinud5WOHJ9c4AaT0zC—
sp81lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCtENH GAX
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> -d !
> { "storage-server" : "sr630iplS5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":

"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'
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[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Sys

tem]

"LocalAccountTokenFilterPolicy"=dword:00000001
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# Disable UAC remote restrictions

Set-ItemProperty —-Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy" -Value 1 -Type DWord

# Verify the change

Get-ItemProperty -Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy"

# Output

LocalAccountTokenFilterPolicy : 1
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curl --location --request POST 'https://netapp-cloud-
account.auth0.com/ocauth/token?=" \
--header 'Content-Type: application/json' \

-d '{
"grant type": "refresh token",
"refresh token": "JxaVHn9cGkX92aPVCkhat3zxxxxxwsC9gMl pLHkZtsVA",
"client id": "MuOV1lywgYteI6wlMbD15fKEfVIUrNXGWC"

} |l

@ NetApp Consolefdi ERIERESEE —EZIEARER - API BIEEE—E Texpires_ini FE&
» FARRREAS IR AREAREA - EERIFH<H » (MEEBERMILALE API ©

2. BN1S1EAINetApp Consolelt ID o

GET 'https://api.bluexp.netapp.com/tenancy/account' -H 'authority:
api.bluexp.netapp.com'

Header:

-H 'accept: application/json'

-H 'accept-language: en-GB,en;g=0.9"'

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInR

It API B{E[E] LT [EIFE o &R LUEBAZT [0].[ accountPublicld] HY% H 2HEENIR A ID o

"accountPublicId": "account-i6vJXvzw",
"accountName": "rashidn",
"isSaas": true,

"isGov": false,
"isPrivatePreviewEnabled": false,
"is3rdPartyServicesEnabled": false,
"accountSerial": "96064469711530003565",
"userRole": "Role-1"

3. IS EEEHI A ID B9 x-agent-id °
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GET 'https://api.services.cloud.netapp.com/occm/list-occms/account-
OOnAR4ZS?excludeStandalone=true&source=saas' \
Header:

-H 'authority: api.services.cloud.netapp.com' \

-H 'accept: application/json' \

-H 'accept-language: en-GB,en;g=0.9"' \

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInRb5......

ISR LUE B ocem.[0].[agent].[agentld] AYE ! ZRE O FEFRHEEMLIE ID o

5 F API FYEG{

LUTEE588R T 7£ Azure EimHaY East-US-2 &g A » TE BB FRIEAI R4 _EE@INetApp Backup and
Recovery FYAPI 3 » KRR E T EH ~ B/\ENESEEE > WREEXHMEZES 180 X o i7EE » SEM
B&H% EES » BER2HEMEAHIERE o

API 353

T Z B2 FHMIEENetApp ConsoletR3E ID account-DpTFcxN3 ~ #ZFH|SIE ID
"iZWFFeVCZjWnzGIw8RgDOQQNANZvpP7Iclients’ #1 A F < & "Bearer
eyJhbGciOidSUzI1NilsInR5¢cCI61kpXVClIsImtpZCl61k5rSXIPVFUzUWpZek1E...y6nyhBjwkeMwHc4ValobjUmiju
2x0xUH48g TEtEd <@ ©
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curl --location --request POST
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/v3/backup/working-
environment/VsaWorkingEnvironment-99hPYEgk' \
--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQQONANZvpP7Iclients' \
-—header 'Accept: application/json' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer
eyJhbGciOiJSUzZIINiISINR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzZUWpZeklE. .y6nyhBjwk
eMwHc4ValobjUmju2x0xUH48g" \
-—data-raw '{
"provider":"AZURE",
"backup-policy": {
"archive-after-days": 180,
"rule": [
{
"label": "hourly",
"retention": "2"

"label": "daily",

"retention": "30"

"label": "weekly",

"retention": "52"

]
by
"ip-space": "Default",
"region": "eastus2",
"azure": {
"resource-group": "rn-test-backup-rg",
"subscription": "3beb4dd0-25d4-464f-9bb0-303d7cf5c0c2"

[ElfER—EERT UEEIZENEZ ID ¢
{

"job-id": "1b34b6£f6-8£f43-40fb-9a52-485b0dfe893a"
}
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ESPE[EIFE -

curl --location --request GET
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/vl/job/1b34b6f6-8£43-40fb-9a52-
485b0dfe893a" \

--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQONANZvpP7Iclients' \

--header 'Accept: application/json' \

--header 'Content-Type: application/json' \

--header 'Authorization: Bearer
eyJhbGciOiJSUzZIINi1iIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzUWpZeklE..hE9ss2Nub
K6wZRHUASaORI7JvcOorUhJ8srqdiUiWoMvuGIFAQTIh6680f2M3dLbhVDBe8BBMtsa939UGnJIx
7Qz6Eg"

[EE:

"job" . [
{
"id": "1b34b6f6-8£f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "PENDING",
"error": mwn

"time": 1651852160000

BEREEI“HRRE" R 5T -

"job" . [
{
"id": "1b34b6f6-8f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "COMPLETED",
"errOI.": "",

"time": 1651852160000
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TEFTEYAH Linux 1% 28 MmpoiEs] & IR
ZEMPIEH S EREE - BT EHARBAIEENERNERESRRZS © NetApp Backup and RecoveryE il ERY
S E O RE R EREMMNE IR AR ZEHENBERERND—EMER o A "MEHHERER » BHEH aEeR
BHRERFhRA"
1. "TEFFAYZASHE Linux 318 E e 8"
2. (FREHIREINEEEFEHEREEAEHS -

2[R NetApp Backup and Recovery & il [E

1. & MySQL BB DU EEREIFRIEH S REEH - TEERMERHEIIESRS
78 TCBS_DB_Backup_23 05 2023.sql] ©°

2. IRRITERABIZ Docker 322 Podman B33 > RN T <2 —#HEHERE MySQL docker 88 -

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

podman cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

3. IRIEEEARIZ Docker 22 Podman &2% > AU TH<TZ—EA MySQL A28 shell :

docker exec -it ds mysgl 1 sh

podman exec -it ds mysgl 1 sh

4. 18 2%shelld > FE Tenvy o
S. IR ERE MySQL DB ZH5 » FEtEEREMYSQL_ROOT_PASSWORD A °
6. £ T8 < ERNetApp Backup and RecoveryMySQL DB :
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mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. A T5 SQL 5% E#35NetApp Backup and Recovery MySQL DB @& B FHEER :

mysgl -u root -p cloud backup

HAZES o

mysqgl> show tables;
mysgl> select * from volume;

BMERTHEREE HERINIRIEHEFERERER -

WIEZRE|I B &R
1. #& Indexed Catalog %17 zip % (R ERAELHIEES

#8 lndexed_Catalog DB_Backup_catalogdb1 23 05 2023.zipJ ) #EEHIEESR
Z| T/opt/application/netapp/cbs) BERIZEHRIFIESI SR EM o

2. EFRATYen< B4 Mndexed Catalog_DB_Backup_catalogdb1 23 05 2023.zip1 &2 :

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. BT Is ML UBRE BRI ERNHK catalogdb1” » H A F &I changes’#1“snapshots” °

FHIRITAIONTAPE M StorageGRID % 4%t
1. RZRFAA S HONTAPRAA TR Z ATAVIRIEH AT A o SEIEEAIE S3 [AARESHIONTAPR 4
2. "ZIRITHIStorageGRIDALR" ©

% EStorageGRIDIEIEF A 2

AINERIGRIONTAP A4 R R AYStorageGRIDR AN AAE R » AAEMERERGES & IERE LER
"NetApp ConsoleAPI" °

U TEFEARYENetApp Console 3.9.xx FIIBMIFAE RN 4L o HHCEERRAS » AERUTHER ¢ "DarkSite £
IR © MySQL fZ5| BirEHEER" ©

TEEHRERME(DEIStorageGRID NEERFRITELDS R

1. {EALLT oauth/token API IRERISHES S o
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https://docs.netapp.com/us-en/console-automation/index.html
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800

curl 'http://10.193.192.202/0cauth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'"{"username" :"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}

S

#R IP (it ~ EAELBNENEE]E » BIRFAEARZ o kRFRMBISK S account-DARKSITE” © It
5> ERERBUREREFEAHRIIAIRE -

ItE API AFEEILLTEIAE o ERILUN R RIRIE SR

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
W11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbSO1bWFpbCI6ImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYyOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v_ pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. {#H tenancy/external/resource API $2EXZ& 4t ID #1 X-Agent-Id o

curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVkKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGEFwecC53b20iXSwiaHROC
DovL2Nsb3VkIm51dGEFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
nVOYXBwLmNvbS91bWFpbCI6ImFkbW1uQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZW5pZCBwe
mo9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOJE2NZI3NDQzMTMsImlzcyI6ImhOdHAGL
y9VY2NtYXVOaDo4NDIWLyJ9X_CQF8xttDO—S7SU2uph2Cdu_kN—
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHOgr4XgkdswiWcNvw2rRkFz JHoWrETgfgAMkZcAukV4DHuUxogHWh6 -

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'
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3.

Itt API & {E[EI A FEIFE o Tresourceldentifier] THI{EZRT_WorkingEnvironment Id_ > Tagentld] THY
{EFRT_x-agent-id_ ©

R 4RI IIStorage GRID R VA E ST EHTNetApp Backup and RecoveryE i} o HE(RE
AStorageGRIDHSE 2 R EAH 2 IBU KR EEE R HFEE > AR -

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment—pMtZNDOM' \

> --header 'authorization: Bearer
eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOidvY
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYWl1IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbW1uQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyIl6ImhOdHAGL
yIOVY2NtYXV0aDo4NDIwLyJO9X cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
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"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'
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