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Delete role
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Role description
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Settings
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Use access keys to authenticate your applications when making requests to this Azure storage account.

Stare your access keys securely - for example, using Azure Key Vault - and don't share them, We

recommend regenerating your access keys regularly. You are provided two access keys so that you can

maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access

this storage account to use the new keys. This action will not interrupt access to disks from your virtual

machines. Learn more

Storage account name

| 263cde60b553020-
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PRAPE ~ SEEBAFAEEREAEBTESS - FrIAMENS S

RootHfR
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* BRIERZHILEHEER - WETHLUSBERE 443 HAERNEY RFIET
E Copy and Sync £ Azure FEFEBERMERIE » EERU AL 2 MR ERRUAPIERI LG o
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£ Azure FEREEFIAIEZ I FRAIEIR
RAREEE IR Azure EAERAAB U THR !

"Name": "Azure Data Broker",
"Actions": |

"Microsoft.Resources/subscriptions/read",
"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft

"Microsoft.

Resources/deployments/write",
Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
.Resources/deployments/cancel/action",

Compute/virtualMachines/read",
Compute/virtualMachines/delete",
Compute/disks/delete",

.Network/networkInterfaces/delete",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

Compute/disks/write",

.Network/networkInterfaces/write",
.Network/virtualNetworks/read",
.Network/publicIPAddresses/write",

Compute/virtualMachines/write",

Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",

Network/publicIPAddresses/join/action",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft.Network/networkInterfaces/join/action",

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",

EventGrid/systemTopics/delete",

.EventGrid/eventSubscriptions/write",

Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

1,

"Microsoft.

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data
"IsCustom": "true"

Network/networkSecurityGroups/read",

Broker",

1. EEEBIA "EERTRTE I Azure 3|S5 —EZHREFUENR DR :

° “Microsoft.Storage/storageAccounts/read” »

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/write” »

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/read” »

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete' »
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° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action” »
° “Microsoft.EventGrid/systemTopics/:EEX” >

° “Microsoft.EventGrid/systemTopics/write” »

° “Microsoft.EventGrid/systemTopics/MHf&”

° “Microsoft.EventGrid/eventSubscriptions/write” »

> “Microsoft.Storage/storageAccounts/write”

LESh - WNRIGITETE Azure PEIREZERD > B AR ISKBERTE A RHEEM A EERAHE -

2. QEEEHEAAENRERREIBEECHNZ 2 MRIAZEL TR !

° “Microsoft.Network/networkSecurityGroups/securityRuIes/%E

° “Microsoft.Network/networkSecurityGroups/z&EH”
BREERE
BECIERER > BREEAEEKSEE—EIMEER L | BIEE SSH AiB-TAiR¥ o
BRI BEMIRE > 5528 "Azure X | £ Azure F7% Linux VM EIZT{ER SSH AfE-FASEE" o
BIERAE
BRES EURITNERMIE - LSRN T ERIRDREARUEITE Azure PREERMUIETET ©

1 BAMERAES" -

2 B RIHEL o

3 BRI EEL SRR R e -
SRS > EREE R AR EE -

4 T EMREEXEER L  BEERUENRIERER » AREHE Microsoft Azure” o

Select a Provider

I aws —
L]
Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker

S. BABRAIER R IBI S
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Location Connectivity
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® Password Public Key
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Resource Groupe
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& Generate a new group Use an existing group
Enable
Security group:
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2. FEKIGH AD BEEEAREREEEA TS URL CEREEEREIRE) CloudSync-
AzureDataBrokerCreator :

\ https://login.microsoftonline.com/ {FE L3RR ERYFHS ID}/v2.0/adminconsent?client_id=8ee4ca3a-
bafa-4831-97cc-5a38923cab85&redirect _uri= https://cloudsync.netapp.com&scope=https://
management.azure.com/user_impersonationhttps://graph.microsoft.com/User.Read

WMURLFAT > FFIMFEATZNURLE) https://cloudsync.netapp.com > FEFRTERA B #KIDE8ee4cala-
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- compute.networks.list

- compute.regions.list

- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.operations.get

- iam.serviceAccounts.list
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- logging.logEntries.create

- resourcemanager.projects.get

- storage

- storage

- storage.
- storage.
- storage.
- storage.

- storage.

- storage

- storage.

.buckets.get
.buckets.list

objects.create
objects.delete
objects.get
objects.getIamPolicy
objects.list

.objects.setIamPolicy

objects.update

- iam.serviceAccounts.signdwt

- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.

subscriptions.consume

subscriptions.create

subscriptions.delete

subscriptions.list

topics.
topics.
topics.
topics.
topics.

attachSubscription
create

delete

list

setIamPolicy

- storage.buckets.update

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list
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Project Region
QCCM-Dey us-west]
Service Account fone
test us-westl-a
Select a Service Account that includes these permissions VPC
default
Subnet
default
Public IP
Enable

55




8. YR VPC HHMEMEREFINRENRE » FEEAERE -

MRBEREEX A SEFIEHA > BIIELZA(R Google Cloud HRli A B & EMIEAERIFIARTEIR S o
S. —BEEHNRIEAA > FEERNED PEEEE" -

ZBHIKNTEE 5 21 10 DEABERE - LAIUKERNBED PEZEEE - EBMARE BRI -
10. SERUAEERIEEMURIIINES R o

ER
RE7E Google Cloud HEE T ERMIBL 2 T HNED RMZR o Sl L ERIREE MBI SRR —EER
FH o

R HM Google Cloud EXEERAFHFRAVER

BT [EPRAAILIERE Google Cloud Storage 1E4 2R B1ZEF » MM EL BN E R IEEAVARTS
IREAREEANRERTETER - BRBERT » EEERENAERBIRA UM ERERZRPNEER - B2W
RITIRFTEAIRERR » ST E AIE B B2 TR o

HER

. FBX Google Cloud Platform $Z#| &M & A Cloud Storage ARFS °
2. ERTHRERERL MGRRRIRS B ENRFIENGE o
3. IR o

4. FEBIIL o
5
6
7

—_

- B ABRMIEMBRFSIR A RYLTE o
EERENUT NS GE FEERAVERER o
BT o
R
ENRERS AR » REPTUEEZEERERRLS MERIRIFEHER
BRERIEERLSERFEER
EEMEPERAUTEERE Google Cloud FEI HRMLIERER

Node.js A M
v21.2.0

s aRsREY
n2-1%4&-4

[E#E CPU
4

i
15GB

56



EERMR
Rocky Linux 9.0

HERE AR/ NFNEREY
20 GB FEHY pd-1ZE

7E Linux 14 EZ 2 B NetAppE A E S B ML IE
#NetApp Copy and Sync i ERMUIEEF4ERF > 553 On-Prem Data Broker 18
TEZSH% Linux EHEEEIRPRIIRA Linux 1 L2 ERMTIESHEE © NetApp Copy and
Sync 5| B2 E5EMZEEE > BItEE EEE TERNTER » URMEAZEEFTIE-
Linux E#EX

* Node.js HHEM : v21.2.0

* EERMR:

° CentOS 8.0 #1 8.5
CentOS Stream A2 H1E o

° Red Hat Enterprise Linux 8.5+ 8.8+8.9 194

> Rocky Linux 9

° Ubuntu Server 20.04 LTS ~ 23.04 LTS #1 24.04 LTS
o SUSE Linux Enterprise Server 15 SP1

3% 'yum update’ EREERMCIEZ BN BEEHK E#IT o

Red Hat Enterprise Linux 4t 787E Red Hat sTRIEIEHEE o MIRKFHM » RS E L FIETEZEERE
LR HAR BT RN E = EE o

* 5CIBRE 1 16 GB

* CPU : 4%y

* ATFAMARRZERT 10 GB

* SELinux : FfIEREEEH L=A SELinux ©

SELinux 58%IH1 T LIEERIACRERASE AR > 16 B ] U IEE R IR E EEFR R AYIRSS

Root# R
BRMUIEEEETE Linux T EBENIL root B9ET o W root B9 EBITERERHMUIBIRIERINEIEM o FIa0 » #&8
HZo

* Linux EHA/ARRRN BIRRIIELR o

57



* TEEMIRBVLARGF Linux THFEVED -
. I)_inux ¥ B AR RUERR 443 7 EEM AWS SIXHISRE (BRAIEETENEE Amazon SQS ARFESE

* NetAppEZERERKIF « BREMBEHRERINUCAERERIGE (NTP) IRES - (BB ZBEEETIE
tEEs i o

RS A%t AWS BYER

MRTHTEERER S3 FEFRNRASMENERNIE » BEEREZERLT Linux THIM AWS FE - ZEE
FHRIERENE - TREAAAEAFIERNSEERN AWS ERAERME AWS £i§ -

1. AL IAM 5RBE "NetAppiR(HAYEER"

"&EE AWS HEE"
2. B BAREEFIERN AM £/RE -
"&EE AWS REE"

RIUMER AWS £i8 0 AAKREEELEENRERERIEEEM

E{FA¥t Google Cloud FYz/RI

IMREFTEERAE S Google Cloud Storage #FEHIE D BIARIERMAIE > FETEZER Linux R
Google Cloud f7HY - ZEERRIERNE - BEESAEBFREERIIRFIRPIRHETHE o

1. INRITIEIRE Google Cloud fRFSIRE » BRI —EEEHIFEIEE#RM Google Cloud fRFEIRE ©
2. #37L JSON A HFHIRIFIRE &8 ©

"&%& Google Cloud &5tF8"
ZEEZVEAZUTEMY : “project_id” ~ “private_key’Fl“client_email”
() srpuems ERMEELL THICOBSEE o
3. #% JSON HEZ#7FE] Linux % o
B ¥ Microsoft Azure FY55E]
FEBERD RIRBEPRAHEFIRA ERET R E RSERMFRE Azure BITFEL ©
LRI

I [EBRAAR > SR LUTE Linux R EZRERAIERER o

1. "BALERMEL" o

58


https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://s3.amazonaws.com/metadata.datafabric.io/docs/on_prem_iam_policy.json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys

2. BEEREIUMRES o
3. TERRAS MR EEL » BEERFEMBIR > AREERE -

FTERELESER  BRRE BRI ARE R o
4 TERNEMEER L > EEETEMUIE > AREEAEERAE

Select a Provider

n s at

Microsoft Azure Amazon Web Services Google Cloud Platform

On-Prem Data Broker

illl‘llr

O
S. I ABRIEM LB EIERE o
REAEERIRMEEA - CREEBREELERA - e THZERENE—ELE -

6. ERAEmE L -
a. FEEISTEAE AWS * Google Cloud T & RI7FEY ©
b. FERIEEIE | EAE - FHEAEARS HFEHAERENRERRSS

() wzRFrERSHAR - FEEEAR -

C. £ MR ZEBEMIERER o

l[Fﬁ%#zdﬁTﬁ RSB R SERV REEEIRREFHAE N - HIRRAEERBELCHRE

7 o
d. FEiZsEEd !
T EAE

curl <URI> -o data broker installer.sh

* FERRIERERSS

EEIEIEZ0 4 On-Prem Data Broker > (B @ ARG ZiHEAY Linux 1% o

EIRRS ZEERY

curl <URI> -o data broker installer.sh -x <proxy host>:<proxy port>

* EATAESMNERENAERARSS

curl <URI> -o data broker installer.sh -x

<proxy username>:<proxy password>@<proxy host>:<proxy port>

PN
T

59




URI
EENES SEREEE L ETREBEEN URI > BIFKIBIETRIFZE On-Prem BEMLIBIEZ R
» % URI & A ° 5% URI REEULEE » AAEERHRELNN H RFEFER—R o 55KELL
THRBRESME L FEYF URI

e YIREBHRAR » ERRENAIRITIE LRI

@ TEYENEE<EHE = AWS ZEF] Google Cloud FEXRIZ2 8 - 1ZERR AR ERIR
TR EEERUSERNG S ©

- EAIEARE -

sudo -s

chmod +x data broker installer.sh
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3 EEE B RSP BRRIUARAEE R S3 7 Google Cloud Storage [E]2 & Azure Blob 17
2 » CIFS ~ Google Cloud Storage * IBM Cloud Object Storage * NFS + S3 #1StorageGRID *3*#{¢
Azure Blob #778&[E)2 E Azure Blob {#7%8& - CIFS » Google Cloud Storage + StorageGRID

NREAALLRE » ER R BT HMMINEE
© EFEEIEFR -
° UTREMERETERE | AL AR - RITECIAIEENERBE -
° MR S3 BWIR » A A/NERRFETENENS (MAZMFEMS) KA -
° BMARIER > REEMERIMIFRRE - EABEPFILEED « ERAREHEEFRS °
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L FIESMBREFREZM Google Cloud #Z# & ©
ii. A RiRHT>RE>BiREEREIRE

iii. E9F local.json &2 :

{

"protocols": {
"gcp": {
"storage-account-email": <storage account email>

v. EHTRRENERIAE !
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A. sudo pm2 1ZLEFRAE
B. sudo pm2 EX#FRE
v. SAERAIMNEB AR IFHERI LR ©

@ BB SR RELEERY MANENRERR B AR EERZTNRERE
IR EEERT R o

e ikiE
EETHREERNERESCEBNRBRASE - SRNET ESHEILBRRELEBMY -
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EE#R o (IRBEMEME > BEECERTELEEEMBE

EAIAEB LRI T B REZRASERERMEY :

° mtime : FERNREIELEGRE o LLBMEHRBIREXY -
° uid  gid 7] mode : Linux BYERIZEE o

MrFER

B RILEE A ERYHFEFTERNNIRE - MREAELE 7R LT8R - B MERNREY) g%
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NMERIRREZEN TBiREIEin) MEREERTER !
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> Azure Blob
° Google Eiff#F
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o StorageGRID

RITIERBIX 1
EEFETRERT 2 A RTERRIES -
T PR B S

£ TERNRED ) REZENEBERUER » BEERRUEMIFMESR - ILEREFETEERNER -
ERRRIESRERR B EWMIER o

INREIFALLEETE > EREEFERMUERER LM local json EREPHSH - BIRIERIEITIUTER -



{

"workers": {
"transferrer": {
"delete-on-source": true
}

}

}

B3 local json #8%1& > [CIEZEMEE) | pm2 restart all ©

Ui SEES 4GS
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HHFEREIES

BRWMAERBIERIIET Enter RISEERE D PHHFFHIERFTRINHIERRIESR o g0 > A log
8 .Jog ZRHkER *.log 185 - ZEHRRLABEDMRRATI - U TR RS T —EMERET :

PR ES BRI B
() Regex UEMFTRASBIRR glob FERTE « U EEANERRAN o

HERE &k

FRMAHL BN BTSRRI Enter » I6ERZ 15 BERES PHBRMERKRNH B £ o F8:%
&M » .copy-offload * .snapshot * ~snapshot B ##HERR o

() Regex UEMFTASBIRR glob FERTE « U EERNERRAN o

R
EERPPIANXM » \mEX]) ) ERPHEA/NEE RIS -

(Ee=E
EERAXN > ERERRENEPRAM  BEEREARZE « [ BZA SR EREEE RN
B o

FeavA =]

= SMB AR FARIER - ILREAREESERERMZE « FEBPZR ST ERHEHEE 2 MR
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BB R RAIAR R FA BN E > i SMB AR EER ACL ~ BERIERIER ACL F1E

=

10. 77 TIRE/ &R HEL  BEERTHRENFEAERT S3 HERNMAERIRE > I=REAFAEE
HigTENEEY °

< <2 Bucket @ Settings © rev/venda @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® save on Object's Tags O Save On Object's Metadata

Tag Key Tag Value

° Add Relationship Tag Optional Field | [Up to 5]
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#1 Google Cloud Storage °* R TTERHEIERFH ©
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, Sync Relationship o Data Serse |ntegrat @ Data Broker Group @ MES Server (_' b

How does it work? Selected Data Sense Source

fcifs1 111 cifs 11.1.1. 1xcifs1

Azure NetApp Files
Source Host Warking Enviranment Volume

A few more things before we continue

Define SME Credentials:

User Name Passward Darnain (Cptional)

"7 BRI TENetApp BRI D EERNENE P RAR" ©

7ZNetApp Copy and Sync #1t SMB %S ACL

NetApp Copy and Sync BJIATE SMB HEZ UK SMB B4 #EFE MEREEUE
H/EE (ACL) ( ONTAP S3 BR9M) o tNRFBE » EHRIUEHERER robocopy FENRE
SMB HFEZfEBY ACL °
EHiE

* REEHRMBEZ UBHESR ACL

+ 71 SMB A2 T HER ACL

REEHMED LUER ACL
BB RIAR SR IIRRAERUBERE > £ SMB H£AZ BN SMB A4 H#FZMER ACL -

FYaZ Al
EIhAEE A FMEAEER BRI | AWS * Azure ~ Google Cloud Platform S{ZAtERHMAIBIZR o At E R
IBR LUBIT R IEEE R A"
BRGNS R
1. "BALUEHAES" o
2. RBUAREDS P > B REIIMEL o
3. & SMB fARRER M HETEHER AR > 1 SMB ARSI FAEIERAEIE » REBEERE -
4. 7z SMB fAfRes EEL :
a. BARIH SMB {AIARA3 SN EEIRIRA RARSS W EE 1 1B o
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Select an SMB Source

B Sareer Version 1

Selected SME Server

— FSRE R BT & Ehangs Sever
fhim ?

Dafine SME Credentials:

Liet Mamea Passemed Darmar (Ciptssnal)

userl

ACL - Access Control List

Notice: Copying ACLs can affect sync petformance. You can change this setting aftes you create the relationship

Mtention If the sync relationship indhudes Clowd Volumes GNTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs

O FFIKEREEREREILRD B o

1% ACL 17 SMB #E 2RI Y- #TREF - (SR LURER ACL BRI E S TEIS - BREECRNE
12 o ¥1? Azure A1 Google Cloud Storage * R HETTERIEIAER A o

TSR EIERETR 7 0] A SR 5P BR &G o

< 53 Bucket @ Settings o Tags/Meiadata @ Review

Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Oblect’s Tags @ Save On Object's Metadata

s
Metadata Key Metadata Value

@ +dd Relationship Metadata Optional Field | [Up 1o 5]

RAMGRNTER
1. W BRBEERD G LIERIRIEEE -

2. ‘EEEHE_QEH °
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3. BEMEREER  ERN ACL I RIERM ACL » REBEIERE -
4. BIBRERTE ©

#ER

EZE RIS > ERNED SRERIFEMEFZHAIACL

£ SMB A EFEES ACL

f&A] LUfEF Windows robocopy 15< FEIfRE SMB HAZ Y ACL ©

1. EHME SMB HAEAAT2FIERA Windows 1
2. NRE—IREEHEEERE » FHFEA net use 151 Windows ARSI iHES ©

7E{EFA robocopy Z A » ABHITUEDER ©
3. RAENMEL > ERBFMBIE SMB HEZ B FHMNRGHEISIRERE
4. BREPTHE > % Windows T T <L RED ACL FHIFFEH :

robocopy /E /COPY:SOU /secfix [source] [target] /w:0 /r:0 /XD ~snapshots
/UNILOG:” [logfilepath]

source F target EBFEZEF UNC HEUIERE © B0 © \<AAREF>\<HEZ>\<EEE>

{EFANetApp Copy and Sync FRVERMEEHIIZE D NFS 85

MRENTEEEBRERNLZEERE > Ea]LAERNetApp Copy and Sync FRYE RHMFEIINE
REDL NFS B o IEIHEESZIRIE—1E NFS AlAR23%EI5 —1E NFS EARzs UK itAzure
NetApp FilesZ|IAzure NetApp Files ©

fIen > EEIAE R EE MR A ERERPHMIE NFS FRSZERP EL - HELIEREEFERIEEZ 2
fH&iAzure NetApp Files EHIE R ©

BrHEEINE TIFRE

E NFS BRI MEERNEZ BB BEREER - ERERMETREETME - TERER T miE NFS [EhkR
M mEE R Z BRI :
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[ —+ — -
—] S — — = o —]
Source NFS Server Source Data Broker Target Data Broker Target NFS Server

—EENRIERE_HEE - EFERTENE > cEmm—EEERE (BD_B588a ) FXBgHEK -
IEERRIERNEEIRIE 443 LEIEHR - MRFE > LAIUEREMIKED » EFFHOREZIRORREMR
F5fER o

fIen > INRERERIEAR NFS EAREED BIBINEIRR NFS [k » Bl LUEEEERAERNRIE
#REA K LU IME B R IRIZ VIS EARFEK o

BEMENTIERENT :

1. BUYRPRAFE - SEEFRAMBENRIERIIMNZER
FORERMIERE A TLS 1.3 MIERBRIRER] o
A% > CEBAERRKEMBXIERERME -
BRENNEER TR EMEX B R AN HETRR

PN RE - ERMRATE 24 /NHED —XEMELHER - MIREENFERD > AIZEFEEEER
HthERRIERENZ I MEE SRR o

.C"':'>.(’~’!\J

MREHFZEREMR TR - "ERILIEZBAFRREERERK" -

HIBHINFShRZAR
* ¥ NFS fFIARES > NFS FRZs 3~ 4.0 ~ 4.1 F1 4.2 ZIEBERHEHNMNZR o
* ¥15*Azure NetApp Files » NFS ks 3 #1 4.1 ZHEEERMEE N ©
RIB(EAR23 R &
MBEEIINMNBESRE > MMBERHEE HTTPS #3% » It BE 2B BNRIEERSKEA -

AFIFRER
AP RE AU TRG

* & NFS REIARSS 51 B 1R Z K s E F AR s & 15 P AYAZure NetApp Files ©
* AARESAY IP (it K2 PRE 4B TE
* MEERMCIEAERRAIE ©
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TCRILEERANENNE - BELAARELES - ER|[ENNERIWARHNENRERZ -

MREBEARANERNEE - AZECARE—EERNERER - MERP AR SIRFETIZEER
RIERER -

MREHAFEENRE > FEEEHNEEX - HINTABRRNRZERE > FHELRERRER > HHE
TEIR B EEIRIR 443 BYH LR EN HH R i s SR A A AR ERAY o

° "RE AWS 224"

° "&EH Azure ZZEReview Azure installation”
° {7 Google Cloud 24"

° "IBE Linux gLt

EREEEHMMNERD NFS BiE

}’/‘iﬁl’iﬁﬂil NFS fRlfRkes 2 ElEtAzure NetApp FilesZ IR SRR - RUBEHREINEEIR » AR IKIRIERIR

1. "BALERMEL" o
2. EEEETHIREIL o

3. #& NFS EARSS HEREIFCRAI B BIENE > 3#& * Azure NetApp Files* HEREIFCRAIBF BIZNIE » A%
EE B U AERHSEINE o

4. MRERIRIEIIRAA ¢

a. NFS faARka3/* Azure NetApp Files* : 3ZE4E NFS has > ZABISEFEY NFS RIFSEZRA AARSS ©

b. ERERNIEIAE | ERMETHNERNTERR LERBEGFRURMEERMCERREIER
RIBFERERR E R o

c. BRMUE | RRETERIREENNEEANERRANENRERE -
AARMTER:

" MREERRANERRIEE » AZEXAERE—EENRIEREN - MBEDRGEAIEEFEFH
ZEEAERER -
* MRFKEEHAEREATERRS > PBECLER—EMHNERMIE o

* MNMREFEFHERRIE > Copy and Sync iR ~EREERE o A UEZIHIEBERMLIE » theg
UATRECH Linux T T &M o

d. B EREERE BRI A TERNTEEFREREEZRPNEE o
EiE NERERRYT) RIENEENAEERMUER D MEERRIERNERIRARTE o
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Select Directory

= Filter Source Objects

N Q

All Directories

0 /mnt/kingkong

Y

e. gﬁgﬁ NFS {ElfR23/E12Azure NetApp Files : ZE1E NFS iz » ZABE AR NFS BIEsEZERA R
f. BEENAE | KBRS REENREEREERENERMIERER -

MREFENNEEAREERS > PEELHAR—ERNERRIE -
W ERBEEENREREIEARRSERIE RS  TEIaEERIERET o

Select a Provider

9

= = | 5 =

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Name Port
listener-data-broker 443

a. BIER& | EERRER > M MERLEERE FERNEERRPEIRERK
b. RTE : EHRUAEBRUER D MM RIERMERIK o
C. % | BEZRASMENFMAER » AREER BIME -




Review Sync Relationship

[l > —p — > [_en)
=y +— o= o)
ure L 2t Da Target NF
(Listene
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

R
BRME T FRBEIANRT G o TR - BEEERRTEE UEEAMMAGRNFASEN -

B EERMIE4EUTENetApp Copy and Sync F{EHSME HashiCorp Vault

BRI EE Amazon S3 ~ Azure T Google Cloud /REHIEIZ GRS » KEES

#BNetApp Copy and Sync fEFENED APl IsEELERE - B—BHEZBREERMTIE

BY4A L E 1B 9MER HashiCorp Vault TZEVESE (B ME ) o

LEINREE BB NME L API 21 » FIFRATEE Amazon S3 ~ Azure B, Google Cloud /&5&

o EHREE

BIERTE URL REGRBEUMEFMUIREHBIR MG - REEEPMED URL &AL Creds $ERE °

= =y

BIEEHEPSEENNEREINNEREX - EHENREEFEEIMNIRRERS /&S

e £ APl ZiI[EF %

RE—EERETE » ERILEE API I RE L EREIRREERISHEZERNRL % o

I:I

EHREE

TEERMENNEDS I EHREERNMER URL c BIBRTEEL URL REHBREE - TREAK
AR R (& PRV S E R IR B ARR E/REER URL ©

URL AZBUNTFERRE ©

S35 fehvi
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/<path>/<requestid>/<endpoint-protocol>Creds

INER
MBI RIARERAE o BRI AR EME KA RME—RYE o
E1E API POST sA KM E A —(EZEERTEM ID ©

{REE

K ID
IREBELMWFER ID o BIIFSRIER » (£F
IHEEHE
EEWMTHIHEZ— "7E post relationship v2 SXfFH" © S3 ~ AZURE 3% GCP (BE#HNEKRE) o
1=

URL 7B Creds &5FE

&5
LUTFEEBIEER 7 #4289 URL ©

FIFREITEEE URL MRS &)
\ http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds
5K ID 2 hb312vdasr2 » FiRimEEE S3 ©

WITEEHIPEEIN - FILREREE /my-path/all-secrets/ >

EE/R:EHI5EE URL FEREHI
\ http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds
ek Azure ©

HI%RER1E % /my-path/all-secrets/ > 553K |D % n32hcbnejk2 > B1Zim

ERBIRELCAE
EiEHERSEFEHAERINAHREN M - ZHEEMUEEEEINIRIEERS

&Ei

1. %535 SSH &
RERNIHY /opt/netapp/databroker/config HRY local.json 1&22 o

EGEBEPNERRERER o
2. {REEAIH
3. KEERFE A true IR TE external-integrations.hashicorp FRIERE S BRI T

@153
o BXUE : truelfalse

° $gEY . A
° AR : false
o AR B 2 H99MEB HashiCorp Vault BRiS 1%

° IEFE @ ERAEA
REEHEAHFREETR

° $HaR | BRMUER&RE

gt
° $ERY 1 FER
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http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

° {8 : SMERREERY URL
INEE
° $FRY . ¥
° B FRIEHREBEASIRIVAIRERT
BRI
° BERSHEENNIBERERCIRENINIRERE
o ¥EAY : Foik{E
° JARR{E : false
RS *®
° BRIIERERANESMERE L » ARIMNMREEFIRSE
° JEE I FH
° BXE : “aws-iam” / “role-app” / “gcp-iam”
AthE
° $ARY . FH
o KA ELTE (MREFER aws-iam 3§ gep-iam)

Secretid 1 rootid
o R I FHE (MREHEA app-role)

SRR
T

o A ER (MRFE > A#A X-Vault-Namespace 1Z58)
4. BHEAPHEAEMERNEEEELESH o

aws-role &1, 5851/



“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam S {7 EREH

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

mwn

"role-name":

br
"app-role": {
"root id": "",
"secret id": ""
b
"gcp-iam": {

"role-name": "my-iam-role"

£/ gcp-iam S{PERERRERER
YNRICAER gep-iam BR8737% » RIBHIRIEXLARA TS GCP #IR !
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- lam.serviceAccounts.signdwt

" T BRERHUIERY GCP HERREK" o

ERREEFIEZETFHNESREE
RAE—IHERTETR » oI LIEEX AP| MY R 2 I G RIREES I BN RS REE ©
{EREEIMRES REST API 2RI

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* BENSERE SREIEHINetAppiZF|SIRE ID » "B HFHILER" °
c ATERERBEREEM > "2% relationships-v2 API IEY" o

BHIF
POST :AR&34 :
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url: https://api.cloudsync.netapp.com/api/relationships-v2

headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"'s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"

br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"

NetApp Copy and Sync REF AIERE » XNRETEFZER

NetApp Copy and Sync fJ 14 X ER ML RE » AMEA XA UZ NSRS RGN E
F o B—{E3EIEZENE AWS B Azure 5T > EREMNESRFENE - F_EEIEZERE
ENetAppRE EEFAJEE o

IRA LA AWS Marketplace B¢ Azure Marketplace TR o 8 REEFEIRFETRIME ©

TR LUBZIE B 155 T BRI E FANetAppRYIZHE o BN » MNRIEH 25 EFEP % > BIeJ UERRESZ AT 20 @R
SRGMER > AREARERDN 5 ERDMER AWS B( Azure IERENE °

"SR T RS RIEERVE R AT o

MRETE %Euﬂfﬁﬁﬁ ?E@/xﬁ_LEﬂﬁ'T)\ SRR IR E MR - RARNRBERT SR - BEETRK
BAFFRIEZ A FER HEI TR o

RHEFEZEBNetApp Copy and Sync SERAEINEITEIR » MIEFEBNetApp Console s TRIETEIR ©

7%t AWS TRS
AWS TR ME R B B R IR (T & o
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EDFR BN RY P B

. ENetAppiZHI 8 EEE BB » 582 Mobility > Copy and Sync °©

2. EEE O o

3. JEE AWS ©

4. FECTRY  RBEERE -

5. 1 AWS Marketplace /& » AR EFE A Copy and Sync SeR st ©

—_

WTFERERTEEBRE :

&t AWS Marketplace sTBI#E R E

SEMRNTE
1. "Bi1E AWS Marketplace BE" °

2. BEEBEERTRY

3. BRIBIEHNEHIEIE > ABEEBIUISHN -
% Azure 18
Azure F[EIRERHSNERIRENE -
IR

EHEREI R AAEME R BERERN Azure ERERF o

B ER

1. #ENetAppiEHhl B EEEEE | » 512 Mobility > Copy and Sync ©

2. BEHFA o

3. 2 Azure’ °

4. EIE TR REBEERE -

5. 1F Azure AO4EILA » BB » BHECAYEIE » SREBER TR o

EiE 18R WI\KNE > JEE (8% BY—F0NER -

6. BRETeRE » TEERE LR E PEE SaaS BRAIRTE o
7. EETRERP RO ERNED o

WTFEREBRTEREBRE
1€ Azure THIZE]BIERRMBE L

#ENetAppiE BRI S5 IR EL AN IS RME D
BREXHFSMENRR - CLABE—ERSEHF TS RNEERAR S -
IRBEE
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1. "BEAMESRMEL" o

2. BEED > RE o

3. 7£ M#EsR) M > RHREPELHEMER o
4. MMRAHR > FEEHRYEZIBEE o

20 Paths Q
Path Reports # 1 Last Report Date +t LastScan Duration 41 LastReportStatus &7 Errors + Reparts Actions
= nfsd/1.0.0. Vdatal fsuccess 2 Reports Apr 12,2021 11:34 AM Less than a minute (%) Completed Mone
= nfsfd.d4.4/datal/success 2 Reports Apr 19,2021 3:21PM Less than a minute (<) Completed MNone
@ s3/phoebelfalled 1 Report Apr 20, 2021 3:30 PM Less than a minute (D Failed None /
B s3vphoebe 2 Reports Apr19, 2021 1:23 PM Less than a minute (¥) Completed LR
@B s3iarge 1 Report Apr 20, 2021 3:30 PM Less than a minute IEJ Completed ol

o {EAHERPHEMRIEERRE o
RRIER > TRATIRERMATBLRZMER -

B S
IMRHE O SEEEENER > RIRELCEMRORSBUAER - CEUMBRZIRE o

TER

1. B2 RS > |E* -

2. FEREIRIETI  BERTAIIRIEEE » AREERFRE DRSS MERFAIERS"
3. HEREEMIFZIREEBLERE -

& NetApp Copy and Sync FIERHLIE

MRFE > FHITEHE RN AU FEREREURZEERAIEFZ R ANetApp Copy
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pg
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2.
3.

FNERARIERLR: | /opt/netapp/databroker

BITUTaS !

chmod +x uninstaller-DataBroker.sh
./uninstaller-DataBroker.sh

4. fry SR, o
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NetAppE X [EL API

AJ3&iE Web Ul fEFBINetAppE RANFE T IHEEH AT EE RESTful API fEF °

Fa

ERRERERNNEY APl > EREISERE S ENNetAppiEHl AR 1D 1T API IFIE > RER<HE
FMMRA ID FIEEIRIEREE o

1. {ENetAppIZEHI SEUSEAE R ©

POST https://netapp-cloud-account.authO.com/ocauth/token
Header: Content-Type: application/json

Body:

{
"username": "<user email>",
"scope": "profile",
"audience": "https://api.cloud.netapp.com",
"client id": "UaVhOIXMWQs5ilWdDxauXe5Mgkb34NJQ",
"grant type": "password",
"password": "<user password>"

@ MREEANZREEFiR ID WEABFEMGIRS - AR UfERTERARG D
FQC3AgHk6qdbmC7Yyr82ApBwaaJLWRrNO] ©

2. NS EHINetAppiEl &tRA ID o

GET https://api.cloudsync.netapp.com/api/accounts
Headers: Authorization: Bearer <user token>
Content-Type: application/json

ItE API 3 {E[E] A TF[EIFE :

"accountId": "account-JeL97Ry3",
"name": "Test"
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3. A AP IR RERRERPATIE LA E < HEAIRA ID
BlF

LT EE5I58RE Microsoft Azure I ERMUIEIZTNRY API MDY o fRRER1E <user_token> # <accountld>
BMACEEmLSRPESNSEM ID o

POST https://api.cloudsync.netapp.com/api/data-brokers
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

Body: { "name": "databrokerl", "type": "AZURE" }

T—HRHE?
NetAppiZl A IERE < 18 E —ERIBEN - EERIF 218 » CEEBIITUSE 1 hE9 AP -

API [EIfEE & —fE lexpires_iny FE& » FAMNERBASHEEIFHEHA

fEA%R API

List APl @IEREF API » At4ERAZILEMER] (FIU0 : GET /data-brokers/{id}/list-nfs-export-
folders '# "GET /data-brokers/{id}/list-s3-buckets) ° RBEFEIIRFHIHE—CIFER HTTP AkAE
202 - BEISERGER » WA fER "GET /messages/client’ AP ©

B ER

1. OISR EEFRRYIEE AP o

2. f§ "GET /messages/client APIE B2 {E4E R

3. EFERER API > IEEBHIMEBHIBIUEIN ID : GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

#FHEE > SXEA GET /messages/client AP ©

Bl
EREHT “list-s3-buckets' APl » 4R A E I EIE]E :
GET http://api.cloudsync.netapp.com/api/data-brokers/<data-broker-
id>/1list-s3-buckets
Headers: Authorization: Bearer <user token>
Content-Type: application/json
x—account-id: <accountId>

MERZ HTTP RREAUHE 202 » EBRMAS EWIER » BEREE o

EISRENER - BEEATIIAPI:
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GET http://api.cloudsync.netapp.com/api/messages/client
Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>

FBRE—ESZ—E ID MAUMNYMFET] o ID BURRARZEENRE QIS o fi

"header": {

"requestId":

"clientId":
"agentId":
by
"payload": {
"init": {}
by
"id": "5801"

IRTE A UG EIBIKEIRY ID EFTLLT AP DY

GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>
Headers: Authorization: Bearer <user token>

"init",

GRSt

Content-Type: application/json

x—account-id: <accountId>

ERE—EAE - SERSARTE—EENEHHER - CHIRFRE (FR8) X

o

"il’lit",

R (FRE) - f
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"payload": {
"list-s3-buckets": [
{
"tags": [
{
"Value": "100$",

"Key": "price"

1,

"region": {
"displayName": "US West (Oregon)",
"name": "us-west-2"

by

"name": "small"

by

"header": {
"requestId": "f687ac55-2f0c-40e3-9fa6-57fb8c4094a3",
"clientId": "5beb032f548e6e35f4edlbald”,
"agentId": "5bed61f4489fb04e34a%aaco”

by

"id": "5802"

APl &%

SEERFEN API BISXFERIRE https:/api.cloudsync.netapp.com/docs ©
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