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Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
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A few more things before we continue
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ACL - Access Control List
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Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.
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robocopy /E /COPY:SOU /secfix [source] [target] /w:0 /r:0 /XD ~snapshots
/UNILOG:” [logfilepath]

source # target #FEZIER UNC HEILIERE © FIU0 | \<EARES>\<HZ>\<FRK>

f£FNetApp Copy and SyncHHERHEENNZ[EZL NFS 2iE

MRIENEEBBRNEZ 2R » SR UEANetApp Copy and SyncHEYE EHZEINIZ 2k
[E2F NFS B o IEINAESZIEE—1E NFS {RlfR23 25 —1@ NFS {miR2s ARt Azure
NetApp FilesZ|IAzure NetApp Files ©

BN > EEIsE R EEMMN A ERERFPIMIE NFS FRSZBRP EL - HELIEREE FEBNEEZ 2
fE8iAzure NetApp Files EFIE R ©

BrHEEINE TIFRE

= NFS BEREmEEHRIEZ EEBEREXE - EREENE SR EETNE - TR 7 WE NFS @R
S MmEE IR Z BRI :
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[ —+ — -
—] S — — = o —]
Source NFS Server Source Data Broker Target Data Broker Target NFS Server

—EENRIERE_HEE - EFERTENE > cEmm—EEERE (BD_B588a ) FXBgHEK -
IEERRIERNEEIRIE 443 LEIEHR - MRFE > LAIUEREMIKED » EFFHOREZIRORREMR
F5fER o

fIen > INRERERIEAR NFS EAREED BIBINEIRR NFS [k » Bl LUEEEERAERNRIE
#REA K LU IME B R IRIZ VIS EARFEK o

BEMENTIERENT :

1. BUYRPRAFE - SEEFRAMBENRIERIIMNZER
FORERMIERE A TLS 1.3 MIERBRIRER] o
A% > CEBAERRKEMBXIERERME -
BRENNEER TR EMEX B R AN HETRR

PN RE - ERMRATE 24 /NHED —XEMELHER - MIREENFERD > AIZEFEEEER
HthERRIERENZ I MEE SRR o

.C"':'>.(’~’!\J

MREHFZEREMR TR - "ERILIEZBAFRREERERK" -

F1BM NFS BRZA
* ¥ NFS fFIARES > NFS FRZs 3~ 4.0 ~ 4.1 F1 4.2 ZIEBERHEHNMNZR o
* ¥15*Azure NetApp Files » NFS ks 3 #1 4.1 ZHEEERMEE N ©
RIB(EAR23 R &
MBEEIINMNBESRE > MMBERHEE HTTPS #3% » It BE 2B BNRIEERSKEA -

AFIFRER
AP RE AU TRG

* & NFS REIARSS 51 B 1R Z K s E F AR s & 15 P AYAZure NetApp Files ©
* AARESAY IP (it K2 PRE 4B TE
* MEERMCIEAVAERRAIE ©
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TCRILEERANENNE - BELAARELES - ER|[ENNERIWARHNENRERZ -

MREBEARANERNEE - AZECARE—EERNERER - MERP AR SIRFETIZEER
RIERER -

MREHAFEENRE > FEEEHNEEX - HINTABRRNRZERE > FHELRERRER > HHE
TEIR B EEIRIR 443 BYH LR EN HH R i s SR A A AR ERAY o

° "RE AWS 224"

° "&EH Azure ZZEReview Azure installation”
° {7 Google Cloud 24"

° "IBE Linux gLt

EREEEHMMNERD NFS BiE

}’/‘iﬁl’iﬁﬂil NFS fRlfRkes 2 ElEtAzure NetApp FilesZ IR SRR - RUBEHREINEEIR » AR IKIRIERIR

1. "BALERMEL" o
2. EEEETHIREIL o

3. #& NFS EARSS HEREIFCRAI B BIENE > 3#& * Azure NetApp Files* HEREIFCRAIBF BIZNIE » A%
EE B U AERHSEINE o

4. RERIRIEILRAA ¢

a. NFS faARka3/* Azure NetApp Files* : 3ZE4E NFS hZs > ZABISEFEY NFS RIRSEZEIRA EARSS ©

b. ERERNIEIAE | ERMETHAERNTERR FERBEGFRURMEERMCERREIER
RIBFERERR E R B o

c. BRMUE | RRETEHIREENNEEANERRANENRERE -
AARMTER:

" MREERRANERRIEE > AR ERE—EENRIEREN - MBEDRGEAIEEFEFH
ZEEAERER -
* MRFKEEHAEREATEERS > BECLAER—EMHNELMIE o

* MNMREFEFHERRIE > Copy and Sync iR ~EREERE o I UEZIHIEERMLIE » the]
UATRECH Linux T T &2 o

d. B EREERE BRI A TENTEEFREREEZRPNEE o
EiE NERERREYT) RIEXEENAEERMUER T MEERRIERNERIRARTE o
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Select Directory

= Filter Source Objects

N Q

All Directories

0 /mnt/kingkong

Y

e. gﬁgﬁ NFS {ElfR23/E12Azure NetApp Files : ZE1E NFS iz » ZABE AR NFS BIEsEZERA R
f. BEENAE | KBRS REENREEREERENERMIERER -

MREFENNEEAREERS > PEELHAR—ERNERRIE -
W ERBEEENREREIEARRSERIE RS  TEIaEERIERET o

Select a Provider

9

= = | 5 =

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Name Port
listener-data-broker 443

a. BIER& | EERRER > M MERLEERE FERNEERRPEIRERK
b. RTE : EHRUAEBRUER D MM RIERMERIK o
C. % | BEZRASMENFMAER » AREER BIME -




Review Sync Relationship

[l —p — [_en)
—] - — P » —]
SUIC L :t Da Target NF =
(Listene
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

R
BRME T FRBEIANRT G o TR - BEEERRTEE UEEAMMAGRNFASEN -

B EERMIE4EUTENetApp Copy and SyncHfEEAYMEE HashiCorp Vault

BRI EE Amazon S3 ~ Azure T Google Cloud /REHIEIZ GRS » KEES

ﬂNetApp Copy and SyncfEAEITHEDK APl IEEELLERE - F—RA AR ESRMTIES

4HLABEIEILSMER HashiCorp Vault 7ZEU&:E (B #%8 ) o
LEINREE BB NME L API 21 » FIFRAFEE Amazon S3 ~ Azure B, Google Cloud /&%

o EHREE

BIERTE URL REFRBEUMEFMUIEEHBIRMHIESE - REEEPMED URL &AL Creds $ERE °

= =y

BIEEHEPSEENNEREINNEREX - EHENREEFEEIMNIRRERS /&S

e £ APl ZiI[EF %

RE—EERETE » ERILEE API I RE L EREIRREERISHEZERNRL % o

I:I

EHREE

TEERMENNEDS I EHREERNMER URL c BIBRTEEL URL REHBREE - TREAK
AR R (& PRV S E R IR B ARR E/REER URL ©

URL 7RI TFERIE -

S35 fehvi
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/<path>/<requestid>/<endpoint-protocol>Creds

INER
MBI RIARERAE o BRI AR EME KA RME—RYE o
E1E API POST sA KM E A —(EZEERTEM ID ©

{REE

K ID
IREBELMWFER ID o BIIFSRIER » (£F
IHEEHE
EEWMTHIHEZ— "7E post relationship v2 SXfFH" © S3 ~ AZURE 3% GCP (BE#HNEKRE) o
1=

URL 7B Creds &5FE

&5
LUTFEEBIEER 7 #4289 URL ©

FIFREITEEE URL MRS &)
\ http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds
5K ID 2 hb312vdasr2 » FiRimEEE S3 ©

WITEEHIPEEIN - FILREREE /my-path/all-secrets/ >

EE/R:EHI5EE URL FEREHI
\ http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds
ek Azure ©

HI%RER1E % /my-path/all-secrets/ > 553K |D % n32hcbnejk2 > B1Zim

ERBIRELCAE
EiEHERSEFEHAERINAHREN M - ZHEEMUEEEEINIRIEERS

&Ei

1. 5535 SSH &
RERNIHY /opt/netapp/databroker/config HRY local.json 1&2E o

EGEBEPNERRERER o
2. HREEAIH
3. KEERFE A true IR TE external-integrations.hashicorp FRIERE S BRI T

@153
o BXUE : truelfalse

° $gEY . A
° AR : false
o AR B 2 H99MEB HashiCorp Vault BRiS 1%

° IEFE @ ERAEA
REEHEAHFREETR

° $HaR | BRMUER&RE

gt
° $ERY 1 FER
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http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

° {8 : SMERREERY URL
INEE
° $FRY . ¥
° B FRIEHREBEASIRIVAIRERT
BRI
° BERSHEENNIBERERCIRENINIRERE
o ¥EAY : Foik{E
° JARR{E : false
RS *®
° BRIIERERANESMERE L » ARIMNMREEFIRSE
° JEE I FH
° BXE : “aws-iam” / “role-app” / “gcp-iam”
AthE
° $ARY . FH
o KA ELTE (MREFER aws-iam 3§ gep-iam)

Secretid 1 rootid
o R I FHE (MREHEA app-role)

SRR
T

o A ER (MRFE > A#A X-Vault-Namespace 1Z58)
4. BHEAPHEAEMERNEEEELESH o

aws-role &1, 5851/



“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam S {7 EREH

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

mwn

"role-name":

br
"app-role": {
"root id": "",
"secret id": ""
b
"gcp-iam": {

"role-name": "my-iam-role"

£/ gcp-iam S{PERERRERER
YNRICAER gep-iam BR8737% » RIBHIRIEXLARA TS GCP #IR !
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- lam.serviceAccounts.signdwt

" T BRERHUIERY GCP HERREK" o

ERREEFIEZETFHNESREE
RAE—IHERTETR » oI LIEEX AP| MY R 2 I G RIREES I BN RS REE ©
{EREEIMRES REST API 2RI

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* EEREEAESEAEZHNetApp ConsolelRSE ID » "s52 B FHRIILERE"
c ATERERBEREEM > "2% relationships-v2 API IEY" o

BHIF
POST :AR&34 :
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url: https://api.cloudsync.netapp.com/api/relationships-v2

headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"'s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"

br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"

NetApp Copy and SyncH & FHHRAER®E » XTRITFHEAER
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F o B—{EEIEZENE AWS B Azure 5T > EREMNESNRFNE - E_EEIEZERE
ENetAppEE EEFAJEE ©
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1 Sync

Mame

My first sync relationship &

Source
smb/f217.705  /MyShareN...

¢ Update Credentials
Target

smb/f217 71 38.3/MyExportiN__.
& Update Credentials

Data Broker Group
@ Data Broker Group 1

Schedule [ON] | No Tags

2. MAREEE B o
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Account Workspace
MyAccount Workspace-1

T

Connector

N/A
J:l Motifications (9)

Filter Services (All) -

®
Filter Type (All) -

@ Cloud Sync relationship completed

5 minutes ago | Clouwd Sync

Go to the relationship
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GEfEera
Schedule OM | Every 1 Day
Retries Retry 3 time=s befare skipping fila
riles.ang Directories
Compare By The following atrributes {and sizel uid. gid. mode. mbime
Recently Modified Files Exciude fifes that are modified up o 30 Seconds befare a scheduled sync
Delzte Files On Source Mever delzte files from the source location
Delete Files On Target Mever delete files from tne target location
File Types Include Alk Files, Direcwories, Symbafic Links
Exclude File Extensions Mone
File Size All
Date Modified All
Date Created All
ACL - Access Controf List Inactve
4 Resetoo defaults
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{

"workers": {
"transferrer":{
"delete-on-source": true
}

}

}
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2.
3.

FNERARIERLR: | /opt/netapp/databroker

BITUTaS !

chmod +x uninstaller-DataBroker.sh
./uninstaller-DataBroker.sh

4. fry SR, o
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