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| == | Use access keys to authenticate your applications when making reguests to this Azure storage account.
Stare your access keys securely - for example, using Azure Key Vault - and don't share them, We

B ovenview recommend regenerating your access keys regularly. You are provided two access keys so that you can
maintain connections using one key while regenerating the other.

B Actvity log
When you regenerate your access keys, you must update any Azure resources and applications that access

.
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& T machines. Learn more
# Diagnose and solve problems Storage account name
_ | a63cde6Dbs53020 |
= Storage Explorer (preview)
Settings keyi T2
Access keys Key
® cors | vScFawWZqiPy0/ ||

Connection string

| DefsultEndpoints |

& Configuration

& Encryption

WREEME Azure Blob ResZ HIRIF &% » AIEZEFRHNBES "HEFIESR" (SAS) o ol LUEETT
Blob A23F1 NFS I SMB fRIR2s < B[R BFfEEA SAS o
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Overview

Activity log

Access control (1AM}

Tags

Diagnose and solve problems

U S )

Storage Explorer (preview)
Settings

Brcess keys

CORS

Configuration

Encryption

Shared access signature

8 Firewalls and virtual networks

¥ Advanced Threat Protection (pr.

' Properties

Locks

®

AEEXANS
AEE s WA P~ FEAEIE

«
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a63cde60b553020% . - Shared access signature

Allowed services @

[w] Bl [ | Fie | | Queve [ | Table

Allowed resource types @

|_t_;_| Service El Container IE Ohbject

Allowed permissions @

Start and expiry date/time @
Start

2018-10-23
End

2018-10-23
[UTC-04:00) --- Current Time Zone ---

Allowed IP addresses @

10:07:32 AM

€:07:32 PM

Allowed protocols @

(®) HTTPS only () HTTPS and HTTP
Signing key @
| keeyl

v |

Generate SAS and connection string
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Google Cloud Storage {#/FI@TE>
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X #EH Google Cloud &1
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£ Azure FEREEFIAIEZ I FRAIEIR
RAREEE IR Azure EAERFAB U THR !

"Name": "Azure Data Broker",
"Actions": |

"Microsoft.Resources/subscriptions/read",
"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

"Microsoft

"Microsoft.

Resources/deployments/write",
Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
.Resources/deployments/cancel/action",

Compute/virtualMachines/read",
Compute/virtualMachines/delete",
Compute/disks/delete",

.Network/networkInterfaces/delete",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

Compute/disks/write",

.Network/networkInterfaces/write",
.Network/virtualNetworks/read",
.Network/publicIPAddresses/write",

Compute/virtualMachines/write",

Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",

Network/publicIPAddresses/join/action",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft.Network/networkInterfaces/join/action",

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",

EventGrid/systemTopics/delete",

.EventGrid/eventSubscriptions/write",

Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

1,

"Microsoft.

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data
"IsCustom": "true"

Network/networkSecurityGroups/read",

Broker",

1. EEEBIA "EERTRTE I Azure 3|S5 —EZHREFUENR DR :

° “Microsoft.Storage/storageAccounts/read” »

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/write” »

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/read” »

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete' »
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° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’

° “Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action” »
° “Microsoft.EventGrid/systemTopics/:EEX” >

° “Microsoft.EventGrid/systemTopics/write” »

° “Microsoft.EventGrid/systemTopics/MHf&”

° “Microsoft.EventGrid/eventSubscriptions/write” »

> “Microsoft.Storage/storageAccounts/write”
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2. QEEEHEAAENRERREIBEECHNZ 2 MRIAZEL TR !

° “Microsoft.Network/networkSecurityGroups/securityRuIes/%E

° “Microsoft.Network/networkSecurityGroups/z&EH”
BREERE
BECMIERER > BREEAEEKSEE—REIMEER L | BIEE SSH AiE-TAiR¥ o
BRIEIUISHBEMIRE > 5528 "Azure X © £ Azure H7% Linux VM B3 {ER SSH AtE-FASEE" o
BIERAE
BRES EURITNERMIE - LSRN T ERIRDREARUEITE Azure PREERMUIETET ©

1 BAMERAES" -

2 B RIHEL o

3 BRI EEL SRR R e -
SRS > EREE R AR EE -

4 T EMREEXEER L  BEERUENRIERER » AREHE Microsoft Azure” o

Select a Provider

I aws —
L]
Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
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Location Connectivity
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databeakar
Widet Authentication Method:
® Password Public Key

Envter Passward

Subret
Resource Groupe
Public I
& Generate a new group Use an existing group
Enable
Security group:
Drana Broker Role . T A
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Craate Custom Role
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2. FEKIEH AD BEEEAREREEEA TS URL CEREEEREIRE) CloudSync-
AzureDataBrokerCreator :

\ https://login.microsoftonline.com/ {FELEIEE ERYFHS ID}/v2.0/adminconsent?client_id=8ee4ca3a-
bafa-4831-97cc-5a38923cab85&redirect _uri= https://cloudsync.netapp.com&scope=https://
management.azure.com/user_impersonationhttps://graph.microsoft.com/User.Read

WMURLFAT > FFIMFEATZNURLE) https://cloudsync.netapp.com > FEFRTERA B #KIDE8ee4cala-
bafa-4831-97cc-5a38923cab85 °
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- compute.networks.list

- compute.regions.list

- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.operations.get

- iam.serviceAccounts.list
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- logging.logEntries.create

- resourcemanager.projects.get

- storage

- storage

- storage.
- storage.
- storage.
- storage.

- storage.

- storage

- storage.

.buckets.get
.buckets.list

objects.create
objects.delete
objects.get
objects.getIamPolicy
objects.list

.objects.setIamPolicy

objects.update

- iam.serviceAccounts.signdwt

- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.
- pubsub.

subscriptions.consume

subscriptions.create

subscriptions.delete

subscriptions.list

topics.
topics.
topics.
topics.
topics.

attachSubscription
create

delete

list

setIamPolicy

- storage.buckets.update

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list
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sudo -s

chmod +x data broker installer.sh

./data_broker installer.sh -a <aws_access_key> -s <aws_secret_key> -g
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<proxy username> -w <proxy password>
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