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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Q

Sean when missing "write” permissions

Type = Mapping status 4| Scan progress | Required Action 2 |

- - * Error 2025-01-09 18:53 Mapped 210
Map & Classify | bank_statements NFS @ Retry e
Last full cycle: 2025-01-09 18:48 Classified 210

Scan 4| Sstorage Repository (Volume) =

cifs_labs CIFS
cifs_labs_second CIFS

* Error 2025-01-12 06:11 Mapped 127K
Map & Classify | datasence NFS . e
Last full cycle: 2025-01-12 06:06 Classified 127K
* Error 2024-10-10 01:35 Mapped 13
Map & Classify | german_data NFS i was
Last full cycle: 2024-10-10 01:29 Classified 13

german_data_share CIFS

1-13 of 13
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status = \ Scan progress \ Required Action % \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS -
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29

Via cifs_labs CIFS Mapped 52K
bl o - Last full cycle: 2025-10-06 10:29 il

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After

this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel

ZEMNECHIEERFEE o

B RMERENERIRE
TR AR L A HCRR N E TR ERHE o

R RIE A LU BT A S O ©

1. EREREY  EEERENERENTCE % -

Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas sefected for ? 7
Compliance %) Not Scanning

View Detalls

E:: Configuration

2. BBmABEBITREFZRMIERN
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name - %+ | Required Action

= ] DB - SchemaMamel ® Not Scanning Add Credentials @
@ DB1 - SchemaName2 @ Continuosly Scanning
e ] DB1 - Schemahiame3 ® Continuosly Scanning
D DB1 - SchemaMamed ® Continuosly Scanning
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All
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Scan when missing "write" permissions
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
f! NFS

() CIFS (MTLM Authentication)

I CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (
be able to add more |ater).

you'll

Continue | Cancal
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NT LM

1 Kerberos
Username Password

domain\user or user@domain Password ‘

Save | Cancel ‘
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Add Shares

Directly add any NFS or CIFS (SMB) File Shares, located in the cloud or on-premises,
Select Protocol

You'll be able to add additional shares from the other protocol later.

(@) NFS

(C) CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal
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Governance

Moniitor data governance metrics and optimize storage Learn more
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BREROITEER) o FEHMEFEERERTTI (regex) BILBFTEARBIR » LGB S4EBITER « AI5EE
BREMEIE ©

FhE Bi] 0 1EEnI UTE BT o faiEH mik iz o

BB TEAZRT

B Eee R SER L T XERFRERKXTNEIL B TMEARR - UHESEBSFENER

FRFER
MRECERRRFFERILEARRS > MZBELRERmEUATEX !

7T o RELDRZ(EF TR EFRRBES o

i)

o M
>

@

i3

|

&

4

* ARFREBIIEER 50 BEFT FEFXEAE VDB —(ERRET -

1. BEERTNREE R -
2. FEE+ MO BRLUEI BTN RS o
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3. EEEHEAMAE o (FIEE) EiE TRERER) UHBEINZNEAER -
4 FJET—D o

o Select classifier type @ Define logic @ Classifier name

Select classifier type

Select the type of classifier that you want to add to the system, and provide the name and description.
Classification rescans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Custom Classification" dashboard and in other Classification
pages. Learn how

(® Personal identifier

Create a regular expression or list of keywords to identify personal data

&
e

Learn more [/
Mask results: The detected personal information results will be masked.
y o) (O Custom category
e )
- Upload files to refine the Al model to identify categories of data

Learn more [/

S

o AEIMETAMBFINOES  FEEMRET FRARRTIIR  SERREFE—IT

=X -

RERABRTEN S
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Define logic

7—o Regular expression — Keywords °
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Define the list of keywords for Data Classification to use for detection.

Custom keywords list

® Enter each keyword or phrase on a new line

e Keywords are not case sensitive

® Each word must be at least 3 characters long, Shorter words are ignored
* Duplicate words are only added once

® The total list of keywords cannot exceed 500,000 characters

Insert keywords

Validate

LAERDEFMERERETTI » FEEERETT  ARIMERIVREA BRI EEN o BEiE5RE S
SR ABYRE R IERE ©



Define logic

Regular expression

in your data.

° Keywords

Define a regular expression to identify patterns Create a comprehensive list of keywords to

effectively identify personal information.

Classifier regular expression

Create the regular expression used to identify data. Optionally, add proximity words to enhance

detection. Add the regular expression to identify information in your data

Example: to identify a 12-digit number that begins with 201, the expression is \b201\d{9}\b.

"\d{7,9}

Validate

@ Regular expression is valid.

Test your regular expression: Enter a string to instantly see if it matches your regex pattern

456

[ Add proximity words

To improve the detection accuracy, insert phrases that must appear around the regular

expression's match.Enter any phrases that must appear adjacent to the regular expression.

Separate entries with a line break.

a. (A7) BA—(ERZRERERIVENBTNERFH » AREFAEETRE -

b. (RI%E) ARMNARLTEE o UNRAFIE

T o

6. BEIET—5 o

?é

pafrsR) - RUERI D IREEANT A R AT SRR A R SC IER R R IUR

7. EADERRBAEL - UEEERRPHHBETER

8. BEHEEFLRILBTE MRS o

BB MEARHRMR » HERRE TR BFHETHE - /7T ERMIGHER > SARITRERE - E2EEG

R F2HE EEGHRERS -
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FEAVA=EAE Pl

FBBTER » A UERFERECEMNERET IR - BETHEMRRBE LENXFERZRILLN - BRI
FEERIFEEEREL—EATESRE - LG EMESRPIELEN -

aIARE R E R
IR ENENBEZRVEE 25 EREE - RANHEA 1,000 ©
* P X BEIEMR TR SRR H o
* FRETERMBEKRR 100 firTéE °
s BRDEIISRERSNAR THIEZLER 2 — | CSV » DOCX » DOC » GZ ~ JSON * PDF » PPTX ~ TXT

* RTT ~ XLS 8 XLSX AU EEFRA B4 EEERVES o

HER
1. #ENetApp Data Classification¥ » #8 THFT948E) ©
2. BE + 0 4EES o
3. EE BT MEADEREL > ABT—F o
4. EE:%@UEB@Y?E’\JK#%E%QET?@EB'JE’\J?EEEﬁ o FETR M TR BIIPALL » FRBIE T HIzUEE S FhiseiEr
=HE °
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Working environment Volume

Directory path
4
Items (500) Change path
® 2 files failed to load X
® 498 files loaded successfully X
File name Size = Type & Reliability < Included in training &
Contract_v2.docx 415 KB DOCX @ @
RevenueReport_.. 256 KB PDF Unsupported file‘type.

Please provide a text file.

Q4_Final_Revised... 89 KB csv

©

®

Report_Q4_Final... 1.2 MB TXT ® @k
©
© ©

HRReport_Final_... 640 KB HTML

a. AREPERRENEN LEXM » FEFETRE > ARBABHILBRFAESE
6. Bt LENXHRER  FEET P -
7. EA DR RN - UEEGERIRPHEBTER
8. BEEFURIBTER

ER
BIBIER®R - HAERSE TR ERETHI - /7T EPMEISER  AFERERE -

mEEBEE] D iEER
BEIEAHSBER » R LS HERE o SRS FEARBRNEI SEEER ; Flin > REER BTERE
FABTEARBNE o SRR ERERTHETMBEEARNRERF NI B TR o
TR

1. ENetApp Data Classification™ » 322 THiTH4E] o

2. BEEMRNDLEES  AEBESIREEE | TTEPB—THXRE °

3. EBMRERIELE o

4. MRBIECLRARRT - SFAIE « MIFRSAREL EMRRT - MREENERKTN » FRAARNERRTRAIL
EITRRE o (FJEE) MANDIERAZES o
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o EIEREEF UEREE -

RIFREET 24883
1. 7ENetApp Data Classification » 12 THiTH4HE) o
2. IEEEMIFRN DRSS > ABEEIREEE | TEB—1THERE °
3. BEIEMIBRO LRSS o
=%
* EESHMRE

{£FNetApp Data ClassificationsBZ A& PN EEE

BrAERRRET AN BSERINERRER - EEENHERETHFNGER - 4R
AT HEREMA R B S BiRME IR R R LU R B4R X - Bt ~ BEA
BRERRFZ » Ea] DUREGEfRIR AN SR LS EHEER - EXFAEER
BIRBE - BRMMIPFES -

@ E2GREREESRR AN ERRFAITTEINDERE o EETAMEHRHENENRR
FERTERERAVFESN
BXAEEE
AT R BIRD R = @EEF
* JEEEIEER | XHFEUE
© Bif  BERRAERRE
* 4EIEME C BRE
IRBIE

BrERATEEIEMH T TS RIRSRREENERETHEE » UEEAILUREIFMENER o ErIURRERSERE
28,

AEANSIRIELR - SAEEIL AR IEER o
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

Filters: ( Sensitivity level: Al ~ | X )

Open permissions: All v | X (Createdtime:[lnclude)Openpe(m|55|ons,+3 v | x) Save query Clear filters A

(Last accessed : (Includes) 3-5 years, +2 v | x) (File hash : (includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x>

+ Add filters

120

Items with sensitive data and open permissions

= Add as filter

Unstructured (500)

Items (500) | 3 TiB

-

O 000

Name

HR_Listworkprogrem.TXT

Education report.PDF

Work program>1.PNG

Ethics consul It.DOCX

BEBRENAE

irectories (200)

120 50 45

B
Items with sensitive data @ Recently accesse: d sensitive data Stale Items
= Add as filter = Add as filter ¥ All results match
Structured (80) Q 1
% | Last modified % | Personal | $| sensitivepersonal 3 | Datasubjects $ | Filetype 3| [[]]

Feb 2, 2019 07:28 PM 322 89 101 poc
Mar 20, 2019 11:14 PM 189 12 89 PDF
Dec 4, 2019 09:42 PM 956 80 702 TXT
Dec 4, 2019 09:42 PM 380 0 622 PDF

ERUTBREREECHNENESZ VEREN -

Pyl

A%
Ll

BREFR
L BlTTEE

BAER
BREAER
EUSES:

BEERERAENEREER

AHED
EEERHE
FEEHRESR - BA - SURKEAIEHR

EESEERENINSRIEHTNEE - IFEABNTISREAER
kLo EBRHIBIRR » BERNOEERSEENK (MFERK) FmEtE
ZEMUCECAS REELE o S35 1 2023 F 12 B (hR7< 1.26.6) hRZAMIFR T#%E
Bt EEABIER (PI) ERBEEEE -

BEEEAENRER o

EiEHRIEAERAEE"

WABMERNERHENFRRST o "TEIE THEMBEERENESE
2" e

ERTYBBHREEXFHEEEMFNENER -

7=

FMERR

fEFE /B AEEIR
XHFEE
BEEEERNEREH

AHED

EEER MBI/ EARREIRERER
EE—(EZEERERBEMN/EEESY > SEALRDRE -
WAERFIAE L -

%#%—EEJZ%’?@’EBU%ELXE%EH‘?@B*:“*E:%%Dﬁ*ﬁ%ﬁ—fﬁ%ﬁ%ﬂ’ﬂﬁﬁﬁ%Fa‘ﬁ
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reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
task-generating-compliance-reports.html
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ERIERR
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ERRBEREREEREN -

it
B (R MRS TIAE - ATLUETE B TR R R — 5 B (L1
SR -

BIEENH B RIUSRNRA0E - Gt AT UEE B TR RERE—S
BELRRER -

BB B ISR TIRE © CHhATLUERE B TR IRERE— R
{LEBER -

BiBtERc g ERAF B RIEE o (AT DU B3RS RA0E R
E—SBARBAT - HNENSBREOERELY  BRANSER
B—RARERORTS .

{25%) B8 L REFEEFREER NFS 2 CIFS #£A -

BIETER

ERTYEFESRREAE KX/ B SR SigSREREHRER -

sere3pR

A
SAFEETE

BErRE
4R
AR
X

FENE e R R

ARED

WARS 20 AEEEATE S RN D BTERE - NRFERFEA
BEREMBHRRE - BROESRELIRETIREIPIEX M - AR
HEPRERIS MRS - ARBETRER © 55EE  EUILBRSSPER R
HARER - I BISERERHETEHRTEERK - BEHA THFE Bk
MG S AR Bcrm 1 o

BIBEMEAN R R AR o
B SRR o

IR -

BASH R BRI REISEX S BB o

ERUTERSRRFEFENEERN -
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RIRIRIE TR
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BIEEH
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EERGE o
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reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html
reference-private-data-categories.html

e ARED

EfffFHE# EE—(EHZEERENESR - I ERENEFEEFEERAEH
FEAREELEIIRES o

RE EE — (AN AR D BRI o

B D ITIRAS

ERUTREHREENDERENEEREN -

723 i)

DHATIREE EE—EREERET FREXEHE - BxlRH - TSHRENR
1 2 TR RIIESRIRE -

wHED ST EERTEESARNEND R ANE L REEFERMAIERXHS > %

BMfEE R DR EANE L REFEESREE DRI -

:%EEE B EREn R E R E B E B ARERRE O TR ETERRATEET HIRMNIRE IS

ERUTBEHRERRTRERIESR

B 4R
E-b EIEERE DA EREE o
EERERTHIR

BT B XFRERNRENERE 25 TENERTESER » SEXHER « XHEBEURZ TR
B - MRICTE EU CFHEFNEA' RALEAINUEE AR BEENNFEER °

BRI AMBURIRERIKIR o B30 - BEXERERAEIRE LEMERAA

1. HEk S R T » BHEAEE o
2. (EARIMERIEE B RS » EEN T EANSE v EEEE— XA EAEE X TER o
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task-using-policies.html
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task-using-policies.html
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task-using-policies.html
task-using-policies.html
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task-using-policies.html
task-using-policies.html
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task-using-policies.html
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task-using-policies.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-org-private-data.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html
task-using-policies.html

HR_List Long name for a file that no o... .TXT : X

8 Personal (322) > Sensitive personal (89) » Q’- Data subjects (102) »

Working environment
@ Tags
\\00.000.0.07\cifs_system_name
Reliability Security
Storage repository (share) Protection and security

\\00.000.0.01\cifs_systern_name

File path Permissions

\\00.000.0.07\cifs_system_name No open permissions View permissions
File size File owner

26.92 KiB \\00.000.0.07\cifs_system_name View details
File type Duplicates

PDF 1412 View details

Created time

2025-10-06 12:34

Storage repository (share)

\\00.000.0.01\cifs_system_name

Last modified

3. FE - A LUEA BIREHMAERETIIMERE - K THXNREFRE—ERARBER + g
RERFIE—ERIRE - RBRIARBIEER

BEEFEMBERAIEREER

EETEARGFIERD BN EERE N EHENSE U RMPIEAENEIRIEE » 582 EE5MARRL -
IEEIE(EERAN CIFS HEHRHER o

MRITEERRE MRS (SID) MAZERERBMEFES > BIFEZF Active Directory BEEIBRI DS - B
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FEZEE > 2" Active Directory TS EE k948" o

1. BRI DEREED  BEHEE -
2. FRAMERRATBEY » BER TMEARE v EERE—XHNEAEEX G TER -

3. EEBTRARFIVERNBRAFTAEAENEHENBEURMMIIES RS > H7T TREER) M
hiEE TEEFEER) -

() #NHBEEERETES 100 BERE -
4 BB TEARS v EARENRANTEE BN RN EREEE -
A R B EHAN R BB RS BB BN o

o, §E1§ﬁﬁ%Eﬁﬁéﬂﬁ’ﬂ%frﬁui%ﬁﬁéﬁﬁﬁﬁ s MBS U BRI ERE N AR R FINFAERENE

BERFRATNEE

TR ERFRATEEMHET T EENER - IRCBREIUNEREFEENER - ERIFEER - BEFER
BEREERIERENNEEEZFTEERFREP IO EMERNZREF

BROESERMAEER (BHERIN) STEEEE > WREEEEIE » BIETUTRE
* 1 MB EHEX
s FESEAEAIBREBEAEZR

BRI D AERMRRNIREE EEER - MR —EEENMREES —EERMER - BEERLEAE - EmE
ERNETEERNEE

1 BRI DREER  FEHE -

2. 7z TERESR) BT BE TERXNI MUk TEH) ( TAEH) ) UEECHNIRREPHERERNEE
HUTEZR 2 ERAY

3. HE > THEBREENBELRHBXFEGEEES » WEMMIRTLURAETURBRILER WMRE) o
4. EEILUEEMIRR ~ M BEBERIER - EECERERITIRENXE » AREFEERIRE -

EERERRETER
TRAILEEE—XHRERER -

1. ER DRSS  » BT -
2. TERREBEF  BEVEERE—XHNEAEEXHTER -

WMRERFEEE > BIEENRZEETRTE Duplicates) HIZE o
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task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html
task-active-directory.html

3. EETEEHEREENFERAME » FEE EFFMER *-
4. T T—EHEE E5EHREA UEEREREPHXME
O. TR LUSEMIF « RECHBBEERIER o BECRERITIRIEAIX M » RRBEZEENIRE -

TRIERLEEEMY MERMER EUREERRAIRERERTR  UWEBRESIFENS
BIEE - WELAIEERHENEAPERE -

TEHEHNHRS
B U CSV B JSON &R T EHBIRAS R ©

MREHDMEERHEER CHERBIEER) - Bix (BHRMERLR) MERE (EBIEER - ARZH
LUF S = E#Rk&RIES -

EERDEINEABRETHEGCEHAIES

* JSON : #{5#Re 100,000 FEickk » EEXARNITE 5 i
* CSV : #7#Re 200,000 EicH: » EXERNTE 4 HiE

() @ETH CsV RMIRALITEIHESFEE o IRRAREIA 10,000 H:ask o

A THHRESFIE SRR
FHEREXHERN RS S 2B RATHX AR TER

* 1EERE
* (UEFRR
* RifTE
* fEEFEE (B > BERE - fE7EE ~ HA)
* fREFEEE
* XPHERRIE
* XHERE
* XA (B 2 MB)
* AR
* ERIECRERE
* EREHM
* XTHFREE
° 8RR Active Directory Ff > iEZREAEE IR LM « SAM 1RF BN EFER(FiL o
bl
* BAEHR
* BRMBEAEN
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* FER
* RO ITEEER
* MBRAEA B HA

PR B AR BAE SRR MIPR S BRI B AR o IS EITAES0E A BUR S (HHAIRF A B - EMIFREIXHEREETA

BRRIAEEE LETRHXAHE - BEXHELIRE CSVHREF °

FEEBCERER RS EEARCHNERREREZNUTENR ¢

© RirfER

© RiRaTE

© BiraiE

© EEE (BN HERER)

* BifFREE

* BEEBSR

* BIRRFE

© ERIECREER

© EREpm

* FIRERR

- BiggER
HERBEER RS O S AMERERNUTENR -

* BMERGTE

c (IEEER

© RiRaTE

* fEFE (flE > ZR48)

* 5%

*1TH

* EAEH

* BREAER
EEREND R

1. RERERTEEY » B2 L BEEA L A% o
2. FEEREER C CSV 3 JSON ©
3. EIARERHIE o

4. BETHTBORE  FEERR > ARUHENTARNEEPEZRARIRE - RHUHBREHRRE -

FETHBERPTTHRE > FEELSMH - HER o ILBEERERARFREZAT 10,000 17 > I BERI CSV 1%

I o MREELSH - AIEBEREAEMBEN
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o BEETHEmSE ©

Download investigation report

Report type

@ csvreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system

‘ PWwork_2

Destination folder path

‘ NFS: Hostname:/SHARE-PATH ( e.g. 172.31.134.172:f]

Estimated report size: 20 MB

Volume

anni_nfs2_150GB )

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘

Cancel

R
KSR

RIFEE

B

iR —RIEE » IRRIERE FEERS ©

MER SR R B REFNES

1. ERERED > BREEZEANMERREERLS - BT HEEETEBEE"THFE -

2. —B{&®

—Cn
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task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter

3. RERMEFNEHHRAIGHL - ZLBELARH—H -
4. SR LUEERS EAHF A RS
a. AERERFEFDREE » AU ER RSN TR -

b. JFEIZ R A MR B BIX B F I EH - MMRECFEEFE FIH TR > LAIUEX - BEAERBZBAEFE
ﬁﬂ%ﬁ%@%ﬁ%@%ﬁﬁﬁﬁﬁ%ﬁéﬂE‘ﬁ}%% o BE - AU LMEERVER R BN X ER R E FE (it

5. BBt o
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIESHREE TN EERENEARETESRE -

@ wRIsmEEs 15 HuSAETE EHENEN) BEL -

{£FINetApp Data Classification B2 2 #FZHNE:H

NetaApp BRI B B REFENESEN - (FREHENES > o RIIETEESIR
%ﬁ*ﬂ%ﬁﬁﬁﬁﬂ@ﬁ%ﬁ%@ﬁﬁﬁfi o Bl EREIEEN R RAKNEREERFEFENE
SRMEMFIRRY (EAFOES) BRI T NS ESA LT RN A T ST EREEN -
BRI ELUE A R - TEENE - TIRSANCHMRIRIITE - FEEN | CaNRMEERN
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BN A AR E N E BB o
EREENEAT S HIREREREVERESRFET

Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type \ Created by | Actions \ Description | Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...
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+ ISR EFR RSB E 2 SMIB EIR G D ERE E -
R
HICNERETHMAREREER IR E EIEE B E0RHE -

%EEJLX@%*Eﬁﬂ’\]iﬁﬁ%ﬁﬁitﬁﬁiﬁﬁqﬂ%i © HREEEMIERIER o MITHIAIRRRE LR » (ERIHHFEEREE

Ll

[iTo=
ZBHPEE Tfolderl) MEEBERKRE B WEREFAEERIRIEZI

data providers:
exclude:
- "folderl"

R HEPRBV B S TERAAE R
* ICVO1/& k3K
* [CVO1/ERIFK14TE
* /ICVO1/& k310
* [CVO1/*EHIZK1
* /CVO1/+ERIFK14%TE
+ /CVO1/notfolder10
* /CVO22/E& K51
* ICVO22/E - HK1 475
* /ICVO22/& #1510

T EWHEPRAVES & A
* ICVO1/*ERIZK

* ICVO1/ER KL TE
« /CVO22/*folder20

feE2 :
2154 TBREEE Z“*folder!” MBI B I R ER A 4R HERR ©

data providers:
exclude:
- "\\*folderl"

R RHEPRBYER TSR TRHRME R
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* /CVO/*ERIF1
* ICVO/"ERIHE1478
* /CVO/*ERIFE10

T EWHPRBI RIS EEA
* /CVO/ERIZK1
* [CVO/ERIK14TE
» /CVO/not*folder10

FcE3 .
BRARE TCv022) H&fEhaE s lMolderl) HIEEERIIREIZ#HERR o

data providers:
exclude:
- "Cv022/folderl"

AR HEPRAV B TERARE R
* /CVO22/E&E K31
* ICVO22/& 1K 15471H
* /CVO22/& 510
T EWHEBRAVEREEA -
* ICVO1/& k3K
* [CVO1/ERIFK14TE
* /ICVO1/& k310

HREFIRAEPREHRTRA

MRENERRBBESUTHRFTZ— » T EESBEFRZENRPNERIETIRE - MEEEENRRE
AIfEREEFY \\ o

-7 + 4 s 14 ? 4 ~ 14 $ 4 ( 14 ) 4 [ 14 ] 4 { 14 } 4 |
fgn :
RIRPHIERIE ¢ /project/*not to scan

PERRSHFHRBIEEE © "\\*not_to_scan"

EEBERBHRYIE

WA AHE “data_provider.yaml' s EAZELEI TR BIRR RN AR
‘update_data_providers_from_config_file.sh' lilZs - EEEE B ERI D EFHPHIRMNER B RYIER > 3B
#¢ T/opt/netapp/Datasense/tools/customer_configuration/data_providersy #{T F3I&H< :
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get data providers configuration.sh

7ENetApp Data Classification EfthE¥4H ID & &4 E4E AR

E=E8HH ID (GID) KM3INZE NFS &3 APRIERHERKE » EfIER 7 IERHE R
HR ; AIINeEfEE MEEERERu - MRFELE GID RYIRKRE THBGHER ERE5
» {ERILAAE GID g a2 R - BIERIMIAN T 3% GID BIRERM B FIRERSHAR A TR

AarBE o

TEICEITIEE E I B NetApp Data ClassificationZE #rimti (SRIIE R ERIRE > (RN T ELERHAE 1D RIIESE
MEXRERFE FAEFAE EEPERILER - 1B EfAt S HIRECRRMERERAVHRRF

ERENILIIRE - BRBEABHDERM - UERILUREREBL AT o THIA"SAE D ERGBUR
RIERETE Linux S EFERETZIRE > HERSEZRIETXER -

7BEAE 1D FhIE TEiBMRR IR

TERRILERZAT > IGEEHREFE ID 555 (GID) ©

1. FERSHERA L > BIfE/opt/netapp/config/custom_configuration” it FARAS 4 data provider.yaml ©

2. £ Torganization_group_ids: [l1 fTHRFTIEE$4H 1D - 40 :

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

A B X HFREE A EMAR o

3. fEFHXHFIESE o
4. Fi{E“/opt/netapp/Datasense/tools/customer_configuration/data_providers” M #17A FRIZS

update data providers from config file.sh

tEEp S HRHERR B RIBEAE 1D #EPRIR AR D RS o

R
HICNERETHMEREREER AR HMNEELEEE 1D BARES THEMRNL FIESRIERK -

Ea A E BRI Y SRAREEEF4H ID BENMIPREEFILAVEMEFE ID - MITHIASIZRIE TR » EEIEHE
ID BEREEH o

EEBRIEEIDYE

WA FIAE "data_provider.yaml RREIEHRZEITR BRIERZNATNE
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‘update_data_providers_from_config_file.sh' iz - EEEBEMIEEEN DB BERIEHE ID 5K > 55
#¢ Tlopt/netapp/Datasense/tools/customer_configuration/data_providersy #1T F3&p< :

get data providers configuration.sh

7ENetApp Data Classification B:T:AHRE K E &

NetApp Data Classification ] s BB 8% » BN IG S IREE A AR EREIE R © B
RARMEABIRIE P EBRE RN E R EBFAAR » FLE eI B ER S ENAE &i#
BFER o

BEAER A LURIBH LS RE S E IEAR IR E R - RiEEZ S EE 6 [BARIE 10 &A1 o
ARER T MREH ERENFHEESER =F > AIRERGRRBHREY -

ERIBHARIE
1. E#RREREREND - BERE o
2. 1z TieE) BEY > BHE NBBERER) R&E -

3.7 TREEBM) THRAMAERT BESTTRIFEEN TERERBME) & [ ERIEHEN REHEH
H o

4. FZBIERIE RRRRER o

Scanner Groups Q,  searcn

v~ Scanner Group: default

1 Scanner nodes

Host Name 2w | status 4| LastActive Time % | Error

4
o

ip-10-128-0-46.us-west-2.compute.internal ACTIVE 2025-08-3108:24

Activate Slow Scan @

Stale data definition
Define how your organization identifies stale data for insights and reporting
File property Time period

Last Modified v 3 Years ago A

Current definition: Files modified more than 3 years ago will be marked as stale

Uninstall Data Classification

o. BEEf#EF o
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{#NetApp Data Classification® IR &kl 3K 5

MREE > EAJLUZLENetApp Data Classificationf@iti—{E sl Z{E &4 « B ESfEERE
FAE4R -

FRRGRH

ELERRER > BR2ETEREARLNEE > TACERENDEEFFRIFRIINERE - RRESHNE
B HMER o

A TERE BEGEE | RGTRRE e ERENNE o

EHAIMERIBRMEL (RES) BRI AR o
WER D ERMERE R E
NRETBRERELEENE » CEUHEEN BN T LML LA R o

1. .

# TERE) BED SR | SNETRRE e BREErRS -
WERDEPRF—AEERHEE
MBEFRBEIE I ATRRRREREXL > CAUERN BN TR £ B EL LTS R o

1.
W TRE) EET SHE | RREMBATRNRE - ARE— TR RRE -

NFS_Shares = 100 Shares
EhAL Scanner Group name: defaullt o aim ) configuration
Files Shares Group stem 1D:0 ed19c046d39f3cc60c5e720792

ove Shares Group

Scan Mode

Continuously scanning all i) No CIFS volumes found
selected Shares

B O cassified . 100 Mapped 0 Not Scanned
2. {eRESDEEE S P B RIPR = B o

EN#ENetApp Data Classification

A LU EBR L 2ENetApp Data Classification 2 f# R RIRE S K A B PR ZEES - IPRE
Bt = MIBRERS | ERIFTERRRIELR - ERTEN D ERMNTE SN &R X AR o

TEECEANSREAN EEREERERTAW LEBER 9 o
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REIRREENHEN DR
1. REERDER  BIERE o
2 EREEERKL  BEENHIE

o Test | 0 Shares Scanner Group name: default =
Classification Quick Navigation Files Shares Group ) Configuration

Identity Services

=y

Gove
‘Working Environments
s + Add your first Shares
Compliace X
® Uninstall
! tigati Version 1.46.0
Scanner Group name: default —
i nati testk 0 Shares ()
Custom classification Configuration :)
Files Shares Group L
New name

Configuration + Add your first Shares

Search

Scanner Groups Q

v~ Scanner Group: default

1 scanner nodes
Host Name slow 3| status 2| LastActive Time 3| Error
ip-10-000-0-01.us-west.compute.internal 10.000.0.01 ACTIV 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

3. TEHEEARF A TEE) DMEERENER D RE GBS o IERAVER o BHEEEETH -

4. 11 THIEOER) BWEHRTD > A THH) UHSEEZREEN SRR TEREES & IERIA0ERE > A
' TEIE o

S ETAEIEIBIE - SRRITEEIRREE BRI S M RIPFER BB - ILEBIHS CloudCompliance » IHH
B BRI EEMHMEE (UUID) o fIiN @ CloudCompliance-16bb6564-38ad-4080-9a92-3615fd2f71c7

WAt B EEHE R 0 4E
1. REERSER o EIERE o
2 AREEEEL  EENHE
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Classification

Governance

Compliace

Investigation

Custom classification

New name

Configuration

EHEEART > WA TEE) LMEEPERER BB RS o RIERBVER - EEHEETH

AR EMENEERES ° 55T “cleanup.sh" BRI EE TR ERIRIZS > HIa0

cleanup.sh

Quick Navigation
Identity Services
Working Environments
Scanner Groups

« Uninstall

Version 1460

Test | 0 Shares
Files Shares Group

testk 0 Shares
Files Shares Group

Scanner Groups
v Scanner Group: default
1 Scanner nodes

Host Name

ip-10-000-0-01.us-west compute.internal

Activate Slow Scan @

Uninstall Data Classification

sl w 2| status

Scanner Group name: default

+ Add your first Shares

Scanner Group name: default

+ Add your first Shares

10.000001 ACTIVE

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

)

Configuration

l

2| LastActive Time

3| Error

s
5o ©

ZIZANIF? finstall/light_probe/onprem_installer/cleanup.sh' B$% o 7 #RINME"E A BRI HEEF 14"
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W

=

S 1EHINetApp Data Classification & 55!

NetApp Data ClassificationE B8 BER S EEERA TR » RAM F3K ~ SiEFEREN
T EEE - EERFBERDER » HMERCERRE TXE BHMENARFEUEREZ

ZBINFE ©

A UTEERD> CPU M8/ RAM AR EEEE R R - BEEREEAERSHNAMRERE—LERE - "7

HRIELERE] o

FETRP > MRFLA AR WRRELCLZERENDENEEFARATRA » AIRESERFHT—ERSR

AWS #HITEREEE

BRI
AR

KHY

N8y

Azure #1T{ERSLEE!

BRI
BFARIR

RHY

GCP EfI1a%

BRI
RHY

& BHEE
32 {8 CPU ~ 128 GB RAM ~ 1 TiB gp3 "m6i.8xlarge" (FER)

SSD

16 {& CPU ~ 64 GB RAM ~ 500 GiB SSD  "mé6i.4xlarge" (F83&) m6a.4xlarge
mba.4xlarge m5.4xlarge

m4.4xlarge

8 {& CPU ~ 32 GB RAM ~ 200 GiB SSD "m6i.2xlarge" (F83&) m6a.2xlarge
mba.2xlarge m5.2xlarge

m4.2xlarge

8 18 CPU ~ 16 GB RAM ~ 100 GiB SSD  "c6a.2xlarge” (F8i®) c5a.2xlarge

c5.2xlarge c4.2xlarge

R BHILER

32 {& CPU ~ 128 GB RAM ~ OS H#hi# "Standard_D32_v3"(78:%)
(2,048 GiB > B&/\&IHE 250 MB/s) &

ElhgRE (1 TiB SSD » &/N&MHE 750 MB/s

)

16 & CPU ~ 64 GB RAM » 500 GiB SSD  "Standard_D16s_v3"(F8&&)

P2l BHLEE

16 {& CPU ~ 64 GB RAM ~ 500 GiB SSD  "n2-1Z#:-16" ($85%) n2d-standard-
16 n1-standard-16
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https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/m6i/
https://aws.amazon.com/ec2/instance-types/c6a/
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dv3-series
https://learn.microsoft.com/en-us/azure/virtual-machines/dv3-dsv3-series#dsv3-series
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines
https://cloud.google.com/compute/docs/general-purpose-machines#n2_machines

#NetApp Data Classification P HIE R 3BT E R TTEIE

NetApp Data ClassificationTE¥12k B BRI ZRIEN RANE R MIT D iERRFINERELETE
Ko Bl A UFEEMEEHNERRETT A EF RN AR 2T 8dE - BELERIERH I
EERBEMEENER o

et CIFS NFS
B2 FEvA:sd| B AR FalA (Linux F%1g)
L RiEEh R R B] AR AT/
L RIE AR B Y 1)z
HEPR FERRERR WME‘EVERYONE'B#4HA#E R B AN EEEFEREXH
FEGZX M > BIRAS4EE - BIARA AR
B
& /ALATFE FREEME/AEEE LDAP RAJH (NFS FHEEBERE
RRESASHETTEIR » EIEE
—EAAESERRSE LEATUE
REHY UID)

* BEROEFERENEERRIRER T EXRFHERE] o

@ * ERRAY Windows E2 24 (40 Windows 7 #1 Windows 8) FE:%AEA X 7ZEXEFR
BHRKE  AATEXERRNEE - ERKELEMR » B T EREHEFHI HERY
OISR E - MREE » EAIUTEELERER Windows 24t _EEUHE R {ZEEFRIAIUR

=<

2R R B R R T 2

EEMDEMERLRATRNENE » FEEAMSREGSENEE - AEMEE [ EREFHEH) - #HER

» BRI B ERR EREFIREBERAREFREBE - WRER DT CIFS FRARABIEER » st

NFS FR AR AR » RIREMEEAR L REFIEREIERARIGFREEIE - BECE 7 SnapLockIIONTAPHIR & RA
SEERR - W B AR E RIS EIERARIAR E B

BRBERT > IRENDERIAELERER  AARASREEREPIELEXM  ARERNSEELR [ ERF
s ) RIS R RIGFREBGEE © B2 » IREANEXHFHIRESHREREEEE HRIRRE - BT LUEEE
BEREES TR BABILE IR R FERE 0 UEER D BERERNAESERES

SMB_Shares Scan Configuration Q

Scan when missing "write” permissions

s e = P i @ Mapped: 5.BK
Classify ‘ WI0A.7.18\CIFS_LABS SHAREG CIFS & Continuocusly Scanning & Clscsified: 58K

N L . o . . @ Mapped: 58K
Map & Classify | WI10.1.7:16\CIFS_LABS_SHARET CIFs ® Continuously Scanning o Classifisd: 5.8

LEIHAEBER MR A ONTAPZAR « Cloud Volumes ONTAP ~ Azure NetApp Files ©+ Amazon FSx for NetApp
ONTAPEIEME=F1EFLA -
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REEETE—ERA REDNEM RIS  EECEMNETRAIENIXHG (ARENDEEERELR
ahfElsfE) o BERMEER D EEAME LRGN E SRSt -

Scan Analysis Event o .
[] Mot classified - Cannot revert last access

Classified and changed last access time

MBS AR EE

TR - BAWE L REFNFERE) - EETRHRROBSAERMADENESE -

BRI EMN LREFINER] - ERRENRNXM - BENSEEAR L REDREERSRIGH
HA o IbERERERLRRCTRD TRABM EIRFEHFHBVIRIZAER

MREFE > CAILSEEERELFIRER » UEEEMEXHRERRE MR > BPLEESCHFREITH o "7 #2
BER#SERAERENESER" -

% ANetApp Data ClassificationZ& 4%
IREBEEE ANetApp Data Classification 4% » MAEFFENHESERARIERELE ©
EENDELEEEAMAY Linux #4233 EHEZIHREPER Linux #83 L > I U ERFEIERERETMZS o

EEMDEHNETEEIRE - SREER SSH BRIEHDEER - LIUEERAERENEN > SfERES
SNELEHAREIRMAY SSH 2% > 1518 SSH EREIRM - SSHIESRE :

ssh -i <path to the ssh key> <machine user>@<datasense ip>

* <path to the ssh key>=ssh BB BHUE
* <machine user>:
° BT AWS : R <ec2-user>
° B Azure : FERAABIEH S RITERELZANAR
° ¥{7t GCP : EAAIEHIaBHIRIIAR
* <datasense_ ip>= [ERIIIEHIA IP firit
REENZE2MEHEAERAA S FNERNARR - BRFEER > #2H ¢
* "AWS R Z 2 EHEFRAL"
* "Azure VLR EBHERA"
* "Google Cloud HHEIFA N AEFRA"

NetApp Data ClassificationAPI

7538 Web Ul 121tAINetApp Data ClassificationIIgEth ] 3518 REST API 124t o
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BROEPESR T IEHER > 8 Ul RRYEIR-RIBHE
* A
=Fd
* Bc&

Swagger Xf+HR) API FIEIGEES « REER « BEHIRHEURIITER  BEMMIBRFRE -
R
Z API fEGRESTEITLA T INEE :
* ELHAE
° Ul HE] IR E R B ERILUER AP BB (FREFRIM)

° BB JSON BRRE L (FIREITILEEXEISE =7 EARER > 1 Splunk)
* EFA“AND"FMI"OR"EAELEH » BENPHIERES -

BN > ERAILRER AR EBARBIER (PI) BIESR (Ul RARTABIIEE) o SR BHRE IR IERSS
REARML

© HITIRIE
° B CIFS /&%
° BEMBUHIRIE
© EXiEHER
° BB
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

[ElE
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
"type": "TEXT"
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",



"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT_IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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by

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"



by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,

"type": "SELECT"
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"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

R EARS R ERZERICEER BSOS -
EENE S EREER— BRI - SEIREERLEE | BE « MR .
RS AIR A E E -

API 353
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T—1& API Z121E APl > ERFFISE I SAERIE o

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-
Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value": ["21"] }] }}"

EIF]

[EIFERMEEHREAR » EULE R UEAEUS MR AP SREVGH BIRERIARRS » SEUHTE ©

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705Z",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": O,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
b
"start time": "2023-08-08T12:37:21.705z2",
"status": "QUEUED",
"title": "string",
"user id": "string"
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