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<cloud provider>° <cloud provider> --proxy-host
N <proxy host> --proxy-port <proxy port>
b. BIABRI DI IP K EMR » UFEE --proxy-scheme <proxy scheme> --proxy
HEeRIBERFAUEFEEE -user <proxy user> --proxy-password

o BABSIGRIBERN IP (AN IME o BUE L oo iordr TreacertTiolderTRath
ER A BAGA MUFIE © _cert_

d. REBRREARIEFAER - NREREHSH
EEEERANE  MIEREILEFXRBALESR
» R BRI BB fERES o R ER
I -

BE -

° account_id = NetAppiR3iE ID
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° client_id = ¥Z£HIGRIBEFU ID WIREF ID F2FEE clients” » AIFTGEE)

° user_token = JWT {FREFEESHE

° ds_host = B 4E Linux R4EHY IP (Iitsk Fi4 558 o

° cm_host = ZEHISRIBRFARY P It F 1278 -

° cloud_provider = TEEIHEF - 2556 » RIFRiRiRHEHA TAWS] ~ TAzurey = GepJ ©
° proxy_host = SIR FANRIBMEARESEE » BIZRNIREIRESHY 1P S EHEHE o

° proxy_port = EiZZEIRIEFEARSIMVEIZIE (8584 80) ©

° proxy_scheme = &E1&75%  https I http (8% http) ©

° proxy_user = IRFEERERE > ACBRENEREERIINERRS - EAELARTHERE -
RZRBEERE -

° proxy_password = {SISERERE LBIER o
° ca_cert_dir = BRI $E Linux 24 LB M TLS CA BB ERIRKRE - EERIEMIT TLS HERAE
g o
R
BRDERERATEEN « MR LZEER 248 - REAFEEE 10 5 20 HiE o
YN EANEZTS SR IBRITERE 2 RS BEEZIE 8080 EIIEE » TREEHIAN &S ERPERZE
EE o
T—%
SRR E EmEEER M ERRR o

EREHERERN Linux 1% _EZ4%ENetApp Data Classification

R AR FERE R AR IEEARY Linux 4 _E%8ENetApp Data Classificationt®%_FfAH
B o EREZEEEFRAZERZ > EiNetApp Console SaaS [EREE4LR o

BlueXPFABET (F#4EBlueXP/THE) BERAINIEMAREGNARIRENZ2Rin&E » Hb
@ B#E AWS Secret Cloud ~ AWS Top Secret Cloud #1 Azure IL6 © NetApp#t &8 E4AIBlueXP
NEZIRELIRIE - BRERBlueXPTEFMFABIERXIE > :F2[ 'BlueXPFAAEINH) PDF 32

i o

BELD Linux T EE EEFTFZ2ENetApp Data Classification

7T Linux 1% - F81Z%#ENetApp Data ClassificationZ Al » BT IABEIE7E 14 F 1T L
B R BRI DN E SRR R T HE AR o eI UIEAERE PR Linux 1 EaEis
R Linux 38 ESATIHERIZS o MBS R B RAE » & T U BT R BE EME
AEEVILEs (BEuL) o

BE—EREENENE - ERERMERENAN I o P NATPIA BEE I TEROE
SEAEASREREE Linux TISA0EREERS o

39


https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf
https://docs.netapp.com/us-en/console-setup-admin/media/BlueXP-Private-Mode-legacy-interface.pdf

AF3
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1. INRITE ARSI SR > BIFTLUEERE o eI UTERZEER S AENER THITAEMZA - BRZA

SREEN aNEEANEN S BT 2 BNER - RILERCZEEG & RERN -

2. EEFRAEREHEDMEFRAEN o

3. MBI E A H LA FRAERR 77 AN

4. BEEFTA R LNFA R BERBR R ERA -

O, THEMEITIARIF RIS

BiriEsl e RE

CREAZEIERGNE » ARAELENERAENDE - B2 » EHUERAEN S RENER TRITRRIF
RIS o

{RAJ A "TEZASIE 2412 & IR R AVARER FRAY Linux EH ESEIRAPA) Linux Ei L o —E5 81 AETREE
R ENERE At EIREE AR TR a2 -

AEALNERRHEERIEPEINEG G RIE > 552/ £ AWS REEZERIGCIE" » "7£ Azure FEILERIS
ARIE" > BF "1£ GCP PREIIEH SR o

HATIORMR AR > [RBEEFISRIERAD P s FHATE - IRCEERISFIZE TR S RIE »
CHRERILEN - MREFRSRERERTT R » CAIUIEER PRIt EN | EEEMER - ARERE X
& RREEERI SR -

BReE EHEK
BRI EREO AT MEREFERABR - RAM TX  REEREKEFRN T LEEF -

* BHMERAEAHZENIRAZEENDE - ZT MU AREREH -
. %@E’\J%Fﬁﬁﬁa‘:ff%%%ﬁﬂ% ISR DIRB ST EETT BRI D BN BE RSN R MEBE R AR/ FETE

RIEAN HRoREEIEER RAM (/RIFAINGCIEEE) WK

X 32 {& CPU 128 GB 7% */ £ 1TiB SSD > 8 /opt £ 100
GiB AIH

* /var/lib/docker _EETFH 895 GiB
* /tmp £ 5 GiB

* ¥7? Podman > Ivaritmp L&
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BRI Hh R R IEER RAM (R RIERRMECIERE) R

G 16 & CPU 64 GB A7E * / £ 500 GiB SSD > g, /opt £
100 GiB A F3

* /var/lib/docker ¢ Podman
/var/lib/containers _EB]F3 400
GiB

* /tmp £ 5 GiB

* ¥1? Podman > /varitmp &
30 GB

* EERABEHOBRZENBETRTERR - ERECERATS LR "X RETRNAR

> Amazon Elastic Compute Cloud (Amazon EC2) #1T{ERE$EE! . m6i.dxlarge] ° "&EEEM AWS
BiTEEEE" -

> Azure VM k/)\ © TStandard_D16s_v3] o "&&EEAM Azure HITERELEE" o
° GCP 128488 : In2-standard-16) © "&&EEHfth GCP EfI4EE"
* UNIX BERIZHER | FEUTHRME UNIX #R :

B3R RIEHER

/tmp ITWXYWXrwt
PR B
Ivar/lib/docker B
lusr/lib/systemd/Z& &% rWXT—XT-X

* EERMA:
° UTMEERRTBE(ER Docker B285(%E -
* Red Hat Enterprise Linux k7 7.8 #1 7.9
* Ubuntu 22.04 (BEBEXDIERZ 1.23 HESRZA)
* Ubuntu 24.04 (REBEMDIBRRA 1.23 ESIRZA)
c UTMEERRBE(ER Podman B285|1% » W EREERDEERRA 1.30 HESRA !
* Red Hat Enterprise Linux k24~ 8.8 ~8.10+9.0+9.1+92+-93+-94+-95%19.6 ¢
° AR F KRS ERUBERREIET (AVX2) ©

* Red Hat sJBIEIE | FHMIRTE Red Hat STRIEIE M - IRKREM > R EEFIHEFEREZER
EIEMFARASE = EREE -

* MIONERAS | LEEERIDEEAT > HETE T ERELITEAS ¢
© IRBEERNEERGR > BRELEHP—ERRSIE .
* Docker Engine hRZs 19.3.1 SiEERRA o "EEFZEERA"

* Podman iRZS 4 S{EShRZA c EEZE Podman » 8% A(sudo yum install podman
netavark —y) °
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* Python hR7s 3.6 ESARES o "EELZLEERA" ©

° NTPJEEFHIE | NetAppiEERE S D RRGUERFEREREIGE (NTP) BRES - BRI D ERGAHES
SREREZHENEESERD
* Firewalld sZTHI1E | IRTHTEMERA firewalld > HMIBRFCEEREENDEZAMAE - BITUTH<
#EITECE firewalld UERABHSEEAS !

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

MR TEEREMER S E T REA BB (EoRUER )

-

ATEIEERRE RIS =L E

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

AR SREANERRFE N EEFENE) Docker 3 Podman firewalld 5% 7E.

BB 2R H L B B8R

BROEREHIGEREN - IR CHERNERMREAERARSETERERSRE - FREENIENT
BEE B A bR A8 RE 7 EVERR LARAR T 51 Uit

SR A BB R N TR » BIRREAE o

Bk BHY

\ https://api.console.netapp.com BITHI S RTS (B3ENetAppiRE) BYIE:R o
4

VAN

[
\ https://netapp-cloud-account.authO.com \ Epes| SRS » SIHETHES NS
https://authO.com

\ RILHEESIRG ~ B E « SANFEARE X RENERE
https://support.compliance.api.console.netapp.

com/ \ https://hub.docker.com \

https://auth.docker.io \ https://registry-

1.docker.io \ https://index.docker.io/ \ https

https://dseasb33srnrn.cloudfront.net/ //

https://production.cloudflare.docker.com/

\ fENetAppAesitisiZac i P IR E K o
https://support.compliance.api.console.netapp.
com/
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https://github.com/docker 1R fitdockerZ SRy NEE ©
https://download.docker.com
\ http://packages.ubuntu.com/ \ 1Rt Ubuntu LM NEEREE o

http://archive.ubuntu.com

SREEPTA L ENERIBIERA

WA RTERFTA U ERERIBHELTR - UEEZERISAERER - BRI - Active Directory FIERIZRIRZ
T8 o

EigEn Eigig il
ZEHIaIE<>EK24 8080 (TCP) ~ 443 (TCP)  1ZHI &N IEFZTUAIPG NAEE R AR RIS E 5T iB 1B E R
#0 80 ° 9000 1B 443 EHERBREFNA LM HITRE © BRE

%18 8080 B » UELE I UEIEHI A ETIREEE
E o YN Linux 4 _EFEABAAAE > B Ubuntu EIARES
PRI BREFE TR BB 1E IR 9000 ©

P45 KI8E<> ONTAPZE 443 (TCP) IR HTTPS 3IHONTAPEE - NREEHRE
£ (NAS) FTRA NG SRAR » EHI I N BRI FERERR

443 #E1THHih HTTPS 2B  fIREZEH] 8RBV
Rimep > QA EZRBIB KGR B RR AFFFA B
b3 o

HITER DB RIFHIZ
AU T T ERRITER D RITRIGAIIZ o
"EREULARIR" T BN AT SRR I A M ARREAS R ©

BsaZ Al
* BRRRRY Linux RIEETME TR ©
* BERREDRE T MEKERBEEH (Docker Engine 5% Podman #1 Python 3) °
* FERIGIE Linux R&E_LHEA root #ER

HER
1. WTEHER DB RGN "NetAppZ IR ILEL" o EIEZEIZNIEZ 4784 standalone-pre-requisite-

tester-<version> °
2. BREZRENEITETEERM Linux T (EA scp EMAE) °
3. DECIEITHIZABIRER o

chmod +x standalone-pre-requisite-tester-v1.25.0

4. ERAUTE<ZE TR o
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Velume) 2| Type o] Mapping status =+ | Scan progress | Required Action 2 |

Paused 2025-07-16 08:51 Mapped 219
Last full cycle: 2025-07-16 08:50 Classified 219

bank_statements NFS

@ ® Finished 2025-10-06 10:29
Via cifs_labs ars Mapped 52K
= Last full cycle: 2025-10-06 10:29 Pe

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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‘Working Environment Name’ Configuration Q,

22/28 Volumes selected for compliance scan

Enable Access to DP Violumes & Edit CIFS Credentials

off m Map & Classify Learn about the differences -

Scan when missing “write attributes” permissions @

: | Storage Repository (Volume) 3 | Type : | Required Action
@ Ma Il Map & Classify -. VolumeMamet DP ® ot Scanning Enable access to DP Volumes @
Map & Classify VolumeNamez NFS @ Continuosly Scanning
Map & Classily | VolumeName3 CIFS & NotScanning

B
MREFHE LB PHRERIRE :

1. HERERES  REEE o
2 EEEENN (RN DP MBI * o
3. BERDASLBIRIEZ EAEY DP HIREBMEE -
BAITESR FSx for ONTAPRIR AR % NFS BB AHIRE SR o

o BHITEHIR FSx for ONTAPHEZ R4 EIL A CIFS MIEEMNHEEE EEREE#M A CIFS /REKiFE
Lt DP B E o AR EALEIA T Active Directory 7&:E » WEB R EERILIREHE CIFS & » K] LUEA
BLRE  IBECTLUIEE—ERARNEEERE o

Provide Active Directory Credentials Provide Active Directory Credentials

@ Use existing CIFS Scanning Credentials jusert@domain2) | () Use Custom Credentials (O Use existing CIFS Scanning Credentials (user1 @domain2) | (@ Use Custom Credentials
Active Directory Domain @) DNS P Address () username I Password

DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Demain () DNS P Address ()

access by default. Continuing will create NFS shares from DP Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DF Volumes, created from a SnapMirror relationship, do not allow external

access by default. Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel | have been activated for Data Sense. The shares’ export policies will allow access
only from the Cloud Data Senseinstance. Learn More

Enable Access to DP Volumes Cancel
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fEFNetApp Data Classificationi®##Azure NetApp Files%
ST Rk 2&{E 5 ER BN RI RAYAE R At Azure NetApp FilesBINetApp Data Classification ©

HINEIF M Azure NetApp tEZ A #4iDiscover the Azure NetApp Files system that you want to scan
MR ERFHBIAzUre NetApp FilesR R H KR IEA R A HIRTENetApp ConsoleHd » "REMIEERGZERE" ©

HBEERDEED
"HEERDEMRERFEZEG
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1RAI LATEAZUre NetApp Files@& FRYAEBRIHEE o
1. RRERDIRESF > EEFRE -

View Dashboard »
Configuration

('_\\ Azure Netapp Files

Azure NetApp Fites I

m o o Euis“ﬁl S NS

Or select scanning type for each volume
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Name: Volumes: CIFS Credentials Status:

Newdatastore e 12 continuously Scanning ® 8 Not Scanning

‘ # Edit CIFS Credentials |

2. ERTEEHEA L  EEEEFMEENUEESE CIFS #1 NFS HAEEAREE - IENE » BEEE[ER
PHIINABRR AR RE o

RS IR & RV SRR

TR LABBRF L ER E B ERE SR LA R R _ LRV o S AT LRI ERSHRRTTIA RIS D8R > K
2R - BERCREARTIIPIAMIRE -

QEECTEREETIEET Map 5 Map & Classify RER » 4 @ IS HITERAOH
@ #E-ErEEEELRTA ST  CREEAGTIENSERRE CRIHE
H/oR SR -

BEIESE TERD TRA #REHFHE FRERAERNRE - EEKE » IRERDEE CIFS FRAERAR
MEREMRETE NFS FIRARAKIR » RAERA RN » AABEMNDREEAR T LREIERE] MERRGE
BBIEC - MREANBRESERLRENFME - AR - EmERAME  BERFHEAAAER - "THES" -

RABEECEREEEPRE 7 Map 5 Map & Classify 52E R » 7 'G BEsainig 2 205
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i o

Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All

Custom

Scan when missing "write" permissions

Scan % | storage repository (Volume) 2| Type | Mapping status 2| Scan progress | Required Action 2 |

Paused 2025-07-16 08:51 Mapped 219
bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219
® Finished 2025-10-06 10:29
Yr  cifs_labs CIFS Mapped  52¢

Last full cycle: 2025-10-06 10:29

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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LERASEREE-SNEE > FEEEPHRIZE - RREFELEZHIRGT « MREIFI D LRSI
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Q

Sean when missing "write” permissions

Scan 4| storage Repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |

- - * Error 2025-01-09 18:53 Mapped 210
Map & Classify | bank_statements NFS @ Retry e
Last full cycle: 2025-01-09 18:48 Classified 210

cifs_labs CIFS
cifs_labs_second CIFS

* Error 2025-01-12 06:11 Mapped 127K
Map & Classify | datasence NFS . e
Last full cycle: 2025-01-12 06:06 Classified 127K
* Error 2024-10-10 01:35 Mapped 13
Map & Classify | german_data NFS i was
Last full cycle: 2024-10-10 01:29 Classified 13

german_data_share CIFS

1-13 of 13
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status = \ Scan progress \ Required Action % \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS -
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29

Via cifs_labs CIFS Mapped 52K
bl o - Last full cycle: 2025-10-06 10:29 il

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After

this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel

ZENECIIEERMAE o

B RMERENERANGRMERE
TR AR L A HCRR N E TR ERHE o

R RIE A LU BT A S O ©

1. EREREY  EEERENERENTCE % -

Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas selected for ? 7
e

Complionce Not Scanning

View Detalls

E:: Configuration

2. BBmABEBITREFZRMIERN
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name - %+ | Required Action

= ] DB - SchemaMamel ® Not Scanning Add Credentials @
@ DB1 - SchemaName2 @ Continuosly Scanning
e ] DB1 - Schemahiame3 ® Continuosly Scanning
D DB1 - SchemaMamed ® Continuosly Scanning
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Name: Volumes: CIFS Credentials Status:

Newdatastore e 12 continuously Scanning ® 8 Not Scanning

‘ # Edit CIFS Credentials |

2. EREREL  EREEFAENUEESEME CIFS M NFS HiREAIRE IS EEFEHER o
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HEIELN B TEA) RRERR) BIBRAERERE « BEKE  MBEEHEE CIFS PEABAR
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REEIIEMEESTRE 7 Map 5 Map & Classify JRER » A4 & BRI E R G
() ®E- grraumEOREHR (671 5 (M & CEEARENSEMEE FHHE)
i -

Volumes selected for Data Classification scan (11/15) Q

ustom | Mapping vs. Classification Retry All

Scan 4| storage repository (Volume) 2| Type e Mapping status 2| Scan progress | Required Action %

Paused 2025-07-16 08:51 Mapped 219
bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219
@ Finished 2025-10-06 10:29
¥ cifs_labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
f! NFS

() CIFS (MTLM Authentication)

I CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal
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2. RRTEEEmF o BEIEEENAERE AR -

3. BEIB4REE CIFS /&:E o

Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NT LM
1 Kerberos
Username Password
domain\user or user@domain Password ‘

Save | Cancel ‘
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Console

Compliance

Monitor regulatory compliance adherence Learn more

Current view

Al system (1) -

Compliance status

1200

Files

260.5«

Scanned fils count

g 26550

Scanned files size

Organization ~ Project v =
orgrane Prfct e s & 0 0
Last refreshed: September 11, 2024, 10:05 C* Refresh

= 141

Scanned tables count

Reports

Distribution by Pil

3%

W Sensitive personal View

24%

B Personal View

Privacy risk assessment

Assessment of personal and sensitive data exposure

HIPAA repart
Scan summary of heaith data and HIPAA-related risks

PEI DSS report

@ 70.6¢

Identified PI

Data subjects

| & oowntoad

Download

73% Scan summary of credit card data and PCI DSS risks ok
B Non sensitive View
Sensitive personal results (5/9) Show all Personal results {5/98) Show all Custam classification (5/7) st Shaw all
9k @ 699k ¢ 449k
Files with sensitive personal data Files with personal data @ Files with eustom classification results.

# Ethnicity reterence 5.6K Data subjects 42 6K # Datainrisk 426K
Criminal procedures reference 5.3K Data in risk 42 6K # Unique 7ip codes 426K
Sex life or orientation reference 46K Email address 326K ¢ Manager names 326K
Religious beliefs reference 3.3K United States zip code 21.3K # lstaeli passports 21.3K
L]

¢ Civil law reference 2.3K Medical records 21.3K # Bank account numbers 21.3K
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Personal results (5/96) Show all

& 69.9¢

Files with personal data @)

Data subjects 42.6“.

Data in risk 42 6K

Email address 326K

United States zip code 21.3K

Medical records 21.3K
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88 Data Investigation ] Unstructured (36.6K Files) [ Directories (6.1K Folders) & Structured (4 Tables) Q) search by File, Table or Location 3
= FILTERS: clearal 36.6Kitems
Policies o [ File Name 3| Personal 3| Sensitive Personal 3 | DataSubjects = | File Type =
] BsiALkDxt s 12k @ 0 10 @ ™ <
Classification Status +
Scan Analysis Event + (£) Tags: erchiado | credtcrd | Deiete | AndTmore | ViewAl ‘ @) Tags:10tags |+ |

Working Environment (Account): 53 - 055518636490

(£ Storage Repository (Bucket): compliancedemafiles-dema ‘ Assigned to: B G Archana| v |

Open Permissions +
File Path:
s ) ‘ Copy File |
8 : it
Number of Users with Access + R W SRR AR R S
File Size: 50.67 KB =
= ‘ 3 Move File |
e 9) Discovered Time: 2023-08-20 10:37
User / Group Permissions + =
(#) Created Time: 2019-12-1612:18 Last Modified; 2019-12-16 12:18 ‘ Detete File |
[#) Open Permissions: NOT PUBLIC
Create Policy from this search =<
f-@-' Displicatas:;| Nona Give feedback on ihis result
Set Email Alert
Total size 26.5GB | 1-20 of 36.6K 1 >

80



/benchmark 10TB nfs 84/share 2 74/share 5/dir2/dir16/dir10/dir20/dir15/dir... : X

Metadata

] @ Tags Create tag
Directory type

Folder

System
NFS_Shares

Open permissions

System type L
Open to organization

SHARES_GROUP

Discovered time
Storage repository 5025-10-03

Path
/benchmark_10TB_nfs_84/share_...

Last accessed

2025-09-03

Last modified
2024-04-20
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Personal results (5/96) Show all

s 69.9k
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Data subjects 426K

Data in risk 426K

Email address 326K
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Add Custom Classifier

Select type

Select the type of classifier that you want to add to the system, and provide the name and
description. Data Classification rescans all your data sources after you add a new classifier.
When the scan is complete, all matching results are displayed in the "Custom Classification”

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

‘ Describe the expected data analysis results

(O Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default.

Mask results; The detected personal information results will be masked,

@® Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.

EET— o
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Add Custom Classifier X

o Classifier name ° Select tool 9 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that
should be detected. You will be able to change the logic in the future, by clicking on "edit"
from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a
regular expression.
Example: for adding a 12-digit ID that starts with 201, the regex will be \b20N\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear
around the regular expression’s match.
* Separate between words with a new line.

@
‘ Previous ‘
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Data investigation
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Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: ( Sensitivity level: Al ~ | X ) ( Open permissions:

Al v | X Ccreatedtime:[lnclude)Openpermissions,+3 v x)

R
N

CLast accessed : (Includes) 3-5 years, +2 v | x) <File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x)

+ Add filters

120

120 50

Items with sensitive data and open permissions @ Items with sensitive data @ Recently accessed sensitive data
= Add as filter = Add as filter = Add as filter
Unstructured (500) Directories (200) Structured (80)
Items (500) | 3 TiB
D - Name % | Last modified % | Personal =
G HR_Listworkprogrem.TXT Feb 2, 2019 07:28 PM 322 89
OJ Education report.PDF Mar 20, 2019 11:14 PM 189 12
D Work program>1.PNG Dec 4, 2019 09:42 PM 956 80
[j Ethics consult.DOCX Dec 4, 2019 09:42 PM 380 0
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45
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Download investigation report

Report type

@ csVreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system Volume

‘ PWwork_2 v Pl

Destination folder path

‘ NFS: Hostname:/[SHARE-PATH ( e.g. 172.31.134.172:/jianni_nfs2_150GE )

Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel

mR
HEE AP RET AR o IRRERE FTEERS -

R ENEESREY BRHEFNES

TR
1. ERERED > BREEZEANMERREERLS - BT HEEETEBEE"THFE -
2. —BERBEACHEFRE TABIESRET  FERREES -

99


task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIESHREE TN EERENEARETESRE -
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{£FINetApp Data Classification B2 2 #FZHNE:H
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Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type \ Created by | Actions \ Description | Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K  View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

AREREETEEEHTFHIENG

EEMATEATERORESHNGR  SEE | RETEERS  AREEHTEER

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove... 914.2K View D]

[ Investigate results

PopPop Policy Custom Email update popop

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...
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TWRILGEI BB BFEFEEN » MIRMHFERTHEEBNERER - BN SESHKENAERERENBES (£
FRMERK) BER -
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2. —BIEIRBEECHEEFRE TARIESRRE  FEFREER -

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensi(i\nty Level: (includes) Sensitive Personal, + 1 ™ X) (Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter
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4. (SR LUEER EAHF A RES

102


task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html
task-investigate-data.html

a. EERERFEDRE B FRREAIT R -

b. JFIF R A MR S BIX B F I EA - MRECFEZE FIH TR > LAIUEX - BENEREZBEFE
ﬁ#%’rﬁ%%ﬁ%@%%ﬁﬁﬁﬁ?%%‘]éﬁ%% o i » ERIULUBRIBYSER R B EX RS ERYE F B3t

5. JEIBEETE" o

Name this query Beta
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Stale sensitive date
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0/500

KTE?J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [9
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Personal data — High risk Query Predefined Read access Files with over 20 perscnal data identifiers, or DB columns with ove...  9142K  View (D]
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3.

¢ Edit query
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Scanner Groups
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11 Working Environments

Filter by: s3 cvo DB SHARES, Clear filters

S3 - 055518636490 | 50 Buckets S(anner_Gmup rfame: n’if'auit G Connguration @
Amazon 53 Working Environment ID:53 3

Scan Mode
Continuously scanning all
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W 16 classified B 16 mapped 34 ot Scanned
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S3 - 055518636490 Scan Configuration
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Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |
Paused 2025-02-27 15:15 Mapped
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® |dentity Services

Working Environments E—
share2scan.netapp.com G Eait

Scanner Groups

(&) shragaga@share2scannetappcom  (IP) 10.128.0.188

11 Working Environments

Filter by: s3 cvo DB SHARES, Clear filters
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can Mode
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Scan Analysis Event o .
[] Mot classified - Cannot revert last access

Classified and changed last access time
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SNELEHAREIRMAY SSH £1% > 1518 SSH EREIRM - SSHIESRE :

ssh -i <path to the ssh key> <machine user>@<datasense ip>

* <path to the ssh key>=ssh BB BHUE
* <machine user>:
° BT AWS : R <ec2-user>
° B Azure : FERAABIEH S RITERELZANAR
° ¥{7t GCP : EAAIEHIaBHIRIIAR
* <datasense_ ip>= [ERIIIEHIA IP firit
REENZE2MEHEAERAA S FNERNARR - BRFEER > #2H ¢
* "AWS R Z 2 EHEFRAL"
* "Azure VLR EBHERA"
* "Google Cloud HHEIFA N AEFRA"

NetApp Data ClassificationAPI
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

[ElE
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
"type": "TEXT"
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
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"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT_IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
I
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"

by
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"
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"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

R EARS R ERZERICEER BSOS -
EENE S EREER— BRI - SEIREERLEE | BE « MR .
RS AIR A E E -

API 353
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curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-
Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value": ["21"] }] }}"

EIF]

[EIFERMEEHREAR » EULE R UEAEUS MR AP SREVGH BIRERIARRS » SEUHTE ©

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705Z",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": O,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
b
"start time": "2023-08-08T12:37:21.705z2",
"status": "QUEUED",
"title": "string",
"user id": "string"
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