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.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides
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RIERMVAE - FRETR T ENDESRNEMER - IFIRE_FRE_M_FRZX_FMED T
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BRI D ESRATWIERRBIRIER o fI0 > EABRBERRS 90% » "RRERESESEAERN
10 B > B 9 EER ELESEAENM - 10 BAXHFEE 1 BEERE -

BRI BRI HEARBIIEE - G4 - EABRNEEERS 70% » BREBERDE A LG HAARH 10
BEXHFERELSEAETR 7 E - BIBEOEEER 30% NEEE 0 MELBIEAT HIRERRRF -

HAIEEREHRSERIEREN - BECERERRNVER D ERAET R -

it fEhE sCHE

BAER - —f5 90%-95% 60%-80%
BAZE - BSRER5 30%-60% 40%-60%
BURE A S 80%-95% 20%-30%
el 90%-97% 60%-80%

7ENetApp Data Classificationd £ BT 48

NetApp Data Classification AJ ;2 &2 77 B THRRISE A BAIRT » LRSS ERCEREE
MERBEKRE R o

BB EMERNNBT 2R3 | FHFEAZRN - B5THENEBES LEN—EERELN » BER9E
INREEIRIFEEASRET —E Al 1RE! » LERTAEBFPECER (fIf » —REBEMELF IS GBI —E
BREROITEER) o FEHMEFEERERTTI (regex) BILBFTEARBIR » LGB S4EBITER « AI5EE
BREMEIE ©

FhE BE] D 1EEnI UE BT D faiEH mik iz o

BB TEAZERT
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3. EEEHEAMAE o (FIEE) EiE TRERER) UHBEINZNEAER -
4 FJET—D o

o Select classifier type @ Define logic @ Classifier name

Select classifier type

Select the type of classifier that you want to add to the system, and provide the name and description.
Classification rescans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Custom Classification" dashboard and in other Classification
pages. Learn how

(® Personal identifier

Create a regular expression or list of keywords to identify personal data

&
e

Learn more [/
Mask results: The detected personal information results will be masked.
y o) (O Custom category
e )
- Upload files to refine the Al model to identify categories of data

Learn more [/

S

o AEIMETAMBFINOES  FEEMRET FRARRTIIR  SERREFE—IT

=X -

RERABRTEN S

19



20

Define logic

7—o Regular expression — Keywords °
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Define the list of keywords for Data Classification to use for detection.

Custom keywords list

® Enter each keyword or phrase on a new line

e Keywords are not case sensitive

® Each word must be at least 3 characters long, Shorter words are ignored
* Duplicate words are only added once

® The total list of keywords cannot exceed 500,000 characters

Insert keywords

Validate

LAERDEFMERERETTI » FEEERETT  ARIMERIVREA BRI EEN o BEiE5RE S
SR ABYRE R IERE ©



Define logic

Regular expression

in your data.

° Keywords

Define a regular expression to identify patterns Create a comprehensive list of keywords to

effectively identify personal information.

Classifier regular expression

Create the regular expression used to identify data. Optionally, add proximity words to enhance

detection. Add the regular expression to identify information in your data

Example: to identify a 12-digit number that begins with 201, the expression is \b201\d{9}\b.

"\d{7,9}

Validate

@ Regular expression is valid.

Test your regular expression: Enter a string to instantly see if it matches your regex pattern

456

[ Add proximity words

To improve the detection accuracy, insert phrases that must appear around the regular

expression's match.Enter any phrases that must appear adjacent to the regular expression.

Separate entries with a line break.

a. (A7) BA—(ERZRERERIVENBTNERFH » AREFAEETRE -

b. (RI%E) ARMNARLTEE o UNRAFIE

T o

6. BEIET—5 o

?é

pafrsR) - RUERI D IREEANT A R AT SRR A R SC IER R R IUR

7. EADERRBAEL - UEEERRPHHBETER

8. BEHEEFLIRIBETE A MRS o

BB MEARHRMR  HERRE TR EFHETHE - /7T ERMIGER > SRITRERE - EE2EES

R F2HE EEGHRERS -
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FEAVA=EAE Pl

FBBTER » A UERFERECEMNERET IR - BETHEMRRBE LENXFERZRILLN - BRI
FEERIFEEEREL—EATESRE - LG EMESRPIELEN -

aIARE R E R
IR ENENBEZEVEE 25 EREE o RANHEA 1,000
* P X BEIEMR TR SRR H o
* FRETERMBEKRR 100 firTéE °
s BRDEIISRERSNAR THIEZLER 2 — | CSV » DOCX » DOC » GZ ~ JSON * PDF » PPTX ~ TXT

* RTT ~ XLS 8 XLSX AU EEFRA B4 EEERVES o

HER
1. #ENetApp Data Classification¥ » #8 THFT948E) ©
2. BE + 0 4EES o
3. EE BT MEADEREL > ABT—F o
4. EE:%@UEB@Y?E’\JK#%E%QET?@EB'JE’\J?EEEﬁ o FETR M TR BIIPALL » FRBIE T HIzUEE S FhiseiEr
=HE °
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Working environment Volume

Directory path

Items (500) Change path
® 2 files failed to load X
® 498 files loaded successfully X
File name Size = Type & Reliability < Included in training &
Contract_v2.docx 415 KB DOCX @ @
RevenueReport_.. 256 KB PDF Unsupported file‘type.

Please provide a text file.

Q4_Final_Revised... 89 KB csv

©

®

Report_Q4_Final... 1.2 MB TXT ® @k
©
© ©

HRReport_Final_... 640 KB HTML

BRI D EGETRENIIRITES ST o  AREERERRENEN LEIES > 5520 Change path > A
BBMABNILBREAESE -

6. ECH LENXHRER  FEET D o
7. AR REAEN » UEEGRRRPHEBETER
8. BEEAFURIBETER

R
BIBTEE RRE TR ERETHEN - /7 EPESER - SFFERERHE

ARIEEE] DB

BB AR - SR LUECTEESE - [CEZEEEA MM SGEERE ; fIin - KEAR BsTE &
BABEIEARAE o SHASERERERFHBTHABEESERERT RN BT HHS

1. ENetApp Data Classification¥ » 8 THFT94E) ©
2. BEERRNDLESS > ABEIBIREEE  TEP—ITHXRE °
3. EiBREIELE o
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4. MNRBECLRARRT > SHHIE « MIFRSUAREL EMRRT - MREBEMERKRTN » FRAARMNERKRTRIL
EIThE o (AIEE) INARRERARET -

S BB LIEREE o
PR E 5T 4E23
1. ENetApp Data Classifications » #2 THT948E] ©
2. EEMPRNDEES - REBEIFREEE | TEIR—1THRE ©
3. EEMIPR D LRSS o
7
* EESRMRS

{£FINetApp Data ClassificationzBZ 4048 P FHIEHE

BERAERRRET AN B ESRERINERIRER - EIEEMNHERETHFNGEE - U
AE HERMA X B ST SRR IRRY R LU R EE X o BiEXHF ~ BE
ERERRIEE » S LREGERR SEMSH S RIE LB B HFEER - ENHAERER
BIRBE « BRMMIPFES -

() ENMZREESAE CHRMRNARRRENSERME  METERNBRNANIE
FEBTMEREROFAEN o

BRAEEE

YEBT AR MRS B S @EEE

* JEAEABICER | XU BUE

B ERRAIERAS

* ARG  ERUE
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

Filters: ( Sensitivity level: Al ~ | X )

Open permissions: All v | X (Createdtime:[lnclude)Openpe(m|55|ons,+3 v | x) Save query Clear filters A

(Last accessed : (Includes) 3-5 years, +2 v | x) (File hash : (includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x>

+ Add filters

120

Items with sensitive data and open permissions

= Add as filter

Unstructured (500)

Items (500) | 3 TiB

-

O 000

Name

HR_Listworkprogrem.TXT

Education report.PDF

Work program>1.PNG

Ethics consul It.DOCX

BEBRENAE

irectories (200)

120 50 45

B
Items with sensitive data @ Recently accesse: d sensitive data Stale Items
= Add as filter = Add as filter ¥ All results match
Structured (80) Q 1
% | Last modified % | Personal | $| sensitivepersonal 3 | Datasubjects $ | Filetype 3| [[]]

Feb 2, 2019 07:28 PM 322 89 101 poc
Mar 20, 2019 11:14 PM 189 12 89 PDF
Dec 4, 2019 09:42 PM 956 80 702 TXT
Dec 4, 2019 09:42 PM 380 0 622 PDF
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HR_List Long name for a file that no o... .TXT : X

8 Personal (322) > Sensitive personal (89) » Q’- Data subjects (102) »

Working environment
@ Tags
\\00.000.0.07\cifs_system_name
Reliability Security
Storage repository (share) Protection and security

\\00.000.0.01\cifs_systern_name

File path Permissions

\\00.000.0.07\cifs_system_name No open permissions View permissions
File size File owner

26.92 KiB \\00.000.0.07\cifs_system_name View details
File type Duplicates

PDF 1412 View details

Created time

2025-10-06 12:34

Storage repository (share)

\\00.000.0.01\cifs_system_name

Last modified
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EERERRETER
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* CSV : #7#Re 200,000 EicH: » EXERNTE 4 HiE
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A THHRESFIE SRR
FHEREXHERN RS S 2B RATHX AR TER

* 1EERE
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* RifTE
* fEEFEE (B0 > BERE - fE7EE ~ HA)
* fREFEEE
© XAHRRTE
* XHERE
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* AR
* ERIECRERE
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bl
* BAER
* BRMBEAEN

30



* FER
* RO ITEEER
* MBRAEA B HA

PR B AR BAE SRR MIPR S BRI B AR o IS EITAES0E A BUR S (HHAIRF A B - EMIFREIXHEREETA
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o BEETHEmSE ©

Download investigation report

Report type

@ csvreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system

‘ PWwork_2

Destination folder path

‘ NFS: Hostname:/SHARE-PATH ( e.g. 172.31.134.172:f]

Estimated report size: 20 MB

Volume

lanni_nfs2_150GE )

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘

Cancel

R
KSR

RIFEE

B

iR —RIEE » IRRIERE FEERS ©

MER SR R B REFNES

1. ERERED > BREEZEANMERREERLS - BT HEEETEBEE"THFE -

2. —B{&®

—Cn
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Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:\y Level: (includes) Sensitive Personal, + 1 ] X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter

3. RERMEFNEHHRAIGHL - ZLBELARH—H -
4. SR LUEERS EAHF A RS
a. AERERFEFDREE » AU ER RSN TR -

b. JFEIZ R A MR B BIX B F I EH - MMRECFEEFE FIH TR > LAIUEX - BEAERBZBAEFE
ﬁﬂ%ﬁ%@%ﬁ%@%ﬁﬁﬁﬁﬁ%ﬁéﬂE‘ﬁ}%% o BE - AU LMEERVER R BN X ER R E FE (it

5. BBt o
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2

BIESHREE TN EERENEARETESRE -

@ wRIsmEEs 15 HuSAETE EHENEN) BEL -

{£FINetApp Data Classification B2 2 #FZHNE:H

NetaApp BRI B B REFENESEN - (FREHENES > o RIIETEESIR
%ﬁ*ﬂ%ﬁﬁﬁﬁﬂ@ﬁ%ﬁ%@ﬁﬁﬁfi o Bl EREIEEN R RAKNEREERFEFENE
SRMEMFIRRY (EAFOES) BRI T NS ESA LT RN A T ST EREEN -
BRI ELUE A R - TEENE - TIRSANCHMRIRIITE - FEEN | CaNRMEERN
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BN A AR E N E BB o
EREENEAT S HIREREREVERESRFET

Saved queries

Create and manage data governance policies More [} |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type \ Created by | Actions \ Description | Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of...  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K  View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

AREREETEEEHTFHIENG

EEMATEATERORESHNGR  SEE | RETEERS  AREEHTEER

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove... 914.2K View D]

[ Investigate results

PopPop Policy Custom Email update popop

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

B B REFHNEARMRES

TWRILGEI BB BREFEEN » MIRMHEERTHEEBNERER - BN SESHKENAERERENBE (H
FRMERK) BER -

1. ERERED > EREEECANGESRRKEREE - B EAEEETEREIE"TH#FE

2. —BIEIRBEECHEEFRE TARIESRRE  FEFREER -

Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensi(i\nty Level: (includes) Sensitive Personal, + 1 ™ X) (Open Permissions: (includes) Open to public, + 1 X) lear filters A

Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter

3. BERMEFNEHHRAINEHL - ZLBLARH—H -
4. (SR LUEER EAHF A RES
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b. JFIF R A MR S BIX B F I EA - MRECFEZE FIH TR > LAIUEX - BENEREZBEFE
ﬁ%ﬁﬁ%%@%ﬁﬁﬁ%ﬂéﬁ%%°ﬁ%’@ﬂuumﬁ%ﬁ$ﬁﬁﬂﬁﬁﬂﬁim%¥ﬂ#%

5. JEIBEETE" o

Name this query Beta

MName

Stale sensitive date

Description Optional
0/500
KTE?J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [4

FH'I Nelate nermanant
Y, L'elete pe dNenTiy

l’rk'l Cand amal ndatec
\ =2£Nad emall upaates

BIESHREE  COUEERENEARETESRE -

AmeE DRI TSR
TRILMER EREFEAN LB - LRI LIREREIRARE > RZIFA -
EARBEENTERFEFENES - EFEERERHEFEHNEGRES - CAURBEEREREFEAINAEER » BFa)
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1ECREDERS » ARREREANEHRECER

1. 7 TEe#ENER) BEY  BEEREENESN REEE) -

Personal data — High risk Query Predefined Read access Files with over 20 perscnal data identifiers, or DB columns with ove...  9142K  View G

» i
PapPop Policy Custom Email update popop B Investigate results

¢ Edit query

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

2. HAEMMROIETEE - (EBERRBAHEIRREN o
AT LUR RS E S AR RES » SR RBSEIRN BRTFHNERN - RIEFERFRREREFHE o . MRE
BREHERDRES - 5HEEOKAMR S EEBFE BN - WREHEZEFEHEHH > LIUSX
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TERVEEFE 1AL o

3. EERE USEHEE

R EfEFIIES
MREABEREEME T DAFNEMERE > ALUSEMR o AR TERGEENEN o

EEMRERENEN SRR | EBETRTEE  BERREY > AEERISEEPERER MRS
o

mREN
BN ERENATRARERNESES
© BRI ERRNS - SRR
BHEBIB 50 EER IR MBAIX M
© BF B - SR
BEEE 50 EEF UM RERES BB 50% HITEFEFEAFithit
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BEEE 20 EEABEHRERRTHSX AR E R ES BB 50% K1TE FEARRRERT
* MAEBEM -BBH 7 FUE
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BSEAEAEREAE (RS 05505 - MFHA RS  BELHRSRES « Zm 1D SERITH) B
SERIETIRIS M

* FRMEAER - SRR
B ZiEE 20 ESEMEAZ R HSE X EFHES B 50% BTE FHEEARE

BN {ETZENINetApp Data Classificationi®Z iR &
TCoI U EEESEAFNERKREPNEHFHER o BaUE EFE) R ETESE

TR B —ER A AR TR MfHTE » UKNetApp Data Classification/@ & IEFE AT T "BRET 17 i 5 AR 4T A
SRR o MRS FENIRERE » AIM - MREHFEZE—REEANE LR EEERRE -

om

BEHFERIRHEAARE

&I L EENetApp Data Classification ETE BB ER AN ER K ERBEHNZEREFE (HEE - #EFERSE) K
%ﬂﬂ%:‘tﬂﬁ%i‘ﬂ?&“ﬂ%%ﬁ” » BZ/VBEW DR c NEEEERMNER 0 AAREBERERETT T M Al #
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TRAILIERE EEEE S B LIFRIZAIFHRAS |

* MMRE CREERD) [ tESNOELEEKE) o ILREERERET » ARIBED FRETS)) RE -
* BRETY (BeER) @ BRESEEFEIARETY -

) EEH‘% (BEER)  EHBEMIEERETT o BT7FEHBRENER » R FHGBIRE S0 182

* EEET (BF) YRR EES EEEENHEE LIRRET -
* SR (RkEL) L RFERHETM -
* BEF (RE)  LEEEREHE - #ARGTREREEEME  BREERMNAIER -

* EEER (AIRL) C RHEEATR 0 RRBETME o IREFETHEIRIRE  #HRRHIRE TPRERIE 7
THIARRF - TR > RN ERIRELESAMRE - TR - RS -

©ORIEHE D BEET TRARA) HEREAE > REKIRHEZMIRE o
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Quick Navigation ) )
Identity Services

share2scan.netapp.com

® |dentity Services
Woarking Environments

Scanner Groups

p-

11 Working Environments

Filter by:

Scan Mode

s3 oo

Amazon 53

1

I 16 Classified

(%) shragaga@shara?scan.netapp.com

S3 - 055518636490 | 50 Buckets

Active Directory Integrated Add Working Environment ‘ -
& Eat @

(%) 10.128.0.188

DB SHARES

Ciear filters

Scanner Group name: default

Waorking Environment ID:53

@ Configuration @

Continuously scanning all
selected Buckets

6 Mapped 34 Not Scanned

=

2. RECEREF  EEARNECE % -

3 ERHECERET » BEFARE

o}

EERYIR R E

Buckets selected for Classification scan (16/50)

S3 - 055518636490 Scan Configuration

Q

Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |
Paused 2025-02-27 15:15 Mapped
Map & Classify llenc-d -t -d
P ‘ allenc-dema-tiveng-demo Last full cycle: 2024-10-23 08:15 Classified
Off audit-doc-export
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e Identity Services

® |dentity Services

Working Environments E—
share2scan.netapp.com G Eait

Scanner Groups

(&) shragaga@share2scannetappcom  (IP) 10.128.0.188

11 Working Environments

Filter by: s3 cvo DB SHARES, Clear filters

S3 - 055518636490 | 50 Buckets Scanner Group name: default 5 s,

can Mode
Continuously scanning all
selected Buckets

W 16 classified B 16 mapped 34 ot Scanned

=

3 ERHERERET  BETAMTEE (FAPARHEER) UMIT"Map*E*Map & Classify*##1

S3 - 055518636490 Scan Configuration

Q

Buckets selected for Classification scan (16/50)

Scan 4| Storage Repository (Bucket) = Mapping status 4| Secan progress | Required Action % |

Paused 2025-02-27 15:15 Mapped

Map & Classify llenc-d =il -d
P ‘ allenc-demo-tiveng-demo Last full cycle: 2024-10-23 08:15 Classified

of audit-doc-export
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1 BRI DREED » FEAE -
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® ldentity Services
Working Environments o -
share2scan.netapp.com ©h Edit

Scanner Groups

Quick Navigation

fl\, shragaga@share2scan.netapp.com f:ui) 10.128.0.188

11 Working Environments

Filter by: s3 oo DB SHARES Clear fillers

S3 - 055518636490 | 50 Buckets Scanner Group name: default 5 7.
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Continuously scanning all
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B 16 classified B 16 mapped 34 Not Scanned =
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Scan S ‘ Storage Repository (Bucket) 2 Mapping status = ‘ Scan progress | Required Action & |
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U 4 Download
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