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Ransomware Resilience

e oc 80

Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack 2 = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. 5

g ° o
Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{3 We won't read the contents of your data or change existing protection.
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Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fives, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's

| Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

| Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,
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Add License

A license must ba installed with an active subsecription, The licensa enables you to use the Claud Manager

service for a certaln period of time and for a maximum amount of space.

(8} Erter Serial Mumber () Upload License File

DOMotice: You can't enter a serial number because you haven't added the NetApp Support Site account that's
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Managemant, Otherwise, use the Upload Licensa Fila optian,
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Ransomware Resilience

Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack 3 = - - s
detection, and fast recovery processes in alignment with cybersecurity best practices. 5

= ° °
Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{2 We won't read the contents of your data or change existing protection.
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Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Discover workloads

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

Agents (3)

aws-connector-us-east-1

gecp-connector-demo

onprem-connector

want to discover workloads.

Provider: AWS ~ Region: us-east-1

Provider. GCP ~ Region: us-east1

Provider: On-premises ONTAP  Region: OnPrem

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3)

AEERREER aNEEANIFaH -

Cancel Discover
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Dashboard

Workload data protection

@ 9
Atrisk @
4 inlast 7 days

View

Recommended actions

33%

Completed

4/12

Complete / total

Protected @

1 inlast 7 days

View

Todo (8) Dismissed (0)

Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con.

Register available SnapCenter Servers with NetApp Console

Protect critical workload fsxn_fileshare_useast 01

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ...

Protect critical workload fileshare_uswest 01

T RERRE RTINS o

Alerts and workload data recovery

<

Potential attacks @

Workload data

New (Last 7d) 107B

. ——
Review and fix \

Total 4578

—

— W Protected B Atrisk

Review and fix v
Review and fix \/

Review and fix \/

%7 Runreadiness drill A\

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups

0
Failed (Last 7d)

Backup data 3578
=]
B New(last7d) B Older

Free trial (31 days left) ™

User activity

Get started

1. Activate suspicious user behavior
detection.

) Aciate

2. Protect workloads with the “Detect
suspicious users" policy setting.
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1. #tNetApp Ransomware ResilienceiEE H » 3

Dashboard

Workload data protection

9

Atrisk @ Protected @

4 inlast 7 days Tinlast 7 days

View View

Recommended actions

Todo ©) missed (0)

33 Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con.

%
Completed
Register available SnapCenter Servers with NetApp Console
4
/12 Protect critical workload fsxn_fileshare_useast 01

Complete /total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ...

Protect critical workload fileshare_uswest 01
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EnICEE AR ERET °

38

Alerts and workload data recovery

10

Potential attacks @

View

Review and fix v

Review and fix \/

Review and fix \/

Review and fix \/

Workload data

New (Last 7d) 107B
. ——

Total 4578
==
W Protected B Atrisk

#a LA RITREEER i

Potential attack types

Encryption 10

Data breach 0

Data destruction 0

Workload backups

0

Failed (Last 7d)

Backup data

% Run readiness drill

3578

B New (last 7d)

& Older

/\ Freetrial (31days left)y ~

User activity

Get started

1. Activate suspicious user behavior
detection.
D) Activate

2. Protect workloads with the “Detect
suspicious users" policy setting.

Leam more (2

(&) (e



Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -

New test workload @ Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel
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a.

b.

EECREANERBREGRNEN S NERER -
EE—ERE R

C. EEFNHFF SYM -
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d.
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Dashboard
Workload data protection Alerts and workload data recovery
9 @ 8 ) 10 Potential attack types
Atrisk @ Protected @ Potential attacks €@ Encryption 10
4 inlast 7 days 1 inlast 7 days Data breach 0
View Data destruction 0
few
Recommen \ded actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 107E @ 0 Get started
e )
Failed (Last 7d) 1. Activate suspicious user behavior
Register available SnapCenter plugin for ViMware vSphere (SCV) with NetApp Con...  Review and fix detection
33% Total 45T
e ——
Completed Backup data 3578 Q Activate
Register available SnapCenter Servers with NetApp Console Review and fix \/ W Protected W Atrisk I ———
@ New (last7d) @ Older 2. Protect workloads with the "Detect.
4/12 ) i suspicious users” policy sefting.
Complets /total Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
omplete / total

Pr A Web Services S3 backup ... Review and fix \
Protect critical workload fileshare_uswest 01 Review and fix

5
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6
Alerts
Alerts (6)
Alert 1D Bl
alertg727
ws_alertog23
alert3932
alert7918
alert5313
alert1407 = Readiness drill

Automated responses

12 Gis 9

Impacted data Snapshot copies
Workload %2 | Location 2| Type =3 | Status =% | Connector =2 | Incidents % |
Oracle 8821 10.0.1.193 Oracle New aws-connector-us-ast-1 2
Oracle_9819 10.0.1.193 Oracle New aws-connector-us-east-1 1
MysQL_9294 100.1.10 MysQL New aws-connector-us-east-1 b
vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connector 1
'vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtftdX... 1
rps_test_gri rps_test_readiness_drill_svm  File share New aws-connectar-us-east-1 1

I @ Workload rps_test_readiness-drill-workload-test. marked restore needed. Restore workload x

Impacted data %

2GiB

2GiB

2GiB

2GiB

2Gi8

2GiB

Q

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days ago

1 minute ago

2

2. BIETR NE/RE) f5n

Alerts

Alerts

Alerts (7)
Alert ID | Workload 4 | Location 2| Type =4 | sStatus T 2| Consoleagent T 2| Incide..* | Impacteddata 2 |
alert1407 = Readiness drill rps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2 GiB

3. BRERSEM -
4. EE—(EEREMF -

WER - EHFERFELRELRAFAENR

%7 Run readiness drill

Automated responses
12
Impacted dats (153 9
Snapshot copies

A\ Free trial (30 days left)

Just now

First detected 4 |

@

Q

c

b

Most rec

Just now
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Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

® L1 New

4 (@ Potential attack
Status

Severity

1T1- Incoming data

Entropy of incoming data

Encryption
S

23230 KiB / min

Type

(77) %

©)

October 17, 2025, 2:20 PM
Detection time

\/ Impacted files (partial), to get full list Click here

New file extensions (6)

Detected -pck
232 KiB / min
Expected @ o7
dck
omg
] File activity
R Impacted files (96)
450 files / min
Detected timpacied flles
10 files / min
Bpected @
/Top_Dir_1/Sub_Dir_11/test. file_1112xisxlck
Renaming rate /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.omg
220 files / min
Detected !
20 fles/ min /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.pck
Bxpected  GEEEED
/Top_Dir_1/Sub,_Dir_11/test file_1112xIsxxyz
el /Top_Dir_1/Sub,Dir_11/test file_11165 pdfmicro
20 files / min
Detected
20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck
Expected

UTRREFTEMN—EFE

* ERBERENERES -

MRBEMRBEREIHRERES > 57
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Suspect file extensions (6)
cryp1
ck

.micro

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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Review protection status, alerts, and recavery details to monitor and maintain system health.

Summary
ﬂ 4 Download (JSON)
Summary of workload metrics

Protection
Tabular details for all workloads that are at risk and protected

4 Download (CSV)

Alerts
Tabular details for all alerts

L Download (CSV)

B B H

L Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills
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Details for simulated ransomware attacks and recovery
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Dashboard

Workload data protection

9

Atrisk ©

4 inlast7 days

View

Recommended actions

33%

Completed

4/12

Complete / total

Alerts and workload data recovery

Protected @ Potential attacks @
1 inlast 7 days
View
View
Workload data
Todo (8) Dismissed (0) New (Last 7d) 1078
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
Total 4578

Register available SnapCenter Servers with NetApp Console

Protect critical workload fsxn_fileshare_useast 01

Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup

Protect critical workload fileshare_uswest 01

Review and fix

Review and fix

Review and fix

Review and fix

~

~

~

~

o E——
Protected @ Atrisk

%9 Run readiness drill

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups

0
Failed (Last 7d)

Backup data 35T
8 New (last7d) 8 Older
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User activity

Get started

1. Activate suspicious user behavior
detection.

) Aciate

2. Protect workloads with the “Detect
suspicious users" policy setting.

Learn more (%
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Name

Provider

Select a provider to back up to the cloud.

aws

Amazon Web Services

o

StorageGRID

3. #E42* StorageGRID* °
4. EIEEERTEEENR TATELE A SUERE !

° IRMMERTE -
* B —EMREFE SN B SRR ED o
* StorageGRIDERASTT2IRE AT LTS « EHFHE « StorageGRIDFIRE RN T IBRE o
° AHER [ EEE P 2R o
P EERTEEG NS EFIERNEE o It 1P ZERIMVEHER LIF XBEA HIhEREREZEUER o
5. BB o

+
i
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Settings > Backup destinations

Backup destinations (5)

Provider

4| Name 4| Region

netapp-backup-vsavhzk7dpp

netapp-backup-vsac2gmsusu

netapp-backup-vsajgd1

netapp-backup-vsajgd2

netapp-backup-vsajgd3

Add backup destination

(1) Action required

Microsoft Azure

Backup destinations

a

Google Cloud Platform

2| systems
VsaWorkingEnvironment

VsaWorkingEnvironment

or

2| Createdby

-VHZKTDPp. Backup and Recovery

C2Gmsusu Backup and Recovery

or

uDUoOS0Z

o

S0z

0502
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Add backup destination

Name (1) Action required AV

Provider A

Select a provider to back up to the cloud.
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Add backup destination

Name ©) gep-backup s
Provider ) Google Cloud Platform N
Provider settings A~

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials

Access key Secret key

©@
Google Cloud Platform details
Project Region
Encryption ) Google-managed key s
Backup lock /i Not supported
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Add backup destination

Name (1) Action required ~

Provider A

Select a provider to back up to the cloud.
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "NetAppSecurityHubFindings",
"Effect": "Allow",
"Action": |

"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"
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"roleName": "Ransomware Resilience Sentinel Configurator",
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"permissions": [

]
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Settings %7 Runreadinessdrill  /\ Freetrial G1dayslefy ¥ () O

Service-level settings apply to protection, alerts, and recovery.
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@ Backup Destination

(©) 5 cloud destinations

Manage cloud destinations to back up primary storage.

B8 Clean restore  Private preview

Isolate suspicious workloads in a secure environment, remove malware, and

restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited
availability.

J\p— SIEM connection

© Disconnected

Send data to a security information and event management (SIEM) for threat
reporting.

Connect

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to investigate the
attack and recover the test workload.

‘ Configure

AREIRREY TERR o

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads



SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM o

Select the SIEM where you want 1o send data
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AlmaLinux

CentOS

Debian

OpenSUSE &

Oracle Linux
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SUSE &% Linux

Ubuntu
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* T4REZERY © 35GB ] AREHEZE R

SR BIRRZS
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£3$% SELinux
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11 (64 fii7t) ~ 12 (64 fii7t) > BFE SELinux
15.3 (64 fiI) = 15.6 (64 fiL)

8.10 (64 fii7t) ~9.1 (64 fii7t) & 9.6 (64 fiiyT)
» @13E SELinux

8.10 (64 fii7t) ~9.1 (64 fiiyt) £ 9.6 (64 fiI7T)
# 10 (64 fiiyt) ° B3#& SELinux

Rocky 9.4 (64 fiI) 9.6 (64 fiI) > B2#% SELinux

15 SP4 (64 fii7t) & 15SP6 (64 {ii7t) ° BI3F
SELinux

20.04 LTS (64 {iI7t) ~22.04 LTS (64 {ii7t) #0
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o EHILIS SSH 48

User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent i)

Select a Console agent A

Provide the VM executable environment with “root” access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key i ]

4 BET—% o
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Ransomware Resilience

Dashboard

Protection

Alerts

Recovery

Reports

Settings

Organization v Project v 10
FINetApp  console Accout rame proecname &£ e o

Settings > User activity > collector_001

collector_svm_001

) 10.001.00.001
- Data collector (©) Running 1.685.0
%5 . Cluster or storage
Type Status Version
VM IP address

Workloads (1)
Workload S| Type = 3| @ Importance = 3| Protectionstatus T 3| Detection status

fileshare_uswest_03_... File share Critical @ Protected Active

HIBERE Bk
EERERE D HRAERER  CURRIERAEERERS -

1. EPHRUEERF > AIERE"

2. EfERERHELET - BEEE -

3. BIEEREBRERISNERT  RBREEMY
4. RIVEZAGFEEN
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& (FJE8)
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@® Pause
svm_001 .
0 23 days ago ua_agent_001
Storage .
Last reported User activity agent
M
Q
= 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
2/3 enabled netapp-backup-aws



User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~

Name User directory type
Active Directory v

Enter a unique name.

Server IP address/domain name Forest name or search name
BIND DN BIND password
©
Protocol Optional Port
Idap 389
Attribute mapping Not set ~
Advanced Search query: (|(objectClass=posixAccount) (&(objectCategory=person)(objectClass=user))) ~

REE RS HEE -

° BB

° SID (YNRE{EF LDAP)

c ERERLE

° Unix ID (M1REER NFS)

° %ﬁ;ﬁ&%ﬁﬁ%}%ﬁ* o USRI BIRE FE AL « EEESRES A& ~ M~ EX ~ ZPI ~ BBRR - K DN
RN LTI TR E S T o

5. BB -
6. WEEFE BB SME MRS SRS S REERORE  MRRIMT) > AERREHBOREET
2 EERIT ©

MFREERE B fxiEizas

1. EHRUEBERP > AIERE"

2. $REEREERELR  EEEE -

3. BIEEREBEERREET -

4. HEEEZMIRRERE B EEDR o ETREAVIRIEEED > FE=(ERS .. REMR -
O. TESEHAHEEAIRF - BEMIPRUERIERENE o
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1. RBRUBEMEEED > B RE o

Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = 2| Snapshotandback..= 3 | Type= 3| Protec.¥ 3 | Encryptiondetecti.. + | Suspectedu  Actions
FSxN_fileshare_useast 01 @ At risk. None File share N/A IN/A “ (  Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled 1/A Edit protection
MysQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled %
MysQL_8009 @ At risk NetApp Backup and... MySQL N, N/A d, Protect )
MySQL_9294 () Protected NetApp Backup and... MysaL /A (%) Enabled N ( Edit protection
Oracle 2115 @ At risk SnapCenter Oracle N/A \ Protect
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
Snapshot policy Action required v
Backup policy None v
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6. MY o
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Ransomware Resilience BEIR{REFER > ;A2 RN RDFSIREFETIETITIRE ©

1. B RREMEEED > B RE o

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups

Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = % | snapshotandback..= % | Type= % | Protec..= % | Encryptiondetecti.. * | Suspectedu  Actions
FSxN_fileshare_useast_01 @ At risk None File share N, P N/A '\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled N/A | Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A \ \ Protect
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3. HERWASEFEIENER BB FEEENISnapCentersk B M1ER R o
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1. Re#RREMEEED » B RE o

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Waorkloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type ¥ 2| Protec.¥ % Encryption detecti... % | Suspectedu  Actions
. : y ( )
FSxN_fileshare _useast 01 @ At risk None File share J I/A g Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block /£ @ Enabled 1/A Edit protection
MysSQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MySQL_8009 @ At risk NetApp Backup and... MysQL N, /A ( Pprotect )
\ J
" ey
MySQL_9294 @ Protected NetApp Backup and... MysQL /A @ Enabled {  Edit protection
. . ( B
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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o BERMBERWEUNNBEMNER - BET S o
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1. ReBRREMEEED > B RE o

2. 71 TR:E) RENIFEHTLE » BE RERE o

3. MRTFEHARTEEHENIREEMMERISnapCenterskls » sABUHDE TIAIRARK) - BER
RIFERE > FOEMNRBA RS -

4. 11 NRB%) HEY  EEBERMRBHNO THAENEEFMEEN -
S. BEETRBIEIRAYRES
6. B RELSTTHEE

FERVA ]

Hé_’rﬁdfF LA EEIREEP I UEE R FECNERNEE - HRUEREREN IR RERETIPIEE
FREBFRESEMRE -

SR LR B - MABEHRERERNE BIRZRENBAENZ(RENEH) o BB RERKINEE(RER
4R > FRORE RIS IR A SRR » ®FEHSnapCenterfiNetApp Backup and Recovery EI2RYSRES o

1. B RBEIMEEED - EERE o

Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups

Workloads (19) Q 1 Manage protection strategies
Workload 1 |  Protection status = & | snapshotandback..= 3 | Type= 3| Protec.= % Encryption detecti... * | Suspectedu  Actions
FSxN fileshare_useast 01 @ At risk. None File share \ . 2 '\\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled 1/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MySQL_8009 @ At risk NetApp Backup and... MysSQL I /A (: Protect )
MySQL_9294 () Protected NetApp Backup and... MysaL A (%) Enabled " ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N, N \ Protect
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Workloads Protection groups

Protection group (1)
Protection group

pg_important

EE R

Profection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2)

1 | Protection status

©) Protecte

Select workloads vith no other policy source or with Backup and Recovery as a palicy source.

B - ok 1

azure vol1 4872

B 0O

fileshare_uswest 02 7453

<

foun.fileshare_useast 01

gepha.vol1_7496-ws

Iun_storage_01

mysc_8008

mysql_9254

aracle 2115

JOoOoogo

B A REEAERI A o

Type

File share

File share

File share

File share

Block

MysaL

MysaL

Oracle

Console agent

azure-connector-demo

aws-connector-us-west-1-account.

aws-connector-us-east-1

9ep-connector-demo

aws-connector-us-east-1

aws-connector-us-east-1

aws-connector-us-east-1

aws-connector-us-east-1

EEEEREB AP T FRE -

d

BEEEEMIFEHNES

BB T — o

/A, Warning: All current policies will be replaced with the selected policies

Ransomware Resilience strategies (3)
Ransomware Resilience strategy
O rpsaitical-plan
O rosimportant-plan
(O rps-standard-plan
@ oetection 1/3 ensbled
Settings

Encryption detection

EERI R EIE R BRI (RE
a. MRFBEREHFHND R -
b. yIRERVERI R B ZERETREA

t

Detection

2/3 enabled

2/3 enabled

1/3 enabled

Importance

critical

ciitical

Critical

critical

Gritical

critical

Gritical

Critical

E¥I%H1§ I%\ ’ gﬂﬁEﬁ

= % | Ransomware Resilience strategy

rps-important-plan

Workloads

Select workloads to add to the protection group.

O Piayepore &

fa

/a

High

wa

Protect

rotectionstatus
@ sk

© protectea
@ nerik

@ nerik

© protected
@ ek

© protected
@ mris

AR

Select how to protect all the workloads in the protection group.

TS —

Frequency

hourly

dally

weekly

monthly

Snapshot locking Disabled

L ORI
EEMHET

Snapshot policy

aritical-ss-policy

important-ss-policy

standard-ss-policy

Locking retention days
Snapshot copies Retention

very 1 hours »

Every 1 day i

Evry i of ek s

Every Jan.Feb, Mar, Apr May,Jun... 2

Backup policy

itical-bu-policy

important-bu-policy

standard-bu-policy

[ ——

Frequency

daily

weekly

monthly

Detection

1/3 enabled

1/3 enabled

1/3 enabled

EECREERNER R ES

Q

T $ | Protected count

252

# | snapshot and backup policies

Backup and Recovery

o

Backup destination

netapp-backup-vsajgd1

a3

Backup and Recovery

Backup and Recovery

SnapCenter

Protected workloads

| Retention

netapp-backup-vsajgd1

netapp-backup-vsajgd3

netapp-backup-vsajgd1

ABB—TT—%o
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pg_important
Protection group

Workloads . protedtion

§
5
&
o
e

Workioad t1 Type =2 Comsoleagent = | importance =2 O Pingeposre 2| Protectionstatus =2 Detection = =2

eshare seast 02 i shre wrssmmecorass st Sondord Medum © rrotcted 2/3enatied Fansomvare esence et g
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3. EEZPMIF—EHZETFREHAIEAE

pg_important
Protection group

Delete protection group

Workloads Protection dit
8 3 B8 2 & 0 @ Pemortntpn
File shares Applications VM datastores Ransomware Resiiince strategy
View
Workioads (5) a U ADD
‘Workload 1 Type =2 | Consoleagent =| importance =3 | O privacy exposure 2| Pprotection status T2 | Detection 2 policies = & i =2 <
File chars Standard Medium © protected 2/3 enabled [©)
File st Critical High @ Protected 2/3 enabled Ransomware Resilience netapp-backup-vsajgd1 [©)
fileshare_uswest_02_3223 File share. critical e © Protected 2/3 enabled [©)
mysql4781 MysaL Standard s © rotected 2/3 enabled [©)
oracle 8621 Oracle Critcal e © protected 2/3 enabled Ransomware Resiience netapp-backup-vsajgd1 €]
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10 20 GiB impacted data 9
Alerts Snapshots
Alerts (10) Q 4

Alert ID 3| Alerttype =3 severity =% | Workload % | console agent =3 | status =% | Incidents % | Impacted data % | Detected +
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 023223 aws-connector-us-east-1 Active 1 2GiB 15 days ago
ee_alert8727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1 Active 2 2GiB 22 days ago
ee_alert9s23 Encryption @ Potential attack oracle_9819 aws-connector-us-east-1 Active 1 2GiB 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1 Active 4 2GiB 26 days ago
dd_alert7918 Encryption @ Potential attack vm_datastore_4719 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_other_alert5319 Encryption @ Potential attack vm_fileshare_6699 aws-connector-us-west-1...  Active 1 2GiB 1 month ago
lun_alert_6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_alert_vol1 Encryption @ Potential attack uba_rps_test_vol1 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol3 Encryption @ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 e} 2 months ago
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Incidents (2) Q 3
D ¥ Incident ID 3| Volume 3| storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automatedres..s
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Alerts

Overview

o 10

20 GiB impacted data

Alerts
Alerts (10)
Alert ID 3| Alerttype =3 severity =% | Workload % | console agent |
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 023223 aws-connector-us-east-1
ee_alert8727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1
ee_alertos23 Encryption @ Potential attack oracle_9819 aws-connector-us-east-1
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1
dd_alert7918 Encryption @ Potential attack vm_datastore_4719 aws-connector-us-east-1
uba_other_alert5319 Encryption (@ Potential attack vm_fileshare_6699 aws-connector-us-west-1...
lun_alert_6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1
uba_alert_vol1 Encryption @ Potential attack uba_rps_test_vol1 aws-connector-us-east-1...
uba_alert_vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1...
uba_alert_vol3 Encryption @ Potential attack uba_rps_test_vol3 aws-connector-us-east-1...
TEREEP > BEER o
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=N =
Alerts > ee_alert8727
ee_alert8727
Impacted workloads: oracle_8821
4 ® 2 al 286 8 2GiB
Potential attacks Impacted files Impacted data
Incidents (2)
I:\ ¥ Incident ID $|  Volume % | storagevm 3| system 3| Sseverity 3| status
d inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvironme... (1) Potential attack
O inc3163 oracle_useast log2  svm.) @ Potential attack
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Status

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

L New
L New

%9 Runreadiness drill /A

Automated responses

9

Freetrial B1daysleft) ¥ (&) O

Snapshots
Qa 4

% | Incidents % | Impacted data % | Detected +

1 2GiB 15 days ago

2 2GiB 22 days ago

1 2GiB 25 days ago

4 2Gig 26 days ago

1 2GiB 1 month ago

1 2GiB 1 month ago

1 2GiB 1 month ago

) 2GiB 1 month ago

& 2Gig 1 month ago

3 2GiB 2 months ago

September 25, 2025, 6:51 AM
® First detected
a 4

Firstdetec.. 4 | Mostrece.. $ | Evidence % | Automatedres..s
22 days ago 21 days ago 4 new extensions... 1 snapshot
22 days ago 21 days ago 6 new extensions... 1 snapshot
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Alerts

Overview

QTO

Alerts

Alerts (10)
Alert ID 3| Alerttype
ub_alert3223 Encryption
ee_alerts727 Encryption
ee_alertos23 Encryption
db_alert3932 Encryption
dd_alert7918 Encryption
uba_other_alert5319 Encryption
lun_alert_6285 Encryption
uba_alert voll Encryption
uba_alert_vol2 Encryption
uba_alert vol3 Encryption
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ee_alert8727

Impacted workloads: oracle_8821

Incidents (2)
D -
O
OJ

® 2

Potential attacks

Incident ID
inc4922

inc3163

2l

20 GiB impacted data

Severity

(@ Potential attack
(@ Potential attack
(@ Potential attack
/\ Warning

(@ Potential attack
(@ Potential attack
(@ Potential attack
(@ Potential attack
(@ Potential attack

(@ Potential attack

286
il

Impacted files

Volume 4| storagevM <]

oracle_useast_data:

oracle_useast_log2

3. BE—EHZEEM - HE >

2 svm_VsaWorkingEnviro...

Workload

fileshare_uswest_02_3223

oracle_8821
oracle_9819
mysql_9294
vm_datastore_4719
vm_fileshare_6699
lun_storage_01
uba_rps_test_vol1
uba_rps_test_vol2

uba_rps_test_vol3

System =

VsaWorkingEnvironme...

svm,

HIRESHEH I e E

Q@ rotential attack

(@ rotential attack

2| console agent 3| status
aws-connector-us-east-1  Active
aws-connector-us-east-1 Active
aws-connector-us-east-1 Active
aws-connector-us-east-1 Active
aws-connector-us-east-1 Active
aws-connector-us-west-1..  Active
aws-connector-us-east-1 Active
aws-connector-us-east-1... Active
aws-connector-us-east-1... Active
aws-connector-us-east-1... Active
g 2GiB

Impacted data
Severity $ | status =

0 New
L New

Run readiness drill

Automated responses

= 9

Snapshots

% | Incidents

First detec... 4 |

22 days ago

22 days ago

3| Impacted data $

2GiB

2GiB
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2GiB

2GiB

2GiB

2Gig

2GiB

Most rece... T

21 days ago

21 days ago

BEEEREE LANSEMN ID SHRREZEFIAEMN

/\ Free trial (31 d

SEREEEA® T

aystefy ~ (D) O

Detected +
15 days ago
22 days ago
25 days ago
26 days ago
1 month ago
1 month ago
1 month ago
1 month ago
1 month ago

2 months ago

Mark restore needed

® September 25, 2025, 6:51 AM
First detected

a L

Evidence

4 new extensions...

6 new extensions...
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1 snapshot
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Edit status

Change the status to keep track of incidents that are not a threat.

Status
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Dismissed

Cancel

O. AREEARRE SRS - BEE TEMER) K& -
A R LER AN EMERRIBRISEMER -
6. BT o
—ENZEEHEGAEES TEMER -

BEERFEXMHAIR

TREERREREAEATFEHZA > BAUBERTEERNEE - CoILEHERER FMERFEXHN
BE o ARERAMERE LEYRIIEZEZRMERIESE -

FrEfEfl e Ae BERTIHETR » CEEREMEES - B XYEXREEERH RV EREEEABG T
f#ZNetApp Console V¥ REFZERAE" °

£ ek BERRZFEXHNEE -

90


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

MREEHIREAEZEER > CAEFEE THEEEHRNZHZEERERN CSV BE -

1. ReBRREMEEED » B TR o

£ &% BEL  RIFEHRVERETHRF  UWBATREWENERERA T HNER -
R IFRHNERFERERE—EER -

HNRER > BE—ESMH-

Rl

inc4922

Impacted workloads: oracle_8821

@ 1 New p (D) Potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time
TTT Incoming data ( ﬂ 105
—/ Impacted files (partial), to get full list Click here
Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Ki8 / min
Detected pck ek
2173 Ki / min
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.omg xyz
£] File activity
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6 files / min
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Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck {Top_Dir_1/5ub_Dir_11/test_file_11540.txt
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300 files / min [Top_Dir_1/Sub_Dir_11/test_file_11540.bctpeck [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
Top_Dir_1/Sub_Dir_11/test_file_11540.txtayz fTop_Dir_1/5ub_Dir_11/test_file_11540,txt
Deletion rate fTop_Dir_1/5ub_Dir_11/test_file_11964.pdflck {Top_Dir_1/Sub_Dir_11/test_file_11964.pdt
250 files / min
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200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964.pdf.omg {Top_Dir_1/Sub_Dir_11/test_file_11964 pdf
Expected
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Restore

Workload: mysql 9294 Host: 100.1.10  Type:MySQL  Console agent: aws-connector-us-east-1
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Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MySaQL Connector. aws-connector-us-eas...

Restore scope O Al voiumes @) Byvolume QO eyiie
Select volume you want to restore and edit its settings, mysql_useast 21 settings:
Volumes (2) | 1 selected Q
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WVolumy
° Destinat Actior re v
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Impacted workloads: oracle 8821

@ 1 New P (D) potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time

(@) 106

TTT Incoming data )
— Impacted files (partial), to get full ist Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Kif / min
Detected -pck dck
2173 Ki / min
Bpected GEEED e omg
Jek pck
.omg xyZ
£] File activity
Q
T— Impacted files (106) 4
&6 files / min
Detected Impacted files 4 | Probable clean files E
10 files / min
Expected —
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck /Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Renaming rate [Top_Dir_1/Sub_Dir_11/test.file_11540.bt omg /Top_Dir_1/Sub_Dir_11/test file_11540.6xt
400 files / min
Detected
e [Top_Dir_1/Sub_Dir_11/test_file_11540.et pek {Top_Dir_1/Sub_Dir_11/test file_11540.6xt
Expected
[Top_Dir_1/Sub_Dir_11/test.file_11540.tetxyz /Top_Dir_1/5ub_Dir_11/test.file_11540xt
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick [Top.Dir_1/5ub_Dir_11/test_file_11964,pdt
250 files / min
Detected
200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964pdfomg /Top_Dir_1/5ub_Dir_11/test_file_11964,pdf
Expected
1-250f 106 1w
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Restore scope: QO Allvolumes O Byvolume (@ Byfile
Select volume you want to restore and edit its settings. mysql_useast_22settings:
ack reported September 9, 2025, 1:57 PM
Volumes (2) | Selected rows (1) Q
s + Source Restore point: cbs-snapshot-adho.. Type:Backup | Date: September 6, 2025, 10:57 AM ~
() mysqlusesst 21
Files ~
[
File selection: (O Automatically select files (8 Upload listoffiles () Manually select files
Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/\ Warning: Download the list of 3 impacted files that must be restored from a different restore point and then restore them later.
Upload list of impacted files (CSV) @
Uploaded impacted file list (2) (@) Download impacted file list (3)
Destination () Action required ~
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Restore

Workload: uba_rps_test vol3  Host: svm_cvoawswest1rpsdemosandbox-14092025  Type: File share  Console agent: aws-connector-us-east-1-account-14092025
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