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Ransomware Resilience

Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack i = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. @

= ° °

Get full access to ransomware resilience with a 30-day free trial. ) ]

Start 30-day free trial

@ We won’t read the contents of your data or change existing protection.

(v"Y) °
@) Q )

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery
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Discover workloads

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS  Region: us-east-1 2/4 Select systems N
gep-connector-demo Provider: GCP ~ Region: us-east1 0/2 Select systems A
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 2 Select systems N

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3) Q
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Workload data protection Alerts and workload data recovery

Atrisk @ Protected @ Potential attacks @
in last 7 days 1 inlast 7 days
Recommen ded actions Workioad data Workload backups ty
Todo (8) Dismissed (0) New (Last 7d) 10 7i6 @0
o
Failed (Last 7d)
Register available SnapCenter plugin for VMwiare vphere (SCV) with NetApp Con...  Review and fix \

33% Total a5

e

Completed Backup d 35

Register available SnapCenter S ‘with NetApp Console Review and fix \/ B Protected B Atrisk

4/12

suspicious users" policy setting.
Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
Complete / total

Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/
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Settlngs Run readiness drill /\ Free trial (30 days left) ~ @ (@3
Service-level settings apply to protection, alerts, and recovery.
@ Backup destinations A+ SIEM connection @ User activity
() 4 cloud destinations @ Disconnected @ No user activity
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) Activate suspicious user behavior detection by selecting a region
for threat reporting. to store user activity data and create a user activity agent to

share activity with Ransomware Resilience.

o

88 Cleanrestore  Public preview ® Readiness drill @, Workload discovery =)
(© 0isolated recovery environments (© Not configured (©) 215 workloads from 3 systems

Isolate iCi in a secure il , remove Run a simulated ransomware attack on a test workload to Select the systems in each Console agent where you want to
malware, and restore them safely to production. investigate the attack and recover the test workload. discover workloads.
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Settings Run readiness drill A\ Freetrial (30daysleft) - (&) O
Service-level settings apply to protection, alerts, and recovery.
@ Backup destinations f\/\- SIEM connection ® User activity
(@) 4 cloud destinations (© Disconnected (© No user activity
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) Activate suspicious user behavior detection by selecting a region
for threat reporting. to store user activity data and create a user activity agent to

share activity with Ransomware Resilience.

::;,3 Clean restore  Public preview @ Readiness drill @ Workload discovery [CD)]
(© o0isolated recovery environments (© Not configured (©) 215 workloads from 3 systems

Isolate suspici in a secure envi , remove Run a simulated ransomware attack on a test workload to Select the systems in each Console agent where you want to
malware, and restore them safely to production. investigate the attack and recover the test workload. discover workloads.
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Settings > Excluded workloads

Excluded workloads

Remove workloads from Ransomware Resilience. You aren’t charged for excluded workloads.

Excluded workloads (0) Q

|«

D v Excluded workload S| Type

al
o

a

No excluded workloads

I (©)  Removed workload from excluded list Name. View workload x
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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = o o ®
detection, and fast recovery processes in alignment with cybersecurity best practices.

e o °
Get full access to ransomware resilience with a 30-day free trial. J -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

@ 9
& 123 'S

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Workload data protection Alerts and workload data recovery
Atrisk @ Protected @ Potential attacks @
in last 7 days. 1 inlast 7 days
Recommen ded actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 107 @ 0 £ cetstarted
o ———
Felled (Last 7d) 1. Activate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix \/ Eco
33% Total 457 i
fam— i .
Completed & Backup dat 357 D Acti
Register available SnapCenter Servers with NetApp Console Review and fix "/ B Protected @ Atrisk Y
W New(last7d) W 2. Protect kloads with the "Detect
4/12 suspicious users" policy setting.
Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
Complete / total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix v

Protect critical workload fileshare_uswest 01 Review and fix \/
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Dashboard

Workload data protection

@ 9

Atrisk ©

4 inlast 7 days

Recommen: ded actions

33%
Completed

4/12

Complete /total

° TIFE#HERHRE !

Protected @)
1 inlast 7 days
View
Todo ®) Dismissed (0)

Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con.

Register available SnapCenter Servers with NetApp Console

Protect critical workload fsxn fileshare._useast 01

Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ...

Protect critical workload fileshare_uswest 01
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Settings > Backup destinations

Backup destinations

netapp-backup-vsavhak7dpp us-east-1 wa Defaut  None
netapp-backup-vsac2gmsusu us-east-1 wa Defaut  Nome
netapp-backup-vsajgd1 us-east-1 wa Default Compliance mode
netapp-backup-vsajgd2 us-east-1 wa Default

netapp-backup-vsajgdl us-east-1 wa Defat  Govemancemode
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Add backup destination

Name ©) gep-backup s
Provider ) Google Cloud Platform N
Provider settings A~
(® Create new bucket
Netapp ransomware resilience will create the bucket in your provider environment.
Google Cloud Platform credentials
Access key Secret key

©@
Google Cloud Platform details
Project Region
Encryption ) Google-managed key s
Backup lock /i Not supported
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Backup destinations

netapp-backup-vsavhk7dpp  useasti  na  Defatt  Nee  VsaWorkingEnvironment-VHK7DPp Backup and Recovery
netapp-backup-vsac2gmsusu us-east-1 wa Default None VsaWorkingEnvironment-C2Gmsusu Backup and Recovery

uuuuuuuu

netapp-backup-vsajgd2 usesti @  Dpefat  Nee  OnPremWorkingEnvironment-uDuoOS0z

f£FANetApp Ransomware ResiliencelR & RIKFETFEH
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~
Name User directory type
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Alerts (10)

Mert ID

Ub_alert3223

ee alertaT2T

ee_alertoB23

db alert3932

dd_aleri7918

Uba_other alerts319

lun_alert 6285

uba alert voil

uba alert voi2

uba alert voi3

6. ENTTIRIEZ— !

4| Aerttype =z

Suspicious user behavior

Suspicious user behavior

Data destruction

Encyption

Data breacn

Data breacn

Data breacn

(1) Potential attack
(1) Potential attack
(D) Potential attack
[\, Warming

(1) Potential attack
(1) Potential attack
(1) Potential attack
(1) Potentizl attack
(D) Potential attack

(D) potential attack

20618 Impacted ata

- (BB R R ERETS] o
© BHRTREREATINE (BHRERE) | -
 [REETBIEERENEN) o

[EIELHREF I

& Ransomware Resilience 1

FRENEZERI G A ZHRITILES

EREBE R > EERIREEAETE NetApp Console & EHACE NI BB R

¥ > MERERAERXBEFEHEN - ZBEFHHEIARERHEN > SEREREM

EETF Console FRESE

FEMBERN > F2H

2| Workoad

Tleshare_uswest 02,3223, +3

oracle_5821

orace 9819

mysal 9294 +3

vim_datastore 4719, +3

vim_fileshare 6639

lun_storage_01

uba_fps test vol1, +2

uba_rps test voi2, +2

uba_fps test voi3, +2

o
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Automated respanses
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Snapshots
T3I| Incdents
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47 Run readiness drill
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%5&5%

Impacted data + | Detected
268 8daysago
268 14 days ag0
268 17 days a0
268 26 days ago

Free frial (30 daysleft) =

1 month ago
1 month ago
1 manth ago
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Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821 Mok re=tore necded
4 ® 2 @ 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) a ¢
D ¥ Incident ID 3| Volume $ | storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automatedres..s
O inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack 0 New 22 days ago 21 days ago 4newextensions.. 1 snapshot
O inc3163 oracle_useast log2  svm._ ingEnviro...  VsaWorkingEnvironme... (1) Potential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot

4. EE—(EEMREEZEMFEEN -

BEERERARTA

MREEREANRERAERIUEEREERETS > AAUEEERAERENTLHEEERERE - SZRAH
REAERTE » 72H "REAEEANWERUEAEREED"

1. (R ERE T > BRI o
2 B (AR o
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Alerts

Qverview

» 10

Alerts
Alerts (10)

Alert ID 3| Aerttype

ub_alert3223 Suspicious user behavior

ex alerta72? Enayption

ce alertaB23 Enayption

b alert3932 Suspicious user behavior

dd alert7918 Data destruction

Uba other alerts319 Enaryption

Iun slert 6285 Enaryption

uba alert voil Datz breach

uba alert voi2 Dats brezch

Uba alert voi3 Dtz bresch

AEHRER

3. BREY

RPEIEH o

Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821

Incidents (2)
D -
(]

OJ

® 2

Potential attacks

Incident ID

inc4922

inc3163

> BB o

49 Run readiness dril Freetrial (0 daysieft) = (5)

Automated respanses

Detected

8daysago

14 days ago

17 days ago

26 days ago

1 month ago

1 month ago

1 manth ago

1 month ago

1 manth ago

1 manth age

e

Mark restore needed

20 6i8 impacted data ) 9
snapshots
T2 Sewrity 2| Suspicoususer T4| Wordoad 2| Consoleagent T2 St T2 Incdents 2| impacted data =
(D) Potential attack Alden Smith fileshare_uswest_02_3223, +3 aws-connector-us-east-1 Active 1 268
(D) potential attack Unable to detect oracle_5821 ‘aws-connecor-us-cast- 1 Active H 268
(D) Potential attack Unable to detect oracle 3819 aws-connecior-us-east-1 Active 268
/A, Weming OReily mysal 9294, +3 aws-connector-us-east-1 Active 4 268
(D) Potential attack ‘Amina Kban vim_datastore 4719, +3 aws-connector-us-east-1 Active 1 el
O Potential attack Raj Pate! vm_fileshare 6699 aws-connector-us-west-1-. Active 1 2GiB
@ Potential attack Unable to detect lun_storage 01 aws-connector-us-east-1 Active 2GiB
@ Potential attack Raj Patel ba_rps_test volt, +2 BWS-CONNECtOr-us- eas Active 3 268
@ Potential attack Raj Pate! uba_rps test vol2, +2 aws-connector-us-east-1-.. Active 3 2GiB
@ Potential attack Raj Pate! uba_rps test voi3, +2 aws-connector-us-gast-1-.. Active 3 2GiB
al 286 g 2GiB ® September 25, 2025, 6:51 AM
Impacted files Impacted data First detected
a 4
Volume 4| storagevm 3| system S| severity 3| status =3 | Firstdetec.. | Mostrece.. 3 | Evidence =
oracle_useast data2  svm_VsaWorkingEnviro...  VsaWorkingEnvi (@ Potential attack 0 New 22 days ago 21 days ago 4 new extensions...
oracle_useast_log2 ~ svm_) (@ rotential attack L New 22 days ago 21 days ago 6 new extensions...
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1 snapshot
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1. BRBEMEEED - EEER o

Alerts

Overview

» 10

Aerts

Alerts (10)
Aertip 2| Mertype =2
ub_dlert3223 Suspicious user behavior
e alerta727 Enaryption
e alertanz3 Enayption
db,_alert3932 Suspicious user behavior
dd_alert7a18 Data destruction
uba_other_alert5319 Enaryption
lun alert 6285 Enayption
Uba_alert voil Deta bresch
Uba alert vol2 Data breach
Uba alert voi3 Deta breach

Severity
(D) potental atack
(D) potertial atack
(D) Fotental attack
A\, Waming

(D) Potential attack
(D) Potential attack

(D) Potential attack

2. TEREEF - EEER -

Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle 8821

o 2
Potential attacks
Incidents (2)

|:| ¥ Incident ID 4|  Volume
O inc4922
O inc3163

3 BE—EHZMEEN - HE >

oracle_useast_data2

oracle_useast_log2

(1) Potential attack. Raj Patel
(1) Potential attack Raj Potel
(1) Potential attack Raj Potel
ﬂ 286
Impacted files
4| storagevm 3| System
svm_)
svm_VsaWc 0...

4. MRECHEEZEHTBEREE

| R o

° EERN LB REMRR 1% -
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20 6iB impacted at

al

o

Suspicious user

Aigen Smith

Unable to getect

Unabe to cetect

1 ORelly

Amina Khan

Raj Pate

Unable to detect

fleshare Uswest 02 3223, +3
oracte 5621

oracie 8879

mysql 9284, +3
vm_datastore 4719, +3
vm_fieshare 6635
lun_storage 01

uba s test volt, +2

uba s test vol2, +2

uba_s test vol3, +2

8

Severity

Console agent Status
aws-connectorus-east-1 Active
aws-connector-us.east-1 Active
aws-connector-us-east-1 Active

Active
aws-connector-us-east-1 Active
aws-connector-us-west-1-... Active
aws-conneclor-us-cast-1 Active
ews-connector-us-east-1-. Active
avs-connector-us-east-1-. Active
aws-connector-us-east- Active
2GiB

Impacted data

3| status T

@ Potential attack 0 New
(@ rotential attack L New

HEEES BNRNEREESNPRNE

Automated responses

a 9

Snapshots

o

First detec... 4 |

22 days ago

22 days ago

Incidents

©)

Most rece.

REREEEAB T

& Runcesdiness gl Freetria (30 days ety ~

2| impactedaata B
208

268

268

268

268

268

Detected

8days ago

14 cays ago

17 days ago

26 days ago

1 manth ago

1 manth ago

1 month ago

1 month ago

1 month ago

1 month ago

® ¢

2

|«

Mark restore needed

September 25, 2025, 6:51 AM
First detected

a L

21 days ago 4 new extensions...

21 days ago 6 new extensions...

BEERRE LA [EM4 D) & BEFRESEM -
SR LA AR IR -

| Evidence =

Automated res... 3

1 snapshot
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Edit status

Change the status to keep track of incidents that are not a threat.

Status

Resolved

Dismissed

Cancel
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Impacted workloads: oracle 8821

@ 1 New _¢ (i) Potential attack @ Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detaction time

N 106

-~/ impacted fles (partial), to get fulllst Click here

TTT Incoming data

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Ki8 / min
Detected pck ek
2173 Ki / min
Bxpected QS e oma
Ick pck
.omg xyz
] File activity
Q
Cresbion mote Impacted files (106) 4
66 files / min
Detected Impacted files 4 | Probable clean files
10 files / min
Expected L]
Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck {Top_Dir_1/5ub_Dir_11/test_file_11540.txt
Renaming rate /Top_Dir_1/5ub_Dir_11/test_file_11540.bt.omg /Top_Dir_1/Sub_Dir_11/test_file_11540.x1
400 files / rmin
Detected . ) ’
300 files / min [Top_Dir_1/Sub_Dir_11/test_file_11540.0tpck [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
/Top_Dir_1/Sub_Dir_11/test_file_11540.tctayz fTop_Dir_1/5ub_Dir_11/test_file_11540.xt
Deletion rate JTop_Dir_1/Sub_Dir_11/test_file_11964.pdflck {Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
250 files / min
Detected
200 files / min fTop_Dir_1/Sub_Dir_11/test_file_11964.pdfomg [Top_Dir_1/5ub_Dir_11/test _file_11964.,pdf
Expected
1-250f 106 L 3
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Restore
Workload: mysql 9294 Host 100110 Type:MySQL  Console agent: aws-connector-us-east-1
Rest @ Alvolumes O ® fo)
Source ~
Restore points. @ safest for all volumes @
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Restore

Workload; MySQL 9294 Host: 10.0.1.10 Type: MysQL Connector: aws-connector-us-eas...

Restore scope O Allvolumes (®) 8yvolume QO syfie
Select volume you want ta restore and edit its settings, mysql_useast_21 settings:
Volumes (2) | 1 selected Q
5 re: N~
Volume =
° mysg_useast 21 Destination () Action required ~
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inc4922

Impacted workloads: oracle 8821

_¢ (D) Potential attack @ Encryption ® September 25, 2025, 6:51 AM
Severity Type Detection time

@ 0 New
Status

ﬂ 106

TTT Incoming data )
— Impacted files (partial), to get full ist Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Kig / min
Detected -pck dck
2173 Ki / min
Bpected G e omg
Jek pck
.omg xyZ
£ File activity
Q
T— Impacted files (106) 4
66 files / min
Detected Impacted files 4 | Pprobable clean files =
10 files / min
Expected [——]
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck /Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Renaming rate /Top_Dir_1/Sub_Dir_11/test_file_11540.bctomg {Top_Dir_1/Sub_Dir_11/test file_11540.6
400 files / min
Detected
e [Top_Dir_1/Sub_Dir_11/test_file_11540.bet pek {Top_Dir_1/Sub_Dir_11/test file_11540.txt
Expected
Top_Dir_1/Sub_Dir_11/test_file_11540.bctxyz [Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick [Top.Dir_1/5ub_Dir_11/test_file_11964,pdt
250 files / min
Detected
200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964.pdf.omg [Top_Dir_1/Sub_Dir_11/est_file_11964,pdf
Expected
1-250f 106 1 »
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Restore scope: O Allvolumes () Byvolume (@ Byfile

Select volume you want to restere and edit its settings. mysql_useast_22settings:

Volumes (2) | Selected rows (1) Q

Nolime t Source Restore point: cbs-snapshot-adho.. Type:Backup | Date: September 6, 2025, 10:57 AM ~
mysql_useast_21
Files A~

[
File selection: () Automatically select files (® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/\ Warning: Download the list of 3 impacted files that must be restored from a different restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) © Download impacted file list (3)

Destination () Action required ~

© FEEFER | BIERZ 10,000 EEENE—BRIGETER

91



Restore "mysql 9294" @ resoe () review

Select volume you want to restore and edit it settings

Volumes (2) | Selected rows (1) Q

Q@  mysaluseast

Selected Files or directory (6) Q
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Restore

Workload: uba_rps_test vol3  Host: svm_cvoawswest1rpsdemosandbox-14092025  Type: File share  Console agent: aws-connector-us-east-1-account-14092025

eeeeeeeee P ) ® s o
Select volume you want to restore and edit s settings. uba_rps_test vol3 settings:
Volume (1) | All rows selected Q
Volume 0 some Restore point: deily2023-11-23.0.. | Type:Backup | Date: October 2, 2025, 621 AM ~
Q@  ubepsiestion
oooooooooo ~
efi ed. e created in d sys d
o torage VM Aggregate
s sum cvoswswestOlpsdemosendbox 14092025 v aggn
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Dashboard

Workload data protection

9

Atrisk @ Protected @

4 inlast 7 days Tinlast 7 days

View View

Recommended actions

Todo ©) missed (0)

33 Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con.

%
Completed
Register available SnapCenter Servers with NetApp Console
4
/12 Protect critical workload fsxn_fileshare_useast 01

Complete /total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ...

Protect critical workload fileshare_uswest 01
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Alerts and workload data recovery

10

Potential attacks @

View

Review and fix v

Review and fix \/

Review and fix \/

Review and fix \/

Workload data

New (Last 7d) 107B
. ——

Total 4578
==
W Protected B Atrisk

#a LA RITREEER i

Potential attack types

Encryption 10

Data breach 0

Data destruction 0

Workload backups

0

Failed (Last 7d)

Backup data

% Run readiness drill

3578

B New (last 7d)

& Older

/\ Freetrial (31days left)y ~

User activity

Get started

1. Activate suspicious user behavior
detection.
D) Activate

2. Protect workloads with the “Detect
suspicious users" policy setting.

Leam more (2

(&) (e
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -

New test workload @ Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel
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Dashboard %7 Runreadiness drill /A Free trial (31 days left) ® C
Workload data protection Alerts and workload data recovery
9 @ 8 @ 10 Potential attack types
atrisk @ Protected © Potenial attacks @ Encryption 10
4 inlast 7days 1 inlast 7 days DHEEES(S
View Data destruction 0
few
Recommen ded actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 1078 @ 0 Get started
—— )
Enled Lt 7 1. Activate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix detection
33% Total 45T
e ——
Completed Backup data 3578 O activate
Register available SnapCenter Servers vith NetApp Console Review and fix W Protected W Atrisk O
® New(ast7d) @ Older 2. Protect workioads with the “Detect
4/12 ) i suspicious users” policy sefting.
ot Protect crtical workload fsxn_fileshare_useast 01 Review and fix \
omplete / total

Prepare Amazon Web Services 53 backup... Review and fix \
Protect crtical workioad fileshare_uswest 01 Review and fix "
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6
Alerts
Alerts (6)
Alert 1D Bl
alertg727
ws_alertog23
alert3932
alert7918
alert5313
alert1407 = Readiness drill

Automated responses

12 Gis 9

Impacted data Snapshot copies
Workload %2 | Location 2| Type =3 | Status =% | Connector =2 | Incidents % |
Oracle 8821 10.0.1.193 Oracle New aws-connector-us-ast-1 2
Oracle_9819 10.0.1.193 Oracle New aws-connector-us-east-1 1
MysQL_9294 100.1.10 MysQL New aws-connector-us-east-1 b
vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connector 1
'vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtftdX... 1
rps_test_gri rps_test_readiness_drill_svm  File share New aws-connectar-us-east-1 1

I @ Workload rps_test_readiness-drill-workload-test. marked restore needed. Restore workload x

Impacted data %

2GiB

2GiB

2GiB

2GiB

2Gi8

2GiB

Q

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days ago

1 minute ago

2

2. BIETR NE/RE) f5n

Alerts

Alerts

Alerts (7)
Alert ID | Workload 4 | Location 2| Type =4 | sStatus T 2| Consoleagent T 2| Incide..* | Impacteddata 2 |
alert1407 = Readiness drill rps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2 GiB
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%7 Run readiness drill

Automated responses
12
Impacted dats (153 9
Snapshot copies

A\ Free trial (30 days left)

Just now

First detected 4 |

@

Q

c

b

Most rec

Just now




Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

® L1 New

4 (@ Potential attack
Status

Severity

1T1- Incoming data

Entropy of incoming data

Encryption
S

23230 KiB / min

Type

(77) %

©)

October 17, 2025, 2:20 PM
Detection time

\/ Impacted files (partial), to get full list Click here

New file extensions (6)

Detected -pck

232 KiB / min
Expected @ o7

dck
omg

] File activity
R Impacted files (96)

450 files / min
Detected timpacied flles

10 files / min
Bpected @

/Top_Dir_1/Sub_Dir_11/test. file_1112xisxlck

Renaming rate /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.omg

220 files / min
Detected !

20 fles/ min /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.pck
Bxpected  GEEEED

/Top_Dir_1/Sub,_Dir_11/test file_1112xIsxxyz

el /Top_Dir_1/Sub,Dir_11/test file_11165 pdfmicro

20 files / min
Detected

20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck
Expected

UTRREFTEMN—EFE

* ERBERENERES -

MRBEMRBEREIHRERES > 57
* EEXFEEMAREER
© BEEFBANRAZBIRETEHIBIRAILLE
° BEEEAZIBIXARIRIIRATRHARAELE -
© BEREAFNERE MG LR AR o
© EEMPFRRATEHAMIPRRAILLE o
* EERPEXHNEE - EETRENRENERE -
* BREERTENERZNBERNBERBEN BT ENEE -

EAHTFEaS

BEERBENRBERE > WALE  MEASHIEE -

FREMET e At BERTILER » CEBAMEES - ERXKSEREEERNENR

f#ZNetApp Console VI REFZERAE" °

HER
1.3 RO ERF RSN EE o

Suspect file extensions (6)
cryp1
ck

.micro

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary
Summary of workload metrics

Protection

Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

23]
EE] Alerts
H

Recovery
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

E] Readiness drills
Details for simulated ransomware attacks and recovery

2. EEREMEEENTE U THRERBEERS °

% NetApp Ransomware Resilience % 2| &2 M SR+

#4t (SIEM) > UAEITEE 2B

ee trial (30 days left)

mload (JSON)

mload (CSV)

nload (CSV)

nload (CSV)

nload (JSON)

@ C

Eif

ZEEMNNFHEERR (SIEM) ERERHGMNEGEE » UMERATRZEFEHNG

#2114 o NetApp Ransomware Resilience 218 B #i& & EHBIXEf

ﬁ’*ﬁ'*ﬂ 'Lé\/,\J /)IL*EE °©

Ransomware Resilience z#& %! SIEM :

* AWS Security Hub
* Microsoft Sentinel
* Splunk Cloud

7£ Ransomware Resilience FE{A SIEM Z 8] > IREERLTE LM SIEM 74

HXE SIEM NEHER
Ransomware Resilience AJ U T EHERMEXRER SIEM R4% -

* BIR:

° os ! ER—EEBONTAPEREH

° os_version : R4 EHITHIONTAPRRAS ©

° connector_id : EIRRMAIIEHIGRIERN ID o

° cluster_id : ONTAPARMFIREHIEE ID o

° svm_name : SFIREIRH SVM I 7HE o

° volume_name : ZIREFRAVEIEEIIRTE o

° volume_id : ONTAPA R EHIIREH ID ©
* B

/I\
JANN

TAY SIEM > tMfS1EEE
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° incident_id : $1RFEER N HS RV ER NP HBIEFIEENEMH ID o
alert_id : $IRNBERSENATEEFHEERNID
BEM  UATERERz—: BEI ~ ey ~ Ty ~ &) o

At AR RINERFMAER » I ET(EEE arp_learning_mode_test_2630 A& ZITETERY
LIPS0 E

o

o

o

2 € AWS Security Hub E1TE &8

7 Ransomware Resilience FE{A AWS Security Hub Z &1 > 8FEE7E AWS Security Hub F#ITIA T4 ETE
TER .

* 1£ AWS Security Hub Fz&EHRERR o
* 7£ AWS Security Hub R E A EREEIERMANEE o (LLEXRREELESE )

7 AWS Security Hub F1:& E#IERI L ER
1. AifE AWS IAM $Z5H]4 ©
2. BEEER o
3. LT JSON #&RAIFEARIEILRER :

"Version": "2012-10-17",
"Statement": |
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

1,

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

% 7E Microsoft Sentinel 175 Z & A

7£ Ransomware Resilience FEXF Microsoft Sentinel Z &1 ~ &FEETE Microsoft Sentinel FHIT 5SS ER

* FRRIEM
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° EY A Microsoft Sentinel ©

° £ Microsoft Sentinel F3EII B:]AE o

g
° 5t Ransomware Resilience LAEULZE B Microsoft Sentinel BS54 o
° FsrelE—EE o

* R HEAEIEER o

* B75E  ARRREXNSMHRERE -

=

=]llg

EXF8 Microsoft Sentinel BY5EF
1. #51E Microsoft Sentinel ©

2. #37*Log Analytics T{E&* o
3. BxA Microsoft Sentinel LAfEEAEEIFIZEILA Log Analytics TIE& ©
£ Microsoft Sentinel £ B 1A BHYP R
1. BIfE Microsoft Sentinel °
2. BESTRY > FHUES] (IAM)
3. BMABIABLE o (A% Ransomware Resilience Sentinel Configurator ©
4. BHLLT JSON AR HAL EE| JSON #REH o

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

5. BB REFERERTE o
T MENREBBIERFESLUZUZKR B Microsoft Sentinel HIE 4RI B
1. 1% Microsoft Sentinel °
2. %42 Entra ID > FERE > FEAENNEM o
3. HHNEREN RSB > MA TRansomware Resilience] ©
4. 71 ZIRMIIRAEREY WAL 5 EE2 (ERILAAMB B SRRVIRE ©
5. BMERMX RGN TERERS o
6. EEE/IR o
7. B RREFERERE

sF & > Microsoft Entra EIEH OSBRI NERRENBIRE I o
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1. #74E Microsoft Sentinel ©

2. FBVURENME > RARMKE > IR PR o

3. ACHFERR LTI IEHT o

4. AMZEE—E 2R s E BT E AR o

RSB ESEARESIAME (24 BH) 5(EHE o Microsoft iR E/F 12 B AR
ZIHAME o

5. BB ML BTN o

6. ;LB PR S ERERANMNE - BMEILEE® > ZWBRABET o
ARERERISIRERAT DR

1. Bi1E Microsoft Sentinel ©

2. BEEETR > EEUES] (1AM) ©

3. BEIEIRIE > I AENED o

4. HNSRHEIES AR T > EE RSB A B -

BRI HARNETAE -

EET—% o

e EER R > BEEMERE - BHENRFE TR o

B RIER S - A% > EiE*Ransomware Resilience Sentinel Configurator* ©
EET P o

EERERLMHERAUT » EEAFERERKRTEEESABHERE - UAA - RBAC (B:3&) Z5t
HFFEAE" o

10, BB T—5" o
1. BT H B TR EAEIR o

© © N o O

AR REREREND R
1. #i1E Microsoft Sentinel ©
2. AR
a. MAFAR ID - ERHEMAREN ID EFIREAEREHE o
b. 3% Authenticate °

() v gwR EEE WER -

3. B AFERTZEM Log Analytics TIE@F4AE A o
a. FEEFTR ID ~ BIREF4EM Log Analytics T{E& o
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3 7E Splunk Cloud E1TEZ{E:A
£ Ransomware Resilience FIE{F Splunk Cloud Z A1 » f&ZEZETE Splunk Cloud F#IT FTER T ER :

* 7£ Splunk Cloud FERAE HTTP BA4FURESILUER HTTP 2 HTTPS {EEEH 818 E &R o
* £ Splunk Cloud I EHUNERTHE o

£ Splunk FELE HTTP SHINESNSE
1. &% Splunk Cloud °

EERRTE > BEBA o

B HTTP SHUREERS > BIERE ©

HEFRBESHYIRE » BIEERA" -

BEEREAWERBEIBE HTTPS MAR HTTP EITEEEMNE(S » 5% TBRA SSLy -
- 7 THTTP EIZEREE) PEWA HTTP SHURERAVERR o

o o A w N

7£ Splunk FEILEHINER TN TR
1. 3 Splunk Cloud °

IR > FMER o

BB > HTTP SRS o

AL IRNAIBL RS F—5" o

EEREEE RS KRB -
RABHBOFTEREER  AEEER -

NS IR R RIS —EX AT NEBETERRESE -

N o o k~ w0 N

EMFERBEHEE R SIEM
i SIEM B R ERERMEXIITH SIEM FRIRIBSLUETRE FFARE

1 RS EED » BEIERE > PRUEME"
2.

somemmmnns  mees G s Lo -
3 EERE

HIF TRE) BE e
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Settings

Service-level settings apply to protection, alerts, and recovery.

Rt

Bt

@ Backup Destination

(©) 5 cloud destinations

Manage cloud destinations to back up primary storage.

B8 Clean restore  Private preview

Isolate suspicious workloads in a secure environment, remove malware, and
restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited
availability.

RE BEP 5 EE SIEM &

ARERPR TE

J\p— SIEM connection

© Disconnected

Send data to a security information and event management (SIEM) for threat

reporting.
[ Connect

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to investigate the
attack and recover the test workload.

‘ Configure

H42 | o

Runreadiness drill /) Free trial (31days left) ~

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads

SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM

Select the SIEM where you want 1o send data

aWS =! mk:
AWS Security Hub Microsolt Sentinel Splunk

EEHP—(E SIEM R4 ©
8 AIEZIE AWS Security Hub 3% Splunk Cloud FREC BRI S hEFNERS 45T o

®

B ANE RBURIGEHERY SIEM o

@ e

7ENetApp Ransomware Resilience P &R Es
NetApp Ransomware Resilience #2fft CSV #1 JSON B BVIRE & sHAB TR ZIEMAT

SRR E - WBEERG - 15 « ERMERIER - RELEHRS - e U#FILE
REERMER « PR - ERAMERSHRIHRS o
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(@ TRz - AR BRI R A RO RE R o

FREEMIEHI S AT BERITIHETR » MHEERABEES - ERNKREREIES HRVBEEREES PRI
EIREBIRES AR o " T f#NetApp ConsolelIENZ=EFEERAE" o

SR EMPLEE R ? SR MM EERIEIR FEHIES

* HE  AREXENARXENTFEHEE « SRR EERINEREN - URPRTGEEERRTHE
ErEH -

* (R | EEMATREHNRENFEES  SERFEENERERTFN T EEHEHK -
* B BEMATRRENFAESE - SEEREEFBHRE -

* g . BEFTAREMENTREHIAENFERESE - SRR FE2ME ~ &7 “RIERBCM- R
BRI ITFEa B -

© R EA MM A E AR R TR o
() cREwrSsEETREGEREERS -

R RE « EIRNEFREE FE CSV I JSON Xff » BIERMERRRZEE LRVER] o
CSV & JSON XV SMAEH SRR LAMAETIFEHMER -

1 NS EREES » SR RE> SHRUENIE"

Dashboard %9 Runreadinessdrill A\ Freetrial G1daystefy ~ () O

Workload data protection

Workload data Workload backups User activity
Todo (8) Dismissed (0) New(last7d)  10T@ @ 0 Get started
) S — Ealled Lest 70} 1. Activat ous user behavior
334 Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix . 5o daticion
Completed e —— Backup d 357 O

Register available SnapCenter Servers with NetApp Console Review and fix v/ W Protected W Atrisk

‘workloads with the “Detect

suspicious users” policy setting.
Protect critical workload foxn fileshare_useast 01 Review and fix

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/

2.
BRSNS T - I AR Refresh O 98 » BRI S5 AIRIR &S chEERATEE) o
3 HIT TRz — !

o

HEEEE T L = -

° #¢NetApp Ransomware Resiliencel$E8 /1 » 842 R o
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-

4. INRTEFETREEER > FEERSALENIERLEIIEE T -

Reports &7 Run readiness drill /) Free trial (30 days left) @ o

Review protection status, alerts, and recovery details to monitor and maintain system health.

Summary
ﬂ £ Download (JSON)
Summary of workload metrics

Protection

L Download (CSV)
Tabular details for all workloads that are at risk and protected
Tabular details for all alerts

Recovel
v L Download (CSV)
progress, restore failed, and successfully restored

H
EE] Alerts 4 Download (CSV)
H

Tabular details for workloads marked restore needed,

Readiness drills
4 Download (JSON)
Details for simulated ransomware attacks and recovery
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s REF

EEEITHIEEMA SRS HEINetApp Console R E 172 R A ZME R RIS
1B o BEELIESFMABERNECloud Volumes ONTAPZRAARIRASE T ERIR o

sEMSZIR AL A SEENtApp IS R imiE (B BRI IR - AR IR HE MRS - HEMRKR S ERZR
FEREfAIARIR TS SOV S » SR 2RI EMX TR TES#HEN o

* "FEHMONTAP BYAmazon FSx"
» "Azure NetApp Files"
* "Google Cloud NetApp Volumes"

S iR e At
RN R R A AW ¢

* SEEHINetApp ConsoletRFFSE (BB 20 fiI7T 960xxxxxxxxx FIRAINIEHIG M IFIEER) HEE L

ERIERIES S NEMRFENE—ERSTH ID - SEZERI SRFER L AT o

s FEHNEinHERE ISP eI TRIAERARY Cloud Volumes ONTAPESE (GSLER 20 fiI7T 909201 XXXXXXXX
FFsg) o

BELFIEEEIEA PAYGO F5E_ > EHINetApp ConsolefECloud Volumes ONTAPERERFEL o

SR ST R B A E B S OIS THAE - FEBNetApp S B4ET: (NSS) IR AT T
H & BT SR EE M > SN TRFRAR ©
I fiNetApp Console  EX{SNetAppiF

BRI BB IR > (ERINetApp Consoleltk A FIRY—3 3 & 24721 NetApp 2 iR Al UL IR P SR ELIZE I &
B ALTERS o MEEEMNetAppZIEBURI GBS B BB NetApp 2 HEATL (NSS) IRSE ©

A NSS tRFHIRBEZR
INRICZE A NSS tREHINetAppE R » RFEFBIEH QMBI ERFIE -

1. EEEE>EE -
2. EEMERERE -
3. BTG NSS ReF W KEENetAppZ1EATIL (NSS) BRsB IR T TIRIE ©
4. AEMTGEMEREEEMT) > FEE 8 BiR > AREE &) -

“HIRHEERRERES S IRP EEMIUERE
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AR WIREAMMZER S ERE B ARR NetApp R AILIR A B H AR ERIH: > tfIgEREIBREN R
Hﬁﬁk% o B » BAFTHRELRIMRFLEEMZIE - ABMERTN—2EREBRTEEDSHR > LIRS
B o

RAZFERE NSS IRA

MRIEZIRBWINetAppE P » EERARENFIRELRE NSS 1RF » RIFEEI NSS 1R A AF H BT AYZH]
S AR o
f%%
. BEBSERA IR EEIINetAppTIEMBILIR B "NetApp 2 IEATuL(FERE SR
a. AN EIEEENERERG > BER* NetAppE A/REFERE
b. FEFFAER FERARFIREUAESISIREESR (960xxxx) © SAFINRIRA BEIRERE o
2. AT HER » #BIERB0%T NSS 1RF BGRES 5 E A LMBRAKIES NSS IRFIIRAES ©

NetAppZHiEm
MNREENetAppFEHAERRA NSS 1RE » :5KIB TS ERIRIE o

1. RGN E LA - B2 TEE) BR > ABREE TXiE) o
2. EEEMBEELEERIRA ID FoE o

95015585434285107893 s Not Registered
@ Account serial number Add your MetApp Support Site (NSS) credentials to BlueXP

Follow these instructionsto register for support in case you don't have an NS5 account yet.

BHE "NetApp HISZ 1 EMAE0L M BHE A S5 MBINetAppZ A

IHRERG (FRABESRIRI) o

T ERERUD > BERIREES  RREFERIBIRME -

R EERT R 2 ERIEHRAFS > TRZEMRE - AR ICERIE NetApp NEKERIZABER o
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7. (I T IR o
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8. BB THREERIINetAppZIBAFIEIR D "NetAppZ iE4HiL{EAE s fER"
a. FBHNERIEEENERERD  BEE* NetAppE A/RIRFERE o
b. FEFFNER FEARFREMARE TSR (960xxxx) o EAEINIREIRERE o
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