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Add License
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authorized to access the serial number. To add the account to BlueXP, click Help > Support > NS5
Management. Otherwise, use the Upload License Flle optlon,

DOiMotice: You can't enter a serial number because you haven't added the NetApp Support Site account that's
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authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File
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Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack i = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. @
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Get full access to ransomware resilience with a 30-day free trial. ) ]

Start 30-day free trial

@ We won’t read the contents of your data or change existing protection.

(v"Y) °
@) Q )

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery

() mRcHEeESE - 8K 0 XEESFEHTREERABBER T NEA -

2. RBEAER » EERER TIFaHG

$ERBERERNAIHRTEN AR IR RS - ILBREAIEFERDE

Discover workloads

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS  Region: us-east-1 2/4 Select systems N
gep-connector-demo Provider: GCP ~ Region: us-east1 0/2 Select systems A
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 2 Select systems N

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3) Q

Canel [ oucoer |

S ARETRTEEHaNERANIFas r FEESZUFTFaHERIaREZEN NEERR) -
4. EERCRERRTFEHNARS
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AEETYRREMERERR  FEE ThEHERA -
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BRRATERMREREINR - BEMLFRHNER » ERERTRZFRENTFEHNBRETERN -

Dashboard

Workload data protection

33%
Completed

4/12
Complete / total

"TRERIRE RIS o

HRAEENRATELNTEEH

Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con...

Protect critical workload fsxn fileshare._useast 01

Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backug

Protect critical workload fileshare_uswest 01

Alerts and workload data recovery

| attacks
Workload data
(Last 7d) 1078
| ——
d fix
Total 457
e
x~ || powced B Avisk
d fix
d fix
d fix

%7 Run readiness drill

&l °
Failed (Last 7d)
ickup data 3578
L L]
B New (last7d) W Older
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a1
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2. EIFEHBRFH  EEURTFAE - BRBRETELNE - FABTETREE

3. YEMBERNIUBRZZ BN AR ZENR
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AR YRUNENEGRREG LA TR BRI B RAMEREE o

@) (e

SZMBRMPARPEFERETROE > UBEESARARXIE - EESHAXENHITE
» AREE TTFEHEER) FPREEER > THENAEN

BRIEFEHHME A LA category="inline-code'/> 1A o ¢ T 5888 FhiseE

o MR AMHIONTAPRR AR PR A » BIRZIEZ A


https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html
https://docs.netapp.com/zh-tw/data-services-ransomware-resilience/rp-use-dashboard.html

i o BEHEEERELERSENAG LR » TRISTRBETERE < SR EER TIFaRNR,
4. EERE o

HERTIEEH

MRURERBE PR TR AR PR E LEE HPIRE RIS REMR A Z5b

WREEPRR IR HEEMIHE RN T ERH o IERIUBRHERE RN TEEHBE - BN KMAHRIEEER
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1. EBHRMIBIRIETNEES » BERTE ©

2. 71 TRTE) BRIRF > #5E TTEEHER) BRIk - ZFARATESRN I HHUE - 2L T
B# > AEHRNIIEaHZEEEEE -

Settings % Runreadinessdrill A\ Freetrial (30 daysleft) - (&) O
Service-level settings apply to protection, alerts, and recovery.
@ Backup destinations A+ SIEM connection @® User activity
(©) 4 cloud destinations (© Disconnected (© No user activity
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) Activate suspicious user behavior detection by selecting a region
for threat reporting. to store user activity data and create a user activity agent to

share activity with Ransomware Resilience.

[ e ]

88 Cleanrestore  Public preview ® Readiness drill @, Workload discovery (€D
(© 0isolated recovery environments (© Not configured (©) 215 workloads from 3 systems

Isolate iCi in a secure il , remove Run a simulated ransomware attack on a test workload to Select the systems in each Console agent where you want to
malware, and restore them safely to production. investigate the attack and recover the test workload. discover workloads.

s o] = T ee———

3. £ THHRIrEs) BED 5 EEmE -

4. EEZHRNTRRE > RRIR—THIE

S. HEE EHMNIFa®l BE  UTHEHMFNIIFa® - MMETIFaHE - HABEgRRERRT
28 o MR TIFRFRAMINEHS > AIFERRERREL ©

RPN TIFREFETRIRIFaH
1. E#RREMIERES » BERTE o

2. 71 TRRE) BRI - #E TTEEHER) BRIK - ZFRRATEHGNIIFEHHUE - EHHRNIFE
B#HzE  BEEE -
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Settings Run readiness drill A\ Freetrial (30daysleft) - (&) O

Service-level settings apply to protection, alerts, and recovery.

@ Backup destinations f\/\- SIEM connection ® User activity

(@) 4 cloud destinations (© Disconnected (© No user activity

Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) Activate suspicious user behavior detection by selecting a region
for threat reporting. to store user activity data and create a user activity agent to

share activity with Ransomware Resilience.

:‘g%} Clean restore  Public preview @ Readiness drill @ Workload discovery [CD)]
(© o0isolated recovery environments (© Not configured () 215 workloads from 3 systems

Isolate suspici in a secure envi , remove Run a simulated ransomware attack on a test workload to Select the systems in each Console agent where you want to
malware, and restore them safely to production. investigate the attack and recover the test workload. discover workloads.

S BEWRHFFEDRIFRE—LIFaH 5 FEEEMRNITIEFRRAVRIEINESR
LEMFZELFaH - FENEM RN LIFEHSIEEE - AREFEHIFFERMER -
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o MMRAIHIEHIFN TIFaHBEFRIRIIFaH - B MPHsNITFRSE) SE LRETRAINEE - BZIF
BHEHRABHRTEHFNITEEHEBER « IRIRIERN > RETHERNS ; FEAZXIRE -

Settings > Excluded workloads

Excluded workloads
Remove workloads from Ransomware Resilience. You aren’t charged for excluded workloads.

Excluded workloads (0) Q 3+ “

D v Excluded workload 3| Type =

a

No excluded workloads

I (©)  Removed workload from excluded list Name. View workload x

2?’%NetApp Ransomware Resilience P& T RN E £ F &

FRERNTRA T PR NBRETHRUNRNEEHEE - AERERBIET
EEE o ERALEIIAE A EREA « BIEMINIE - RIBFFELEEITESR

CHWERTFEENTESARE -

1ZEI LA NFS 1 CIFS (SMB) TIE& SETEMBFIUER ©
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fENetApp ConsoleBVEhZRENREEIRAE" °

HmEe

1. #NetApp Ransomware Resiliencei# 8 » BEEH A MITEEELR 124 o

Dashboard
Workload data protection Alerts and workload data recovery
Atrisk @ Protected @ Potential attacks @
4 inlast7 days 1 inlast 7 days
View
View View
Recommen ded actions Workioad data
Todo (8) Dismissed (0) New (Last 7d) 10 1i6
= e —
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
33% Total a5
e ——
Completed
Register available SnapCenter Servers with NetApp Console Review and fix \/ Wipgieca WA
4/12 -
Protect critical workload foxn fileshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon 3 or StorageGRID or abackup... Reviewand fix \
Protect critical workload fileshare._ uswest 01 Review and fix \/

2. EREEENEGRRE R EEHE -
R e BN EERERRER o

49 Run readiness drill

Potential attack types

Workload backups

& °
Failed (Last 7d)
Backup data 35TiB

e
B New(last7d) B Older

A\ Free trial (31 days left) ~

Learn more (2

(&) Ke
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -

New test workload @ Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel

3. BITLUTH&ME :
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Dashboard %7 Runreadiness drill /A Free trial (31 days left) ® C
Workload data protection Alerts and workload data recovery
9 @ 8 @ 10 Potential attack types
atrisk @ Protected © Potenial attacks @ Encryption 10
4 inlast 7days 1 inlast 7 days DHEEES(S
View Data destruction 0
few
Recommen ded actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 1078 @ 0 Get started
—— )
Enled Lt 7 1. Activate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix detection
33% Total 45T
e ——
Completed Backup data 3578 O activate
Register available SnapCenter Servers vith NetApp Console Review and fix W Protected W Atrisk O
® New(ast7d) @ Older 2. Protect workioads with the “Detect
4/12 ) i suspicious users” policy sefting.
ot Protect crtical workload fsxn_fileshare_useast 01 Review and fix \
omplete / total

Prepare Amazon Web Services 53 backup... Review and fix \
Protect crtical workioad fileshare_uswest 01 Review and fix "
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Alerts
Alerts (6)
Alert 1D Bl
alertg727
ws_alertog23
alert3932
alert7918
alert5313
alert1407 = Readiness drill

Automated responses

12 Gis 9

Impacted data Snapshot copies
Workload %2 | Location 2| Type =3 | Status =% | Connector =2 | Incidents % |
Oracle 8821 10.0.1.193 Oracle New aws-connector-us-ast-1 2
Oracle_9819 10.0.1.193 Oracle New aws-connector-us-east-1 1
MysQL_9294 100.1.10 MysQL New aws-connector-us-east-1 b
vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connector 1
'vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtftdX... 1
rps_test_gri rps_test_readiness_drill_svm  File share New aws-connectar-us-east-1 1

I @ Workload rps_test_readiness-drill-workload-test. marked restore needed. Restore workload x

Impacted data %

2GiB

2GiB

2GiB

2GiB

2Gi8

2GiB

Q

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days ago

1 minute ago

2

2. BIETR NE/RE) f5n

Alerts

Alerts

Alerts (7)
Alert ID | Workload 4 | Location 2| Type =4 | sStatus T 2| Consoleagent T 2| Incide..* | Impacteddata 2 |
alert1407 = Readiness drill rps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2 GiB

3. BRERSEM -
4. EE—(EEREMF -

30
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%7 Run readiness drill

Automated responses
12
Impacted dats (153 9
Snapshot copies

A\ Free trial (30 days left)

Just now

First detected 4 |

@

Q

c

b

Most rec

Just now




Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

® L1 New

4 (@ Potential attack
Status

Severity

1T1- Incoming data

Entropy of incoming data

Encryption
S

23230 KiB / min

Type

(77) %

©)

October 17, 2025, 2:20 PM
Detection time

\/ Impacted files (partial), to get full list Click here

New file extensions (6)

Detected -pck

232 KiB / min
Expected @ o7

dck
omg

] File activity
R Impacted files (96)

450 files / min
Detected timpacied flles

10 files / min
Bpected @

/Top_Dir_1/Sub_Dir_11/test. file_1112xisxlck

Renaming rate /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.omg

220 files / min
Detected !

20 fles/ min /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.pck
Bxpected  GEEEED

/Top_Dir_1/Sub,_Dir_11/test file_1112xIsxxyz

el /Top_Dir_1/Sub,Dir_11/test file_11165 pdfmicro

20 files / min
Detected

20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck
Expected

UTRREFTEMN—EFE

* ERBERENERES -

MRBEMRBEREIHRERES > 57
* EEXFEEMAREER
© BEEFBANRAZBIRETEHIBIRAILLE
° BEEEAZIBIXARIRIIRATRHARAELE -
© BEREAFNERE MG LR AR o
© EEMPFRRATEHAMIPRRAILLE o
* EERPEXHNEE - EETRENRENERE -
* BREERTENERZNBERNBERBEN BT ENEE -

EAHTFEaS

BEERBENRBERE > WALE  MEASHIEE -

FREMET e At BERTILER » CEBAMEES - ERXKSEREEERNENR

f#ZNetApp Console VI REFZERAE" °

HER
1.3 RO ERF RSN EE o

Suspect file extensions (6)
cryp1
ck

.micro

1 | Probable clean files
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View
View View
Recommended actions
Todo (8) Dismissed (0)
33 Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix
%
Completed
Register available SnapCenter Servers with NetApp Console Review and fix
4/12 = =
Protect critical workload fsxn_fileshare_useast 01 Review and fix
Complete / total

Prepare Amazon or StorageGRID or asabackup... Review and fix

Protect critical workload fileshare_uswest 01

Alerts and workload data recovery

Potential attacks @

~

Review and fix \/

Workload data

New (Last 7d) 1078
e —

Total 4578
—

B Protected B Atrisk

%7 Run readiness dill

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups
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Add backup destination

Name (1) Action required ~

Provider

Select a provider to back up to the cloud.

B
Lt : a
Amazon Web Services Microsoft Azure Google Cloud Platform

o

StorageGRID

3. #E42* StorageGRID* °
4. EIEEERTEEENR TATELE A SUERE !
° IRMMERTE -
* B —EMREFE SN B SRR ED o
* StorageGRIDERASTT2IRE AT LTS « EHFHE « StorageGRIDFIRE RN T IBRE o
° AHER [ EEE P 2R o
P EERTEEG NS EFIERNEE o It 1P ZERIMVEHER LIF XBEA HIhEREREZEUER o
5. BB o

+
i
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Settings > Backup destinations

Backup destinations

Backup destinations (5) Q 1 “
Provider 4| Name 4| Region 2| Encryption % | 1Pspace 2| Backuplock 2| systems 3| Createdby :
netapp-backup-vsavhziTdpp us-east-1 wa Default None VsaWorkingEnvironment-VHzK7DPp Backup and Recovery
netapp-backup-vsac2gmsusu us-cast1 wa Default None VsaWorkingEnvironment C2Gmsusu Backup and Recovery
netapp-backup-vsajgd1 us-east-1 wa Default Compliance mode o D000z
netapp-backup-vsajgd2 us-east-1 wa Default None o S0z
netapp-backup-vsajgd3 us-east 1 wa Default G mod o 050
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Provider

Select a provider to back up to the cloud.
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Add backup destination
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Backup destinations

Backup destinations (5) Q X “
& = 5 = s s < ated by =

#1% Google Cloud Platform {EA&#{3E1Z
EE1¥ Google Cloud Platform (GCP) :REAED BIZ » FFHAUTEHN °
BRATEEZEH S EIE GCP EHIHES » 5528 "Google Cloud FRYIZEH| S IR 25T o
1. B RE > BOEZEEY - EE g o
2. MAENEENGE -
3. EE#2*Google Cloud Platform* o
4. FEESEREFEN A TABEIL S A EEE -
° IREERE -
* B —EFIETER c BAGEIRE IR
* B ATEELA Google Cloud Platform BEZEFE o
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Add backup destination

Name ©) gep-backup

Provider ) Google Cloud Platform

Provider settings

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials

Access key Secret key
Google Cloud Platform details

Project Region
Encryption ) Google-managed key
Backup lock /i Not supported
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TERERT » HEHPHNERMER Google BEIEMEIBINE o I MMEFH Google EIRRIEIE o
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#11% Microsoft Azure {E& D BE

EER Azure REABNDBIZE » SBRAUTE °
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2. WA BIEHRTE o

Add backup destination

Name (1) Action required ~

Provider A

Select a provider to back up to the cloud.

=
aws : o
Amazon Web Services Microsoft Azure Google Cloud Platform
StorageGRID

3. EEIE“Azure” o
4. BEEERTEEENM AT EE & A OEEE -
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Backup destinations

Backup and Recovery
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% NetApp Ransomware Resilience Z1% 2| Z 2 Sl B EIE
4% (SIEM) > DUETTEIE D rElEd

TR L B EiG B RIE NetApp Ransomware Resilience BTN LZ 2 EHEHBIERL
(SIEM) > LUEITEIB 2T ER)

Ransomware Resilience Z3& %! SIEM :

* AWS Security Hub
* Microsoft Sentinel
* Splunk Cloud

7E Ransomware Resilience FEXFE SIEM Z Al » (REERTE IR SIEM R4t ©

BXZE SIEM NEH&ER
Ransomware Resilience BIX#F X FEHBERMBETER SIEM R47% -
* [BiE:
° os . ER—ERBONTAPENEE -
° os_version : &4 EHITHIONTAPHRZS o
° connector_id : BEIERMAIVIES SIER ID ©
° cluster_id : ONTAPARMAIRENELE ID ©
° svm_name : SFIREIRH SVM B 7HE o
° volume_name : ZFIRERATHIEERIAHE o
° volume_id : ONTAPAZRMAIREHIHLFEEH ID o
* B
° incident_id : $/REISE RN HE B RERER N PR R RBIHBFIELRNEMS ID
° alert_id : $IRUEEEREND/TIFEHEEN ID -
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o BREM I MTERSERz—: &EI ~ &1 ~ Tdhy ~ MKy o

° Hat  ARIAIZINERIVEFAER - A EIFEH arp_learning_mode_test 2630 _EigAIZETERY
LIP30 8

% 7E AWS Security Hub E1TEZ{EAI

7£ Ransomware Resilience FE{A AWS Security Hub Z & » 8 EE AWS Security Hub F#ITIUA T EFEE
TR

* 1 AWS Security Hub Fz5EHRERR o

* 1£ AWS Security Hub s E S P EEFEERNEE o (LLERIRHELELER ©)

7£ AWS Security Hub H1:& ERAYS ER
1. AifE AWS IAM 515 o
2. FEEEER o
3. fEFLLT JSON HBRIZ TR IL SRR !

"Version": "2012-10-17",
"Statement": |
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

% E Microsoft Sentinel TR Z &
7£ Ransomware Resilience FEXF Microsoft Sentinel Z &1 * f&FEETE Microsoft Sentinel F#H T 5SS ER
o STRE

° B A3 Microsoft Sentinel ©
° £ Microsoft Sentinel PRI BETHE o
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g
° 5t Ransomware Resilience LA3EULZR B Microsoft Sentinel BYZE 4 o
° el —EWE o
* R | AEAREIIEER o
* BnEasE | MARAREANS M ERRE -
B Microsoft Sentinel 94 5%
1. #i{E Microsoft Sentinel ©
2. #137*Log Analytics T{E&* o
3. BxA Microsoft Sentinel LAfEEAREEIEIZEILA Log Analytics TIF& o
£ Microsoft Sentinel 23 H:TA GNP
1. BIfE Microsoft Sentinel °
2. BESTRY > FHUES (IAM)
3. MABIABLE o (A% Ransomware Resilience Sentinel Configurator ©
4. BHLLT JSON AR HAL EE| JSON #REH o

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

5. BB W REFERERTE o
T MENIREBEERFEILUZUIKR B Microsoft Sentinel FIE 4RI B
1. BIE Microsoft Sentinel °
2. 342 Entra ID > FERTET > FERENEM o
3. HNEMAREM % > A 'Ransomware Resilience] ©
4. 71 ZIRMIIRAEREY WAL 5 B2 (ERILAAMB B SRRVIRE o
5. BMERMXEMITERERS o
6. EEE/IL o
7. B MR R ERERE o

5t > Microsoft Entra B2 OEEERFEATE IR E o

FERVERS RN Np
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1. BIE Microsoft Sentinel °

EEURENEE > RRIRIEE > R P ImgE -
#ICHRE ARGt o
AHWEEE—E SRR NI E B TARHAR ©

> w D

ERIRSENAENEAREHAMRE (24 BH) =EHE © Microsoft TR E/NI 12 EHK
EIHAME o
5. BRI RET AT o
6. ;LR BN EE S B ERNMNE - BEHILEEE » ZWPE BT o
AREBRENISRERNT R
1. #51E Microsoft Sentinel ©
2. BFEIEETR > EEUES] (1AM) ©
3. BEEFRIE > I AGOE o
4 HESREIEEAG T » EIE RSB N A B

BRI ARSI -

EET % o

EERFEERR R > BEEMERE - BHENRFE R

IR RIER S - A% > EiE*Ransomware Resilience Sentinel Configurator* ©
EE TP o

EERAE R E RO - EE A ERERRRTEEESABHEAE  UAA - RBAC (E:#) Z5
HFFEAE" o

10, BB T—5" o
1. B SR IR TR o

© © N o O

ImAERREXRERENT R
1. #i{E Microsoft Sentinel ©
2 BAEE
a. MAMARF ID - KRIREARER ID IXFIRERAERNESE o
b. $#—T"Eas%" o

() zmsore emm rESE WER -

3. AFERTZINAY Log Analytics TE@F4HE T ©
a. BEEFTR ID ~ BIREH4EM Log Analytics TE& o
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3 7E Splunk Cloud E1TEZ{E:A
£ Ransomware Resilience FIE{F Splunk Cloud Z A1 » f&ZEZETE Splunk Cloud F#IT FTER T ER :

* 7£ Splunk Cloud FERA HTTP BA4FURESILUER HTTP 3¢ HTTPS {EHEEH 818 EHER o
* £ Splunk Cloud I EHUNESRTHE o

£ Splunk FELE HTTP SHINESNSE
1. &% Splunk Cloud °

EIERRTE > BRBA o

S HTTP SFUREERS > 2IERE ©

HEFBESHYIRE - BIEERA" -

BEREAWERBEIBE HTTPS MAR HTTP #EITEEEMNBE(S » 5% TBRA SSLy -
- 7 THTTP EIZERIE) @A HTTP SHURERAVERR o

o o A w N

7E Splunk FEILEHINERTHENTER
1. 3 Splunk Cloud °

IR > FME o

BB > HTTP SRS o

AL IRNAIB LIRS T o

EEREEE RS KRB -
RAHBOFTEREER  AEEER -

NS IR R RIS —EX AT  NEBETERRESE -

N o o bk~ w0 N

EMFERBEHERE R SIEM
i SIEM B R ERERMEXIIECH SIEM FIRIBSLUETRE SFARE

1 R G EESD » BEERE > PRUEME"
2.
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3 EERE
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Settings

Service-level settings apply to protection, alerts, and recovery.

it

Bt

@ Backup Destination

(©) 5 cloud destinations

Manage cloud destinations to back up primary storage.

=)

B8 Clean restore  Private preview

Isolate suspicious workloads in a secure environment, remove malware, and
restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited
availability.

e o

1 BEH > BE SIEM &

ERERTR (&

J\p— SIEM connection

© Disconnected

Send data to a security information and event management (SIEM) for threat

reporting.
Connect

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to investigate the
attack and recover the test workload.

o |

AR o

%9 Runreadinessdrill A\ Freetrial G1dayslefy ~ (&) C

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads

SIEM connection

Send data to a security information and event management [SIEM) for threat reporting.

SIEM

Select the SIEM where you want 1o send data

aWS =. mk:
AWS Security Hub Microsolt Sentinel Splunk

S. BEH—(E SIEM R4 ©
6. & ASETE AWS Security Hub 8% Splunk Cloud HEZE RIS hEFERsEsFAHE A -

()  CHANERIAREEN SIEM -

7. EERA o

EE?&E\/ AN n\EJ °

%&5

REFEREEEER
BEf# NetApp Ransomware Resilience THIERAE ZEEA

NetApp Ransomware Resilience ZiR{ERIAISENEREITA > BEIENTERBEERE
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EEhREEEN -

NetApp Ransomware Resilience iEBEIE R RAEAEEE) - 1711 Al RENRVERSMNREA] o BEUEERI=E
IEINU B EBUE B M FEE R W AR L ETE R R(E - —B{ERIE > Ransomware Resilience B BE)TE NetApp
Console » BFIBHURERIERENZRERRA (FIU SIEM) RELEZR o

BB RERAETAENIEZT > NetApp Ransomware Resilience €1E IR A RN B RINBIRIZCERER
B3 HETR o B X ETRD > NetApp Ransomware Resilience # & 7/ H BT LU HAERE

BRUASE BB TONTAPH FPolicy EEREREEZSEMREAARNERE LSS - ERERREHH
% GREFE—ENZERREHAERER - ZNERASUEZIEAR LMEER Linux AAREEE VM °

A EF A& EEEGE
Ransomware Resilience Rt ERAEITAIGE | BB EMEREMN A RSS2 £ AR U BB A 55X AYBFRY o

ELEEIRGF MG T —ERSREIAEE « Bt - MIREN TEa# LT sEsiEx » EEGERNERE - &t
MEEmESRRIERRIHIR -

db_alert3932

Impacted workloads: mysql 9294, +3 £ Take snapshot now
m O Reilly Bloc Warning Suspici bel nuary ™
2 @ ¥ o @ (©)
s user Severity Type Detection
idous acthvity Al activity
[F  Review the suspicious files with read, wrte, creste, and Gelete activity that trigered this warning and coud lead to ransamware-type behavior. seperiod | 302 AM - 502 AM (et Reset

‘Suspicious read, write, create, and delete activity by volume

@ Waming @ mysql useast 21 mysql uceast 22 @ uba_rps test vol!  Showmore v
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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Ransomware Resilience

Settings > User activity > collector_001
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~
Name User directory type
Active Directory -
User activity agent Server IP or DNS name
Select... -
Forest name or search name i) Bind DN
Bind password Protocol Optional
© LDAP -
Port
389
Attribute mapping Not set v
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c ERERE
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