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"Version": "2012-10-17",

"Statement":

{

g g

"CFNStack",

"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
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"cloudformation:DescribeStacks",
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"Resource":

metadata-*/*"
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"arn:aws:cloudformation:*:*:stack/netapp-
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"Sid": "StarResources",
"Effect": "Allow",
"Action": [

"cloudformation:GetTemplateSummary",

"cloudtrail:DescribeTrails",

"logs:DescribeLogGroups",

"logs:ListSourcesForS3TableIntegration",

"observabilityadmin
"observabilityadmin
"observabilityadmin
"observabilityadmin

I

"Resource": "*x"
"Sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

:CreateS3TableIntegration”,
:GetS3TableIntegration",
:TagResource",
:ListTagsForResource"

"s3:PutBucketPolicy",
"s3:PutBucketTagging"

I

"Resource": "arn:aws:s3
"Sid": "IAMRoles",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:PutRolePolicy"
"iam:TagRole",
"iam:GetRole"

I

:::netapp-metadata—-*"
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"arn:aws:iam::*:role/netapp-metadata-*"

"arn:aws:iam::*:role/netapp-metadata-*",

"Resource":

"Sid": "PassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource":

"Condition": {

"StringEquals": {

"iam:PassedToService": [

"cloudtrail

.amazonaws.com",

"logs.amazonaws.com"



"Sid": "CloudTrail",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",
"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
xn
b
{
"Sid": "CWLogGroup",
"Effect": "Allow",
"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration"

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata-*"
bo
{

"Sid": "S3Table",

"Effect": "Allow",

"Action": [

"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
"s3tables:PutTableBucketPolicy"

1,

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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metadata-*
cloudtrail : StartLogging arn:aws:cloudtrail:*:*:trail/netapp-  E{FEs0#%
metadata-*
cloudtrail : AddTags arn:aws:cloudtrail:*:*:trail/netapp- ~ ERFIEER
metadata-*
cloudtrail : PutEventSelectors arn:aws:cloudtrail:*:*:trail/netapp-  :ZREERIFHHFHEEL
metadata-*
cloudtrail : DescribeTrails * RS AVEHE ARN
S3
RERR B AT
s3 * CreateBucket arn:aws:s3:::netapp-metadata-* #2137 CloudTrail HES#FETRE
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FERR
s3 . PutBucketPolicy

s3 © PutBucketTagging

IAM

HERR

iam : CreateRole

iam : PutRolePolicy

iam : TagRole

iam . GetRole

iam : PassRole

CloudWatch Hit

FERR

H&& : CreateLogGroup

H&&:DeleteLogGroup

H3E © PutRetentionPolicy

H:E : TagResource

logs:AssociateSourceToS3Tablelnt
egration

E oty .

logs:ListSourcesForS3Tablelntegra
tion

- DescribeLogGroups

ObservabilityAdmin

FEMR

observabilityadmin:CreateS3Tablel
ntegration

B
arn:aws:s3:::netapp-metadata-*

arn:aws:s3:::netapp-metadata-*

BR
arn:aws:iam::*
metadata-*

:role/netapp-

arn:aws:iam::
metadata-*

*:role/netapp-

arn:aws:iam::*
metadata-*

:role/netapp-

arn:aws:iam::*
metadata-*

:role/netapp-

arn:aws:iam::*:role/netapp-
metadata-* ({&f§ :
PassedToService =
cloudtrail.amazonaws.com »
logs.amazonaws.com )

iR
arn:aws:logs:*:*:log-group:netapp-
metadata-*

arn:aws:logs:*:*:log-group:netapp-
metadata-*

arn:aws:logs:*:*:log-group:netapp-
metadata-*

arn:aws:logs:*:*:log-group:netapp-
metadata-*

arn:aws:logs:*:*:log-group:netapp-
metadata-*

*

*

IR

*

At
#EF CloudTrail EA Bt
ERFIEER

ATE
BIImE IAM At

B AN A ER R AL

ERSAIRE

A BEINERTIRE

EEABZE CloudTrail 1
CloudWatch Logs

tE
B A5 E

NREBIIR > FHBEAEHAE
RIE 30 RIREEHA

ER#EARE

S3 Tables

4 CloudTrail ZKRELEE

MERGBEREFE
HES R SR

=111’

==

#37 CloudWatch — S3 Tables 13
%33
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FEMR

observabilityadmin:GetS3Tablelnte

gration

observabilityadmin : TagResource

observabilityadmin
. ListTagsForResource

S3 BRlE

R
s3tables . CreateTableBucket

s3tables
. PutTableBucketEncryption

s3tables . PutTableBucketPolicy
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IR

BiR
arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

arn:aws:s3tables:*:*:bucket/aws-
cloudwatch

=
RESERE

ERRIRE
A

I

E217 S3 Tables f#fFiTHE (BBE
BAR)

3B E AES256 NIZ

Fb&F CloudWatch Logs 77EX
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