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"Statement": |

{

"Sid": "CFNStack",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

I

"Resource": "arn:aws:cloudformation:*:*:stack/netapp-
metadata—-*/*"
b
{
"Sid": "StarResources",
"Effect": "Allow",
"Action": [

"cloudformation:GetTemplateSummary",
"cloudtrail:DescribeTrails",
"logs:DescribeLogGroups",
"logs:ListSourcesForS3TableIntegration™,
"observabilityadmin:CreateS3TableIntegration",
"observabilityadmin:GetS3TableIntegration",
"observabilityadmin:TagResource",
"observabilityadmin:ListTagsForResource"

I

"Resource": "*"

bo

{
"Sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutBucketPolicy",

"s3:PutBucketTagging"
I

"Resource": "arn:aws:s3:::netapp-metadata-*"
b
{

"Sid": "IAMRoles",

"Effect": "Allow",

"Action": [

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:TagRole",
"iam:GetRole"

I



"Resource": "arn:aws:iam::*:role/netapp-metadata—-*"

"Sid": "PassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/netapp-metadata-*",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"cloudtrail.amazonaws.com",

"logs.amazonaws.com"

"Sid": "CloudTrail",
"Effect": "Allow",
"Action": [

"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",
"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
"Sid": "CWLogGroup",

"Effect": "Allow",

"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration"”

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata-*"

"Sid": "S3Table",

"Effect": "Allow",

"Action": [
"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
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"s3tables:PutTableBucketPolicy"
1y

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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