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2. HHHIGEREENEEEIES ~ 12—T #fE Bm e
3. m—T*4EE "~
4. EEEERBRALID ~ BWAFNEIBLANARESS
S. — T REEFEE o
MEHMAEN  A2H
* “ERTRERE T ERALDAPEE"
* "{ZFLDAP"
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1. SERLDAPZIEITESL R EL B o BB (C R B AR ELDAPES EFT EMIFR B s E ) o
2. EYFALDAPEE:E o fEFElement UIE{Element API o

3. ER-ELDAPARAE o 5F « & A LU 1T GetlLdapConfiguration APIFTAEERTTRUIGELTAPARRS « 1T #E
EREHRTEIERNE -

4. AIELDAPEE:E (fEA TH:iE) FERE) © HiiTTestLdapAuthentication AP/ AEL R Element UIZEEI
HALDAPAHRE R T 1ERE - EEEVIMAIR A « AR TRE FRENERERE T
s'sAMAccountName'] ° EfEEEENEER T CIERRELDAPE:E « WEEE IHE) REBEMNENESLE
HE o WNRILPEREH ~ SAEETE1E3 0

o AIFHLDAPER:E (EREEMMEMEREIIRE) - EFRLEMIATREEEESNERERFERRES
B/ TR %M (DN) SEAE (SBHE) o IEDNREDSEReHER o

6. FELDAPZEEadmin (1 FAIELDAPER:E) FEMERNALE EDN) o {EHElement Ul
¢ AddLdapClusterAdmin API/57% « B EEEEEINBRNTEESIEFHRE - HiMERERE - 5ihL
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1. 82 EWindows Active Directoryfafz2s °

2. <M *ERFLDAPSZIE o

3. BIuERAEMEHE -

4. B MEEIRFEIRE (FIA0 Tsfreadonlys ) ~ MUARESLDAPE SR ©

FEATEFERAENERELDAPRE
CI LR ERFRARBIRELDAPERZSBNES - Er:ELDAPEEEEPNERFHAENRERARFE
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ZEHIEREBIN{AITESolidFire 5ISRHITHAE LR ELDAPER:E ~ WifER EBEELS ) (FAREEE - SfIFHE
—Windows Server 2012 R2 Active Directory{afR2s °

1. ¥—T*8&*>* LDAP * o

2. ##—T TR1 LUBIFALDAPER:E ©
3. #%—T* THmGAARSS" o

4. AL TB/IPAL o

@ ST B A E R BT E IR IR o
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o

#ER L MEIEFLDAPSERIGE o
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LDAP Servers

Host Name/IP Address 192.168.9.99
Remove

Use LDAPS Protocol

General Settings

Auth Type Search and Bind v
Search Bind DN msmyth@thesmyths.ca
Search Bind Password e.g. passworg
User Search Base DN OU=Home users,DC=thesmyths,DC=ca
User Search Filter  (&(objectClass=person){|(sAMAccountName=%USER

Group Search Type Active Directory b

Group Search Base DN OU=Home users,DC=thesmyths, DC=ca

Save Changes

7. 2—T*EUFALDAP* °
8. MREEAAFERENFEIRBEFE « AR— T AAERERS o
9. EHEUREEESR « RIS BNERAERESEN  UEREBER -
10. #— T HEFE B LUEEFEEARRE o
N. BEERIBEPRIUFERE  BERABEEA « ARm NP -
a. B— T ERE> RIF" o

Show password
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Create a New Cluster Admin

Select User Type

J Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U violumes
L) Nodes L) Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. HIHERE ~ A%—T MEMABLEE B [ LDAP*) -~ ABREHAEHAERE THRI%TE) MG o
C. EHVEMR « BEEFBEER -

d MTEIE ERERESK) ~ ABER—T IR -

e #B—T IZUREEE, o

BT EHIE R E A Active DirectoryB¥4RRY(E ©
EEAIR ~ BB HElement Ul ~ REUZEHATNEREEDEHREA ©

{&EFElement APIEXFALDAPESEE
R LR B FERAGEIRAELDAPERSMNES - Er:ELDAPEEEE N ERFHEENHERAFE
Rl LEB TR ERENTEHITTEAPIZREELDAP o T2 F:RBBUN{A{EHElement APIFZELDAP o

B EESolidFire E{E=EE HERLDAPER:E « s57cf#H EnablLdapAuthentication) APIFATERRSE LEX
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FALDAPEgEE ©

1. A TEnablLdapAuthentication] APIF% ~ 725 L5 EUFALDAPERE o

2. BAPTREN ©

"method" :"EnablelLdapAuthentication",

"params" : {

"authType": "SearchAndBind",

"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",

"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPwW",

"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"

"serverURIs": |

"ldap://172.27.1.189",

y
"id" . "1"

3. BB THIBUMNME :

ERIZRE
E&s548AY . SearchAndBind

E¥4HSearchBaseDN : DC=prodtest,DC=solidfire,
DC=net

userSearchBaseDN : DC=prodtest,DC=solidfire,
DC=net

B¥#RIE =48R | ActiveDirectory

s EH

)T S 55 A MECR AR TS 1R P SR ST i S R BR B Y 1 A
E - RBTEHRE MR R EEZERE o

1EELDAPEHAAS BN ER I S A E(IE - UL
gHIP ?*zﬁﬁﬁﬁﬁ?ff*ﬁkm*%ﬂ’]*ﬁﬁi? MR
FILDAPEIAASIBIFE K ~ A SR ERERERE
AR FRARAEE « IR RS o

1EELDAPHIA S IB R ERIESEAENME - £
HEEBHIR - ?*zﬂaﬁﬁFHTff*i#lk..n*%El’JffEE%ﬁ’- IR
HILDAPEHAMEIBIFE K « LrAISERERHERERE
AR FHIARASHS « LiEiE i SR o

fEFWindows Active Directoryfal IR25# 2 LDAP{EAR
58 o
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ERNSH s

(SamAccountName=%username%)
userSearchFilter: (userPrincipalName=%username%) ) | -

“ (& (objectClass=person) (sAMAccoun
tName=%USERNAMES) ) ”

EEfEMuserPrincipalName (B ABFER it
)~ f&RI g userSearchFilter 8 4

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

FE - HERFE S userPrincipalName
FsAMAccountName ~ & AERT
HlluserSearchFilter :

“ (& (objectClass=person) (

FFsAMAccountNamefE&HFINERE % FEKE  searchBindDN
ASolidFire EiS{EZEE © SLEREAIELDAP
7E£sAMAccountName B HIE S S A RSN FER

E4E - WSS HERHAEobjectClass B

B7A lperson) {ERIER -

ERMEMAENRRTE - ARNESLDAPEEE o searchBindPassword
¥i?Active Directory ~ BRERBZERERE
BuserPrincipalName (B FEHMIEAETL) o

SERE - 5B HElement Ul ~ RBUZEHEPHNEREEDEMEA ©

IRARLDAPEHRE 1}
7E T#%) F3RER (LDAP) HE LBIFLDAPEH -

() 2 /EERLDAPH AERIBE L DAPRAERE -

1. BEEGIE S A TEUINLDAPEHAE K - 51— T &> LDAP* o
o FHELTBNPAILE ¢ LDAPSELDAPS B &%{alfres AYfLt o
o ERsRAER | [FREERESE o AIEEE ¢
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- BREERS | A EELDAPEARSSFENVEDS o

° EAELESERDN | ARMAGEREESNEGEERDN - 2R SHEEUES FRHIRGRS
© EAEESEHES | ERACHERRBRATIIRE !

(& (objectClass =A &)
(userPrincipalName=%username%) ) ) ) )

(] (sAMAccountName=%username%)

o BRI SIERY | ITHIFr ATEREH AN S ERRISNVIES AR o RIREME ¢
* Active Directory : {3 & FTELDAPEAHRV RN BB ©

« PR ERAETIE o
* BXEDN : BREDNHIVEHH (BEE) o

° BHiESEREDN | BilHnEHEESHEGEERDN - R EIHEE LB S FRHKGR

° A EAERE | RELDAPZE  sAEAILERAAISILDAPREIARSSHIEAE RIBEIEEE - WAR
FHENIRPLGETAR - RFERETHARBNEREFEEN - CUUEREESNUMBUREE

BERMER o

Al LDAPZRAE

RTELDAPZ % - B FEZ{EElement UIZ{Element API [TestLdapAuthentication) 75 7£3&RIELDAP o

1. BEEFEHElement UBRIELDAPAREE ~ 558 1T F5IFEF ©

a. $E—T*#EE">* LDAP * o
b. $&— TR LDAPERE* o
C. FBFERATRIIVENFAFEMRIA :

418

ﬂ I%\

ol

xLDAPUserNotFound

xLDAPBindFailed (Error: Invalid
credentials)

xLDAPSearchBindFailed (Error:
Can't contact LDAP server)

=R EH

* {EREM TuserSearchBaseDN] FHliR4E1E
AR ERENERSE

luserSearchFilter] =ZEIEFE o
* FEAENERERBREENAILDAPEER
& BIRHABIERIER o
s IEERIEEREZBERENAILDAPHER
- EREBRIEEHA o

LDAP{aEIARZ§URIARIEHE o
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HR

=113

B Soy:l=!
MBS A& LB SR E A LERE ©

ol

xLDAPSearchBindFailed (Error:
Invalid credentials)

luserSearchBaseDN] RELDAP#IREEEHHY
xLDAPSearchFailed (Error: No BWAIE o

such object)

* TuserSearchBaseDN] A ELDAPHIRES /&
xLDAPSearchFailed (Error: HBERAIE °

Referral)
* TuserSearchBaseDN]

#1 TGroupSearchBaseDN] fiIf* EiROUH o
SR AEEEREIRMRE - AEEHEREERE
MEHAEMDNIEEHINAOU (Flgn

l'ou=storage * n=company * n=com] )

4+

2. ZE{FHElement APIRIEILDAPARAS « sEHITTHISER :
a. MEAYTestLdapAuthentication/s 7% ©

"method" :"TestLdapAuthentication",
"params" : {
"username" :"adminl",
"password":"adminlPASS

b
gy

b. 1REIER o NRAPIFIYRLI) « ERE B SIEE LA ELPIRIRTE « U EREFRBEENEE -
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{
"id": 1
"result": {

"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1
"userDN": "CN=Adminl

Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

}

{=FILDAP

A LUEFElement UIZR{EFALDAPES o

TERtAZ Al ~ CHEZEC TATAAERERTE « AARFEALDAPEBIRMARE

1. #—T&E>" LDAP *
2 &
3. #—T*=FLDAP* °

MFFHMAEN  F2H

* "EHESTHERFE X 4 SolidFire”
* "vCenter ServerfyVMware vCenter¥MiIME= NetApp Element"

EIRCHNERS

o

,ax_JLM‘ Element UIREIEARAT - EEERMAZEERRSE - EERERTE

BRIBIZZE (FIPS) ~ UR(FERINFEEEIR o
RS EERE

REHERE
- R SIEFIPSHIR IR

* "R R EE"

MBS EZEH
* "ERHBTHEREE XA SolidFire"
* "vCenter ServerfJVMware vCenter¥MiIMZNetApp Element"

 SRIEHHFRE
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B AZ R RERE

SRR (MFA) EAZE2BIHES EEZ (SAML) ERFE=HE0#HHEER (IDP)
REEFERE TIERE - MFAT AR EE SRR EREHMEERRE « AINEHNXF
AR~ BB FIMAHR

REZREET
AT LUEBElement APERRELEE AT ER - BEEREAFRZEARRESE °
MNEEEAPIT EREEAER « 552680 "Element APIZ2ZE" o

1. B THAPIS AN A IsontE TEREIDPHAEE K « ARERIHNGHBE S 2# 5 HER (DP) 4
& : TCreate IdpConfigurations (#£3ZldpConfiguration)

IDPARAEE RIMAT FIE NS =75 IDPHEEN o tEAPEERLAELIBERE « MEREEIsonPIEREEINE ©
BRI UER S JsoniR R IEARFERTZT ~ B0 : https:/freeformatter.com/json-escape.html ©

2. iBEiBspmetadata UriEEREEPEE R « LUIFI FFIAPIAEERE|FE=75IDP : lListldpConfigurations
SpMetadataUrl@ —fEURL ~ ARt ERIEUDPRIARFE(ERER PAEE R « LUIEILS1ERIMA ©

3. T FIEEFEIDP LR ESAMLETS ~ LA TNamelD1 B ~ WME—# R A& T ZECH: ~ W8 ME—
EH EEEE-

4. B —ZERGOREEIDPEENREEIESFERABIRS ~ UEUSIRRE « 5ERTN TIIAPIAE
: TAddldpClusterAdmin,

@ IDPEEEIESHERELERRASAMLE TR/ EH AR « UEUSFIHRAIRER « (1 T5IE
BUFR

° email=bob@company.com -EHIDPERE ATESAMLE M HEH = FEB 4t o

° Group=clusterR#EIEE | HHIDPREABMIIEERAEEEENENBENS - FIE - AT%2
fER ~ SAMLEBM 2B/ ERHES KNS °

5. BEEARERAMFA « 50 TFJAPIA% ¢ TEnablldpAuthentication )
WNEHME ~ A2
* "SHEFTHERREH SolidFire"

* "vCenter ServerfJVMware vCenter§MiHF2 X NetApp Element"

ZRZREERNEMEN
TR Ty RS R RREREEFIA

* BEEMBIEAEANNIDPEARE « S BERAIFIDPERERE R TIAPIGE : 8
#ldpConfiguration |

* MFAERRE /R 2048 TcHY/REARERA o IRIETER ~ BERE LT —{E2048{i7tSSL/&REE © 7EMEAYAPIA
5% TetSSLCertificate] B ~ fRFESLRLG L EBY/N\YEE
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WNEEFAE ~ B2
* SSLEHE
* “fFAElement APIE IR H#TFRE"
* "SHEFTHERRE S SolidFire"
* "vCenter ServerfJVMware vCenter¥MiF2 NetApp Element"

SSLEHS

SSLEMR EHARBEILZEEAIMNERFE - BUAFIPS 140-2183\5 « TRUAIE
RUIRZERREANIFARE RS o

THBERMHTRNESIENIZELZ2ENRE (SSL) = « UKREABFIPS 140- 218 R 2 IERISSLERHE ¢
* * FIPS 140-2BE{ZFB*

TLS_DHE_RSA with AES-122_CBC_SHA256 (DH2048) -A

TLS_DHE_RSA with AES-122_GCM_SHA256 (DH2048) -A
TLS_DHE_RSA AT _AES-256_CBC_SHA256 (DH2048) - A
TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -A

TLS_ECDHE_RSA with _AES-122_CBC_SHA256 (secp256r1) -A

TLS_ECDHE_RSA_with AES-122_GCM_SHA256 (secp256r1) -A

TLS_ECDHE_RSA_with AES-256_CBC_SHA384 (secp256r1) -A
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TLS_ECDHE_RSA_with _AES-256_GCM_SHA384 (secp256r1) -A
TLS_RSA AT _3DE_EDE_CBC_SHA (RSA2048) -C
TLS_RSA AT AES-122 CBC_SHA (RSA2048) -A
TLS_RSA_AT_AES-122_CBC_SHA256 (RSA2048) -A

TLS_RSA AT _AES-122 GCM_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-256_CBC_SHA (RSA2048) -A

TLS_RSA_AT AES-256_CBC_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-256_GCM_SHA384 (RSA 2048) -A
TLS_RSA with _Camella_128 CBC_SHA (RSA2048) -A
TLS_RSA_with _Camella_256_CBC_SHA (RSA2048) -A
TLS_RSA AT _ID_CBC_SHA (RSA2048) -A
TLS_RSA AT RC4_122 MD5 (RSA2048) -C

TLS_RSA _AT_RC4_128_SHa (RSA2048) -C
TLS_RSA AT SEIN_CBC_SHA (RSA2048) -A

* FIPS 140-2BER "

TLS_DHE_RSA with AES-122 CBC_SHA256 (DH2048) -A
TLS_DHE_RSA with _AES-122_GCM_SHA256 (DH2048) - A
TLS _DHE_RSA_AT AES-256_CBC_SHA256 (DH2048) - A
TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -A
TLS_ECDHE_RSA with _AES-122_CBC_SHA256 ($571r1i) -A
TLS_ECDHE_RSA_with AES-122 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA with _AES-122_GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA with AES-122_ GCM_SHA256 (5571r1801) -A
TLS_ECDHE_RSA with _AES-256_CBC_SHA384 ($571r1f1) -A
TLS_ECDHE_RSA_with _AES-256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA with _AES-256_GCM_SHA384 (secp256r1) - A

TLS_ECDHE_RSA with AES-256_GCM_SHA384 (5571r181) -A



TLS_RSA AT 3DE_EDE_CBC_SHA (RSA2048) -C
TLS_RSA _AT_AES-122_CBC_SHA (RSA2048) -A
TLS_RSA AT AES-122 CBC_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-122_GCM_SHA256 (RSA 2048) -A
TLS_RSA_AT AES-256_CBC_SHA (RSA2048) -A
TLS_RSA_AT_AES-256_CBC_SHA256 (RSA2048) -A

TLS_RSA_AT AES-256_GCM_SHA384 (RSA2048) -A

WBHEEN ~ F2H

1T#£E FRYAFIPS 140-2 for HTTPS

FRERINIEIRER

SMEBEIREIE (EKM) AIfaBc=SEIMINEiEigmires (EKS) ~ REZ2EEER (AK
) BIE - EEFNETHEIREE (SED) R #HTEMARPREEAEEER « Bl g HAEBLLAKs "IN%E
HE" BESZELEA - EKSIEHZEHAKSHEF#ESRE - EEFAEEEIERA4LE
BtHE (KMIP) (OASISEZMIZZEEEIGE) BEKSHEE o

* "REINPEIR"

s "ERESTXEEimE M AR INE"

s "IREEEFENS EM AV E £ iR

s "IN EIEEIEAPIGR "

MBFAE ~ F2H
* "Bl FSRTE M B R R AR IR I B A R EAPI

* "ERHBTHERIE XA SolidFire"
* "SeHTRRZASHINetApp SolidFire 2 SaRITE & X 4"

RESMISIREE
ERILUETE TFILER « W EEATIHAYElement API 75 7£3REE EIMD IR EIRINAE o
CRENES

* MREEREIMNPSHEE « WERMBERHERSRENE  AIECERBAREMRINGE "EiIE%E" FIWEE
BT E ©

1. BSMNBEIRMEARE (EKS) EBILEERIA ©
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"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

3. 1T TGetSoftwareEncryptionatRestinfol @< - HERE BN E@EMER - €35 TkeyProviderlD1 ©

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

s
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