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"method":
"params":

"acceptEula":

"access":

"AddIdpClusterAdmin",
{

"username" :

"email=test@example.com",
true,
["administrator"]
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"result": {
"clusterAdminID": 13
}
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"method": "CreateldpConfiguration",

"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"

by
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"result": {
"idpConfigInfo": {
"enabled": false,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n
————— END CERTIFICATE-----\n",
"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
}
}
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{
"method": "DeleteAuthSession",

"params": {
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"

by
"id": 1
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-04-09T17:51:302z2",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",
"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",

"idpConfigVersion": O,
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"lastAccessTimeout": "2020-03-11T19:51:24272",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",

"username": "admin"
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
[ClfEEEHI
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z72",
"sessionCreationTime": "2020-03-11T19:21:24z",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6cO0llabf7",

"username": "admin"
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{
"method": "DeletelIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",
"idpName": "https://provider.name.url.com"
}
}
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"result":{}
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"method": "DisableIdpAuthentication",
"params": {}
}
[ElFEEE A
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"result": {}
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"method": "EnableIdpAuthentication",
"params": {

"idpConfigurationID": "f983c602-12f9-4c67-b214-bf505185cfed",
}
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{

"result": {}

}
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GetldpAuthenticationState
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{
"method": "GetIdpAuthenticationState"

}
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"result": {"enabled": true}
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listActiveAuthSessions
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"method": "ListActiveAuthSessions"
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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"method": "ListIdpConfigurations",
"params": {}
}
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"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE----- \n
MI...BHi\n
————— END CERTIFICATE-----\n",
"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
}
}
HrHY B R4S

12.0

E#ldpConfiguration
WA AER TEfhldpConfiguration) 757% ~ ERAZRERN /IR EIDPREMITH RS o

2%
WA EREBETIBHAZEH -

16



g 55t EA BE fasziE WE

GenerateNewCertifi YNBRIEEAtrue ~ B 7HME i &

cate SELERNSAMLE
IWFREE ~ WELIR
B o MisE : T
IRANEE S e
EEHIDPZ B
BEERAAR ~ ERIE
ERBRTE e Ak
BRTIDPEHREA
AlE o MNERFKRIBMH
REAR ~ SAMLE
BN ERR

2 o

idpConfiguration ID {3 ERFEIDP4ERE UuID
AIUUID ©

)
ol

)
iy

idpit Y DPFRgERL <12
HSAML 2.0E—%
AR B A A
i o

)
ol

idpName =) Al )& FH
HEYSAML 2.088—%&
ABIDP{FER %
7 o

H

newldpName IRIETE ~ ILRWE FEH
I EERIDPALTE o

#elE
75 3% AR FHUGEE

s 55 AA Y
idpConfigInfo $F = IDP4ARERVAEREEEET - "idpConfiglnfo"

E
LE7F AR E AR T

iy


https://docs.netapp.com/zh-tw/element-software-123/api/reference_element_api_idpconfiginfo.html

{
"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
[l fEEE A
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"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "--———- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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