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LDAP Servers

Host Name/IP Address 192.168.9.99
Remove

Use LDAPS Protocol

General Settings

Auth Type Search and Bind v
Search Bind DN msmyth@thesmyths.ca
Search Bind Password e.g. passworg
User Search Base DN OU=Home users,DC=thesmyths,DC=ca
User Search Filter  (&(objectClass=person){|(sAMAccountName=%USER

Group Search Type Active Directory b

Group Search Base DN OU=Home users,DC=thesmyths, DC=ca

Save Changes
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Create a New Cluster Admin

Select User Type

O Cluster @ LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U volumes
) Nodes L Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

b. HWItHHEAE « FR—T TMEMAELHR B [ LDAP*) -~ ABRRENEHERT MR H -
. EHVEMR - BEEFBEHER -

d MTEIE ERERESK) ~ ABER—T IFER -

e #B—T IZUREEE, -

IR EHIEEE %A Active DirectoryB¥4RRY(E ©
EEAIR ~ AEHElement Ul ~ REUZEBHETNERESDEHREA ©

{EFElement APIEXYFILDAPES:5
TR LR EHFERAEIRELDAPERZSIMNES - Er:ELDAPEEEENERFHAENHERAFE

el LEBTTEERENTHITTEAPIZRERELDAP o T2 F:RBEUN{E{EAElement APIEZELDAP ©



B EESolidFire F{EZEE HERALDAPEREE « 557t EnablLdapAuthentication) APIFZ7ATERRSE LR
FALDAPER:S ©

1. £/ TEnablLdapAuthentication] APIJ53% ~ TE#5£E 5 BUFLDAPER:E ©

2. WAFTREN ©

"method" :"EnablelLdapAuthentication",

"params" : {

"authType": "SearchAndBind",
"groupSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net",
"groupSearchType": "ActiveDirectory",
"searchBindDN": "SFReadOnly@prodtest.solidfire.net",
"searchBindPassword": "ReadOnlyPwW",
"userSearchBaseDN": "dc=prodtest,dc=solidfire,dc=net ",
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%USERNAMES%) )"
"serverURIs": [

"ldap://172.27.1.189",

}y
"id" . "1"

3. H#ETHBHAIE :

ERRZ2H s5tEA
Bs84E% | SearchAndBind )T S {3 A MEER AR TS 1R P SR ST i S BRR RV A

& RBTEREINER R R EEZERE -

Ef#HSearchBaseDN : DC=prodtest,DC=solidfire,  }SELDAPEIIR4EEHERIBIESEENME o 1EIt

DC=net #HIP ~ FPIER T HEREENIRB R - MR
AILDAPRHREEBIEE X « LA EERERTEAE
FEAREY FRHRAENE « LUARITIS SRR o

userSearchBaseDN : DC=prodtest,DC=solidfire, FEELDAPH RGP ERBESERENMUE - £

DC=net LEEEFIH ~ FPIER T RREEIIR EEE - MR
HILDAPEIRAEBIEE K ~ oIt ERERTEAE
MEARRY FRIRAENE « UGBS SEER o

By4R¥E =47 | ActiveDirectory fEAWindows Active Directory{a] IR23 2 LDAP{aEI R
gg o
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ERNSH s

(SamAccountName=%username%)
userSearchFilter: (userPrincipalName=%username%) ) | -
“ (& (objectClass=person) (sAMAccoun

tName=%USERNAMES) ) ”

EEfEMuserPrincipalName (B ABFER it
)~ f&RI g userSearchFilter 8 4

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES) ) ”

FE - HERFE S userPrincipalName
FsAMAccountName ~ & AERT
HlluserSearchFilter :

“ (& (objectClass=person) (

FFsAMAccountNamefE&HFINERE % FEKE  searchBindDN
ASolidFire EiS{EZEE © SLEREAIELDAP
7E£sAMAccountName B HIE S S A RSN FER

E4E - WSS HERHAEobjectClass B

B7A lperson) {ERIER -

ERMEMAENRRTE - ARNESLDAPEEE o searchBindPassword
¥i?Active Directory ~ BRERBZERERE
BuserPrincipalName (B FEHMIEAETL) o

A2/ - FEHElement Ul » ABRUZEHETHIERESTDEMEA o

HEARLDAPEHARE K
£ TE£&E) R511ZEM TLDAP) EHE EERLDAPE o

() 2 /EEBLDAPH AEIRIRE L DAPRRERE -

1. BEERRESBTRVINLDAPHMER « 55— T8 &E*>* LDAP* o
° EHATEIP{ILE - LDAPELLDAPS B &k {EAR2FAIALIIE
° BREAEE [ FREREA A o TIAEE ¢
- BigE
- S REE
o ¥EZIBLEDN | STEAIDN « ATAREALMITLDAPESFERAE (FEHLDAPBRRELEERFI)

A

m

OH
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o HISEAEEN | A ERELDAPREIARSIFEXRIZS o
° (ERELSEMNDN | ARG EAERSHIEIEIEERDN - AR ERSFRRERE
© EAEESEHES | ERACHERRBRATIIRE !

(& (objectClass =A &) (] (sAMAccountName=%username%)
(userPrincipalName=%username%) ) ) ) )

° BHAKNSER | TP RTERE A SEERNESER o TJREE ¢
* Active Directory : fEFEFIBLDAPEHAHR BN EE ©
* EEHA  EEMEATIE o
* [XEDN : ;Y EDN#ENEHE (Bfg) o
° BRI SEMDN | B RBEHRIESHEREEERDN - AASMIEEMUBELS FRIIRGEE

° A EAERE | RELDAPZE « sAEAILERAISILDAPREIARSSHIERE RIBMEIEEE - WAR
FHENIRPLGETAR - RFERETHARBNEREFEEN - CUUEREESAUMBUREE
EERHER o

s LDAP#4EAE
HBELDAPZ % - & fEZ{EElement UIS{Element API TestLdapAuthentication) 7 7£3&AIELDAP ©
1. ZEEHElement ULBIE{LDAPARES ~ 55T FHPER :
a. #—TFE&E>* LDAP * o
b. #%—T*AIGLDAPER:E* o
C. A TRAPWERERERIRERE

tEERENE =R AR
* TR ER TuserSearchBaseDN) FHiRAS1E
xLDAPUserNotFound FIHARNERENERSE

luserSearchFilter] & RIERE o
s IFERENERERTBREMBILDAPEER
xLDAPBindFailed (Error: Invalid £ « BIRHHNZIERIER o
d 1al
credentials) - EERIS M AE R IBR A RHILDAPER
& BlREFBRIEEH °

LDAP{EIAR2§URIRIEFRE ©
xLDAPSearchBindFailed (Error:

Can't contact LDAP server)
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HR

=113

B Soy:l=!
MBS A& LB SR E A LERE ©

ol

xLDAPSearchBindFailed (Error:
Invalid credentials)

luserSearchBaseDN] RELDAP#IREEEHHY
xLDAPSearchFailed (Error: No BWAIE o

such object)

* TuserSearchBaseDN] A ELDAPHIRES /&
xLDAPSearchFailed (Error: HBERAIE °

Referral)
* TuserSearchBaseDN]

#1 TGroupSearchBaseDN] fiIf* EiROUH o
SR AEEEREIRMRE - AEEHEREERE
MEHAEMDNIEEHINAOU (Flgn

l'ou=storage * n=company * n=com] )

4+

2. ZE{FHElement APIRIEILDAPARAS « sEHITTHISER :
a. MEAYTestLdapAuthentication/s 7% ©

"method" :"TestLdapAuthentication",
"params" : {
"username" :"adminl",
"password":"adminlPASS

b
gy

b. 1REIER o NRAPIFIYRLI) « ERE B SIEE LA ELPIRIRTE « U EREFRBEENEE -

13



{
"id": 1
"result": {
"groups": [

"CN=StorageMgmt, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"

1
"userDN": "CN=Adminl

Jones, OU=PTUsers, DC=prodtest, DC=solidfire, DC=net"
}

{ZFILDAP

1] LU {EFEElement UIZR{EFELDAPES o

ap

TERtaZ Al ~ CREAEC FTATBMERERTE « RARFEALDAPEBIRARRE °

%

1. #%—T&&E">" LDAP * o
2 BT -

3. #—T*=FLDAP* °

MEFHMEEN ~ F2H

* "B ETTHERRE X SolidFire”
* "vCenter ServerfyVMware vCenter9MiIE I NetApp Element"
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