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EX FAFIPSHAREHETHAE
e LUE FANetApp Element TEXAINEEL APIFEZKENFEFIPSEAREIEINGE ©

WATE RS FRUBAFLEINE « BFrAERAFNHLERIEET B HEFIPSINEE « U1GetFipsReportf/mFRA BRI TLAE
RGP ©

HER
1. {ERElement API ~ B A F3I&< ~ TEFRAHARRIE_ERURFIPS ¢

TEnablFeature2# : FipsDrives

WMEBHEEN ~ F2H
* “fFEAElement APIE IR 17 R E"
* "BETTHERBE X SolidFire”
* "vCenter ServerfJVMware vCenterdMHF2 X NetApp Element"

=rm

{EEFIPSHARRIEARRE

AT LUfEFANetApp Element ST 1EFIPSHARRIEEIAPI 5 /AR B = £ 2 T BV FIPSHARR
INRE ~ 75 5 A BERFIPSHARE ML B AR AE B B (R ©

1. fEHElement API ~ BIA T3 < ~ IR R E _EAIFIPSHEINAE :
IGetFeatureStatus

2. 1B TGetFeatureStatus) APIMEOURYAER o UNRFIPSHAIEMRRE A True ~ RIS RIFAFIPSHAERIEINGE o

{"enabled": true,
"feature": "FipsDrives"

}

MEBFHMAEN ~ A2H
* "fFAElement APIE IR {H#TFRE"
* "B TTHERRE X 4 SolidFire"
* "vCenter ServerfJVMware vCenteryMiE=NetApp Element"

SEEEHHRFIPSIAIESINAE

&R LAfEEFINetApp Element S{EIfRR T 75 R iG1H A R MR R 47 P B F IPSHARRIATH
REAERAZ SEERAVE TR o

1. EATTRUI ~ ERCRE > ER o
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2. SIEEWE - 8
° FIPSHARREARHERT
° FIPSEEE R ER
3. UNEFRRIEE - AR RBEEMERBEN -
UNEEEEANE  FA2HE
* EEHENRE
* “{EAElement APIEIR{EZHE"

* "B THEREE X 4 SolidFire”
* "vCenter ServerfJVMware vCenterdMH 2 NetApp Element"

1T 5 FEYFEFIPS 140-2 for HTTPS

el LUE B EYBINEEAPIA X ~ BRAFIPS 140-212/EE T ETHTTPSIE
AT IENRES - CAILURIEERE FRAISENRIZRE (FIPS) 140-2R(FE o NetApp ElementEi AL

B FNetAppZIEARZEL 21E4H (NCSM) ~ THEFIPS 140-2 Level 1338 AR B AHTTPSEE
ZENetApp Element Z2EUIFIAPINFRIBERE ©

BUFFIPS 14020302 6 « SAEASA o BUAFIPS 1402850 « AErh 0SB ESH o T
(D) HEMTERAE - LEEENCSMEEREE « BLIFIPS 140-20B: MR IBIF - EAPETRE -
EETBRIGEEIES - CRE TS - A RAEERRECRHNMBH I BALE -

WEEHAAE T - 52 BElement APIER o
T2 AFIPSRIAPIZ K E A :

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

R FBIEIRFIRIN 2 18 « FREHTTPSEREREEAFIPS 140-21Z &R ZHS o

MEBFAEEN ~ F2H

* SSLZE
* “{EFElement API B IRz E"
s "SHETHEEE X H SolidFire"

20


https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/storage/reference_monitor_cluster_fault_codes.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/zh-tw/element-software-123/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html

* "vCenter ServerfiJVMware vCenter¥MiE NetApp Element"

SSLZE

SSLEMR EHARBIIZEEANMNEEFE - BUAFIPS 140-21835 « TRUAE
RUIREZ IS IR EERES o

gl

s=es

BE

reft

TRTEXENRELEE

* *FIPS 140-2B{=F*

.

a

fisE (SSL) 2B ~ LIKERFFIPS 140-218 i L 1EMISSLERES -

TLS_DHE_RSA_with AES-122_CBC_SHA256 (DH2048) - A

TLS_DHE_RSA_with AES-122_GCM_SHA256 (DH2048) - A

TLS_DHE_RSA_AT_AES-256_CBC_SHA256 (DH2048) -A

TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -A

TLS_ECDHE_RSA_with AES-122_CBC_SHA256 (secp256r1) - A

TLS_ECDHE_RSA_with AES-122_GCM_SHA256 (secp256r1) -A

TLS_ECDHE_RSA_with AES-256_CBC_SHA384 (secp256r1) - A

TLS_ECDHE_RSA_with AES-256_GCM_SHA384 (secp256r1) -A

TLS_RSA_AT 3DE_EDE_CBC_SHA (RSA2048) -C

TLS_RSA_AT_AES-122_CBC_SHA (RSA2048) -A

TLS_RSA_AT AES-122_CBC_SHA256 (RSA 2048) -A

TLS RSA AT AES-122 GCM_SHA256 (RSA2048) -A

TLS_RSA_AT _AES-256_CBC_SHA (RSA2048) -A

TLS_RSA_AT_AES-256_CBC_SHA256 (RSA2048) -A

TLS_RSA_AT _AES-256_GCM_SHA384 (RSA2048) -A

TLS_RSA_with _Camella_128_CBC_SHA (RSA2048) -A

TLS_RSA_with _Camella_256_CBC_SHA (RSA 2048) -A

TLS_RSA_AT_ID_CBC_SHA (RSA2048) -A

TLS_RSA_AT _RC4_122_MD5 (RSA2048) - C

TLS_RSA_AT_RC4_128 SHa (RSA2048) -C

TLS_RSA_AT_SEIN_CBC_SHA (RSA2048) -A
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* * FIPS 140-2E B "
TLS_DHE_RSA with _AES-122_CBC_SHA256 (DH2048) -
TLS_DHE_RSA with AES-122_ GCM_SHA256 (DH2048) -
TLS_DHE_RSA AT _AES-256_CBC_SHA256 (DH2048) - A
TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -
TLS_ECDHE_RSA with AES-122 CBC_SHA256 (5571r18f) -
TLS_ECDHE_RSA with _AES-122_CBC_SHA256 (secp256r1) -
TLS_ECDHE_RSA_with AES-122_GCM_SHA256 (secp256r1) -
TLS_ECDHE_RSA with AES-122_GCM_SHA256 ($571r1§i) -
TLS_ECDHE_RSA with AES-256_CBC_SHA384 (5571r1ff) -
TLS_ECDHE_RSA with _AES-256_CBC_SHA384 (secp256r1) -
TLS_ECDHE_RSA_ with _AES-256_GCM_SHA384 (secp256r1) -A
TLS_ECDHE_RSA with _AES-256_GCM_SHA384 ($571r1§) -
TLS_RSA AT 3DE_EDE_CBC_SHA (RSA2048) -
TLS_RSA _AT_AES-122_CBC_SHA (RSA 2048) -
TLS_RSA AT _AES-122 CBC_SHA256 (RSA2048) -
TLS_RSA_AT_AES-122_GCM_SHA256 (RSA2048) -
TLS_RSA AT AES-256_CBC_SHA (RSA2048) -
TLS_RSA_AT_AES-256_CBC_SHA256 (RSA2048) -

TLS_RSA_AT_AES-256_GCM_SHA384 (RSA2048) -A

MEFMAEN - F2H

EE 5 _FERYFFIPS 140-2 for HTTPS

FaRERINTEIRERE

%ﬁll@ 512 (EKM) ol8ECsREIMYINEEiEFRIARSS (EKS) ~ IREZ2EEEE (AK
) BIE - EEFINEHIREE (SED) B IHEMAEFHEARRERF « BIEERE ltbAKs "IN
ﬁﬁ%“ BEEE LA - EKSIREREMNAKSHRRGEERME - RENRRREELBNE
BmipE (KMIP) (OASISEZMIEZEFEHTE) HEKSHEH °
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* REINBEE

* "ERESTX BB =M ATRRNNE"
* "EEEEI S ENERE R

* "IN IR EIEAPIE L

NFEFAE ~ B2E
* "B FAAREFER B AR INZE R EEAPI"
* "EHETTHERE X 4 SolidFire"
* "SeRiThRASHINetApp SolidFire B RITEE X 4"

REINPEIRETR
TRILUBIE T 5P R ~ LERSIHAIEIement AP /AR EIMNTEIREIEINAE ©

CRENER
* MRCEREIMNPSRERE - WERBERHERKRENE « RIECRBAREMRINGE 25" FIWEE
HURTERETT X ©
B
1. BSNEREIREAREE (EKS) BIfE(ERIMF o

a. HRTREEETARMEZRECH « ITITIIAPIG AREL ASRARSBHOEERME | "2

3 PublicPrivate KeyPair"

b. ERS:REMBEERENNEERER (CSR) o CSRAEZEARSKEEFNEBNTEREERS
BEEATRESE o AT TIIAPIFG A ¢ "GetClientCertificateSignRequest"

C. fEFEKS/Certificate Authority 2 ZHEEYHICSR o MNFHAEA ~ F2RE=A X4 °

2. T E PR U AMRSIAMIERS - WEREKSEH - ERHERHIERTH/OVEUSE « MAKRSBIEEERE
Bl B VEKSH E B o

a. BB TIIAPIFGE « B T EFRBAMELIFTERIEZMAER © "CreeKeyProviderKmip”

b. FEBFITFIAPIFG EREILEHFEIRES « LIRMHEEZBNREN REREBUNARESRES
"CreKeyServerKmip" "TestKeyServerKmip"

RAFHKRHK ~ FFEBEHRMRSSZERIENNAERE - AREEAHA -

C. FEBWFITHIAPIG X ~ i EiRFARBIIIE EEHITHEE RS | "AddKeyServerToProviderKmip"
"TestKeyProviderKmip"

RAFHKR  FEBIEHIRMRESZARIENNAER - RAREBEAH -

3. BT TIIHAP—IE « AFILEMNENT—F -

a. (AR LLRIVRERENE) R "EREINEIE" RESHBIRHENID - Hh a3 AIEATIREEE
BV IR EARES "ENAEEncryptionAtRest" APIFF 7 ©
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4. H1T "Getdk AP ER" U E—EF R Tasyncdyle) {ERFEDABEBRIGS - K< OEP « ERZE

BIERTREACEETMANNTIREN - ERTHNZBIRME DIUAHBESTER -

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:51z2",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
br
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. #1T TGetSoftwareEncryptionatRestInfo) < ~ FERE BT EIEFAE R « FF TkeyProviderlD]

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>
br
"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",
"version": 1

y

o
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* J1IPublicPrivate KeyPair
» GetClientCertificateSignRequest

RRERINIE R ER ARG EFEER

» CreKeyServerKmip

* ModifyKeyServerKmip
filBRKeyServerKmip

» GetKeyServerKmip

* listkeyServersKmip

» TestKeyServerKmip
AU RAEE SRR IR AR N T EMER !

* CreeKeyProviderKmip
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