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"method": "AddIdpClusterAdmin",

"params": {
"username": "email=test@example.com",
"acceptEula": true,

"access": ["administrator"]
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"result": {
"clusterAdminID": 13
}
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"method": "CreateldpConfiguration",

"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"
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[ElFEEE A
7554 I EE A TR AIREIRE -

"result": {
"idpConfigInfo": {
"enabled": false,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n
————— END CERTIFICATE-----\n",
"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
}
}
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{
"method": "DeleteAuthSession",

"params": {

"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"
}I
"id": 1
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"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-04-09T17:51:30z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",
"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",

"idpConfigVersion": O,
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"lastAccessTimeout": "2020-03-11T19:51:24272",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",

"username": "admin"
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
[ClfEEEHI
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z72",
"sessionCreationTime": "2020-03-11T19:21:24z",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6cO0llabf7",

"username": "admin"
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{
"method": "DeletelIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",
"idpName": "https://provider.name.url.com"
}
}
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"result":{}
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"method": "DisableIdpAuthentication",
"params": {}
}
[ElFEEE A
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"result": {}
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EvEIdphz 55

fRA LAE R I "EnableldpAuthentication” 75 /AR E = £ E B 1% 1% IDP #E1TE B
1% - EYFBIDPEEsE 2 18 ~ LDAPHIREEIESER ZFEBZEIVIENESE - MBEFAE
FHEVEREE TIEPSERER & A3/ P ERELR - RAEE =5 IDPERENERE A SeE AU
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ERsR Rl

HE7 AR ESKARLUL T 5 EE A -

"method": "EnableIdpAuthentication",
"params": {

"idpConfigurationID": "f983c602-12f9-4c67-b214-bf505185cfed",
}

[ElFEEE A
75 E S EOERA TS EABIEIFE

{

"result": {}

}

HTEY B AR 7S
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GetldpAuthenticationState

G R] LAEF L GetldpAuthenticationState’ 7574 {&[E] A RAE A 1% /1B IDP EEERENE
o

W

=

W ERBBASH -
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75 EZRATSERE !
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FRsE &R
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{
"method": "GetIdpAuthenticationState"

}

[ElFEEER
75 % B A T 5 SR EIAE -

"result": {"enabled": true}

HTEY B AR 7S
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listActiveAuthSessions

AT LUE AL “ListActiveAuthSessions' /55 MR A R RIESE TIEREE - REBE R
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FRsREE
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"method": "ListActiveAuthSessions"

[elFEEE A
7554 B THU B AIREIRE -

{
"sessions": [
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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B 55
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AR EE
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"method": "ListIdpConfigurations",
"params": {}
}
[ElFEEE A

75 A S E R TS EABIEIFE

/

Xl

iy

17|

iy

"idpConfigInfo" &3]
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"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE----- \n
MI...BHi\n
————— END CERTIFICATE-----\n",
"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
}
}
HrHY B R4S

12.0
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fE o
S
LEAEREBETIBRAZEY
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{
"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
[l fEEE A

75 E S E R TS & A BIEIRE

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "--———- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

HTHY B RS
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