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"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":
{}

}
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"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": [

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate™: "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
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"method": "CreatePublicPrivateKeyPair",

"params": {

"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
bo

"id": 1

}
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"id": 1,
"result":
{}
}
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"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
}
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"id" : 1,
"result" : {}
}
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EHERBANER - £5 8 BSERETESEMHMKEASEENE SR

WNRIETE T keyProviderD ~ BIGIRIESBIRMEENER EE IR - ERESFASREEL A SN
E (KMIP) £i&[AREE (KMIPERIRME) KR - ERULLIEER  IEENRMEBNRAERY - BEERS
EIERA TEEMZE ZA) ~ #AMPR DisableEncryptionAtRest ©

@ MREHENEEEERIAYAISEL [ -NE | 4  “EnableEncryptionAtRest 77 &MU & 5B ~ T[]
fE TRAFME) o FEEAEIFENMZEEL" o

AEEZERNTERERER « 7EBARFERNE o SAUBTAE - REEMREREBNER
INZEINEE o

IERRFEIFFATH « EERAME ZAIERIERE - SRR GetClusterinfo’ A RARGR ~ B

®
®

BIEF MRS o
2
LA EZREB TI@MAZE
%tE Bkl $EEY TEsR{E WHE
KeyProviderlD EFEANKMIPEE B8 = B
REEID o
EEE
75 E LB ERENE -
ERsREn

M7 R B SKER LU T 5 EE A -

"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
[ClFEEEH5I

b7 £ EEEIERLH T 53R B EnablEncryptionAtRest /5 /AR EIFE © R B RMELER
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"id": 1,
"result": {}

TEE 5 ERUAFFLENNEE » GetClusterinfo @ ERIRFFLEMEREE ( MIEAtRestState) ) #iia TRUAB) B4

R T2 TEIENE) 2% BRKREgEEES TEBRAE)
{
"id": 1,
"result": {

"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1y

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",

"svipNodeID": 1,

"uniqueID": "91dt"

HTEY B AR 7S

9.6

NEFEHAE  HSH
» "SecureEraseDrives"
+ "GetClusterinfo"
* "B ETTHEREE X SolidFire”
* "SeRiThRASHINetApp SolidFire B RITEE X E"
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GetClientCertificateSignRequest

kY

EAI AfEALL "GetClientCertificateSignRequest /A EL REHEENK « H/ABISHEENL
2E  UEEEENAPIRESE - RERERE - 7R BSMNBIRFS EBIRE(ERIA o

2%

LW ERBBASEH

(EACINE]
A ZEEE TFEENE :
Ry sREA p it
RARImHREEAER —IEPEEM& T HIBaseb44R% F&
HIPKCS#10 X - 509 F i /&5 %
BEK o
EREE &1
7 EZR B SRERLI T 55 :
{
"method": "GetClientCertificateSignRequest",
"params": {
b
"id": 1
}
[ClFEEE A

75 E S EEERA TS & A BIEIFE

"id": 1,
"result":
{
"clientCertificateSignRequest":
"MIIByJjCCATMCAQAWGYkxCzAJBGNVBAYTALIVTMRMWEQYDVQQIEWPDYWxpZmOybm. . . "
}
}
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HTEY B AR

11.7

GetKeyProviderKmip

] LAER L " GetKeyProviderKmip' /2 BUE E iR BB H A4 BAHE (KMIP) &=

miEHAEREREN -

2%

LW ERETIBAZH

2y Z5EA LY A

KeyProviderlD EEEMKMIPEIR  BH T
REEYMFID -

(CAEIEE

75 A2RE TyEEE

g Bt

kmipKeyProvider BEPTERERRHEFAEHY

Wt
FRzEEE

HE75 AR ESKARLUL T 5 EE A -

"method": "GetKeyProviderKmip",
"params": {
"keyProviderID": 15
by
"id": 1
}

[elFEEE A
7554 B B B 5 R AR EIRE -

WE

=
ERY

$ERY
"KeyProviderKmip"
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TigWg 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
HY B ks
1.7
GetKeyServerKmip

WAIAERLE “GetKeyServerKmip 77 ABREiEE R EEL@EMBAWRE (KMIP) £i§
EARZFAVIERAE -

2%

LW ERETIBAZH

iE aREA TS HER(E WE
KeyServerlD EEOEmER BY & =8
HIKMIPE5R{RAR
28ID o
&lE
5 EEATIIERIE
=t :RPA $aH
kmipKeyServer AEFERETREARIFAERR  "KeyServerkKmip”
Yt o
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FRsREE
75 SR OB SRABMRS THUEEA) -

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

[ClFEEER
75 % B B T 5 S IR EIAE -

"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
HTHY B hRZAS

11.7

GetSoftwareEncryptionAt|{E &&l

SR LUfEEA L “GetSoftwareEncryptionAtRestInfo 75 2 EX{S # EE AR MZEE L ERNEE
FFERAS N B o
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28

LEAERBRMAZEY o

(EACINE]

A ZEEE TFEENE :

28 Gz L)

FKeylnfo BHRiEgfEMZREEESE EncryptionKeylnfo
HBAVAERAEE ©

rekeyMasterKey BRI RTEMRMAEE EBH

JEResultiD (BB) NIERLLER ID

(B ARMIBR) ©

"GetAsyncResult i H#&
BE newKey i £8EH
MERAERAL ~ MUk
“keyToDecommission &
SEBIERE N
fiL ©

PN/E EENESET =0k F&
RE o AJRERVER
disabled 3%
“enabled°

Rk s SREAEERENE BY
B ~ FIRIERIARASAR TR ©

ERsR Rl

b7 ERVESREBLE T 5 E64) -

{
"method": "getsoftwareencryptionatrestinfo"

}

[E]FEEE A

75 E S EEERA TS & A BIEIFE
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"id": 1,

"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"
by
"state": "enabled",
"version": 1
}
}
HrAY B R s

12.3

NEFAE ~ B2E
o "BHETTHEREE X4 SolidFire”
* "SRR ASBINetApp SolidFire Z SaRk T e & a4

listKeyProvidersKmip

WAIAGERLL “ListKeyProvidersKmip 75 AR EIRA RIREEEEMBAHE (KMIP
) FEMEERVEE o M LUEE HMBSBOREREEE o

2

LW ERETIBAZH

19


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html

g

KeyProviderlsActive

kmipKeyProviderHa
sServerAssigned

&g

R EH

R T IREERE AINME

ARes¥ it RSN
FAPARS &
[EKMIP $& A AR 2s
it o AIREME -

* true : EEEE
FAHBKMIPEE
RitE (REHE
?ﬁﬁﬁﬁqﬂﬁgﬁﬁﬁ

R EACIEIEIS (S
FAHBIKMIPE &
ReftE (R
R % B AT
BR) o

MEAEE ~ BIRZIR
EELIMKMIPE S
REERTERER
FAR AE SR ERIEE o

MRS TIRIERSIE BWME

IKKMIP i8R AR 28
MELIKMIPE81E
& - AIREME :

* true : (EEEE
FEIRKMIP £ 817
RESHIKMIPE 8
RftE o

* & {EERKE
IKKMIP £ iR AR
BMKMIPEiEIR
& o

MREES  BIFRGIR
SEEEIIKMIPLE5H
BHER TS

TRKMIP S5 ARSS

A ERETSELE !

Y

20

s

ul

=)

|

7]



kmipKeyProviders BEIMKMIPEBIRMEBE o

AR
75 SR OB SR AR THUHER :

"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
[ElfEEEH5I

75 S EER LTS E A BIEIFE

Dig®sg 4,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |
1
I
"keyProviderName": "KeyProviderl"
}
]
}
}
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"method": "ListKeyServersKmip",
"params": {1},
"id": 1
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"kmipKeyServers": [

{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1

}

(o] AR &
7554 B S B TS R AR EIRE -

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"CPDCCAaUCEDyRMcsfOtAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server?2.hostname.com"
1y
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}

[ClFEEER
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1

Yy
"id": 1
}
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"id": 1,
"result":

{}
}
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"method": "SignSshKeys",
"params": {
"duration": 2,
"publicKey":<string>
bo
"id": 1

[l FEEE A
7534 BB TR AIREIRE -

"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public_ key>
}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

b
Ty
}
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"id": 1,
"result":
{}

}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":
{1}
}
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