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"method": "CheckPingOnVlan",
"params": {
"interface": "BondlOG",
"virtualNetworkTag": 4001,
"sourceAddressv4": "192.168.41.4",
"hosts": "192.168.41.2"
by
"id": 1
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$ERY
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a1,

"result": {
"192.168.41.2": {
"individualResponseCodes": [

"Success",
"Success",
"Success",
"Success",
"Success"
1,
"individualResponseTimes": [
"00:00:00.000373",
"00:00:00.0000098",
"00:00:00.000097",
"00:00:00.000074",
"00:00:00.000075"
I
"individualStatus": [
true,
true,
true,
true,
true
I
"interface": "BondlO0G",
"responseTime": "00:00:00.000143",
"sourceAddressV4": "192.168.41.4",
"successful": true,
"virtualNetworkTag": 4001
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"method": "CheckProposedNodeAdditions",
"params": {
"nodes": [
"192.168.1.11",
"192.168.1.12",
"192.168.1.13",
"192.168.1.14"
]
by
"id": 1
}
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"id": 1,

"result": {
"proposedClustervValid": true,
"proposedClusterErrors": [ ]
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{
"method": "CreateClusterSupportBundle",

"params": {
"bundlename": "clusterbundle",
"mvip": "132.119.120.100"
}
by
"id": 1
}
[ElFESE A
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"id":1,

"result":{

"details": {
"bundleName" :"clusterbundle",
"extraArgs":"",
"files": [

"/tmp/supportbundles/clusterbundle.cl-4SD5.tar"

I
"output":"timeout -s KILL 1790s

/usr/local/bin/sfclustersupportbundle --quiet --name=\"clusterbundle\"
-—-target-directory=\"/tmp/solidfire-dtemp.MM7f0m\" —--user=\"admin\"
--pass=\"admin\" --mvip=132.119.120.100"

by
"duration":"00:00:24.938127",

"result":"Passed"
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{

"method": "CreateSupportBundle",
"params": |

"extraArgs": "--compress gz"

by
"id": 1

}

CIE el
7554 B S L TS B HIRIEIRE -

{

"id": 1,
"result": {
"details": {
"bundleName": "supportbundle",
"extraArgs": "--compress gz'",
"files": [
"supportbundle.nodehostname.tar.gz"
I
"output": "timeout -s KILL 1500s /sf/scripts/sfsupportbundle --quiet

—-—compress gz /tmp/solidfire-dtemp.l1L6bdX/supportbundle<br><br>Moved
'/tmp/solidfire-dtemp.1L6bdX/supportbundle.nodehostname.tar.gz' to
/tmp/supportbundles",

"timeoutSec": 1500,

"url". [

"https://nodelIP:442/config/supportbundles/supportbundle.nodehostname.tar.g

Z"
]

by
"duration": "00:00:43.101627",

"result": "Passed"
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"method": "DeleteAllSupportBundles",
"params": {}
b
"id": 1
}
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"id" : 1,
"result" : {}
}
}
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» RecoveringFromMaintenance
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* ReadyForMaintenance : &%k
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» RecoveringFromMaintenance
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* ReadyForMaintenance : &%
EEEEYTEITAE ©
ERERE0
LA AR E KRB 566
{
"method": "DisableMaintenanceMode",
"params": {
"nodes": [6]
}o
"id": 1
}
[C] FEEE 5
b7 £ S EREEL T5 S FIRICIFE -
{
"id": 1,
"result":
{
"requestedMode": "Disabled",
"asyncHandle": 1,
"currentMode": "Enabled"
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{SFHSsh
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"method": "DisableSsh",
"params": {

I
"id" ;1

[elFEEE A
7534 B B B TS B HURIEIRE -

"id" : 1,
"result" : {"enabled": false}
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FHHE

15


http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html
http://docs.netapp.com/us-en/hci/docs/concept_hci_storage_maintenance_mode.html

EXFRAEEEIR T\

EWRILUERLE "EnableMaintenanceMode’ 75 /A SR 2 #1F ERRE LUETTHERE o MEsERMIBFE
I 2R E R ENERREBY T(F -

28
A ZRE TIEMAZEH .
B EREA gt fERE WNE
forceWithUnresolve  BIfEfF{EItHEEN HME i S
dFaults PE ~ Iy Eo&HI R L
ERhRAEEIE T o
B EENHEEIETURET BEHES i =1
BLHIDIBEE o —RAX
B—EER, o
PerMinutePrimaryS S94 &35 EY) B 4 =
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* {FH L RERMEE o
© REERHE | REIAICERRL
FRRAE o
» RecoveringFromMaintenance
| ERRAIETEIE MR TP IRIE o
© EEfEAESE | IEEEREUTE) ~ R
ENBEIITHEE (RS o

* ReadyForMaintenance : &%
BERTFEITHE o

FEAIRT ERRRERAVMEERTUAR o FIAEE MR (&)

* BRI REREE o
© BRI | BIRLEAEEERT
HRRAE o
» RecoveringFromMaintenance
| ENRSIETETE MR IR T IS o
© FEMBMESE | IETEIREUTE « EE
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* ReadyForMaintenance : &%
BT EITHE -

FRzEEE
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"method": "EnableMaintenanceMode",
"params": {
"forceWithUnresolvedFaults": False,
"nodes": [6],
"perMinutePrimarySwapLimit" : 40,
"timeout" : "01:00:05"
by
"id": 1
}
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"id": 1,
"result":
{
"requestedMode": "ReadyForMaintenance",
"asyncHandle": 1,
"currentMode": "Disabled"
}
}
HrBY B R
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EfFSsh
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"method": "EnableSsh",
"params": {

Yy
"id" : 1

[ElFEEEA
L7 A S EEERL TS & ABIEIFE

"id" : 1,
"result" : {"enabled": true}
}
GetClusterConfig
AT LAEF GetClusterConfig API A AE RN R HE @ 2 = E4HRERYAERA
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"method": "GetClusterConfig",
"params": {1},
"id" 1

[ElFEEE A
753 B B TR AIREIRE -

Vig®Wg i,
"result": {
"cluster": {
"cipi": "Bondl0G",
"cluster": "ClusterName",
"ensemble": [
"1:10.30.65.139",
"2:10.30.65.140",
"3:10.30.65.141"

1,

"fipsDriveConfiguration": true,
"mipi": "BondlG",
"name": "xxx-enld2",

"nodeID": 4,
"pendingNodeID": O,

"role": "Storage",
"sipi": "BondlO0G",
"state": "Active",
"version": "9.1.0"
}
}
}
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ISBIUEF GetClusterState APl HiARIGHENREE BB wEN—E7 ©

20



W

!
LW ERBBASEH

BlE
75 3% AR FHUBEE
78 R £
EE e HELHE o P
i  EA  BMHRREEERE . T
BT  BEDREENEMNE
TEME « AL o
* (EFATR © ENBLREEMIERTH
B - S EHMEE o
FsREE

75 R B SKERLU T 5 EE A -

"method": "GetClusterState",
"params": {},
"id" : 1
}
[l FEEE

75 E S EEER A T5 E A BIEIFE

"id" : 1,
"result" :
"cluster" : "ClusterlO1l"
"state" : "Active"
}
HrAY B A s
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GetNetworkConfig APl FEF R BIMEEE GetClusterConfig ©
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"method": "GetConfig",
"params": {},
"id" 1
}
[l fESE A
MR EEIRSENNRERE « At EEMIEEERF UG
BB hRZS
9.6

MEBFAEEN ~ F2H

» GetClusterConfig
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GetDriveConfig
1SR LUEA L “GetDriveConfig' 75 A BISTERAY] A F (& SRMERR I 5+ BRI RERRIS B AT ~ MUK
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"method": "GetDriveConfig",
"params": {1},
"id" : 1
}
[ElFEEE A
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a1,

"result": {
"driveConfig": {
"drives": [
{
"canonicalName": "sda",
"connected": true,
"dev": 2052,
"devPath": "/dev/sdimmOp4",
"driveType": "Slice",
"name": "scsi-SATA VRFSD3400GNCVMT205581853-
part4",
"path": "/dev/sda4d",
"pathLink": "/dev/sdimmOp4",
"product": "VRFSD3400GNCVMTKS1",
"scsiCompatId": "scsi-
SATA_VRFSD34OOGNCVMT205581853—part4",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": true,
"securityLocked": false,
"securitySupported": true,

"serial": "205581853",
"size": 299988156416,
"slot": -1,

"uuid": "9d4b198b-5ff9-4f7c-04fc-
3bcde2£38974",

"vendor": "Viking",

"version": "612ABBFO"

I

"numBlockActual": 10,
"numBlockExpected": 10,
"numSliceActual": 1,
"numSliceExpected": 1,
"numTotalActual": 11,
"numTotalExpected": 11
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"method": "GetHardwareConfig",
"params": {1},
"id" 1
}
[E]FESE A

75 ERY BRI T 5 SR o

"id": 1,
"result": {

"hardwareConfig": {
"biosRevision": "1.0",
"biosVendor": |

"NetApp",

"SolidFire"
1,
"biosVersion": "1.1.2",
"blockDriveSizeBytes": 300069052416,
"blockDrives": [

"/dev/slot0",

"/dev/slotl",



"/dev/slot2",

"/dev/slot3",

"/dev/slot4d",

"/dev/slot5",

"/dev/slot6e",

"/dev/slot7",

"/dev/slot8",

"/dev/slot9"
1,
"blockServiceFormat": "Standard",
"bmcFirmwareRevision": "1.6",
"bmcIpmiVersion": "2.0",
"chassisType": "R620",
"cpuCores": 6,
"cpuCoresEnabled": 6,
"cpuModel": "Intel (R) Xeon(R) CPU E5-2640 0 @ 2.50GHz",
"cpuThreads": 12,
"driveSizeBytesInternal”: 400088457216,

"fibreChannelFirmwareRevision":

"fibreChannelModel": "",
"fibreChannelPorts": {},
"idracVersion": "1.06.06",
"ignoreFirmware": [],

"memoryGB": 72,

"memoryMhz": 1333,

"networkDriver": |
"bnx2x"

1,

"nicPortMap": {

"PortA": "eth2",

"PortB": "eth3",

"PortC": "ethO",

"PortD": "ethl"
b
"nodeType": "SF3010",
"numCpu": 2,
"numDrives": 10,
"numDrivesInternal”: 1,
"nvramTempMonitorEnable": false,
"rootDrive": "/dev/sdimmQO",
"scsiBusExternalDriver": "mpt3sas",
"scsiBusInternalDriver": "ahci",
"sliceDriveSizeBytes": 299988156416,
"sliceDrives": [

"/dev/sdimmOp4"
I



"slotOffset": O,

"solidfireDefaults": {
"bufferCacheGB": 12,
"configuredIops": 50000,
"cpuDmalLatency": -1,
"driveWriteThroughputMBPerSleep": 10,
"maxDriveWriteThroughputMBPerSec": 175,
"maxIncomingSliceSyncs": 10,
"postCallbackThreadCount": 8,
"sCacheFileCapacity": 100000000,
"sliceFileLogFileCapacity": 5000000000
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"method": "GetHardwareInfo",

"params": {

i
TaAET g 1
}

[E]FEEE A

75 S EEER LTS EABIEIFE

"id": 1,
"result": {
"hardwareInfo": {
"bus": {

"core DMI:0200": {

"description": "Motherboard",
"physidﬂ : "O",

"product": "OA47AA",
"serial": "..ABR123456C12354.",
"version": "CO7"
}
b
"driveHardware": |
{
"canonicalName": "sdh",

"connected": true,

"dev": 2160,

"devPath": "/dev/disk/by-path/pci-0000:41:00.0-sas-
0x500056b37789%9abf0-1un-0",

"driveEncryptionCapability": "fips",

"driveType": "Block",

"lifeRemainingPercent": 92,

"lifetimeReadBytes": 175436696911872,
"lifetimeWriteBytes": 81941097349120,

"name": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAAM,
"path": "/dev/sdh",
"pathLink": "/dev/disk/by-path/pci-0000:41:00.0-sas-

0x500056b3778%abf0-1un-0",

28

"powerOnHours": 17246,



"product":

"INTEL SSDAAZ2AA300A4",

"reallocatedSectors": 0,
"reserveCapacityPercent": 100,
"scsiCompatId": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAA",

"scsiState": "Running",

"securityAtMaximum": false,

"securityEnabled": false,

"securityFrozen": false,

"securityLocked": false,

"securitySupported": true,

"serial":
"size": 30
"slot": 1,

"AAAA33710886300AAA",
0069052416,

"smartSsdWriteCapable": false,
"yuid": "aeal78b9-c336-6bab-a61d-87b615e8120c",

"vendor":
"version":

by
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"method": "GetIpmiConfig",
"params": {
"chassisType"; "all"

b
g g 1

[ClFEEER
75 % B I T 5 S IR EIAE -

{

"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,
"result": {

"ipmiConfig": {
"cz20M4": |
{
"sensorName": "FanlA RPM",
"uniqueSensorID": "29.1:0xf"
by
{
"sensorName": "FanlB RPM",
"uniqueSensorID": "29.1:0x10"
by
{

"sensorName": "Fan2A RPM",
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by

"uniqueSensorID": "29.2:0x11"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "29.2:0x12"

"sensorName": "Fan3A RPM",
"uniqueSensorID": "29.3:0x13"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "29.3:0x14"

"sensorName": "Fan4A RPM",
"uniqueSensorID": "29.4:0x15"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "29.4:0x16"

"sensorName": "FanbA RPM",

"uniqueSensorID": "29.5:0x17"

"sensorName": "Fan5B RPM",

"uniqueSensorID": "29.5:0x18"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "29.6:0x19"

"sensorName": "Fan6B RPM",
"uniqueSensorID": "29.6:0x1a"

"sensorName": "Exhaust Temp",
"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"
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"sensorName": "PS1",
"uniqueSensorID": "10.1:0x26"

"sensorName": "PS2",
"uniqueSensorID": "10.2:0x2c"

1,
"R620": [

{

"sensorName": "FanlA RPM",
"uniqueSensorID": "7.1:0x30"

"sensorName": "FanlB RPM",
"uniqueSensorID": "7.1:0x31"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "7.1:0x32"

"sensorName": "Fan2B RPM",

"uniqueSensorID": "7.1:0x33"

"sensorName": "Fan3A RPM",

"uniqueSensorID": "7.1:0x34"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "7.1:0x35"

"sensorName": "Fan4A RPM",
"uniqueSensorID": "7.1:0x36"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "7.1:0x37"

"sensorName": "FanbA RPM",
"uniqueSensorID": "7.1:0x38"

by
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"sensorName": "FanbB RPM",
"uniqueSensorID": "7.1:0x39"

"sensorName": "FancA RPM",
"uniqueSensorID": "7.1:0x3a"

"sensorName": "FanocB RPM",
"uniqueSensorID": "7.1:0x3b"

"sensorName": "Fan/7A RPM",
"uniqueSensorID": "7.1:0x3c"

"sensorName": "Fan/7B RPM",
"uniqueSensorID": "7.1:0x3d"

"sensorName": "Exhaust Temp",
"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",

"uniqueSensorID": "10.1:0x62"

"sensorName": "PS2",

"uniqueSensorID": "10.2:0x63"
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"method": "GetIpmiInfo",
"params": {1},
"id" o 1
}
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"id": 1,
"result": {
"ipmiInfo": {
"sensors": [
{
"entityID": "7.1 (System Board)",
"sensorID": "0x72",
"sensorName": "SEL",
"sensorType": "Event Logging Disabled",
"uniqueSensorID": "7.1:0x72"

34



"assertionsEnabled": [ "General Chassis intrusion" ],

"deassertionsEnabled": [ "General Chassis intrusion" ],
"entityID": "7.1 (System Board)", "sensorID": "0x73",
"sensorName": "Intrusion",

"sensorType": "Physical Security",

"uniqueSensorID": "7.1:0x73"

by
{THIS ENTIRE SECTION IS REPEATED FOR EACH FAN IN THE SYSTEM

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "720.000",
"lowerNonCritical"™: "840.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "600.000",
"nominalReading": "10080.000",
"normalMaximum": "23640.000",
"normalMinimum": "16680.000",
"positiveHysteresis": "600.000",
"readableThresholds": "lcr 1lnc",
"sensorID": "Ox30",

"sensorName": "FanlA RPM",
"sensorReading": "4440 (+/- 120) RPM",
"sensorType": "Fan",
"settableThresholds": "",

"status": "ok",

"thresholdReadMask": "lcr 1lnc",
"uniqueSensorID": "7.1:0x30"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE EXHAUST TEMPERATURE
OF EACH NODE

"assertionEvents": [],
"assertionsEnabled": [],

"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "3.000",
"lowerNonCritical”™: "8.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "1.000",
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"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "Ox1",

"sensorName": "Exhaust Temp",
"sensorReading": "44 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "",

"status": "ok",

"uniqueSensorID": "7.1:0x1",
"upperCritical": "75.000",
"upperNonCritical™: "70.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE INLET TEMPERATURE OF
EACH NODE

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "-7.000",
"lowerNonCritical"™: "3.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "0x4",
"sensorName": "Inlet Temp",
"sensorReading": "20 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "lcr lnc unc ucr",
"status": "ok",
"thresholdReadMask": "lcr lnc unc ucr",
"uniqueSensorID": "7.1:0x4",
"upperCritical": "47.000",
"upperNonCritical": "42.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR EACH POWER SUPPLY ON EACH

NODE

"assertionEvents":

(1,

36



"assertionsEnabled": [],

"entityID": "10.2 (Power Supply)",
"eventMessageControl": "Per-threshold",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "Unspecified",
"nominalReading": "0.000",
"normalMaximum": "0.000",
"positiveHysteresis": "Unspecified",
"readableThresholds": "No Thresholds",
"sensorID": "Ox6d",
"sensorName": "Voltage 2",
"sensorReading": "118 (+/- 0) Volts",
"sensorType": "Voltage",
"settableThresholds": "No Thresholds", "status":
"uniqueSensorID": "10.2:0x6d"

by
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"method": "GetNetworkConfig",
"params": {},
"id" : 1
}
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{
"method": "GetNetworkInterface",
"params": {
"interface": "BondlG",
"force": true
bo
"id": 1
}
EiER

77 E S E R T5 & A BIEIFE

"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,

"result":

\
/
o

iy

$RA
Json#{FEE5)
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"interface": {

"address": "10.117.64.32",
"addressve": "::",

"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:1e",
"mtu": 1500,

"name": "BondlG",

"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",

"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 2,

"result": {
"interface": {

"address": "10.117.64.35",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "d4:ae:52:7a:ae:23",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 3,
"result": {
"interface": {

"address": "10.117.64.39",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "c8:1f:66:£f0:9d:17",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",



"type": "BondMaster",
"virtualNetworkTag": O

"nodeID": 4,

"result": {
"interface": {
"address": "10.117.64.107",
"addressve": "::",
"broadcast": "10.117.79.255",

"macAddress": "b8:ca:3a:f5:24:£8",
"mtu": 1500,

"name": "BondlG",

"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",

"type": "BondMaster",
"virtualNetworkTag": O
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"method": "GetNodeActiveTlsCiphers",
"params": {1},
"id" 1
}
[ClFEEEH5I

75 E S EEERL TS & A BIEIFE

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

GetNodeFipsDrivesReport

R LAEA L GetNodeFipsDrivesReport 73 /At B {7 s e P E—EiREAY FIPS 140-2
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"method": "GetNodeFipsDrivesReport",
"params": {},
"id" 1
}
[ElFE&E A

75 A S EEERL T FIRIEIE

"id": 1,
"result": {
"fipsDrives": "None"

}
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GetNodeSSL Certificate
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"method" : "GetNodeSSILCertificate",
"params" : {1},
"id" : 1
}
[C] FEEE A

L7 A S EEERL TS ABIEIFE

"id": 1,
"result": {
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"certificate": "-———- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAwWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQSWCQYD\NVQQGEwW
JVUzZELMAKGA1UECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWIS5ITERMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2ZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\nNVQQHFAXWZWdhcywgQOmFieSEXxITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLJEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5c21uLnZl\nZ2FzMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEA8U+28f
NnLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUY5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
P4A\nt6P/Si0aYrd4ovx15wDpEM3Qyy5JPB7Jel0OB6AD7 fmiTweP20HRYpZvY+Uz 7LYEFC\nmrgp
GZQF3i0SIcBHtLKE5186JVT675dg6yjUGQ0352y1lc9HXHen61b/jyl0DmVNU\NZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3jjdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN05534zGRhrnDJyTsdnEbTCB\nuAYDVROjBIGWMIGtgBRVVBRPno5334zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
ZWdhcywgQmFi1ieSEXITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjELtMCsGCSgG
SIb3DOEJARYe\nd2hhdGhhcHB1bnNAdAmVNnYXNzdGF5c21ulnZ1Z2FzggkAzBsiFZjjf/MwDAYD
VROT\nBAUWAWEBR/ zANBgkghkiGIwOBAQUFAAOCAQEAhVND5s71mQPECWVLEiE/ndtIbnpe\nMg
05geQHCHNN1u5RVI9j8aYHp9kW2gCDJI5vueZtZ2L1tC4D7JyfS3714rRol1FpX6N\niebEgAaESe
WvB6zgiAcCMRIKqu3DmJ7y3CFGkIdHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
rd4tLfVvelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7ASO)G+DzUxzwalUl 6Jzvs3Xq5Jx8ZAjJIDg

10Q0QDWNDoTeRBsz80nwiouA==\n---—-—- END CERTIFICATE----- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FBOF1F9CB290356116311E9A91EOCABOE852A52EFDA1ID2C68A0235F2A94257F0146396
4B8EAB138C1BD325546FE38CA809380DAF1DFAS3B1473F8B7A3FF4A2D1A62BE28BEF1979C03
A44337432CB924F07B25E94E07A003EDFO9A24F078FDB41D162966F63E533ECB6041429ARB82
9199405DE239221C047B4B284E75F3A2554FA8F9760ERB28D41903B7E76CA573D1D71DCO9FA9
S5BFE3CA5D0399535467471A430026212DC99A8CB1FB38FF61AE162AAFB64AA4CO5FB6D7D05S
DF01C77D79D99479CCF1F113E4DFFDO3E2BA952EDD83D7325EEE1AT7D77202B2D78262341BE
A6C18E1809B44EFAC80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGRB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1B221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}
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"method": "GetNodeSupportedTlsCiphers",
"params": {1},
"id" 1
}
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"id" : 1,
"result" : {

"defaultSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

I

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supportedSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA",
"DHE-RSA-AES128-SHA",
"ECDHE-RSA-AES128-SHA",
"DHE-RSA-CAMELLIA128-SHA"

GetPatchinfo
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"method": "GetPatchInfo",
"params": {
"force": false,
bo
"id": 1
}
[ClFEEE A
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"id": 1,
"result": {
"patches": {
"SUST936": {
"date": "Wed 09 Dec 2020 10:41:59 pPM UTC",
"description": "BMC fixes",
"newFiles": [
"None"
I
"patchedFiles": [
"Patched file 1.bin",
"Patched file 2.dat",
"Patched file 3.tgz"

HrRY B hiRZAS
12.3
GetPendingOperation

&R LUE B L " GetPendingOperation' /574348 8 B Bl IEE & THEIRL_EAYIEZE o tE5%t
o] AR TEVEE ST R FRF[OIER o

W

4
W ERBBASH -

BelE
7R THIEEE

49



g Bt
HWEF AJAE(E -

¥ ERMEETR -
‘R
IEFEABETP -

EE EITHHETARIEERM -

FRzEEE
LE7 AR ESRERL THIHEH)

"method": "GetPendingOperation",
"params": {},
"id" 1
}
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"id" : 1,
"result" : {
"pendingOperation" : {
"pending" : "true",
"operation" : "TestDrivesInternal",
}
}
}
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GetSshinfo
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"method" : "GetSshInfo",
"params" : {1},
"id" o 1
}
[l FEEE !
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"id": 1,
"result": {
"enabled": false

}
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{
"method":
"params":
"id" 1
}

[E]FEEE A

"ListDriveHardware",
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"id": 1,
"result": {
"driveHardware": |
{

"canonicalName": "sda",
"connected": true,
"dev": 2048,
"devPath": "/dev/slotO",
"driveEncryptionCapability": "fips",
"driveType": "Slice",
"lifeRemainingPercent": 98,

HTHY B RS

9.6

"lifetimeReadBytes": O,

"lifetimeWriteBytes": 14012129542144,

"name": "scsi-SATA SAMSUNG MZ7GE24S1MONWAG501251",
"path": "/dev/sda",

"pathLink": "/dev/slotQO",

"powerOnHours": 15489,

"product": "SAMSUNG MZ7GE240HMGR-00003",
"reallocatedSectors": 0,

"reserveCapacityPercent": 100,

"scsiCompatId": "scsi-SATA SAMSUNG MZT7GE24S1IMONWAG501251",

"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": true,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "SIMONWAG501251",

"size"™: 240057409536,

"slot": O,

"uncorrectableErrors": 0,

"uuid": "789%9aa05d-e49b-ff4f-£821-f60eed8e43bd",
"vendor": "Samsung",

"version": "EXT1303Q"
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{

"method": "ListNetworkInterfaces",
"params": {1},
"ig" o 1

}
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"id": 1,
"result": {
"nodes": [
{
"nodeID":

"result":

"interfaces": [

{

"address": "10.117.80.32",
"addressve": "::",
"broadcast": "10.117.95.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "Bondl0G",
"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",

"macAddress": "90:bl:1c:42:e0:

"mtu": 1500,

"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"address": "0.0.0.0",
"addressve": "::",
"broadcast": "0.0.0.0",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "ethO",

"namespace": false,

1an,

16",

1an,
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"netmask": "0.0.0.0",
"status": "UpAndRunning",
"type": "BondSlave",
"virtualNetworkTag": O

"address": "127.0.0.1",
"addressve": "::",

"broadcast": "0.0.0.0",
"macAddress": "00:00:00:00:00:00",
"mtu": O,

"name": "lo",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "Loopback",

"virtualNetworkTag": O
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{

"method": "ListNetworkInterfaceStats",
"params": {},
"igd" : 1

}

[ElFEEE A
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"networkInterfaceStats": [
{
"rxErrors": 1,
"rxPackets": 1,
"txErrors": 1,

"rxDropped": 1,

"txCarrierErrors": 1,
"rxOverErrors": 1,
"rxMissedErrors": 1,
"txPackets": 1,
"name": "if name",
"rxLengthErrors": 1,

"collisions": 1,
"rxFifoErrors": 1,
"txBytes": 1,
"rxBytes": 1,
"rxFrameErrors": 1,
"rxCrcErrors": 1,
"txFifoErrors": 1
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"method": "ListTests",

"params": {1},
"id" : 1
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"id": 1,

"result": {

"tests": [
"TestConnectEnsemble",
"TestConnectMvip",
"TestConnectSvip",
"TestDrives",
"TestHardwareConfig",
"TestLocateCluster",
"TestPing",
"TestLocalConnectivity",
"TestRemoteConnectivity",

"TestNetworkConfig"
]
}

}
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"method": "ListUtilities",
"params": {1},
"id" 1
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"id": 1,
"result": {
"utilities": [

"ResetDrives",

"ResetNode",
"RestartNetworking",
"RestartServices",
"CreateSupportBundle",
"DeleteAllSupportBundles",
"CreateClusterSupportBundle"
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"method" : "RemoveNodeSSLCertificate",
"params" : {1},
"id" : 3
}
[ElFEEE I
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"id" : 3,
"result" : {}
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"method": "ResetDrives",
"params": {
"drives" : "slot3",
"force" : true

s
"id" : o1
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"id": 1,

"result": {
"details": {
"drives": [

{

"drive": "slot3",

"returnCode": 0,

"stderr": " * Unlocking /dev/slot9 .[ ok ]\ * Setting master
password /dev/slot9 .[ ok ]\ * Secure erasing /dev/slot9 (hdparm)
[£ries=0/1] .. iu ittt ittt eeeeennns [ ok 1",

"stdout": ""

}
]
b
"duration": "00:00:28.501269",
"result": "Passed"

}
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"method": "ResetNode",

"params": {
"build" : "file:///sf/rtfi/image/filesystem.squashfs",
"force" : true
by
"id" 1
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"id": null,
"result": {
"rtfiInfo": {
"build": "file:///sf/rtfi/image/filesystem.squashfs",

"generation": "9",

"options": {
"edebug": "",
"sf auto": "O0O",
"sf bond mode": "ActivePassive",
"sf check hardware": "0",
"sf disable otpw": "0",
"sf fa host": "",
"sf hostname": "SF-FAl8",
"sf inplace": "1",
"sf inplace die action": "kexec",
"sf inplace safe": "0",
"sf keep cluster config": "O0",
"sf keep data": "0",
"sf keep hostname": "0",
"sf keep network config": "O0",
"sf keep paths": "\"/var/log/hardware.xml\"",
"sf max archives": "5",

"sf nvram size": "",

"sf oldroot": "",

"sf postinst erase root drive": "0",
"sf root drive": "",

"sf rtfi cleanup state": "",

"sf secure erase": "1",

"sf secure erase retries": "5",

"sf slice size": "",
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"sf ssh key": "1",

"sf ssh root": "1",

"sf start rtfi": "1",

"sf status httpserver": "1",

"sf status httpserver stop delay": "5m",
"sf status inject failure": "",

"sf status json": "O0",

"sf support host": "sfsupport.solidfire.com",
"sf test hardware": "0",

"sf upgrade": "O",

"sf upgrade firmware": "0",

"sf upload logs url": ""

s

"statusUrlAll": "http://192.168.130.20/status/all.json",
"statusUrlCurrent": "http://192.168.130.20/status/current.json"
}
}
}
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"method": "ResetNodeSupplementalTlsCiphers",
"params": {1},
"id" 1
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"id" : 1,
"result" : {}
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"method": "RestartNetworking",
"params": {
"force" : true

b
WHe® g i

CIE el
7554 B S B TS R FIRIEIRE -

{ "ida" : 1,
"result" : {}
}
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"method": "RestartServices",
"params": {
"force" : true
"action" : restart,
}
}
[ElFEEE A
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"id": 1,
"result": {
"details": "solidfire stop/waiting\nsolidfire start/running, process
7284\n",
"duration": "00:00:02.541594",
"result": "Passed"
}
}
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SetClusterConfig
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"method": "SetClusterConfig",
"params": {
"cluster": {
"name": "myhost",
"mipi": "BondlOG"
by
"id" 1
}
}
[ClfEEEH5I
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g 3 1,

"result" : {
"cluster" : {
"cipi"™ : "BondlO0G",
"cluster" : "QoS",
"ensemble" : [
"1:10.10.5.42",
"2:10.10.5.43",
"3:10.10.5.44",
"4:10.10.5.46",
"5:10.10.5.47"
1,
"hostname" : "myhost",
"mipi" : "BondlO0G",
"nodeID" : 1,
"sipi" : "Bondl0G",
"state" : "Active"
}
}
}
HrHY B R4S
9.6

ISR LUERILE setconfig A/ARREMERIMEBMFESN ° LA EEE— ar1 A&
FEZHEEIRERE ~ AIfEA "sSetClusterConfigAND SetNetworkConfig Ak e R
B EESFENRAUAEEMALLGE o

2
SR
ST RS A S SRR R o

W EZREBE TIBHASEH -

70



2,18 99 LT (e
# BOEA  ATMBI 1"
77 DR (1 2R EL A
i
485 BUSEEEAEN M (FENE) M
e BEE
B -
(CICILE
He755% A FHIGEE :
2,18 95
A ERBABURTABASA R ATARAS © UL
GEE
g LB
IR S TR
S °
LB (AN E)  ERSEME
B\ EOMBB AR LA B AR
E (o}
sh 0l

7]

HE77 AR ESKRABLUR T5IEE A -

{
"method": "SetConfig",
"params": {
"cluster": {
"name": "MyHostname"
by
"network": {
"Bondl0G": {
"bond-mode": "ALB"
}
}
}
}
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"method": "SetNetworkConfig",

"params": {
"network": {
"Bond1l0G": {
"bond-mode": "ALB"
b
"BondlG": {
"netmask": "255.255.224.0"
bo
"eth0": {
"method": "bond"
b
"lo": {

"method": "loopback"
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https://<management node IP>:442/json-rpc/10.0
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"method" : "SetNodeSSLCertificate",
"params" : {

"privateKey": "----- BEGIN RSA PRIVATE KEY-----
\nMIIEowIBAAKCAQEAB8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUY5\nZLjgsT
JBVTJIVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10B6AD7 fmiTweP
20HRYpZvY+Uz 7LYEFCmrgpGZQF3i0SIcBHtLKE5186JVT635dg\n6yjUGQ0352y1c9HXHen61b
/Jy10DmVNUZ0caQwAmIS3Jdmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHEfXnZ1HNM8fET5N/ 9A+K6
157dg9cyXudafXcgKyl4JiNBvgbBjhgJdtE\n76yAy6rTHUOxM3]jdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAH1J1IZr6/s1tqvViw\n00gVC/49dyNu+KWvSq92ti9rFe7hBPueh9gklh78hP9Q1i
tLkir3YK4GFsTFUMux\n7z1NRCxA/4LrmLSkAJW2kRXDEV12bwZgOua9NefGw9208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDN5FByu52CJI9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWOoGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nWGIR
CXFJAmsAQ+hOm7pmt skdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U4thZXy1WHUZgomaxyzOruAlT53UeH69H1FTrLjviwuaigj\nlHzPlhms6hxexwz1ldzAp



gog/NOM+2bAc0rn0dgvtV4doe]jt1DZKRrNCE/cuN20X\njaCJC1CWau3sEHCckLOhWeY4HaPS
oWgOGKLMKkKDChB4nWUYg3gSWOkCgYEA9ZzuN\nHW8GPS+yj ixeKXmkKOOx /vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2h0yAl1BS\nny5JabwsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuUL
RPfjcnjDerrSuQ51YY+M\nCOMItXGfhp//GO0bzwsRzZxOBsUJbl5tppaZlsIMCgYAJricpkKjM
0x1Zz1jdvXsos\nPilnbhod4gLngrzuUuxKXEPEnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IggqtXHIRggegIloGlVbgQsbsYmbDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
ATtw3ylt7FYKRH26ACWQKBgQCT74Zmf4JuRLACSWSZFxpecmMvtnlvdutqUHAkXA\nzPssy6t+QFE
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2A0f0QU1 7\n+j0kGzmmoXf497j31S
akwg0ZbONGXNxEsCAUr0OBYAobPp9/fB4PbtUs99fvtocFr\njS5620KBgChb+JIMDP5g7 jpUusp]
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AGAM4VMzgqRahs2PWNe2H14J4hKu96
gNpNHbsWINFXdAL9P70gQIrhGLVAdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgdJWzGS
THNgvkrH60\n----- END RSA PRIVATE KEY----- \n",

"certificate": "-—-—-- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAwWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBRBQUAMIGDMQOSWCQYD\NVQQGEwW
JVUzZELMAKGA1UECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWI5ITERMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhveNAQkBFh53\naGF0aGFwcGVuc0B2ZWdhe3
NOYX1zaWdudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2MJI1IMDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\nNVQQHFAXWZWdhcywgQOmFieSEXITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLJEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5c21uLnZl\nZ2FzMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEABU+28f
NnLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUY5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
P4A\nt6P/Si0aYrd4ovx15wDpEM3Qyy5JPB7Jel0OB6AD7 fmiTweP20HRYpZvY+Uz 7LYEFC\nmrgp
GZQF3i0SIcBHtLKE5186JVT6735dg6yjUGQ0352y1lc9HXHen61b/jyl0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7bX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3jjdkcb9Y8miNzxF+AC\ng+itawIDAQABOo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN05534zGRhrnDJyTsdnELTCB\nuAYDVROJBIGWMIGtgBRvVVBRPNn0o5534zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
ZWdhcywgQmFi1ieSEXITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjELtMCsGCSgG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAmVNnYXNzdGF5¢c21ulnZzlZ2FzggkAzBsiFzj)jf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVND5s7 ImQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDI5vueztZ2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcx1lv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl6Jzvs3Xg5Jx8ZAjIDg

10Q0QDWNDoTeRBsz80nwiouA==\n----—- END CERTIFICATE----- \n"
b
"id" o 2
}
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"id" : 2,
"result" : {}

SetNodeSupplementalTIsCiphers
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W
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https://<management node IP>:442/json-rpc/10.0

WHERBETIHASH :

g a5t LY fasf{E WE
TS fEFAOpenSSLiF  F& = 3
BENBIEMEZENF
BiE o EBEMHLTH
HERRED KN
o
ol
75 2BE TyEEE
s s kY
MandatoryCiphers EREREBTLSIMBEMRE - & FHH
LR DK RENER AR
BYINZ 8 o
fRTEES ERNERTLSINZEMHRE - T
FRzEEE

HET5 AR ESKARLUL T5IEE A

76



"method": "SetNodeSupplementalTlsCiphers",
"params": {

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

b
saghvg A

[lFEEER
75 % B A T 5 S IR EIAE -

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384™",
"ECDHE-RSA-AES256-GCM-SHA384"

1,

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"
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"method": "Shutdown",
"params": {
"nodes": [
2,
3,
4
1y
"option": "halt"
br
"id": 1
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"id" : 1,
"result" : {
"failed": [],

"successful": |
S
[
}

}
A B RS
9.6
TestConnectEntemble
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* nodes : (#11f) BRAPEEE
%ﬁﬁﬁ%ﬁﬁ’\]iﬁ% s DU Rl 45

* duration: (F8) BITHR
FrEERvmReR o

* result . (F&8) BEBHA
ER o
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"method": "TestConnectEnsemble",
"params": {1},
"id": 1
}
[C]FEEE A

75 E S EOERA TS EABIEIFE

"id": 1,
"result": {
"details": {
"nodes": {
"1:10.10.20.70": "Passed",
"2:10.10.20.71": "Passed",
"3:10.10.20.72": "Passed",
"4:10.10.20.73": "Passed",
"5:10.10.20.74": "Passed"
}
b
"duration": "00:00:00:756072",
"result": "Passed"
}
}
HrEY B hRZS
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* connected ! ®"nAIAEHF

DUERZE MVIP  (FatkME)

*mvip . MVIP BIE&iE (FH
)

* pingBytes : L 56 fic4AF0
1500 fiyciE (¥fF) &7 Ping
AE RV EEEER

° 56 . 56 fii7cAH Ping Al
455 ( JSON #1f%)

* individualRespons
eTimes . SHESEE RN
B (FEMEY)) HIERE
REfEEE

" individualStatus -
B{ESBEEFENEARY Ping
ARRERE (fathfEg))

* responseTime : i

ping [BIFEERFRE (F&)

* successful . &R
ping AIEXEBEMIN (F5
@{E)

° 1500 : 1500 F#f ping I
H4EER (JSON HR)

* individualRespons
eTimes : FHESEEEFEN
B (FEEMEF) RYEIRE
FFEAE

* individualStatus -
EEYEEBFENELAY Ping
ARBE/BE (FRMES)

* responseTime . i

ping [EIFEEFRE (F8)
* successful : ping Al
HEEHY (HHE)
° duration : $ITRIEFIE
HNERRE (F&)
° result : BERRER (
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"method": "TestConnectMvip",
"params": {
"mvip" : "172.27.62.50"
by
"id":1
}
[E]FEEE A

75 A S EEERA T FIREE

"id": 1,
"result": {
"details": {
"connected": true,
"mvip": "172.27.62.50",
"pingBytes": {
"1500M™: {
"individualResponseTimes": [
"00:00:00.000250",
"00:00:00.000206",
"00:00:00.000200",
"00:00:00.000199",
"00:00:00.000199"
1y
"individualStatus": |
true,
true,
true,
true,
true
1y
"responseTime": "00:00:00.000211",
"successful": true
b
"56": |
"individualResponseTimes": [
"00:00:00.000217",
"00:00:00.000122",



"00:00:00.000117",
"00:00:00.000119",
"00:00:00.000121"
1y
"individualStatus": [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000139",

"successful": true
}
}
b
"duration": "00:00:00.271244",
"result": "Passed"
}
}
HrEY B AR 2
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* connected ! ®"nAIAEHF

LUEARZE SVIP  (fatk{E)
. )svip DAIER SVIP (FRTER

* pingBytes : L 56 fic4AF0
9000 fiiyt#A (#114) *#17 Ping
A AR E R

° 56 . 56 F&i ping AlE4ER
( JSON HR)

* individualRespons
eTimes . SHESEE RN
B (FEMEY)) HIERE
REfEEE

" individualStatus -
B{ESBEEFENEARY Ping
ARRERE (fathfEg))

* responseTime : i

ping [BIFEERFRE (F&)

* successful . &R
ping AIEXEBEMIN (F5
@{E)

° 9000 : 9000 {iI7t4H Ping
HHAER (JSON #ff)

* individualRespons
eTimes : FHESEEEFEN
B (FEEMEF) RYEIRE
FFEAE

* individualStatus -
EEYEEBFENELAY Ping
ARBE/BE (FRMES)

* responseTime . i

ping [EIFEEFRE (F8)
* successful | T~
ping AIHREMIN (f7
mE)
° duration : BYTAIFFAE
HEERE (F8)
° result : BEAEER (
FER)
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"method": "TestConnectSvip",
"params": {
"svip" : "172.27.62.50"
by
"id" 1
}
[E]FEEE A

75 A S EEERA T FIREE

"id": 1,
"result": {
"details": {
"connected": true,
"pingBytes": {
"56": |
"individualResponseTimes": |
"00:00:00.000152",
"00:00:00.000132",
"00:00:00.000119",
"00:00:00.000114",
"00:00:00.000112"
I
"individualStatus": [
true,
true,
true,
true,
true
1,
"responseTime": "00:00:00.000126",
"successful": true
br
"9000": {
"individualResponseTimes": [
"00:00:00.000295",
"00:00:00.000257",
"00:00:00.000172",
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"00:00:00.000172",
"00:00:00.000267"
1,

"individualStatus": |
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000233",
"successful": true
}
by
"svip": "172.27.62.50"
by
"duration": "00:00:00.421907",
"result": "Passed"
}
}
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"method": "TestDrives",
"params": {
"force": true,
"minutes" : 10
b
"id" : 1
1
[ElFEEE
LA EEERRE - EPE ZER P S ERIERIAIRSER
FTHY B hRZS
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{
"method": "TestHardwareConfig",
"params": {
"force": true
br
"id" 1
}
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TestLocateCluster

ERILAERLE “TestLocateCluster' 75 A ERsE EiRL R & A IR Bl R MARE RIS E RS © 8
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"method": "TestLocateCluster",
"params": {},
"id" : 1
}
[C] FEEE I

L7 A S EEERL TS ABIEIFE
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"id": 1,
"result": {
"details": {
"complete": true,
"ensemble": {
"nodes": [
{
"IP": "10.10.5.94",
"nodeID": 1

"Ip": "10.10.5.107",
"nodeID": 2

"Ip": "10.10.5.108",
"nodeID": 3

]
by

"version": "5.749"

Yo
"duration": "0.0384478sec",
"result": "Passed"
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"method": "TestLocalConnectivity",
"params": {1},
"id": 1
}
[ElFEEE A

HE7F AR ESRER LU THIHEH)

"id": null,
"result": {
"details": {
"10.26.86.17": {
individualResponseTimes: [
"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"
I
individualStatus: [
true,
true,
true,
true,
true

1,

Json#{4

responseTime: "00:00:00.006475",

successful: true
b
"10.26.86.18": {
individualResponseTimes: [
"00:00:00.006201",
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"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"7],
individualStatus: [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.006065",
"successful": true
br
"10.26.86.19": {
individualResponseTimes: [
"00:00:00.005988",
"00:00:00.006948™",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"

1,

individualStatus: [
"true",
"true",

true,

true,

true

I

responseTime: "00:00:00.006165",

successful: true,

br
"10.26.86.20": {
individualResponseTimes: [

"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"

"individualStatus": [
true,
true,
true,
true,

true



1,
responseTime: "00:00:00.006760",

successful: true

}
by
"duration": "00:00:00.595982",
"result": "Passed"
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"method": "TestNetworkConfig",
"params": {1},
"id" : 1

[o] FEEE M.
TR FISELS « B R G EEE(AEE o

Wigw g 1,

"result": {

"details": {

"network": {...}

b

"duration": "00:00:00.144514",
"result": "Passed"

[E]FEEEH2.
MTURRTEEH o

Vig®w g A,
"result":
{
"details"
{
"error":
{
"message" : "Network configuration mismatch on BondlO0G:
Incorrect MTU expectedMTU=[1500] actualMTU=[9600]", name:
"xAssertionFailure"
}
br
"duration": "0.125213sec",
"result": "Failed"
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"id": 1,
"result":
{
"details" :
{
"error":

{

"message" : "Network configuration mismatch on BondlG: Routing
table missing route=[192.168.137.2 via 192.168.159.254 dev BondlG]", name:
"xAssertionFailure"

}

br

"duration" : "0.128547sec",
"result" : "Failed"
}
}
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"method": "TestPing",
"params": {
"interface": "BondlG",
"hosts": "192.168.0.1"

by
TiET g 1
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"id": 1,
"result": {
"details":

"192.168.0.1":

"individualResponseCodes":
"Success",
"Success",
"Success",

"Success",

{

"Success"

1,

"individualResponseTimes":
00.
00.
00.
00.
00.

"00:

"00:

"00:

"00:

"00:
I

00:
00:
00:
00:
00:

{

000304",
000123",
000116",
000113",
000111"

"individualStatus":

true,

true,

true,

true,

true

1,

"interface":
"responseTime":

"sourceAddressvV4":

"Bond1lG",
"00:00:00

"successful": true

}
by

"duration":

"result":

HTHY B RS

5.0%

HlsiRemoteConnectivity

"00:00:00.001747",

"Passed"

.000154",
"192.168.0.5",

] LAfERE " TestRemoteConnectivity' 75 7% ping i2inss £ BEENR, « MR E IR IRIAE BT
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"method": "TestRemoteConnectivity",
"params": {
"force": "true"
by
"id": 1
}
[ClfEEEH5I
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"id": null,
"result": {
"details": {
"1 |
"details": {
"10.26.86.17": {
"individualResponseTimes":

"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"

Bl
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by

"individualStatus": [
"true",
"true",
"true",
"true",
"true"

1,

"responseTime": "00:00:00.006475",

"successful": true

"10.26.86.18": {

by

"individualResponseTimes":

"00:00:00.006201",

"00:00:00.006187",

"00:00:00.0059%90",

"00:00:00.006029",

"00:00:00.005917"
1y
"individualStatus": |

"true",

"true",

"true",

"true",

"true"

1,

"responseTime": "00:00:00.006065",

"successful": true

"10.26.86.19": {

by

"individualResponseTimes":

"00:00:00.005988",

"00:00:00.006948",

"00:00:00.005981",

"00:00:00.005964™",

"00:00:00.005942"
1,
"individualStatus": [

"true",

"true",

"true",

"true",

"true"

I

"responseTime": "00:00:00.006165",

"successful": true,
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"10.26.86.20": {
"individualResponseTimes": [
"00:00:00.005926™,
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006760",
"successful": true
}
by
"successful": true
}
by
"duration": "00:00:00.595982",
"result": "Passed"

}
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