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"method": "AddKeyServerToProviderKmip",
"params": {

"keyProviderID": 1,

"keyServerID": 15

b
gy

[elFEEER
75 SR B T S BRI :



"id": 1,
"result":
{}

}
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"method": "CreateKeyProviderKmip",

"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate™: "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
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"method": "CreatePublicPrivateKeyPair",

"params": {

"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
bo

"id": 1

}
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"id": 1,
"result":

{}
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"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
}
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"id" : 1,
"result" : {}
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YNSR4ETE T keyProviderID > BISIRIZSBIRMEVREELNIRZRETE  HIt KMIP £igieitiZF > 588
BREFREFEERIHTE (KMIP) £iRARIREIRAY  ILIRFTME » IEENREERRR S EIEERAE -

=
E
i

BREBEFERUTHLEEFEMER A SEMBR o "DisableEncryptionAtRest’ /57& ©

®

®
®

W

#

MBEE—ERSFEU-NE"AEEMEIEEEEEY > "EnableEncryptionAtRest 7735 MEAUAE 5B » AR
[B] I"RAFFINE) RIEIFRE - REERFIARTMEZERE o

QEEREIETEFERINREGRER » FRMARERNE - MR LUREBEEMER AR

BB ESH » STERANE ZAIEIEEIE - (RETLUER GetClusterinfo BitERARAUESR
ERMR MG ©

W ZBUTHAZSH

Name s B R WY

BHRIRHEID BEAOKMPEIE  BH A x
SRHEHID -

(B

753 I -

=Rt

Z 3 EREE KR LU T &4 -

"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
EIE=5 ekt

b7 A B EfEEELS EnableEncryptionAtRest 7 7EHRRI T5IEEA] o R BEERTERS ©
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"id": 1,
"result": {}

B LRIAFEMER » GetClusterinfo EEINA R S EFREMZE RIS

7 TEFERA) - BEENNETEZMAR - FEIRERES TERA

"id": 1,
"result": {
"clusterInfo": {
"attributes": { },

"encryptionAtRestState": "enabling",

"ensemble": [
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1y

"mvip": "192.168.138.209",
"mvipNodeID": 1,

"name": "Marshall",
"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"

B hi s LAZRBYRT kRS

9.6

EREZER

* LRI

< EEREEEH"

* "SolidFire#ll Element ERE&E I HE"

* "NetApp SolidFire] Element ZE R HRRRZA<HISXHE"
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fRe] LA A GetCI|entCert|f|cateS|gnRequest EEHREREEMSZENE
A% UEAREELRFRIR&E c TETHARERSE

%o

W

2

A HLERABE o
BelE
H75ERE U TEEE :

Name it
R im&REEEHNK PEM 1&3{ Base64 #Ri5H

Ro 22 = 22K
HEE I EASMNEBAR TS B BNV 1ERE

PKCS#10 X.509 F P /&8 28 §E§

K o

Rl
5 RO RABB LU T HE) ©

"method": "GetClientCertificateSignRequest",
"params": {

b
gy

[elFEEER
75 SRR T #E BRI :

"id": 1,
"result":

{

"clientCertificateSignRequest":

"MIIByjCCATMCAQAWgYkxCzAJBgNVBAYTAIVTMRMWEQYDVOQOIEWPDYWxpZm9ybm. . .

}



B hik s LAZRBYRThiR 2

11.7

GetKeyProviderKmip

{RETLUEF " GetKeyProviderKmip 6 IS E £HB SR EERT (KMIP) £isi2 MBS

HYT57% ©

2%

L EBEUTHASEH

Name gt pocgie) fam{E B
ZigtRMEID EEER KMIP &58 B# REEWA R
RMEEYMHRY D o
(1B
A ZREBEUTERIE -
Name gt =Lt
kmipKeyProvider BEIAMFERERREHEFASE  "SHEHEKmIp"
sTEY M o
GREE ]
Z 17 BRI KR AR &R -
{
"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15

b
"id": 1
}

[ClFEEER)
75 SRR B T #E BRI -

14


https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html

"id": 1,
"result":

{

"kmipKeyProvider": {
"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1

1,

"keyProviderName": "ProviderName"

B RRZs LAR AV AR s

1.7

GetKeyServerKmip

{RRILAER " GetKeyServerKmip EE5E £ B EE R EHE (KMIP) £i&FEARSSIETD
ik o

29

L EBEUTRASEH

Name g FaEY FER{E WER

ZigEAResID EEEEFNM KMIP  EE BEEMA =8
EiREAREZEY ID o

EAEILE

tAEEREMUTERLRE !

Name Haat E =Lt

kmip2 i&{aAARES BEFMAEREIRERISIEMAENN "SiEEAREEKmIp"

Yt o
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RG]
T RBRE SRR MU T -

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15

b
gy
}

[ClFEEER
75 AR EARAUA T #E BRI :

"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
B A s LAZRBY#T AR S

11.7

BS R REEREE IR

fRE] LAfERS “GetSoftwareEncryptionAtRestInfo EVfS & AN INZ AFE BRI IS RE ST
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BRIERA—REM TR
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"GetAsyncResult i H#&

BE newKey BEHMER
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$RE
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B
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{
"method": "getsoftwareencryptionatrestinfo"

}

[E]FEEE A

75 A EERLUL T A RIERE

EER
B

HAY
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"id": 1,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

),
"state": "enabled",

"version": 1

BhR A< LAZRBYHT AR 4
12.3
BREZER
* "SolidFire#ll Element EXE&CHE"
* "NetApp SolidFire# Element ZE &R HIRRZASHISTHE"
ListKeyProvidersKmip
fRE] LAfER “ListKeyProvidersKmip I8 RFIAIR AR EIE L BME (KMIP) £igietE S
BHAE - BAILUEBIEEHMBEREEEE °
2

LWEFEBEUTHASH
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"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
[ElfEEEH5I

75 A BRI T S5 R EIRE

Dig®sg 4,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |
1
I
"keyProviderName": "KeyProviderl"
}
]
}
}
B AR s LABR AV AR s
1.7
ListKeyServersKmip

{REILAEA ListkeyServersKmip 5l tHFrE E',L_LE’J$ B SR EIHE (KMIP) £igEiRas
B755% o A LUEBIEE M B #okEmEEsE R

20


https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html
https://docs.netapp.com/zh-tw/element-software-128/api/reference_element_api_keyproviderkmip.html

W

#

LW EBEUTRASEH

Name

TIRRHEEID

kmipAssignedProvid
erlsActive

g
MBIEETZBE
BsZ A A2 EREK
MBIETE KMIP 28812
HEH KMIP 8
ARR2S o UNSR&AEK » B
EE KMIP £58(3
RESE A ERETM
EHRIERGIEEDN
KMIP E&igiefit& &
1TEmEE o

BIEESIRIE KMIP 2
wRRSBIE RS
FAIEENR AR B[O S LE
¥4 o BIRERYME :

* true : 12{F[E]EE
FAEEIARRERY
KMIP &$&{ahk
23 (RHBERIE
;’:ETEFH N&is

* false : 1Z2E[EFR
JEER KMIP £
iwmEiRes (R
Y EREEF IS
LAMER) o

WMRAEE » BEER
KMIP &g {afRas ~
ERBEERTENE
ENARREEITEDEE ©

A
B

mikE

TEsk(E
REEA

RAEEWA

DAl
x

21



Name s £ A prEt

kmipHasProviderAs iRIEZHEBEIEIK mME BEEME S
signed KMIP £igiRiti2R
> ERIEH KMIP £88
RIARES ° RIAEAYME -
* true . EE[RLIE

15k KMIP £18
RIEER KMIP
TR AR o

* false : {2f&[E]%k
5K KMIP 18
IRIHEN KMIP

EiREAREs ©

WRAEE > BEERY

KMIP &g {afRas~

ZRBEEES BRI

KMIP E£igiefit&i&

1TEmEE o
B
A ZFEEUTERLNE :
Name e E=Li
kmipEi&{AlpR2s E@ﬁﬂ’g KMIP £ig(aiR23cE  "TimfafResKmip" Kt

E [e]

B R

Z 3 EREE KR LU T &6 -

{
"method": "ListKeyServersKmip",
"params": {1},
"id": 1
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1

}

[elFEEE A
75 A EEAE U TR ARIEAE :

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"CPDCCAaUCEDyRMcsfOtAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server?2.hostname.com"
1y
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"

}
}
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1

b
gy
}
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"id": 1,
"result":
{}

}
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"method": "SignSshKeys",
"params": {
"duration": 2,
"publicKey":<string>
by
"id": 1

[E]FEEE A
75 A EERLUL T S5 R EIRE

"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public_ key>
}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15
by
"id": 1
}
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{
"id": 1,
"result":
{}
}
}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

[elFEEE A
75 A EEHE U TR HRIEIAE :

"id": 1,
"result":
{}

}
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