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TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
TLS_RSA WITH_AES 128 CBC_SHA256 (rsa 2048) - A

TLS_RSA WITH_AES_128 GCM_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

TLS_RSA WITH_CAMELLIA 128 CBC_SHA (rsa 2048) - A
TLS_RSA WITH_CAMELLIA 256_CBC_SHA (rsa 2048) - A
TLS_RSA WITH_IDEA_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_RC4_128_MD5 (rsa 2048) - C
TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C

TLS_RSA WITH_SEED_CBC_SHA (rsa 2048) - A

TFEFIPS 140-21Z#

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (dh 2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA WITH_AES 256 _GCM_SHA384 (dh 2048) - A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (sect571r1) - A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 (sect571r1) - A
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 (sect571r1) - A
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (sect571r1) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C

TLS_RSA WITH_AES_128 CBC_SHA (rsa 2048) - A

TLS_RSA_WITH_AES_128 CBC_SHA256 (rsa 2048) - A



TLS_RSA WITH_AES_128_GCM_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
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* IRE"EIL T E1ERR"SolidFire R e E2IMNT E 8B AARES (EKS) ZfE o BT A E R HEKmip EasE 4
RIEENERESERIUNSGE

1. 817 "ListKeyProvidersKmip"en < W 4 B i8I Ht#E ID(keyProviderID) ©

2. BT ENSHBUEFLENZ 25" keyManagementType 2% “external 1 “keyProviderID {2 £ —

TREZIREMHER ID SRS

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. #8Y "asyncHandle IR B ‘RekeySoftwareEncryptionAtRestMasterKey &5 < ZFE o

4. BITHUISIERPE R ERE < “asyncHandle £ L — S RVERMBEIRELE - ap < EEHEINUEE)
%E’JI&?@EE%EE%&%%&E’J%?@Q%H°*§§%%ﬁﬁ’\]ﬂ§fﬁ%?%1 t#F ID > UEEREDERPER

"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
br
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
by
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"
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S. 1817 "GetSoftwareEncryptionatRestInfo' &5 < FERHTHYRASEARED » €13F "keyProviderlD BEE# ©

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

y

EREZER

* & Element AP| B IB7F{"
* "SolidFire#l Element ErB&EsCHE"
* "NetApp SolidFire# Element E &R HIRRZSHISTHE"
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