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"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
b
"id": 1
}
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"id": 1,
"result":
{}

}

HTEY B AR

11.7

CreeKeyProviderKmip

o] LAER TCreate KeyProviderKmipy 757 ~ BRI EBIEE4 BN SR EEL &4 EH
WE (KMIP) £igiet® - SR ETREEEESRIVETINOE - BB
HKMIPEigIREER « BT RIEREAKMIPEIRERESHAE - EEEIIKMIPEIEERR
#5 \ 5A{EH [Create KeyServerKmip) 757% o EERHIBKAMIER « 552

B [AddKeyServerToProviderKmip] ©

28
LEAZERBTIEMASE
58 A $a5y fERME WE
KeyProviderName BV HIKMIPEIR F& = =
BRI R
8 o I RREMET
F&ER ~ T8 E
—% 75 o
(EACINE]
75 #EE T MEENE -
%itE ER $anY
kmipKeyProvider BEMELSBIRHEFEENN  "KeyProviderKmip
Y o
EREE 1

HE7 AR ESKERLUL T5IEEA


https://docs.netapp.com/zh-tw/element-software/api/reference_element_api_keyproviderkmip.html

"method": "CreateKeyProviderKmip",

"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate™: "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1
}
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
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"method": "CreatePublicPrivateKeyPair",

"params": {

"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
bo

"id": 1

}
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"id": 1,
"result":
{}
}
HrEY B hRZS

11.7

filkzKeyProviderKmip

TR LUER THIFRKeyProviderKmipy 757AMIFREERIEEA T 2R EE T BT ERHE

(KMIP) Eigte(t& o

28
A HERE TIMASH :

78 $6A ]
KeyProviderlD SRR BR
ZID -

BelE

WA ERBEOE - RERAHESR - MR EER SRR/

B WE
2 [



FRsREE
75 SR OB SRABMRS THUEEA) -

"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
}
[ElFE&E A

75 A S EEERL T HIREIE

"id" : 1,
"result" : {}
}
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"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
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[elFEEER
75 3% B EIE? T 53R B 7 EnablEncryptionAtRest /5 EMIEIE © SBHEMELRER o

"id": 1,
"result": {}

TEE LR LIRS ~ GetClusterinfo & fEEIRFFLENNEMAE ( TN AtRestState) ) itz TRUAL B
R o TREA THEME) 2% - FLEREEEES TEeRA) -

"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,
"mvip": "192.168.138.209",

"mvipNodeID": 1,
"name": "Marshall",
"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"

HTHY B iR

9.6

MFBFMEEN ~ F2H
» "SecureEraseDrives"
+ "GetClusterinfo"
* "BETTHERBE X SolidFire”
* "SERTARAHINetApp SolidFire Z R ITRE RN 4"
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GetClientCertificateSignRequest

SR LUER GetClientCertificateSignRequest) FiERELFEHFEE KR « WHREIRE
BAUSRENESZENRRHESE - EERERE - 7@ BIINBRBESNE TR
1% o

2

LW ERBEBASE

EEE
LA EEE TFEENE :
%8 :RBA FERY
FA R imsRsa 8 AE R —EPEEA& L YBase644Rh% FE
BIPKCS#10 X - 509 Fim/&R:E %
BEK o
ERsRER
L7 ARV ESREBLE T 7S -
{
"method": "GetClientCertificateSignRequest",
"params": {
bo
"id": 1
}
[ClFEEE

75 E SR LTS E A BIEIRE

"id": 1,
"result":
{
"clientCertificateSignRequest":
"MIIByJjCCATMCAQAWGYkxCzAJBGNVBAYTALIVTMRMWEQYDVQQIEWPDYWxpZmOybm. . . "
}
}
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HrRY B R s
1.7
GetKeyProviderKmip

o] LAERE TGetKeyProviderKmipl F/AKREEENG RIEE iR EIE B B EHTHE
(KMIP) Eigtet&EEN o

S

W5 ERE THIHASY :

278 108 457 TR N

KeyProviderID BEENKMIPEE  B) = 2
PRAHEYILED o

B

7555 A FEIEEE :

.78 398 $57

kmipKeyProvider BEFRERSHIZHBELMEELE  "KeyProviderkmip"

Wt o
EREE 0

HE75 AR ESKARLUL T 5 EE A -

"method": "GetKeyProviderKmip",
"params": {
"keyProviderID": 15
b
"id": 1
}

[elFEEE A
7554 B B B 5 R AR EIRE -

14


https://docs.netapp.com/zh-tw/element-software/api/reference_element_api_keyproviderkmip.html

TigWg 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
HY B ks
1.7
GetKeyServerKmip

WEJLUERA TGetKeyServerKmip) 7HAREMEESREELBIEFHHE (KMIP) £

imEARASRIAEREE R -

2

LW ERETIBAZH

78 598 457 TR NE
KeyServerID TEEERER B = £
BIKMIP 238 FR
251D ©
EELE
755 BB FEIEEE :
.78 9 £57
kmipKeyServer OEFMERSBARSHMERN  "KeyServerkmip"
Wt o
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FRsREE
75 SR OB SRABMRS THUEEA) -

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

[ClFEEER
75 % B B T 5 S IR EIAE -

"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":15
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
}
}
}
HTHY B hRZAS

11.7

GetSoftwareEncryptionAt|{E &&l

Ea]LUER GetSoftwareEncryptionAtRestInfol 757% « BEVS £ R R INZ H B B RIAYER
BEINEEEE °
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28
IEFELEBRAZSH
(EIEIIE
iyap7=C =l STl E I
2¥ s EA R #H
FKeylnfo BRIBBEBMEZFEEES EncryptionKeyinfo =
SRATFERAEAN o
rekeyMasterKey BRSO EMEPAER B =RY
JEResultiD BFERSAHERID (BA
)~ WNSRE AR
B o TGetSuccessynresul
t wEREE—
& Tnewkey) HEfiI ~ Erp
BEEMmEERNE
A~ Uk B2 E SRR
&ifl
B9 TkeyToDecommation ]
1L o
/& B AIERASFE B INZAK F&B i
& o FIRENVEEE =
FA1 3% TRYA °
ks BRAAFAERENE BY i
BF ~ BIRIGHIRR 4R ©
L
b7 AR B SRERLU T 5IEEH :
{
"method": "getsoftwareencryptionatrestinfo"

}

[elFEEER
W75 % B I T 5 S IR EIAE -
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"igve. l,

"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"
by
"state": "enabled",
"version": 1
}
}
HrAY B R s

12.3.

NEFAE ~ B2E
o "BHETTHEREE X4 SolidFire”
* "SRR ASBINetApp SolidFire Z SaRk T e & a4

listKeyProvidersKmip

EAILUER TListkeyProvidersKmipl FiEHEFAIEIRETHREELBLEHHE (KMIP
) SIRHEEIEE - K LUEEEMSBREEBE

2

LW ERETIBAZH
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kmipKeyProviders BEIHKMIPE IR E B - "KeyProviderKmip" &3]

R EE
75 A OB SR AR THUHER :

"method": "ListKeyProvidersKmip",
"params": {},
"id": 1
}
[ElfEEEH5I

75 S EER LTS E A BIEIFE

Dig®sg 4,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |
1
I
"keyProviderName": "KeyProviderl"
}
]
}
}
BB hRZAS
1.7
listKeyServersKmip

Ea]MAERA TListkeyServersKmipl 77% §|J|'ZHE',L_LE’JFEE$§AAEEE HEa@inE
(KMIP) £i&({EARSS - R LUEE HMBBREEER
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by sREA

kmipHasProviderAs
signed

BE ¥as%

R IRIBEREE HME 3
IKKMIPE$81R it

MEEIKMIPE &
AR2S o FIBE(E :

* true : EEREIE
fRIRKMIPE iR
{HE HIKMIP2 5%

fAIARES °

* & EFEOKIE
IKKMIPE $@ 1R (it
EZHKMIPEiE(E

Ax=s o

NREE ~ =[]
HKMIP $& A AR 2s

=ik

A GIRBEES

IKKMIPE2 iRt E

HRERIE ©

EElE
75 ERE T5ELEE !

2y

kmipKeyServers

AR
75 SRR B SRR THUHEH) -

"method":
"params": {1},
"id": 1
}

[elFEEE A
7554 B B B T3 B HURIEIRE -
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"kmipKeyServers": [

{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
by
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate" :"CPDCCAaUCEDyRMcsfOtAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server?2.hostname.com"
1y
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HTHY B RS

11.7

25



RekeySoftwareEncryptionAt{E FEi&

&AM fEA TRekeySoftwareEncryptionAtRestMasterKey 7 3&E#E A FRMZDEK (
BERNZEER) NERBNEZRAEEXEE - TEUEZEHE  HERNERNEERTEAE
FAREEREE (KM) o LtLEHRMASGEERIREZEER - WERIKMEINPEE
B (EKM) o

2%
A ZEATHHMAZH - NRKIETE keyManagementTypel 2 - QIS EAIRAMNSREIRARIITER
BIAEE - tIRIEE T TkeyManagementTypel ~ MBEGIRMHE IR ~ Bt ZEBfER TkeyProviderlD]
B o

A
By

y
i
il

g B E=Rid]

KeyManagement$&#! RAREEXEMNETHRE FH
1258 o DJREVEEE
: Tinternaly  (AREP)
FRANSREEENE
A& o MMy FH
INREREIEEAAS
% o MEKIET U H ~
AlgERRENSEER
AREHITENMAEE o

KeyProviderlD BEANTRREMED . EH =1
EREFREFP—
#&"CreateKeyProvider."75
ER— “Bﬁ [E]AYME—
Eo
= rkeyManagementType
1 % TExtern¥hMZB1 B
MEF ~ FHREID ©

gl

(G
7R THIEEE

2% Bl kg A

asyncdle fEALE Tasyncdyle E1E EE#( i
Bt TGetdE AP &R K
FIERE frEa A (EZERUIR
& o TGetSuccessynresul
t WHFEE—
& Tnewkeys i ~ Erp
BRAMMESRNE
A~ Uk B2 EERER
i)
B TkeyToDecommation ]

A

26



FRsREE
75 SR OB SRABMRS THUEEA) -

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}
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"asyncHandle": 1
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{
"method": "RemoveKeyServerFromProviderKmip",

"params": {
"keyServerID": 1

Yy
"id": 1
}
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"id": 1,
"result":

{}
}
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"method": "SignSshKeys",
"params": {
"duration": 2,
"publicKey":<string>
bo
"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public_ key>
}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

b
Ty
}
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"id": 1,
"result":
{}

}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":
{1}
}
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