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MERAERES o CRERITERE - AR AERERECRENMBIREIN T B -

SITREAAEN - S RIEIement APIEH o

LUF 2B BFIPSHIAPIZE R &

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

R PRI RN Z 18 « FREHTTPS@RERE ERFIPS 140-21% RV ZHS

WNEEFAE ~ B2
* SSLEHE
* “fFAElement APIE IR H#TFRE"
* "SHEFTHERRE S SolidFire"
* "vCenter ServerfJVMware vCenter¥MiF2 NetApp Element"

SSLES

SSLEZWE R T HAREIZE2BANMNE RS X - BUAFIPS 140-21210F « TTREEEIE
AUIRZE BB AN S FARAEZR S o

TEBERET RIS IBENZERDBENGE (SSL) ZhE « UKREUAFIPS 140-21 8 BT 1B AHISSLEHS -
* *FIPS 140-2B{=/8*

TLS_DHE_RSA with AES-122_CBC_SHA256 (DH2048) - A

TLS_DHE_RSA with AES-122_ GCM_SHA256 (DH2048) -A
TLS_DHE_RSA AT _AES-256_CBC_SHA256 (DH2048) -A
TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -A

TLS_ECDHE_RSA with _AES-122_CBC_SHA256 (secp256r1) - A

TLS_ECDHE_RSA_with AES-122_GCM_SHA256 (secp256r1) -A

TLS_ECDHE_RSA_with AES-256_CBC_SHA384 (secp256r1) -A
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TLS_ECDHE_RSA_with _AES-256_GCM_SHA384 (secp256r1) -A
TLS_RSA AT _3DE_EDE_CBC_SHA (RSA2048) -C
TLS_RSA AT AES-122 CBC_SHA (RSA2048) -A
TLS_RSA_AT_AES-122_CBC_SHA256 (RSA2048) -A

TLS_RSA AT _AES-122 GCM_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-256_CBC_SHA (RSA2048) -A

TLS_RSA_AT AES-256_CBC_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-256_GCM_SHA384 (RSA 2048) -A
TLS_RSA with _Camella_128 CBC_SHA (RSA2048) -A
TLS_RSA_with _Camella_256_CBC_SHA (RSA2048) -A
TLS_RSA AT _ID_CBC_SHA (RSA2048) -A
TLS_RSA AT RC4_122 MD5 (RSA2048) -C

TLS_RSA _AT_RC4_128_SHa (RSA2048) -C
TLS_RSA AT SEIN_CBC_SHA (RSA2048) -A

* FIPS 140-2BER "

TLS_DHE_RSA with AES-122 CBC_SHA256 (DH2048) -A
TLS_DHE_RSA with _AES-122_GCM_SHA256 (DH2048) - A
TLS _DHE_RSA_AT AES-256_CBC_SHA256 (DH2048) - A
TLS_DHE_RSA_AT_AES-256_GCM_SHA384 (DH2048) -A
TLS_ECDHE_RSA with _AES-122_CBC_SHA256 ($571r1i) -A
TLS_ECDHE_RSA_with AES-122 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA with _AES-122_GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA with AES-122_ GCM_SHA256 (5571r1801) -A
TLS_ECDHE_RSA with _AES-256_CBC_SHA384 ($571r1f1) -A
TLS_ECDHE_RSA_with _AES-256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA with _AES-256_GCM_SHA384 (secp256r1) - A

TLS_ECDHE_RSA with AES-256_GCM_SHA384 (5571r181) -A



TLS_RSA AT 3DE_EDE_CBC_SHA (RSA2048) -C
TLS_RSA _AT_AES-122_CBC_SHA (RSA2048) -A
TLS_RSA AT AES-122 CBC_SHA256 (RSA2048) -A
TLS_RSA_AT_AES-122_GCM_SHA256 (RSA 2048) -A
TLS_RSA_AT AES-256_CBC_SHA (RSA2048) -A
TLS_RSA_AT_AES-256_CBC_SHA256 (RSA2048) -A

TLS_RSA_AT AES-256_GCM_SHA384 (RSA2048) -A

MEFFHAEER ~ F2H

FE5£ _FERYFFIPS 140-2 for HTTPS

FaRERINTEIRERE

FaRERINIEIRERE

IMEBIREIE (EKM) RIEECREINVINIRIRMERES (EKS) ~ REXEEETR (AK
) ‘B - EEENEMERE (SED) Rt SREMARPRIEERER « BIGERELAKs "INE
HE" EERE LA - EKSIRMHEZ2MAKSH A RTRRE - KEFBZREEELAENES
@minE (KMIP) (OASISEZRRREMFMIBE) HEKSHE -

* RESNEDEE"

* "ERESTEX B REMBATIINE"

* e AR RS SR

* SMNEPEIREIRAPIE L

WEHAE A2
* "Bl AR H B R R RS N Ry #E EAPI"
o "B TTHEREE X4 SolidFire”
* "SHTRRASBINetApp SolidFire ZSaRk T e & a4
REINPEIRE IR
AT LUBE YL ER « WERYIHAIElement API S ARG EINF S IEEIRINAE o

TEEZNER

* MRECEREIMNPEIRERE « WEFMERBICHENE - RIEERMAREMEIEE 25" FIWRE
HURERETT & ©
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

3. 1T TGetSoftwareEncryptionatRestinfol @< - HERE BN E@EMER - €35 TkeyProviderlD1 ©

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182z2",
"keyID": "<updated wvalue>",
"keyManagementType": "external",

"keyProviderID": <value>

bo

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

s
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