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Cisco UCShi4s 4.1(2a)
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Red Hat Enterprise Linux 7.6.7.
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1. BRBWeb 2| B350 5 AVMware vSphere ~ AR EEEVEERHVMAIEEE ©
2. FZEE HR—TBEGH - ABUINAERTIZER Create a Virtual Machine (EILE#IESS) 1 o
t] Add Hosts._.
1 New Virtual Machine._..
B Mew Resource Pool...
1J Deploy OVF Template...
B New vApp...
Storage L
Host Profiles L
Edit Default WM Compatibility...
G+ Assign License...

Settings

£ TNew Virtual Machine (FiEE#EEES) 1 BEP ~ #Z—T Next

IS ERSENRE - RABRENEETENERARC ~ BIZ Next (F—%) 1 o

TET—HPR « ENCERRVMERE « BiRs(EREFE « A% Next (F—%) 1
REBVMHEREREFHRE « A% Next (F—%F) 1 o
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https://cloud.netapp.com/cloud-insights

Select a guest OS5

Choose the guest OS5 that will be installed on the virtual machine

Identifying the guest operating system here allows the wizard to provide the appropriate

defaults for the operating system installation.

Guest O5 Family: ILinle j

Guest OS Version: | Red Hat Enterprise Linux 7 (64-bit)

Compatibility: ESXi 6.7 and later (VM version 14)

CANCEL BACK NEXT

9. FT—ErB]VMLEREREER o ILINFEEZETHIEIR ° Cloud InsightsiEENER#%E « #—T Next (F—#
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Customize hardware
Configure the virtual machine hardware

Virtual Hardware VM Options

’ ADD NEW DEVICE I

. CPU* 2 0 —
Memory * a8 j GB
New Hard disk * 100 GB
New SCS/ controller * VMware Paravirtual
MNew Network * W Network - [Vl Connect... )
New CD/DVD Drive * ¥l Connect...

Datastore 150 File

» Videocard ® Specify custom settings =

VMCI device Device on the virtual machine PCI bus that

provides suppart for the virtual machine

communication interface [w |

Compatibility: ESXi 6.7 and later (%YM version 14)

CANCEL BACK NEXT

10. BEEEEIIVM ~ :57E Ready to Complete (##558h%) | B LBEIRE - A% —T [Finish (586%
) 1o

%4t Red Hat Enterprise Linux

EE%#Red Hat Enterprise Linux ~ :552H F5ILER :

1. FRVMEIR « #H—TREURBER TS « ABENZKRed Hat Enterprise Linux 7.68J3E1H o



Red Hat Enterprise Linux 7.6

Install Red Hat Enterprise Linux 7.6
Test this media & install Red Hat Enterprise Linux 7.6

Troubleshoot ing
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Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation" button.
Local Standard Disks

100 GiB

@

VMware Virtual disk
sda / 100 GiB free

Disks left unselected here will not be touched.
Specialized & Network Disks

| @
Add a disk...
Disks left unselected here will not be touched.
Other Storage Options
Partitioning
() Automatically configure partitioning.  (®) | will configure partitioning.

| would like to make additional space available

Full disk summary and boot loader... 1 disk selected; 100 GiB capacity; 100 GiB free Refresh...

o #—T Tsept o
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MANUAL PARTITIONING RED HAT ENTERPRISE LINUX 7.6 INSTALLATION

-

. New Red Hat Enterprise Linux 7.6 rhel-opt_netapp
Installation
Mount Point: Device(s):
lopt/neta
/varllog/netapp 25 GiB Desired Capacny:
rhel-var_log_netapp 25 GiB
t .
;IZC;O 1024 MiB Device Type: Volume Group
/ 40 GiB LVM - . Encrypt rhel 4096 KiB free) = -
rhel-root 2
File System: Modify
swap 8064 MiB " _ -
rhel-swap = Y | [+ Ref
Label: Name:
opt_neta
+ _ o p PP
AVAILABLE SPACE TOTAL SPACE
1140.97 MiB | 100 GiB
1 storage device selected Reset All

a. FEIRE] TL&EHE) ~FR—T l=m -
4. #B—T TERMEERIE o
a. ARSI EHRTE o

b. #—T BRI FBRAERNTE R « RAER LERTEBHBEHABERIFE (DHCP) -~ EREIR
Pzt - NRAZE ~ 5537 —TF [Configure (RRE) 1 ~ ABFEHEIRAL ©
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NETWORK & HOST NAME RED HAT ENTERPRISE LINUX 7.6 INSTALLATION

=

ﬂ Ethernet (ens192)

&= Connected

Hardware Address 00:50:56:AD:13:69
Speed 10000 Mb/s
IP Address 10.63.172.12
Subnet Mask 255.255.255.0
Default Route 10.63.172.1
DNS 10.61.184.251 10.61.184.252

Configure...

Host name: Netapp~AUi Apply Current host name: localhost

o ¥—T T5ERk) LURIE] MZEEiEE | o
S. 1f TZEEWE) HE L - %—T TFRREE) -

6. £ T2$EE ) BEL  ERIUREroot BN B U AEEREIRS - LETHE « B— TEMARUENR
ERERARAS o
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CONFIGURATION RED HAT ENTERPRISE LINUX 7.6 INSTALLATION

B3 us Helpl!

- redhat

& &

Complete!

Red Hat Enterprise Linux is now successfully installed and ready for you to use!
Go ahead and reboot to start using it!

Reboot

7. RIREMEHE « FEAARBALERed Hatz]B EIRIZTGEM o

[root@Netapp-AU ~]# subscription-manager regis

Registering to i hsm. redhat.com:443/subscription
Username: alan.cowles@netapp.com

Password:

The system has been registered with ID: ad47{2e7b-81cd-4757-85c7-ebl181
The registered system name is: Netapp-au

[root@Netapp-AU ~]#

8. fiflRed Hat Enterprise LinuxHy =] FAETR] o

tion-manager attach --poo )9 )
cription for: Red Hat Enterpri - pport ( ckets, NFR, Partner Only)

#£Cloud Insights EfEA C#8ih L3237 —EEEE TRITERS  ARREREE
EEECloud Insights IS1EA D485k EEITHNE THI TR L 0EE - B TS0
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1. 2 EE B Cloud Insights FIZRIEINEER S « B RBEEEEAR L « AR THAERFEER Data

Collectors... (BEFIYRESS) 1 °

{&} ADMIN Subscription

User Management
CLOUD SECURE

Data Collectors
© HELP Notifications

Audit

APl Access

F H o R LR

2. 17 TERWER) BEEMNERPR « #H—T THREEL AvELE -

Data Collectors (L) Acquisition Units

3. EERICIBVERENEL « S5 — TN E AR -

-+ Acquisition Unit Filter...

4. ERNCERREHENEENERERR ARRRIRIEEEERTEIEHE -
TEUEEERIF ~ E=ELinuxfEikEs « 12tk B R Bk Token ~ AIRLEIEHRICLIFR - AR

=
=

ErrEl

AL

B o
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Install Acquisition Unit
Cloud Insights collects device data via one or more Acquisition Units installed on local servers. Each Acquisition Unit can host multiple Data
Collectors, which send device metrics to Cloud Insights for analysis.

What Operating System or Platform Are You Using?

i) Linux v Linux Versions Supported @  Production Best Practices €@

Installation Instructions Need Help?

o Copy Installer Snippet

This snippet has a unique key valid for 24 hours for this Acquisition Unit only.

[=] Reveal Installer Snippet

o Paste the snippet into a bash shell to run the installer.

e Please ensure you have copied and pasted the snippetinto the bash shell.

5. BB R AL T E M EAIRed Hat Enterprise Linuxt%23RICLIF « A% 3% — FEnter ©

bash -c "TC
pudinsights-linux-au- 1n~.ta11

KEAG THERENEHLMABLE - TETRE - BEWE—RFE -« iI5HUREEE I E RNetApp Cloud
In3|ghts WL o
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come to CloudInsights (R)

Acquisition Unit

To £Dﬂ‘rﬂl hhH C

[root@Metapp-AU ~]

netapp/cloudinsights

B BTN ERANEFlexPod MEEZRIFC] #iECloud Insights &

ZEONTAP ThEE & SPEBHHIEINAEE ~ FlexPod :/55EHL N7 R
. 3R[EICloud Insights ZIE A O48uL EAY THEENEE() Bm - REFFFIBHE

S — T o

NetApp-AU

Summary
Name IP Status Last Reported
NetApp-AU 10.1.156.115 OK 9 minutes ago

Note

AERFRBELNLRHERA T HE BEEL - B—TEUENRESRNGHE -

H&%éﬁﬂﬁ’]ﬁﬁﬁ%nﬁ o fEFIE SR ZSONTAP IhAE ©

SCEEML - AERARENRE

Restart v

GREM A
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NetApp PCS Sa... [/ Admin / Data Collectors / Add Data Collector

Choose a Data Collector to Monitor

V' Ontap ®
Il NetApp I NetApp I NetApp I NetApp
Cloud Volumes ONTAP Data ONTAP7-Mode ~ ONTAP Data Management ONTAP Select

Software

3. FEONTAP (HIEEREIRHRE, o

SHEERT—ERR  ElonaHE « WENEZREAEIRE o ERILURHONTAP BRANZRARR
BIREMNDEE R ilt/,JJuit FEEARLARESD o

M

Select a Data Collector Configure Data Collector

I NetApp

ONTAP Data Management Software

Configure Collector

Add credentials and required settings Need Help?

™y Configuration: Successfully pinged 192.168.156.50.
Configuration: Successfully executed test command on device.

Name €@ Acquisition Unit

FlexPod Datacenter NetApp-AU v
NetApp Management IP Address User Name

192.168.156.50 admin
Password

Complete Setup Test Connection

Advanced Configuration
AN
4. 1%—T TSERREL ©

D48t giRE NERESs 5m ~ BERIREZSZRBE —RiEE:E - LUWREONTAP KB The
DatacenterJ PR ITheMmmBIERA I BIEEIFlexPod ©

FlexPod Datacenter All stand-by NetApp ONTAP Data NetApp-AU 192.168.156.50 (JPolling...
Management Software

(:3=ESH
AR RRENIAERERCN (RSERNERTO) BRSE « BFFMUEBRR
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FRFBEAIBITRIER D TE ~ UMb RESIEERIIRIE © Cloud Insights FlexPod{EZs
BIFR ~ FFIEEL T 4ECloud Insights AEEAN BBV EEFEHEE -

* #E&Active 1Q

s FERERERIR

* B EFTERR

© ERERREEHEE

s fEE=REL
& Active 1Q
B(EBED - BEBEAHEBREEERE2ESERMEBIZF © Cloud Insights Active IQIEE (FREEERIHL)
AP R—IDBEN—EZRH - TEFREEERNEREERSN [FEEINEE)  i§EEEINetApp

o ONTAP FlexPod AutoSupportiZ L3R S IRIEHIEEL « WERRERZIMERBIREELE  iBiBAutoSupport
INRERIFENEN ZEH « MEETREACtve 1Q BSEFEERIEZRIRCloud Insights A ~ (A EINEERT /A ©

#iB &) ERWRERNActive 1Q B:flCloud Insights
HEActive 1Q iBEHCloud Insights &l &RIREFEN &L ~ FRK TP ER

1. #—TER MEE) haeR T MErkER EHo

{& ADMIN Subscription

User Management
CLOUD SECURE

Data Collectors
©® HELP Notifications

Audit

APl Access

2. EREIRIR PRV E B RIREERSS  FEULSER ~ RFIFKMTEEFlexPod TREE) EITERE -

NetApp PCS Sa... / Admin / Data Collectors
Data Collectors m Acquisition Units m
Data Collectors (1) FlexPod ®
O Name Status Type Acquisition Unit P Impact Last
— Acquired
FlexPod Datacenter All success ful NetApp ONTAP Data NetApp-AU 192.168.156.50 10 minutes ago

Managemen t Software

17



3. B—TERULERS « BIrJEUSUERFEIE IR B RE -

18

NetApp PCS Sa... / Admin / Data Collectors / Installed / FlexPod Datacenter
Summary
Name Type Types of Data Collected Performance Recent Status
FlexPod Datacenter NetApp ONTAP Data Inventory, Performance Success
Management Software
Acquisition Unit Inventory Recent Status
NetApp-AU Success

Event Timeline (Last 3 Weeks)

Inventory
Performance

3 Weeks Ago 2 Weeks Ago

Inventory 10/15/2020 1:51:42 PM - 10/19/2020 11:42:15 AM

Devices Reported by This Collector (1)

Device T Name
‘E Storage 8814-a800

Show Recent Changes

Z Edit | v

Note

1Week Ago

IP

[T 192.168.156.50

EFRAEEIRVEREIRE T « #H—TONTAP FRESIERINEERBF R AR - EERTWEINARERENR

BRM ~ BE TSR -
° 182E

° REE

° hfRZSONTAP
° RIRAE

° FII0PS

° THRIEE

NetApp PCS Sa... / @ aal4-a800

Storage Summary

(© Last2Hours - o Z Edit

Acquired 13 minutes ago, 12:51 PM

< 5m User Data —+ Annotation

Model: IP: I10PS - Total: Performance Policies: Note
AFF-A800 192.168.156.50 4,972.7010/s Testing annotations
Risks: ,
Vendor: Microcode Version: Throughput - Total: @ 35 risks detected Testing riles
NetApp 9.7.0P1 clustered Data ONTAP 7.98 MB/s by G} ActiveIQ [£
Family: Raw Capacity: Management:
AFF 43,594.6 GB HTTPS://192.168.156.50:443
Serial Number: Latency - Total: FC Fabrics Connected:
1-80-000011 0.05 ms ]
Expert View Display Metrics « » Hide Resources

Latency - Total (ms)

10:30 AM 11:00 AM 11:30 AM 12:00 PM 12:30 PM

Monday 10/19/2020 10:36:38 AM

2a14-a800: 0.04 ms.

Resource

[ ] [E‘ aal4-as00

Top Correlated
O @ aal4-ag00-2 79%
TooF [ B aar4-as001 23%

IS ~ EAER THASERA)) BETTS « EEILUREINetADp Active 1Q BUEAE o



Performance Policies:

Risks:

© 35 risks detected
by (1) ActivelQ [4

ARSI B
REREUILEE

“ Active IQ

Active IQ Digital Advisor

28~ TalEREREEKER s g
ﬁ@JIW‘IEEu‘E‘kB'JE’JF"fIEE . EﬁBt—"FActive IQ

= 5m

Discovery Dashboard

Asset Insights

RTHEHRRARE ARAZEE » Uk
MB35 o

{2} Set a default view

~” Health Security Vulnerability
o High Medium Low
L] Ack Node % SerialNo %
aal4-aB00-2 941834000459
-—
=
[ 2al4-a800-2 941834000459
[ 2al4-a800-2 941834000459
o 3314-3800-2 941834000459
2al4-a800-1 941834000183

1-17 of 17 results

2B RN R R R

BEBEREE Datacenter ﬁ@ﬁlﬁggqﬂﬂ’ﬂlﬂ“

ONTAP FlexPodf*&EE T

Home > Cisco SystemsInc. > CISCO SYSTEMS - RTP - BUILDING 9 > aa14-a800

The Risk Acknowledgment feature has been migrated to Active I1Q Digital Advisor. Click here to view and acknowledge risks.

Impact Level &

High

High

High

High

High

EHWEER - WIETER

Proactive Remediation

Public 4 Category +

No

No

Best Practices

ONTAP

FAS Hardware

ONTAP

ONTAP

ONTAP

Performance

~ AJRETIEEX

System Health

Risk +

Anetwork interface (LIF) using a port on a X111
6A, X1146A or X91146A NIC might not fail over t
o an alternate port.

On AFF AB00 systems an erroneous 'Critical Hig
h' sensor reading can result in a system shutdo
wn,

AFF systems running an unfixed version of ONT
AP with data compaction enabled and host ser
vices over FCP, iSCSI or NVMe can experience a
disruption in service due to BUG 1273955.

ONTAP 9.7 running on an All-Flash FAS (AFF) sy
stem having SAN workload might cause a contr
oller disruption.

Anetwork interface (LIF) using a port on a X111
BA. X1146A or X91146A NIC might not fail over t

1

Storage Virtual Machine Health

Health Trending

Details %

A previously operational port on a X11164, X1146A or X31146A NI

€ that encounters a fatal error with no preceding "link down” eve
ntwill still report the link status as "up, instead of reporting link s
tatus as "down’”.

Potential Impact: Any network interface (LIF) using the port does
not fail ever to an alternate port in the event of failure.

This AFF-AB00 system is running BMC firmware 10.3 which is susc
eptible to bug 1279964,

Potential Impact: System disruption caused by an erroneous ‘Criti
cal High' sensor reading.

This system is running ONTAP 9.7P1 and is utilizing FCP, iSCSl or
MVMe protocols and has compaction enabled and therefore is exp
osed to BUG 1273955.

Potential Impact: The system may experience performance degra
dation and possible panic.

ONTAP 9.7 running on an All-Flash FAS (AFF) system having SAN w

orkload with inline combined with cre lume inli

ne deduplication might cause a storage controller disruption.

Potential Impact: The system may experience a disruption.

A previously operational port on a X11164, X1146A or X91146A NI

C that encounters a fatal error with no preceding "link down” eve
ntwill still report the link status as "up”, instead of reporting link s
tatus as "down”.

Corrective Action

Bug ID: 1322372

Bug ID: 1279964

BugID: 1273955

KB ID: 5U426

Bug ID: 1322372

%7 Mimsa & s 2 BPEF& KRR © Cloud Insights

SEVfEEF RMERRPIEAFTUERE © Cloud Insights
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