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< Back to All volumes # Edit ¢ More Actions C Refresh
Overview Snapshots Copies Data Protection Storage Efficiency Performance
Befare | i | 78.81 GB of 90 GB
available space
Last Run Details
atrer [ I 83.86 GB of 50 GB
available space LastRun  Oct/16/2019 00:110:02
Toal s x =
Details otal Savings  5.05 GB (45%)
Deduplication  Enabled (Background and inline)
476 KB (0%) - Compression Savings
Deduplication Mode  Policy based (default)
StartTime  Oct/16/2019 00:10:00
Status  idle
End Time Oct/16/2019 00:10:02
Type  reguiar
Compression Enabled(Infine)
= =] T
FHHRHVMIEIEE « R ZISnapshotiE 24N K/)\#3456KB °
Volume: infra_datastore1 <BacktoAllvolumes  / Edit i Moreacions (' Refresh
Overview Snapshols Copies ‘ Data Protection Storage Efficiency Performance
+ Create 9 Configuration Settings C Refresh o
Status < ‘ State = ‘ Snapshot Name T Date Time: Total Size _ Application Dependency
Normal “NA- before_attack Oct/18/2019 01:44:26 456 KB None
CIFSHAEAISnapshottE s K/ & 160KB o
Volume: cifs_volume < Back to All volumes / Edit i MoreAcions (' Refresh
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Create %\ Configuration Setings C Refresh o
Status = | State = | Snapshot Name = | DateTime Total Size = | Application Dependency
Normal NA- before_attack_cifs Oct/18/2019 01:45:26 160 KB Nene

WannaCryR{ZRVMAICIFSHAE

EAED « FAFIHEEREAWannaCry = EEBe 213
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Ransomware,
WannaCry

2. PUTTENIE o

ZB1 : WannaCryEIIZVMAMIER R AR HENCIFSEARE
WannaCryE BB e ENNE FEIERARN B EMCIFSEAE -

BEUREMAEAWNCRYEIERINEIES

| v % Application Tools ~ Ransomware.WannaCry — a X
Home Share View Manage 0
H » ThisPC > Desktop » Ransomware.WannaCry v O Search Ransomware.WannaCry 0
Name Date modified Type
# Quick access
(87| ed01ebfbcOebSbbeas545af4d01bf5f10716618404280439c6e5babelell0ed1aa 10/18/2019 5:48 AM  Applica
I Desktop :
0
& Downloads o .
: ® Run as administrator
| Documents o+ ==
B Troubleshoot compatibility
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| Documents — a x

- I % =
Share View @
— ~ “ |5 » ThisPC > Documents v O Search Documents y-
Name . Date modified Type Size £
v 3k Quick access .
B Desktop 2 | 1 WorkDoc-1.pdf PDF File 5,120 KB
[ WorkDoc-1.pdf.WNCRY WNCRY File 5,121 KB
¥ Downloads * [ WorkDoc-2.pdf PDF File 5,120 KB
%] Documents > | WorkDoc-2.pdf.WNCRY WNCRY File 5,121 KB
&= Pictures A ] WorkDoc-3.pdf PDF File 5,120 KB
Bl This PC :} WorkDoc-3.pdf.WNCRY WNCRY File 5,121 KB
| WorkDoc-4.pdf PDF File 5
» @ Network [ WorkDoc-4.pdf. WNCRY WNCRY File 5,121 KB
|| WorkDoc-5.pdf PDF File 5
| WorkDoc-6.pdf PDF File 5
| WorkDoc-7.pdf PDF File 5
|| WorkDoc-8.pdf PDF File 5
] WorkDoc-9.pdf PDF File 5
] WorkDoc-10.pdf PDF File 5
4‘ WorkDoc-10.pdf WNCRY WNCRY File 5,121 KB
] WorkDoc-11.pdf PDF File 5,120 KB
| WorkDoc-11.pdf. WNCRY WNCRY File 5,121 KB
‘| WorkDoc-12.pdf PDF File 5,120 KB
[ ] WorkDoc-12.pdf. WNCRY WNCRY File 5,121 KB
| ] WorkDoc-13.pdf 10/18 48 AM  PDF File 5,120 KB
| | WorkDoc-13.pdf. WNCRY 10 WNCRY File 5,121 KB g
339 items r;l -
BRERGNEAEVMAIEERERAETRNEESE -
= - AR = Drive Tools  fpolicy_share (\\192.168.204.101) (Z:) - o x
Home Share View “ Home Share View Manage (2]
« « 4 [& » ThisPC » Documents v & SearchDy & « 4 mp > ThisPC > fpolicy_share (\\192.168.204.101) (Z) > v & | Searchfpolicy share \\192.16_. O
Name & Date modifiec Type Name Date modified -
# Quick sccess o “ # Quick access
Moo o otk sy TR o :

& Downloads ¢
"= Documents *

&= Pictures +
I This PC

¥ Metwork

202 items

| WorkDoc-1.pdf. WNCRY

WorkDoc-2 pdf WNCRY
WorkDoc-3.pdf WNCRY

| WorkDoc-4.pdf WNCRY

WorkDoc-5.pdf WNCRY

| WorkDoc-6.pdf. WNCRY

WorkDeoe-7.pdf WNCRY
WorkDoc-8.pdf. WNCRY

_| WorkDoc-9.pdf WNCRY
| WorkDoc-10.pdf. WNCRY

WorkDee-11.pdf WNCRY

| WorkDoc-12.pdf. WNCRY
| WorkDoc-13.pdf. WNCRY

WorkDec-14.pdf WNCRY

| WorkDoc-15.pdf. WNCRY
] WorkDoc- 16.pdf. WNCRY
| WorkDoc- 17.pdf. WNCRY

WorkDoc-18.pdf. WNCRY
WorkDoc-19.pdf. WNCRY

¥ Downloads
%] Documents

&= Pictures
3 This PC

b Network

20items

"

’

+

GPlease_Read_ Me@

P @WanaDecryptor®

__| Ransemware.WannaCry.zip. WNCRY

| Softwarelmage-1.is0. WNCRY

| Softwarelmage-2iso, WNCRY

| Softwarelmage-3.i50. WNCRY
Softwarelmage-4.iso. WNCRY
Softwarelmage-S.is0 WNCRY

| WorkDac-1.pdf WNCRY

| WarkDoc-2.pdf WNCRY
WorkDoc-3.pdf WNCRY

| WorkDec-4.pdf WNCRY
WorkDec-5.pdf WNCRY
WorkDoc-6.pdf. WNCRY
WorkDoc-7.pdf. WNCRY
WorkDoc-8.pdf. WNCRY

| WorkDoc-9.pdf WNCRY
WorkDoc-10.pdf. WNCRY

EERERBINEERZAA—ZIEE « ER5|ZE Snapshot @AM AN2IEHILN ~ FHFEREBDL2RHA

PR

BFMERIE) ~ EREREAM  SEECIFSHAEMMIRERISnapshot K/ NAIEIE N E820.98MB °
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Volume: cifs_volume Back 1o All volumes 7 Edic { MoreAciions  ( Refresh
Qverview Snapshots Copies Data Protection Storage Efficiency Performance
+ Creste 9\ Configurasion Settings C Refresh L]
Status F State = ‘ Snapshot Name = | Date Time Total Size b Application Dependency
Normal -NA- before_attack_cifs Oc/18/201901:45:26 20.58 MB None
Ay N: kS| > =] pay
BAVERF S8V MBYEEFE B AISnapshoti& A A/ ME N E)404.3MB ©
Volume: infra_datastore1 < Back to All volumes # Edit ¢ More Actions C Refresh
Overview Snapshots Coples Data Protection Starage Efficiency Performance
+ Create= % Configuration Sattings (™ Refresh -]
Status T State = ‘ Snapshot Name T Date Time Total Size % | Application Dependency
Narmal -NA- before_attack Oct/18/201901:43226 404.3MB None
=T 5 =[O 5 SR {ELZ=240,
L ECIFSEZEMVolumel#TZ R EEE34% ©
Volume: cifs_volume < Back to All volumes # Edit i More Acions C Refresh
Overview Snapshots Copies Data Protection Storage Efficiency Performance
Before [ i ] 75.21 GB of 90 GB
avallabie space
Last Run Detalls
afer [ B 80.21 GB of 90 GB
aaliable space LastRun  Oc/16/201900:10:02
Details Total Savings 5 GB (34%)
Deduplication  Enabled (Background and Inline) o i
) - Compression Savings
Deduplication Mode Policy based (default)
StartTime  Oct/16/2019 00:10:00
Status iale
EndTime  Oev16/201900:10:02
Type regular

Compression Enabled(inine)

R

EARARERIEII M2 SnapshotiE s « ERVMAHERNCIFSHAE

ZREVM

HEERVM 3BT TP ER

1. {#FSnapCenter {&{EANetAppiE i FISnapshotiE A HEIERVM o
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| G WannaCry2016-1 | = | @ &

[ (v | @

Getting Started J Summary [ Monitor

- (3 172.21.211.100
~ [l Sugaricaf
~ [P Cluster_1
@ 172.21.21
R 172.21.21
&Datasrok

|z| Recent Tasks
n~

Task Namea

Check new notifications

Rimd Ao D octourss

1_ ﬁb Actions - WannaCry-2016-1

Update Manager -

Power
Guest OS
Snapshots

ﬁ;vCenter-Vﬁj [=f Open Console

G vCenter
[ 5 Wannac:, [

Clone
Template

Fault Tolerance

VM Policies
Compatibility

Export System Logs...

Bg Edit Resource Settings.
@ Edit Settings...

Move To..
Rename
Edit Notes..

Tags & Custom Attributes

Add Permission
Alarms

28T

NetApp SnapCenter

2. EHFREMVMware—E SnapshotiE S EI TR ©

14

All vRealize Orchestrator plugin Actions

Configure

Permis

WannaCry-2016-1

Guest OS: Microsoft Wir
Compatibility ESXi 6.7 and
Vv are Tools: Running, ver:
> NMore info
> DNS MName: w annacry-2C
» IFP Addresses: 192.168.204
Host: 172.21.211.1

£y &

—

{PU(s). 90 MHz used

: -81 92 MB. 327 MB memory active
)00 GB

) ‘-‘S {connected)
Enonnected 2- @
a;:onnec!ed a¥ - a
o me

E
gitional Hardware
|

Xi 6.7 and later (VM version 14)

|

Edit settings

Restore

i) Guest File Restore

@:::_Creat_e Resource C-'}ED_ I
[, Add to Resource Group |
&+ Attach Virtual Disk

| = Detach Virtual Disk !

[ n m [x)
: Search a backup
2. Select scopo —
Search for Backups Q Y
3. Select location
4. Summary Available backups (This kst shows primary backups. You can modify the filter 1o display primary and secondary backups. )
Name Backup Time Mounted Policy ViMware Snapshot
SnapCenter_10-18-_.  10/18/2019 11:0.0 Mo Hourty Yes -
SnapCenter_10-18- . 10/1872019 10:0:0 No Hourly Yes
SnapCenter_10-18- 1011872018 9:0:0 AM  No Hourly Yes
SnapCenter_10-18- 10/1872019 8:0.0 AM | No Hourty Yes
SnapCenter_10-18- 101872019 T:0:0 AM  No Hourly Yes
SnapCenter_10-18- 11872019 6:0.0 AM | No Hourly Yes
SnapCenter_10-18- 10/18/2019 5000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 4000 AM | No Hourly Yas
SnapCenter_10-18- 10/18/2010 3:000 AM  No Houriy Yes
SnapCenter_10-18- 10/18/2019 22000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 1:38:3 Mo Hourly Yes
SnapCenter_10-18-.. 10/18/20191.303... No Hourty Yes -




3. BEVME FERI EME

Il Restore

+" 1. Select backup

J. Select location

ESXi host name 172.21.211.10

4. Summary

Restart VM 74

Restore scope Entire virtual machine bl

2. Select scope
Restored VM name WannaCry-2016-1

| Back | |_N§‘ | ] [_Cancel |
_ P = \ N o
4. ##—T TFinish (5ERL) 1 UBBRERER °
| Ml Restore (x)
+ 1. Select backup Virtual machine to be restored WannaCry-2016-1
+ 2. Select scope Backup name SnapCenter_10-18-2019_01.30.35.0093
¥ 3. Select location Restart virtual machine Yes
ESXi host to be used to mount the backup 172.21.211.10
": Thig virtual machine will be powered down during the process.
L3
| Back | [ Next | [ Finish | | Cancet |

S VMRHEEREER o

15



WannaCry-2016-1

u = g = | Documents

Recycle Bin
' Home Share View

A 1E » ThisPC > Documents

MNarne Date modified
v 3 Quick access

| WorkDoc-1.pdf
3 - Il Deskto \
Ransomwar... P | WorkDoc-2.pdf

| WorkDoc-3.pdf
%| Documents | WorkDoc-4.pdf
=/ Pictures | WorkDoc-5.pdf
| WorkDoc-6.pdf
| WorkDoc-7.pdf
= Network | | WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf
| WorkDoc-11.pdf
| WorkDoc-12.pdf
WorkDoc-13.pdf
| WorkDoc-14,pdf
| WorkDoc-15.pdf
WorkDoc-16.pdf
| WorkDoc-17.pdf
| WorkDoc-18.pdf
| WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21.pdf

& Downloads

B4 This PC

00 e
200 items

IZ[ECIFStHA
EEEZFCIFSHAR - A FYIZ 5 .

1. AR ERIFREVS AR &R SnapshotiE A IIERHAE o

Volume: cifs_volume Back to A e # Edit : More Act
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Create -\ figuratio Ting c Bafre
Status State Snapshot Name Date Time Total Size Application Dependency

2. —T THERE) LARREEIRIESE o
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Restore volume from this Snapshot copy.

All changes made after this Snapshot copy was created will be lost.

Volume ‘cifs_volume' will be restored using the Snapshot copy 'before_attack_cifs' ?

ox
3. BREIGHRCIFSEARE °
= | [ [] =] fpolicy_share (\\192.168.204.101) (Z:)
File Home Share View Manage
« v /A == > ThisPC > fpolicy_share (\\192.168.204.101) (Z)

Name Date medified Type Size

# Quick access -

I Desitop * % :i Documents 10/16/2019 3:53 AM FTIE folder
| | Test Data 10/14/20199:36 AM  File folder

¥ Downloads  # ¥ Ransomware.WannaCry 10/14/2019 1:29AM  Compressed (zipp... 3,400 KB

5] Documents * Softwarelmage-1 10/14/2019 1:45 AM  Disc Image File 1,048,576 KB

[&] Pictures # [ Softwarelmage-2 10/14/2019 1:47 AM  Disc Image File 1,048,576 KB
Softwarelmage-3 10/14/2019 1:48 AM  Disc Image File 1,048,576 KB
[Z] Softwarelmage-4 10/14/2019 1:49 AM  Disc Image File 1,048,576 KB
@ Softwarelmage-3 10/14/2019 1:50 AM  Disc Image File 1,048,576 KB
[7] WorkDoc-1.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-2.pdf 10/14/2019 1:33 AM  PDF File 5120 KB
[7] WorkDoc-3.pdf 10/14/20191:30 AM  PDF File 5120 KB
[ WorkDoc-4.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] workDoc-5.pdf 10/14/20191:33AM  PDF File 5,120 KB
[ ] WorkDoc-6.pdf 10/14/2019 1:30 AM  PDF File 5,120 KB
[] workDoc-7.pdf 10/14/2019 1:33 AM  PDF File 5,120 KB
[ 7] WorkDoc-8.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] workDoc-9.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] workDoc-10.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB

242 : WannaCryZINZVMAIERZRLG - W ERINZEAFPolicyfREN L ECIFSH A

¥’

=
574

EEHECIFSHAE LR EFPolicy

]

=

EFPolicy

FHTEONTAP WindowsZE£E F#HIT &< -
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vserver fpolicy policy event create -vserver infra svm -event-name
Ransomware event -protocol cifs -file-operations create, rename,write, open
vserver fpolicy policy create -vserver infra svm -policy-name

Ransomware policy -events Ransomware event -engine native

vserver fpolicy policy scope create -vserver infra svm -policy-name
Ransomware policy -shares-to-include fpolicy share -file-extensions-to
—-include WNCRY, Locky,ad4c

vserver fpolicy enable -vserver infra svm -policy-name Ransomware policy
-sequence-number 1

ERLLFERIE - RAFFRIERZAWNCRY  Lockyflad4cHIIERBITRIL ~ EMmt - BARNFRRAERIEE -
R REZ AR - BEEERNEBAREZENRRT

WannaCry-2016-1 Enforce US Keyboard Layout | View Fullscreen | Send Cirl+Alt+Delete

Drive Taols  fpolicy_share (1\192.168.204.101) (Z)
Recycle Bin Share Vigw ome Share View Manage

» ThisPC » Documents A == > ThisPC » fpolicy_share (\\192.168.204,101) (Z:)

' # Quick access # Quick access ; :
| 5 14/201 ocuments
Deskisp | WorkDoc-1.pdf 0 Desktop

WorkDoc-2.pdf 1011472 A Test Data
¥ Douroade ] l".‘crkDu.:-S;df 4 ¥ Dieloads Ransomware.WannaCry
| Documents WorkDoc-4.pdf 4201 A 5| Documents Softwarelmage-1
=] Pictures ¢ | WorkDoc-5.pdf 14/2 = Pictures Softwarelmage-2
[ This PC | WorkDoc-6.pdf 42019139 A This pe Softwarelmage-3
WorkDoc-7.pdf 14, A Softwarelmage-4
o Network WorkDoc-8.pdf 42018 ¥ Network Softwarelmage-5
WorkDoc-9.pdf 1011472 | WaorkDoc-1.pdf
WorkDoc-10.pdf 10/14/2019 1:39 £ WorkDoc-2.pdf
WorkDoc-11.pdf 4/2018 1:39 A WorkDoc-3,pdf
| WorkDoc-12.pdf 14/2 A WorkDoc-4.pdf
WorkDoc-13.pdf 41201 A WorkDoc-5.pdf
WorkDoc-14.pdf 4 40/ WorkDoc-6.pdf
WorkDoc-15.pdf 1472 40 4 WorkDoc-7.pdf
WorkDoc-16.pdf 01472 04 WorkDoc-8.pdf
WorkDoc-17.pdf 10/14, 40 / WaorkDoc-9.pdf
WorkDoc-18.pdf 4/2019 1:40 A WorkDoc-10.pdf
WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21,pdf

VM_ERIEZEENNE © WannaCry B EEiE ERNZCIFSHARPIEE « BFPolicy I LEE R ZHEEE o

=
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WannaCry-2016-1 Enforce US Keyboard Layout Send Cirl+Alt+Delete

Share Share View

» ThisPC » Decuments » Documents

« fpolicy_share (\\192.168.204.101) (Z:)

Mame Date modified Name Date modified Type Size Cal
o Quick access o Quick access

B Desktop P @Plesse_Read_ Me®@ 2! 1 B Deskiop @Please_Read Me@
5 @WanaDecryptor® 1272 A 5 @WanaDecryptor®
& Downloads WorkDoc-1,pdf WNCRY ¥ Downlosds WorkDoc-1.pdf
% Decuments ¢ WorkDoc-2,pdf WNCRY 4/20191:39 4 = Documents | WorkDoc-2.pdf
&= Pictures | WorkDoc-3.pdf. WNCRY ! 1:394 & Pictures WorkDoc-3.pdf
& ThispC Moo put WNCRY £ This PC Sondc Lot
iR WorkDoc-5.pdf WNCRY 4 1:39 4 WorkDoc-5.pdf
¥ Network WorkDoc-6.pdf WNCRY 420191394 @ Network WorkDoc-6.pdf
WorkDoc-7.pdf WNCRY /2019 1:39 4 WorkDoc-7.pdf
WorkDoc-8.pdf WNCRY 4/2019 1:394 WorkDoc-8.pdf
WorkDoc-9.pdf WNCRY 4/20191:39 4 WorkDoc-9.pdf
x WorkDoc- 10.pdf

WorkDoc-11.pdf
WorkDoc-12.pdf
WorkDoc-13.pdf
WorkDoc-14.pdf
WorkDoc-15.pdf

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.

I Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to WorkDoc-16,pdf
recover your files, but do not waste your time. Nobody can recover your files without | WorkDoc-17.pdf
M our decryption service. WorkDoc-18.pdf

WorkDoc-19.pdf

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

\ ou can decrypt some of your files for free. Try now by clicking <Decrypt>.

b ifaran wrant ba dacment all saoe Alae o nand tanae

7 %§1T_I-/E\E§E|]Tm@n

ZIKS'dfFFﬁLE’JNetAppIJJfa‘E—J’rﬁf’JﬂjJ,a:?‘ WBHTRADENERER ~ WHIEKREEEE «E
TR R EE

A AR E SnapshotiE A5HFA2 ~ T SFIFRRVRIEREEIR (RPO) © SnapshotiE@ AU RIEEIFERER « HIL
iR ER (RTO) JEHE -

REENRE  EAIBEXMEMKEBFIERNES « hEEARMIEEREE -

S+ A
4

¥b§$ﬁﬂ =y=F | %EaEE’JJ*% WBENITATNSEEREE - BEWREIES - it
RENRIARRE IR - REETEEXREN  FRAAESRE - TEERALEESTER
EEEE’J@% °

RIEA "ForbesXLE" » RA19%NHRUEREEEXMNBESRABIFEN - Bt « (FERFTEERERIE
XS - AAREFMARERBEHHEBERNED

BN EERIFERHRUIRERNEZIS - Bt - B EREMWAZFZREN -0 - BEFENEERT
ATEE ~ BT RERER « WENREFEREIFE -

FREREEEIRIEPEIZIE RIS ERM - FlexPod MTEAIl Flash FAS EHIVRAH « MFTEEIMRAS -
BIRITERERIZ IR A I D FRERIINAE ©

EE
EERGE T YA THBEIL A RIS !
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https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/

* NetApp AR EHit S84 ME B
* NetAppHYGannesh Kamath

Hh&E A

BRABRRRASFAE ~ 5HRE 7SR / SiAgs -

* NetApp Snhapshot#ifg
"https://www.netapp.com/us/products/platform-os/snapshot.aspx"

s BREIDEIESnapCenter
"https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx"

* BiRLEREESnaplock
"https://www.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx"

* NetApp EmX{4t

"https://www.netapp.com/us/documentation/index.aspx"

* CiscoEfE= E#EE{RE (AMP)

"https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html"
 Cisco Stealthwatch

"https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html"

FIPS 140-2 FlexPod Z & 405N ER RS

TR-4892 : FIPS 140-2%Z 24535 FlexPod BB R T ZE

Cisco NetApp John McAbel#yJayaKishore Esanakula

(EERRKERERRAINAR) (HITECH) ZREGREHEIERE (FIPS) 140225
B FIREREETN (ePHI) ME - BEMNREARM (HIT) EARENEARENEATT
AFIPS1402 FREBURRIHEEMLE A% ARERNERRERSE) ) BE
BEMRHERME I&M\’Eﬁﬂé?&’ FIPS 140-2 (551#4k) RERBERMENIIRD - UESE
BB B RMENILRED « Wi R BB ERME R0 (CMS) HMEEIEIE © FIPS
11(10 2353\5?5’]7][! ZRFENERMAEREXR "Z21F0" (BREMIEBEESEER)

HIPAA) o

FIPS 140-2&EBEBFFIZZ4 « ZREHRENVERE « BB THNRISHEZREARTELZEENR - TEIZEN
HENBREBRBAERBUFERE - 08 E RN ERRBIBBRETIRBESE - ARMREIIZEEE FAR
FEFIPS 14022 212%# - AN E R ERAS I EENSERE - BE - RS a7 G
fZFlexPod FIPS 140-2/HBMIZIBINAE « {N{AI1EFlexPod ZE N RIS NEMZEN « B REREEE o

20


https://www.netapp.com/us/products/platform-os/snapshot.aspx
https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx
https://www.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx
https://www.netapp.com/us/documentation/index.aspx
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html

=

At Cisco Unified Computing System (Cisco UCS)  ~ Cisco Nexus * Cisco MDSNetApp ONTAP
FlexPod ZERERIRAMTHEN « AITARE— RSB EEEFIPS 14022 2 REH BRI TEBEREBASE o

BIEHR

ICERANBRERNEAMEEE « UK CiscolNetApp S EBH AR S E T ZMEERZRFA S o NetApplR
RBEEERNBEREFRFFRENNS « URHBEREE - BREZE « BERITA#A « Cisco UCSKNetAppf#
FRBPIBMATE -

T BRERLEERE o

BEERZEHE

" e

SERIBEE T RIAVELE « COVIDAMITRMERE P—Em M F  IRIBA "R E" 1R
#EHealth and HHS (HHS) #3ERZ 275 % ~ COVIDEIEEREHZRNFEBE =L ©
£2020F3ARIE = « 56 * 000EFHVAERREE AN S E R o BEs0%NAHAERR
S © 20204 ~ FIRFPERBIEMAT50%IBERERING L EBAC0R BEHEE
MURA2TFIEREBEER © 19ERFRE /ARSI EFENME - 1£2020%F  BEEXEDN
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fp-health-fabric-A# connect local-mgmt
fp-health-fabric-A(local-mgmt) # enable fips-mode
FIPS mode is enabled
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5. {2FAVRRP ©
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1. BE/RFIPSHREE o

MDSSwitch# show fips status

FIPS mode is disabled

MDSSwitch# conf

Enter configuration commands, one per line. End with CNTL/Z.

2. FBE2048(1[TTSSHEEE ©

MDSSwitch (config)# no feature ssh

XML interface to system may become unavailable since ssh is disabled
MDSSwitch (config)# no ssh key

MDSSwitch (config)# show ssh key

R b b I b b b b I b b b b b b b d b b g b b b b d b b b b b b b 2 b b b b e

could not retrieve rsa key information

bitcount: 0

R b b I b b b b I b b b b b b b b b b b b b 2 b g b b b b b b b d b b b b e

could not retrieve dsa key information

bitcount: 0

KA A A A A A A A A A A A A A A A A A A A A A A AR AN A AR AKX KKK

no ssh keys present. you will have to generate them
R b b b b b b I b b b A b A b b b b b A b b b b b b 2 b b i b e

MDSSwitch (config) # ssh key

dsa rsa

MDSSwitch (config)# ssh key rsa 2048 force
generating rsa key (2048 bits).....

generated rsa key

3. ERFAFIPSIER o
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MDSSwitch (config)# fips mode enable
FIPS mode is enabled

System reboot is required after saving the configuration for the system
to be in FIPS mode

Warning: As per NIST requirements in 6.X, the minimum RSA Key Size has
to be 2048

4. FETFIPSHREE o

MDSSwitch (config)# show fips status

FIPS mode is enabled

MDSSwitch (config)# feature ssh

MDSSwitch (config)# show feature | grep ssh
sshServer 1 enabled

O. RHAAEFAEFERITRAVAER

MDSSwitch (config) # copy ru st

[HAfHHHHSH A H A AR HH] 1003
exitCopy complete.
MDSSwitch (config) # exit

6. EFMRREIMDSIIHARE

MDSSwitch# reload
This command will reboot the system. (y/n)? [n] y

7. BERFIPSHREE o

Switch (config)# fips mode enable
Switch (config)# show fips status

INFRFAEN « F2E "RUAFIPSIELL ©
Cisco Nexus

Cisco Nexus 900051331228 (9.3FR) "TF&FIPS 140-2" o Cisco NexusB] &Vv3FISSHEERIB4RZEEAKR T
5l ARFS ©

* BRI T ERREGE L
* R ERENREEE ARG SR EE 6
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https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=nexus
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=nexus
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=nexus
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=nexus
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=nexus
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ZREREA o FHEEEFEHSecure Shell (SSH) & A °

{FFASNMPv1FIV2 - B HEMEREAEAVIHIRAERERS - BRERXRTEAEMASHaEITRE
FAAES-3DES#ETTRERA ©

- MIFRFA SSHIEIAREZRSA1ESRACE ©
- BFAHMA-SHAT B e BMIRE (MIC) ~ UEECiscolEEZ 2 MRABSIMFE (SAP) B HARIER -
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fiE

EISEA ~ 551 TCTS-MANUAL 8 TCTS-DOT1x) #EXEASAPHIZERZE THMA-SHA-1) &% o

E1ENexus3ifigs ERIFAFIPSIEL « 5B7eal FHIZER

E2048{1[TTSSHE 8 ©

NexusSwitch# show fips status

FIPS mode is disabled

NexusSwitch# conf

Enter configuration commands, one per line. End with CNTL/Z.

NexusSwitch (config)# no feature ssh

XML interface to system may become unavailable since ssh is disabled
NexusSwitch (config) # no ssh key

NexusSwitch (config) # show ssh key

R b b b b b b b I b b b b I b b S b b g b b b b d b b b b I b b 2 b b b b e

could not retrieve rsa key information

bitcount: 0

R b b I b b b b I b b b b b b b S b b b b I b b g b b b b b b b g b b b b e

could not retrieve dsa key information

bitcount: 0

KA A A A A A A A A A A A A A A A A A AR AR A A AR A AN KA AKX KKK

no ssh keys present. you will have to generate them
Ak hkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhkrhkhhkhhkhhkhhhhkhhhkxk

NexusSwitch (config)# ssh key

dsa rsa

NexusSwitch (config) # ssh key rsa 2048 force
generating rsa key (2048 bits).....

generated rsa key

3. BUBFIPSIET o
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NexusSwitch (config) # fips mode enable

FIPS mode is enabled

System reboot is required after saving the configuration for the system
to be in FIPS mode

Warning: As per NIST requirements in 6.X, the minimum RSA Key Size has
to be 2048

Show fips status

NexusSwitch (config) # show fips status

FIPS mode is enabled

NexusSwitch (config) # feature ssh

NexusSwitch (config) # show feature | grep ssh

sshServer 1 enabled

Save configuration to the running configuration

NexusSwitch (config)# copy ru st
[#H###HHHSHAHSH A H A H AR AH AR H AR HH#EH] 100

exitCopy complete.

NexusSwitch (config) # exit

4. EFRENENNexus3THLES o

NexusSwitch# reload
This command will reboot the system. (y/n)? [n] vy

5. BERFIPSHAEE o

NexusSwitch (config) # fips mode enable
NexusSwitch (config) # show fips status
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BB R BRTE © #0055 « BRI S RBIMEBHLER « FIXERAID « HMEEERS  AREXEHD ’JEE?*“B
7~ ANFEFAR ©
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Write (Encrypt)/Read (Decrypt)

Request J, T Response
| Mewor
g

S5

:
{Crvptographic} -

Module C_
T

() NVERRAEFIPS 1402551 MBI TIRAR S o

N NVE BUEFAE « 5520 "NVEERIR" ©

NVERI{REZiRPIER o TIEZIEFIPS 140-289& RHINZEINAE © Cloud Volumes ONTAP Azure NetApp Files
e EIRRASHI SR B A R4S ~ FiEIIMIAggregateFIVolume B 1EEIEANVERSE « UK ANESINF LB ESIE
BF ~ IKTERRIEITING o ONTAPTLEHEIEEH ~ EAILUEAAggregate B ARHINNZINAE ~ i EIBISRAERS
AIAggregate ~ UEINZAIHEREE ER - ONTAP&ETEAggregate FEE I A IR @ TER TN o INBHIRER - &
AUERTERE °

NAE CLIGE < ONTAP

FEHITTICLISF L ZA] ~ sA RN ERABFTHHIINVEREE -

BEEIUNNNZAggregate ~ s5HIT N8RS (TEONTAP EFTARAHIZEECLI L #ITHY)

fp-health::> storage aggregate create -aggregate aggregatename -encrypt
-with-aggr-key true

EERIENAE AggregateEZHRENAE Aggregate ~ 558117 FFI&< (TEONTAP EHhRABIZEECLI_ E#T1TH)

fp-health::> storage aggregate modify -aggregate aggregatename -node
svmname -encrypt-with-aggr-key true
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EEBNAE AggregateEH s FENAE Aggregate ~ 55T N3RS (TEONTAP EFhRZASEIERECLI_ E#TT)

fp-health::> storage aggregate modify -aggregate aggregatename -node
svmname -encrypt-with-aggr-key false

IENVE CLIZE S ONTAP

WL EFREER ~ S UFEHAAggregate BAREVNNZINAE ~ BEIBISREAS A = BIAggregate ~ LUENNZRRIHERE
E{FEF c ONTAP/&TEAggregate P I FYREIE & FEER 2N ©

LERECHANAENESE LR UMIRE BT e < (TEONTAP EASTIRZINEERINR AR ECLI L#
1785) -

fp-health::> volume create -vserver svmname -volume volumename -aggregate

aggregatename -encrypt true

ERETBHURENER TINERANMIRE 55T T5Ism< (TEONTAP BERARAHEERCLI EMITH)

fp-health::> volume encryption conversion start -vserver svmname -volume

volumename
CERBUMTEEESSEMENE 1T FYICLISFS !

fp-health::> volume show -is-encrypted true

NSE
NSEfEFASEDEAIERENNEREFIFITE RN o
NSERERERFEFAFIPS 140-2 Level 2B IR « FBAES 25611 o/ BRI I R(FERBENER « WL

AR BB LB REREEE - MEMESERIRITHRENENNEFE « I TEPIT - BREEMEER - 5
THHLERBERENERZE © #F RS AEREIRE S —RERRFE I AVEE T ISR IR A S -
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Write (Encrypt)/Read (Decrypt)

Request Response
+ 1

G 5
SIS

; Storage
Cryptographic Module

() NSER7ESERIRE HERIEENG | WEBFIPS 140-2520R5H -

9NEE NSE HEHAE > 5H2 6 "NSEFRIER" ©

TIREE
FIPS 140-21R#£EANE RFME RN IS RZEE « T EF ©
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2.1.1 Cryptographic Boundary
The logical cryptographic boundary of the CryptoMod module is the cryptomod_fips.ko component of
ONTAP OS kernel. The logical boundary is depicted in the block diagram below. The Approved DRBG is
used to supply the module's cryptographic keys. The physical boundary for the module is the enclosure of
the NetApp controller.
fiog = il = S S S SN S S ie— 'i
1 ONTAP| |
|
] l
I Key manager User Space components |
|
|
|
I
|
|
|
: |
| Kernel Space components |
' |
| cryptomod |
Key cryptomod_fips |
: table l SHA KWP |
| | | HMAC KDF AES | |
cryptomod._fips l
1 cypiomadtes ] | [PosT | [DRBG | [xts-aes| | :
] —e— e o e e . e e e
|
' |
L ————————————— T — — — — — —\——
Figure 1 - Block Diagram

IREEENZEHONTAP FrE B LLFRERMINZEEEE - NSE SEDFH B EIRIE UK ENSE SEDRYES
EHEiE o FHSREIERERAR £S5 EANNVENNAER RS ZHEFEZIERZEAE - MZSRNSIREIERE
RFTAERY o BN ESEHIERE - NVEEEREM—RIXTS-AES 256 BRHNE£E - S TERERSHELISE - B
REMNMIEENSREZEETNENMEEMS M —N - MESEEMLNZHEERES o Rt - NAER
& ={EAggregatefEAME—HIXTS-AES 256 ERINNZ & « SREEEA T ZHEFIEE o HELNE
BAggregate FEEENae£id c FTEFLELTE EEGHSHILUMANFER « EBEERETHEHREIEREN
ETE B fR:E - ONTAP

XEIMNBERIREERER

3 TR SMEBRAR B IR AT IR INAERE « ONTAP NVEEINSERZR 5 I IRIMNEBRAREIEZ o FIPS
140- 2R EBAN K EMB B FFIEANEHR=ZRAE - RERBIERFlexPod & + EFR{ERONTAP T7HA
—IEEEEE (IRHE "NetApp EIEIEHHER") RAFRASIE

* Gemaltog{SafeNet
* Nl (Thales)

34


http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix
http://mysupport.netapp.com/matrix

* |IBM SKLM

* Utimaco (g8 Z&MicrofOCUS ~ HPE)
NSEFMINVMe SEDER:E iR S FEAERIZENOASISEREIR LB M EHHE (KMIP) ~ BHENTSIBEIRE
B c AAEMERR MRS SREEEXTUGFEERE - MBNREIEEE HE 28 « s AERRE
E ~ EUEAIBALEERIINGE o SN BB R T EEEENVE VolumeNZ 28 FINAE Aggregate R £18 o IR
ZHIRAREERE - BEZBEFIVMISESIERR « BIEEFRNVEMNAEREE « thEEEZ o
Ty a2 EHHREMETEEIECRB[PIMEEINT SR EEEXENFEERESS (SYM)  Tvmname1: BIEIAR
23 o

fp-health::> security key-manager external add-servers -vserver svmnamel
-key-servers 10.0.0.20:15690, 10.0.0.21:15691

EZEABRPEREEREEERFOE « HINSVMERNEZE2EE  EAE I AItThsER D RE
B © FlexPod ONTAP

AEREINTEREEREENAE  FITTIICLIS S ¢

fp-health::> security key-manager external show

BERBENE (DEMHR)
MRERERREERHFE « WHERERIFERZ 2R  NSE SEDF EAERERERNMBAESER - RA

MEEB TR ENHERRTEREERNINE ~ NSE SEDMEEERBFLL - HITMERENMER - ErIA
NSE SEDEANVERINAEAESER ©

NetApp ONTAP BV {EZEE L HIERFIPSEI(

NetApp ONTAP BB RIS IREFEIXAFIPSIENARRE « AT FIREESEBANZ 2N o IELFIPSEEEA
PIEEHIENR o BUEFIPSIEINE « IRIEFIPS 140209 TE ~ FHEZ2Mv1 (TLSv1) FISSLV3EZA M
HEATLS v1.1FITLS v1. 22 43S ERFHREE ©

@ FIPSIEIL YR ER EEHI BT EFIPS 140-25514R1E4E - ONTAPR R EFIPSIER
FINCSMEZHBVERRS B B AR -EIEAE o

FIPS 140-27A3REB1BIET « BRANEEEERIEHIER « AIRZONTAP FIERVEMNTHE ° AR EFAFIPS
1402183 ; R ~ RIS MZE2MHERES &< & TRUBFIPS) 2884 Ttrues ~ IBALLER -

EETTONTAP SZIEFIPSHEE FEUBFIPSIEL « s5HIT RIS < ¢

fp-health::> security config modify -interface SSL -is-fips-enabled true

E{FASSL FIPSHETLERF « ONTAP #{EZ B ZIONTAP 4MEBFE B i ek A Sz $R LT AE AV R AR B8 7T F BISSLIEER ~ &
FAFIPS ComplaintZ 4R 22K 2 $E SSL ©

EERTRERENFIPSIREE « HRIT M :
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fp-health::> set advanced
fp-health::*> security config modify -interface SSL -is-fips-enabled true

"F—% ! FlexPod RGBS | RSTIEREE -

R 2R BEFlexPod : BiETUERZE

"E—7% : FlexPod NetApp ONTAP B AREE S ATFZHRMTEAFIPS 140-2 o

BEGEESHERRBIFAR - EPMEREENRAESE FEAELCH: (EHR) R4
BERFTBR R o A7 1EFlexPod —(ERRIEN R4 L REFIPSERE ~ FMERBAKERIE
BBEHRMERIRISHER A SRtE EliBsT 24 (PACS) %%t - EFlexPod SEEEIZ 4 L
HETERERZTN LEEHERT - WEEHRINEE - EHREEE AR THNTEBE - U
KEHRZ & TEFlexPod BB R4 _EEERFAIRE ~ 5526 "TR-4881  FlexPod (EFERE
SIRRANZE) "o FBELBRAMA BEEAEIN THNTEEE  UKE
{EFlexPod A &s Mt (ENX) REBELGAGIINE « sA2RE "TR-4865 : FlexPod &
G EREHR" o

EFIPSERTEMN TIEQHESIIR « RFEER T ARMASERAMN TIE2 I  fla - RFRAEBURIARE
BA T B2 (Dicom) 1 o demiBZET o S TEZ R MDICOMYIY B FR IR =N BT S
&L o IS ~ BRIt E#R{ERIRedHat Enterprise Linux (RHEL) fAIfR28FEEZEREINAE o FHFHEDICOM
YIEETZTENFS E ~ fEFISCSIHELUN ~ LURERFCHELUN o 7EFIPSEEE BlEREHART « RFIZIRFlexPod 32
ERY S TE RS T RIS T B AEIEHE T o

TEFRABFlexPod FIPSEREBEEFEFTAMABE R4 « HMIER T " A VMware vSphere 7.08NetAppBIfE RS
ZERIFI09.7 CiscofiizBs%st (CVD) FlexPod ONTAP" {8 EBT2H o
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