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Volume: infra_datastore1 < Back to All volumes / Edit { Moreactions (' Refresh
Querview Snapshols Copies ‘ Data Protection Storage Efficiency Performance
+ Create 9 Configuration Settings C Refresh o
Status = ‘ State = Snapshot Name T Date Time: Total Size _ Application Dependency
Normal “NA- before_attack Oct/18/2019 01:44:26 456 KB None
[=]
CIFSHHE&ERISnapshotiE s A/\Z160KB o
Volume: cifs_volume < Back to All volumes / Edit i MoreAcions  C Refresh
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Create %\ Configuration Setings A et C Refresh O
Status = | State = | Snapshot Name = | DateTime Total Size = | Application Dependency
Normal -NA- before_attack_cifs Oct/18/201901:45:26 160 KB None

WannaCryRAVMAICIFSHEAE

EAEF ~ FHFIFERBAWannaCry B EE RS 2RI 5| #FlexPod BIEEIRIR « URBERRIINAKESE o

TFF R RE Ul WannaCry B B8 EE T EAIES

HEVM :

1. BEENZEREEEE
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Ransomware,
WannaCry

2. PUTTENIE o

ZH1 : WannaCry ENEVMARNIER AR R EENCIFSEAE
WannaCryB BRI EME RNEER R RN HEHNCIFSHAE -

BEERSAAEAWNCRYBIERIMNEIEER

| v % Application Tools ~ Ransomware.WannaCry — a X
Home Share View Manage 0
H » ThisPC > Desktop » Ransomware.WannaCry v O Search Ransomware.WannaCry 0
Name Date modified Type
# Quick access
(87| ed01ebfbcOebSbbeas545af4d01bf5f10716618404280439c6e5babelell0ed1aa 10/18/2019 5:48 AM  Applica
I Desktop :
0
& Downloads o .
: ® Run as administrator
| Documents o+ ==
B Troubleshoot compatibility

11



| Documents — a x

- I % =
Share View @
— ~ “ |5 » ThisPC > Documents v O Search Documents y-
Name . Date modified Type Size £
v 3k Quick access .
B Desktop 2 | 1 WorkDoc-1.pdf PDF File 5,120 KB
[ WorkDoc-1.pdf.WNCRY WNCRY File 5,121 KB
¥ Downloads * [ WorkDoc-2.pdf PDF File 5,120 KB
%] Documents > | WorkDoc-2.pdf.WNCRY WNCRY File 5,121 KB
&= Pictures A ] WorkDoc-3.pdf PDF File 5,120 KB
Bl This PC :} WorkDoc-3.pdf.WNCRY WNCRY File 5,121 KB
| WorkDoc-4.pdf PDF File 5
» @ Network [ WorkDoc-4.pdf. WNCRY WNCRY File 5,121 KB
|| WorkDoc-5.pdf PDF File 5
| WorkDoc-6.pdf PDF File 5
| WorkDoc-7.pdf PDF File 5
|| WorkDoc-8.pdf PDF File 5
] WorkDoc-9.pdf PDF File 5
] WorkDoc-10.pdf PDF File 5
4‘ WorkDoc-10.pdf WNCRY WNCRY File 5,121 KB
] WorkDoc-11.pdf PDF File 5,120 KB
| WorkDoc-11.pdf. WNCRY WNCRY File 5,121 KB
‘| WorkDoc-12.pdf PDF File 5,120 KB
[ ] WorkDoc-12.pdf. WNCRY WNCRY File 5,121 KB
| ] WorkDoc-13.pdf 10/18 48 AM  PDF File 5,120 KB
| | WorkDoc-13.pdf. WNCRY 10 WNCRY File 5,121 KB g
339 items r;l -
BRERGNEAEVMAIEERERAETRNEESE -
= - AR = Drive Tools  fpolicy_share (\\192.168.204.101) (Z:) - o x
Home  Share  View “ Home  Share  View  Manage
« « 4 [& » ThisPC » Documents v & SearchDy & « 4 mp > ThisPC > fpolicy_share (\\192.168.204.101) (Z) > v & | Searchfpolicy share \\192.16_. O
Name & Date modifiec Type Name Date modified -
# Quick sccess o “ # Quick access
Moo o otk sy TR o :

& Downloads ¢
"= Documents *

&= Pictures +
I This PC

¥ Metwork

202 items

1=

| WorkDoc-1.pdf. WNCRY

WorkDoc-2 pdf WNCRY
WorkDoc-3.pdf WNCRY

| WorkDoc-4.pdf WNCRY

WorkDoc-5.pdf WNCRY

| WorkDoc-6.pdf. WNCRY

WorkDeoe-7.pdf WNCRY
WorkDoc-8.pdf. WNCRY

_| WorkDoc-9.pdf WNCRY
| WorkDoc-10.pdf. WNCRY

WorkDee-11.pdf WNCRY

| WorkDoc-12.pdf. WNCRY
| WorkDoc-13.pdf. WNCRY

WorkDec-14.pdf WNCRY

| WorkDoc-15.pdf. WNCRY
] WorkDoc- 16.pdf. WNCRY
| WorkDoc- 17.pdf. WNCRY

WorkDoc-18.pdf. WNCRY
WorkDoc-19.pdf. WNCRY

¥ Downloads
%] Documents

&= Pictures
3 This PC

b Network

20items

"

’

+

GPlease_Read_ Me@

P @WanaDecryptor®

__| Ransemware.WannaCry.zip. WNCRY

| Softwarelmage-1.is0. WNCRY

| Softwarelmage-2iso, WNCRY

| Softwarelmage-3.i50. WNCRY
Softwarelmage-4.iso. WNCRY
Softwarelmage-S.is0 WNCRY

| WorkDac-1.pdf WNCRY

| WarkDoc-2.pdf WNCRY
WorkDoc-3.pdf WNCRY

| WorkDec-4.pdf WNCRY
WorkDec-5.pdf WNCRY
WorkDoc-6.pdf. WNCRY
WorkDoc-7.pdf. WNCRY
WorkDoc-8.pdf. WNCRY

| WorkDoc-9.pdf WNCRY
WorkDoc-10.pdf. WNCRY

REB RSB EBERNA—ZIE « ERSI3ESnapshotiE AR A/N2EHTUEN ~ FEENEBDLEE2EHA

P o

BFMERIE) ~ TEREAM  SEECIFSHAEMMAIRERISnapshot K/ NVAIEIE N ZE820.98MB °
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Volume: cifs_volume

Overview Snapshots Copies
+ Crese W Configuration Settings
Status ¥ State
Normal -NA-

=N

Volume: infra_datastore1

Overview Snapshots Coples
+ Create= % Configuration Settings
Status T State
Normal -NA-

HEECIFSHEEE M VolumelEIZ K&K E34% ©

Back 1o All volumes 7 Edit ¢t More Actions C Refresh
Data Protaction Storage Efficiency Performance
C Refresn o
= ‘ Snapshot Name T | Date Time Total Size = | Application Dependency
before_smack_cifs Oct/18/201901:45:26 20.58 MB None
USRI B8V MBYEEIR @RI SnapshotiE 4K/ MENFI404.3MB ©
< Back to All volumes # Edit ¢ More Actions C Refresh
Data Protection Storage Efficiency Performance
(™ Refresh -
= ‘ Snapshot Name = | DateTime Total Size = | Application Dependency
befora_attack Oct/18/2019 01:44:26 4043MB None
< Back to All volumes # Edit i More Acions C Refresh

Volume: cifs_volume

Cverview Snapshots Copies

Data Protection Storage Efficiency

Before |}

T ] 75.21 GB of 90 GB

availabie space

afer [

B 80.21 GB of 90 GB

Details

Deduplication
Deduplication Mode
Status

Type

Compression

R

availaple space

Enabled (Background and Inline)
Policy based idefault)

icie

regular

Enabled(Iniine)

Performance

Last Run Details
Last Run Oct/16/20719 00:10:02
Total Savings 5 GB (34%)
180 KB (0%) - Compression Savings
Start Time Oct/16/2019 00:10:00
End Time O 1672019 00:10:02

ERARERIERII A2 SnapshotiEZs « ERVMAHERNCIFSHAE

ZEREVM

HEERVM 3BT TP ER ¢

1. {EFSnapCenter {&{EANetAppiE L FISnapshotiE A HERVM o
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| G WannaCry2016-1 | = | @ &

[ (v | @

Getting Started J Summary [ Monitor

- (3 172.21.211.100
~ [l Sugaricaf
~ [P Cluster_1
@ 172.21.21
R 172.21.21
&Datasrok

|z| Recent Tasks
n~

Task Namea

Check new notifications

Rimd Ao D octourss

1_ ﬁb Actions - WannaCry-2016-1

Update Manager -

Power
Guest OS
Snapshots

ﬁ;vCenter-Vﬁj [=f Open Console

G vCenter
[ 5 Wannac:, [

Clone
Template

Fault Tolerance

VM Policies
Compatibility

Export System Logs...

Bg Edit Resource Settings.
@ Edit Settings...

Move To..
Rename
Edit Notes..

Tags & Custom Attributes

Add Permission
Alarms

28T

NetApp SnapCenter

2. EHFREMVMware—E SnapshotiE S EI TR ©

14

All vRealize Orchestrator plugin Actions

Configure

Permis

WannaCry-2016-1

Guest OS: Microsoft Wir
Compatibility ESXi 6.7 and
Vv are Tools: Running, ver:
> NMore info
> DNS MName: w annacry-2C
» IFP Addresses: 192.168.204
Host: 172.21.211.1

£y &

—

{PU(s). 90 MHz used

: -81 92 MB. 327 MB memory active
)00 GB

) ‘-‘S {connected)
Enonnected 2- @
a;:onnec!ed a¥ - a
o me

E
gitional Hardware
|

Xi 6.7 and later (VM version 14)

|

Edit settings

Restore

i) Guest File Restore

@:::_Creat_e Resource C-'}ED_ I
[, Add to Resource Group |
&+ Attach Virtual Disk

| = Detach Virtual Disk !

[ n m [x)
: Search a backup
2. Select scopo —
Search for Backups Q Y
3. Select location
4. Summary Available backups (This kst shows primary backups. You can modify the filter 1o display primary and secondary backups. )
Name Backup Time Mounted Policy ViMware Snapshot
SnapCenter_10-18-_.  10/18/2019 11:0.0 Mo Hourty Yes -
SnapCenter_10-18- . 10/1872019 10:0:0 No Hourly Yes
SnapCenter_10-18- 1011872018 9:0:0 AM  No Hourly Yes
SnapCenter_10-18- 10/1872019 8:0.0 AM | No Hourty Yes
SnapCenter_10-18- 101872019 T:0:0 AM  No Hourly Yes
SnapCenter_10-18- 11872019 6:0.0 AM | No Hourly Yes
SnapCenter_10-18- 10/18/2019 5000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 4000 AM | No Hourly Yas
SnapCenter_10-18- 10/18/2010 3:000 AM  No Houriy Yes
SnapCenter_10-18- 10/18/2019 22000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 1:38:3 Mo Hourly Yes
SnapCenter_10-18-.. 10/18/20191.303... No Hourty Yes -




3. BEVME FERI EME

Il Restore

+" 1. Select backup

J. Select location

ESXi host name 172.21.211.10

4. Summary

Restart VM 74

Restore scope Entire virtual machine bl

2. Select scope
Restored VM name WannaCry-2016-1

| Back | |_N§‘ | ] [_Cancel |
_ P = \ N o
4. ##—T TFinish (5ERL) 1 UBBRERER °
| Ml Restore (x)
+ 1. Select backup Virtual machine to be restored WannaCry-2016-1
+ 2. Select scope Backup name SnapCenter_10-18-2019_01.30.35.0093
¥ 3. Select location Restart virtual machine Yes
ESXi host to be used to mount the backup 172.21.211.10
": Thig virtual machine will be powered down during the process.
L3
| Back | [ Next | [ Finish | | Cancet |

S VMRHEEREER o
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WannaCry-2016-1

u = g = | Documents

Recycle Bin
' Home Share View

A 1E » ThisPC > Documents

MNarne Date modified
v 3 Quick access

| WorkDoc-1.pdf
3 - Il Deskto \
Ransomwar... P | WorkDoc-2.pdf

| WorkDoc-3.pdf
%| Documents | WorkDoc-4.pdf
=/ Pictures | WorkDoc-5.pdf
| WorkDoc-6.pdf
| WorkDoc-7.pdf
= Network | | WorkDoc-8.pdf
WorkDoc-9.pdf
WorkDoc-10.pdf
| WorkDoc-11.pdf
| WorkDoc-12.pdf
WorkDoc-13.pdf
| WorkDoc-14,pdf
| WorkDoc-15.pdf
WorkDoc-16.pdf
| WorkDoc-17.pdf
| WorkDoc-18.pdf
| WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21.pdf

& Downloads

B4 This PC

00 e
200 items

IZ[ECIFStHA
EEEZFCIFSHAR - A FYIZ 5 .

1. AR ERIFREVS AR &R SnapshotiE A IIERHAE o

Volume: cifs_volume Back to A e # Edit : More Act
Overview Snapshots Coples Data Protection Storage Efficiency Performance
+ Create -\ figuratio Ting c Bafre
Status State Snapshot Name Date Time Total Size Application Dependency

2. —T THERE) LARREEIRIESE o
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Restore Volume

Volume 'cifs_volume' will be restored using the Snapshot copy 'before_attack_cifs' ?

All changes made after this Snapshot copy was created will be lost.

Restore volume from this Snapshot copy.

ox
3. BREBHCIFSHAR o
- [ =il Drive Tools  fpolicy_share (\\192.168.204.101) (Z?)
Home Share View Manage
= v /4 == > ThisPC » fpolicy_share (\\192.168.204.101) (Z:)
Name B Date medified Type Size
7 Quick access
Documents 10/16/2019 3:53 AM  File folder
[ Desktop 4 _
Test Data 10/14/2019 9:36 AM  File folder
" Rowilands " ‘? Ransomware.WannaCry 10/14/2019 1:29 AM  Compressed (zipp... 3,400 KB
5] Documents  #  [3] seftwarelmage-1 10/14/2019 1:45AM  Disc Image File 1,048,576 KB
=] Pictures * Softwarelmage-2 10/14/2019 1:47 AM  Disc Image File 1,048,576 KB
B This PC lél Softwarelmage-3 10/14/2019 1:48 AM  Disc Image File 1,048,576 KB
o u Softwarelmage-4 10/14/2019 1:45 AM  Disc Image File 1,048,576 KB
r.'_‘ Network @ Softwarelmage-5 10/14/2019 1:50 AM  Disc Image File 1,048,576 KB
[ ] WorkDoc-1.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[:] WorkDoc-2.pdf 10/14/2018 1:33 AM  PDF File 5,120 KB
D WorkDoc-3.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
D WorkDoc-4.pdf 10/14/2019 1:33 AM  PDF File 5,120 KB
[ ] workDoc-5.pdf 10/14/2019 1:33 AM  PDF File 5120KB
[ ] WorkDoc-6.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-7.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-8.pdf 10/14/2019 1:33 AM  PDF File 5120 KB
D WorkDoc-9.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] WorkDoc-10.pdf 10/14/2019 1:39 AM  PDF File 5,120KB

ZH2 : WannaCryEIZEVMARIERRAR « T EFHMEBEBFPolicyREHECIFSHA

51

R EFPolicy

ESEACIFSHAE L EFPolicy

FHTEONTAP WindowsZE£E F#HIT &S < -
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vserver fpolicy policy event create -vserver infra svm -event-name
Ransomware event -protocol cifs -file-operations create, rename,write, open
vserver fpolicy policy create -vserver infra svm -policy-name

Ransomware policy -events Ransomware event -engine native

vserver fpolicy policy scope create -vserver infra svm -policy-name
Ransomware policy -shares-to-include fpolicy share -file-extensions-to
—-include WNCRY, Locky,ad4c

vserver fpolicy enable -vserver infra svm -policy-name Ransomware policy
-sequence-number 1

ERLLFERIE - RAFFRIERZAWNCRY  Lockyflad4cHIIERBITRIL ~ EMmt - BARNFRRAERIEE -
R REZ AR - BEEERNEBAREZENRRT

WannaCry-2016-1 Enforce US Keyboard Layout | View Fullscreen | Send Cirl+Alt+Delete

Drive Taols  fpolicy_share (1\192.168.204.101) (Z)
Recycle Bin Share Vigw ome Share View Manage

» ThisPC » Documents A == > ThisPC » fpolicy_share (\\192.168.204,101) (Z:)

' # Quick access # Quick access ; :
| 5 14/201 ocuments
Deskisp | WorkDoc-1.pdf 0 Desktop

WorkDoc-2.pdf 1011472 A Test Data
¥ Douroade ] l".‘crkDu.:-S;df 4 ¥ Dieloads Ransomware.WannaCry
| Documents WorkDoc-4.pdf 4201 A 5| Documents Softwarelmage-1
=] Pictures ¢ | WorkDoc-5.pdf 14/2 = Pictures Softwarelmage-2
[ This PC | WorkDoc-6.pdf 42019139 A This pe Softwarelmage-3
WorkDoc-7.pdf 14, A Softwarelmage-4
o Network WorkDoc-8.pdf 42018 ¥ Network Softwarelmage-5
WorkDoc-9.pdf 1011472 | WaorkDoc-1.pdf
WorkDoc-10.pdf 10/14/2019 1:39 £ WorkDoc-2.pdf
WorkDoc-11.pdf 4/2018 1:39 A WorkDoc-3,pdf
| WorkDoc-12.pdf 14/2 A WorkDoc-4.pdf
WorkDoc-13.pdf 41201 A WorkDoc-5.pdf
WorkDoc-14.pdf 4 40/ WorkDoc-6.pdf
WorkDoc-15.pdf 1472 40 4 WorkDoc-7.pdf
WorkDoc-16.pdf 01472 04 WorkDoc-8.pdf
WorkDoc-17.pdf 10/14, 40 / WaorkDoc-9.pdf
WorkDoc-18.pdf 4/2019 1:40 A WorkDoc-10.pdf
WorkDoc-19.pdf
| WorkDoc-20.pdf
| WorkDoc-21,pdf

VM_ERIEZEENNE © WannaCry B EEiE ERNZCIFSHARPIEE « BFPolicy I LEE R ZHEEE o

=
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WannaCry-2016-1 Enforce US Keyboard Layout Send Cirl+Alt+Delete

Home Share View “ Home Share View [7]

4+ |5 » ThisPC » Documents N & - 4 « fpolicy_share (\\192.168.204.101) (Z:) » Documents v O earch De ts Lo

Mame Date modified Name Date modified Type Size Cal

o Quick access o Quick access
B Deskiop 4 @Please_Read_ Me® 2200 1 B Desktop BPlease_Read_Me®
% @WanaDecryptor® 1272 A % @WanaDecryptor®
& Downloads WorkDoc-1.pdf WNCRY ¥ Downlosds WorkDoc-1.pdf 9 L
% Decuments ¢ WorkDoc-2,pdf WNCRY 4/20191:39 4 = Documents | WorkDoc-2.pdf 071472 AM  PDEFile
&= Pictures | WorkDoc-3.pdf. WNCRY ! 1:394 & Pictures WorkDoc-3.pdf
& Thepc WorkDoc-4,pdf WNCRY A 139 A e WorkDoc-4.pdf
WorkDoc-5.pdf WNCRY 4 1:35 4 WorkDoc-3.pdf
¥ Network WorkDoc-6.pdf WNCRY 420191394 @ Network WorkDoc-6.pdf
WorkDoc-7.pdf WNCRY /2019 1:39 4 WorkDoc-7.pdf
WorkDoc-8.pdf WNCRY 4/2019 1:394 WorkDoc-8.pdf
WorkDoc-9.pdf WNCRY 4/20191:39 4 WorkDoc-9.pdf
x WorkDoc-10.pdf

WorkDoc-11.pdf
WorkDoc-12.pdf
WorkDoc-13.pdf
WorkDoc-14.pdf
WorkDoc-15.pdf

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.

I Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to WorkDoc-16,pdf
recover your files, but do not waste your time. Nobody can recover your files without | WorkDoc-17.pdf
M our decryption service. WorkDoc-18.pdf

WorkDoc-19.pdf

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

Rust if v wrand b daerment all s Alae san naad +a nae
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;ftl_IR Z— B4 BE. ‘mn\&%n\ﬁ El

A AR TE SnapshotiE A<HFiZ ~ U SFAFRRIRIEREEIR (RPO) © Snapshot@ AU R{EEIFERER « HIL
WEREBR (RTO) JFEIE -

REENRE  EAFEXMEAKEBFIERNES  EEARMEEREE -

4t

mE IIIFFH

%ﬂ%i’xﬂ TAABICENEY - WBENTATTLESEREE - AEWEIES « fitha
FETNRMMRE I8 - REETMEEXREN - ’@ﬁ??ﬂ%kgﬁ‘i\* T EEREEEEREX
EEQE’J@% °

RIFA "Forbes =" » RE19%HNHRUEREEEXNESRABSEN - Bt « (FEERETLERERIE
XEE - IRERMARERBEHEBEEINED

BrlaDEERFERHRUIRERNEZIS - BIt - B EREMWAZZREN 8D - BEFRIEERS
ATEHE « DUEERERER « RENEFEREIFE -
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https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/
https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/

EE
R R TR TSR A RO

* NetApp AR REEH S84k ME B
* NetAppHJGannesh Kamath

HthE 5
EABERABRBAXFAEN « 5518 FFISXCH / B8 -
* NetApp Snapshot#if2
"https://www.netapp.com/us/products/platform-os/snapshot.aspx"
s BREIDEIESnapCenter
"https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx"
* B EREESnaplock
"https://lwww.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx"

* NetApp EmXHF

"https://www.netapp.com/us/documentation/index.aspx"

CiscofE B EEe{r:E (AMP)

"https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html"

Cisco Stealthwatch

"https://lwww.cisco.com/c/en_in/products/security/stealthwatch/index.html"
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https://www.netapp.com/us/products/platform-os/snapshot.aspx
https://www.netapp.com/us/products/backup-recovery/snapcenter-backup-management.aspx
https://www.netapp.com/us/products/backup-recovery/snaplock-compliance.aspx
https://www.netapp.com/us/documentation/index.aspx
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
https://www.cisco.com/c/en_in/products/security/stealthwatch/index.html
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