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FSx-Dest::> network interface show -role intercluster
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FSx-Dest::> cluster peer create -address-family ipv4 -peer-addrs
source intercluster 1, source intercluster 2

Enter the passphrase:

Confirm the passphrase:
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DASHBOARD

STORAGE

Overview

Volumes

LUNSs

Consistency Groups

NVMe Namespaces

Il ONTAP System Manager

Overview

< Intercluster Settings

Network Interfaces

|P ADDRESS
& 10.61.181.184
® 17221146217
® 10.61.181.183
@& 172.21.146.216

Shares
Buckets
Qtrees 9
Cluster Peers
Quotas
Storage VMs PEERED CLUSTER NAME Peer Cluster
Q FsxldDaed40eD8accOdeabT
Tiers & orsm Generate Passphrase
NETWORK Manage Cluster Peers
Overview Mediator @ o]
Ethemet Ports Not configured.
FC Ports
EVENTS & JOBS Configure
PROTECTION
Storage VM Peers :

Relationships

PEERED STORAGE VMS
HOSTS Q :

3. EHFERBHIET » HBFIEEN !
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b. B2 “Yes BINNZRAA o
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Peer Cluster %

Local W Remote

PASSPHRASE @

STORAGE VM PERMISSIONS
o eeeeccc0e ®©

All storage VMs (incl... X

It cannot be determined from the passphrase whether

created in the future also will be

/en this relationship was encrypted. Is the relationship

permissions. encrypted?

To generate passphrase,

Launch Remote Cluster

i

Intercluster Network Interfaces IP Addresses

172.30.15.42

172.30.14.28

Cancel

Initiate Cluster Peering Cancel

4. BTG FSx RERAREH ERMARIAAE :

FSx-Dest::> cluster peer show
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1. 3R FSx 5£8% » A CLI FMTFIS LI SVM HERE ©

FSx-Dest::> vserver peer create -vserver DestSVM -peer-vserver
Backup -peer-cluster OnPremSourceSVM -applications snapmirror
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Select secondary replication options @

[C] update SnapMirror after creating a local Snapshot copy.

Update SnapVault after creating a local Snapshot copy.

Secondary policy label Custom Label - @
sql-daily
Error retry count 3 < i}

BRA%4 SQL Server BEREZEIISnapCentertRISFIEZE 8 » 552/ "SnapCenterSig" o
MBS I —{ESnapMirroriklg » EHESHAEERBIVRRBRRIABENFRA] o

1. 1£ FSx # & _E 37 SnapMirrorskEg o

FSx-Dest::> snapmirror policy create -vserver DestSVM -policy
PolicyName -type mirror-vault -restart always

2. ZRAHSnapCenterB ERHETE BUEEBN RERAREABTFRISnapMirrortR S BIBERATIEARAY

FSx-Dest::> snapmirror policy add-rule -vserver DestSVM -policy
PolicyName -snapmirror-label SnapMirrorLabelName -keep
#ofSnapshotsToRetain

LR ARt 7 T LAHIE I SRBR YRR #E A -

FSx-Dest::> snapmirror policy add-rule -vserver sgl svm dest -policy
Async_SnapCenter SQL -snapmirror-label sgl-ondemand -keep 15
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FSx-Dest::> volume create -vserver DestSVM -volume DestVolName
-aggregate DestAggrName -size VolSize -type DP

R REAPR & A B AZRERE & 2 R ZE L SnapMirrori{%

EEERERE & B2 E 2 B2 SnapMirrorBi{% » 357E FSx ONTAPLHIT FAI&< -

FSx-Dest::> snapmirror create -source-path
OnPremSourceSVM:OnPremSourceVol -destination-path DestSVM:DestVol -type
XDP -policy PolicyName

#1481ESnapMirrorfi{z
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FSx-Dest::> snapmirror initialize -destination-path DestSVM:DestVol
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EERHEF G B FE = SnapCenter » 555t ML ER ¢
1 REREEED » FEIFRERR  ARE— TR AR HEFER 8548 ESnapCenterfYiig

M NetApp SnapCenter® ©- ALscadmin  SnapCenterAdmin  [#Sign Ou

ONTAP Storage

pastboard | 77 [ : +

R ONTAP Storage Connections

Monitor [l Name 1Y P Cluster Name User Name Platform Controller License
LR, Backup 172.16.13.17 172.16.13.17 AFF «

FS02 172.16.13.17 172.16.13.17 AFF «

Qra_svm 172.16.13.17 172.16.13.17 AFF v

ora_svim 172.30.15.42 AFF Not applicable

sql_svm 172.16.13.17 172.16.1317 AFF v

sal_svm_dest 172.30.15.42 AFF Mot applicable

svm HCARDS 172.30.15.42 AFF Mot applicable

2. IEMMBREFE RGBT > MG AEONTAPEENEIE IP (it LU ERE BIBMEE o AR
X R HIREE R
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Add Storage System

Add Storage System €

Storage System 10.61.181.180

Username admin

Password sesssenee

Event Management System (EMS) & AutoSupport Settings
Send AutoSupport notification to storage system

Log SnapCenter Server events to syslog

£+ More Options : Platform, Protocol, Preferred IP etc..

Cancel H Reset

3. EEILEFHE FSx ONTAPRARFTIE ESnapCenter © IEEREIER T @ BIEWMILRFERA R E R E
IR > REIE— T B EIEIE - iF FSx RFIEE R EASnapMirrorg| &S F I E MmN IRIRER
RSB RAR
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More Options

Platform
Protocol

Port
Timeout

[ Preferred IP

FAS - | Secondary @ ‘
HTTPS T - ;
443

60 seconds (1]

£
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T—4 2 T rERER FIIRESEHIE =SnapCenter © SQL Server # Oracle RYBFZEELL o

1 eERBEER > FIF T ARIZ— TG LURAR SnapCenterifi i A7 IEHIZRAVEIE o

2. EFIEEHMARE D > B EHAER « BN IR ARRE o EIEHEMEE o B SQL Server » ##
£ Microsoft Windows #1 Microsoft SQL Server ¥MIHFER ©

N NetApp SnapCenter®

Managed Hosts

Add Host

search by Name

Host Type | Windows -
] oraclesry 01.sddc.netapp.com Host Name | sqgisrv-01.sddc.netapp.com
[ oraclesry 02.sddc.netapp.com Credentials | sddc-jpowell |

oraclesry 03.sddc.netapp.com

i‘i 1 oraclesry 04.sddc netapp.com Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Windows

ic.netapp.com Microsoft Windows
B Microsoft SQL Server

Microsoft Exchange Server

gradesry 06.5ddc.netapp.com

aclesry 07 sddc.netapp.com

| SAP HANA

oraclesry. 08.s0dc.netapp.com £¥ More Options : Port, gMSA, Install Path, Custom Plug-ins..,

oraclesry 09.sddc.netapp.com

oraclesry 10.sddc.netapp.com Submit Cancel

3. i1 Oracle » 357 TG HEARTIERMMATE » WEE Oracle BRNEHEFHIZEUTIE o 24
®B¥E—T TR MURGREIRIER IR E TS ESnapCenter ©
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Add Host

Host Type
Host Name

Credentials

Linux

oraclesrv_11.sddc.netapp.com

root

Select Plug-ins to Install SnapCenter Plug-ins Package 4.6 for Linux

Oracle Database
[] sAP HANA

£+ More Options : Port, Install Path, Custom Plug-Ins...
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REEHIE T RO TIEREERNARRD - EMEBERRRENE ~ BERIBE LUK SnapCentertll {7 &
iiﬁﬁ}iﬂ]ﬁ%ﬁx% EI:IIL:\ °

&R ATESnapCenter Web AR IR 527E 1 O EEURA! o

M NetApp SnapCenter® L]
I Global Settings Policies Users and Access Roles Credential Software

Microsoft SQL Server .

Search by Name I

Dashboard

Resources

Name : Backup Type Schedule Type Replication
Monitor e il Lia P
SQL-Daily Full and Log backup Daily SnapVault
Reporis
SQL-Hourly Full and Log backup Hourly SnapVault
Hosts SQL-Hourly-Logs Log backup Hourly SnapVault
Storage Systems SQL-OnDemand Full and Log backup On demand SnapVault
SQL-Weekly Full and Log backup Weekly SnapVault

BRI SQL Server HINRISHNTEEE » 552[ "SnapCenter>Xig" o

BRAIEIL Oracle 7 RIEHTEE R » 552/ "SnapCenter>ig" o

* EESEREREIIBENAED  BRENERENED - TP » EREEENDEERENISHE
BhSnapMirrorg| Axgy4a3Y o

* BRI Snapshot BIZsE EHSnapMirror | RERIEEUNE—FE LN MEREEREEIZEE
7ESnapMirror AR BT % RA ©

« I 7t SnapShot BlZ&& E#SnapVault | RERREHMEBIIFZEZ BURDSEEONTAPR A
BACloud Volumes ONTAPEY FSx ONTAPZ BI7ZT1ERISnapMirrorf & o

TERER T DERNU R EFfIEFHN RSB ERBIINS o

0- 2 scadmin
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New SQL Server Backup Policy

o Name Select secondary replication options @
o Backup Type [J update SnapMirror after creating a local Snapshot copy.
o Retention [] Update SnapVault after creating a local Snapshot copy.
Secondary policy label i
4 Replication
Error retry count 3 i ]

5 Script

#17SnapCenterZiF4H

BRAEAFECEEEZASERMPNENEERUKRELEEREREATRE -

1. EE| A fAEE AV EIRER S o
2. ERETES] » BIEEFEAMNERIER (E4PFIH 2 Microsoft SQL Server) » ZA%IG— T HHEIREHH -

N NetApp SnapCenter® - % scadmin  SnapCenterAdmin [ Sign Out

Microsoft SQL server  [B 1

New Resource Group

= Name Resource Count  Tags Policies Last Backup Overall Status
Moni SQLSRV-01 1 SQL-Daily 051142022 ... Completed
PNEER sQL-Hourly
5QL-
Reports OnDemand
SQL-Weekly
Hosts
SQLSRV-02 1 SQL-Daily 03/28/2022 ... Failed
Storage Systems SQL-Hourly
sQL-
Settings OnDemand
SQL-Weekly
Alerts SQLSRV-03 1 SQL-Daily 05/1142022 ... Completed

Ll TR et

SnapCenterX{4i#2 7 % SQL Server #1 Oracle B} EREII & REFHANZ LT FHAE o
EEHE, SQL B » 5BIKkIR "IthiEsE" -

AEHD Oracle HiR » 5BHIKER "ILELE" -
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HEONTAP{ETZNNIAZE] Veeam

Bt » 7 Veeam FHTIEONTAPEF R EMERIRY SMB/NFS 1R AMIEARFERINE -
1. FIRR Veeam ZERI QM E A - EfEREFEMR - AREFMIGHT

Storage
=3
==
Add
Storage g
Manage Storage Actions

Storage Infrastructure

&=k Add Storage
=
i == \eeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual machines, file shares,

orage Infrastructure

o B onmap guest files and application items from storage snapshots of VMFS, NFS and CIFS volumes. In addition to built-in integrations, Veeam provides the

Universal Storage API that allows qualified storage vendors to create fully supported storage plug-in.
To start using this functionality, register your starage by clicking this text. If you don't see your starage in the list, please install the corresponding
plug-in first.

Take a Snapshot

Set up periodic storage-level snapshots of your VIVIFS or NFS datastores using the storage management console. The storage will automatically snap
your datastores, providing frequent restore peints that enable short RPOs for the most common recovery scenarios, with little to no impact on your
production environment,

For evaluation purposes, you can create an "ad hoc” storage snapshot by selecting the desired LUN in the Storage Infrastructure tree, and clicking the
corresponding button in the ribban.

~ Restore

[E=0 7o perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
s restore. You can restore the entire VM, individual guest files or individual Microseft Active Directory, Microsoft Exchange, Microscft SharePaint,
1y Home Microsoft SQL Server and Oracle items.
Ei ety Please, keep in mind that storage snapshots are not real backups, as they would be lost along with production data in the event of a storage disaster.
- oy Thus, you should never rely solely on storage-level snapshots for data protection. Ta ensure protection against all types of disasters, continue ta
‘?E’E Baciip I aspuctie perform proper backup of all VMs to non-production storage using eeam backup jobs or VeeamzIP.
(5 storage Infrastructure Ny Backup

E=1 Enterprise Plus edition enables backup of virtual machines, physical servers and file shares directly from primary storage snapshots. This functionality
Tape Infrastructure puts your storage array capabilities to work allowing for improved recovery point objectives (RPO) while greatly reducing impact from backup

activities on the production machines,

@ Files.

2. ITFIBERIFRET » BEIENetAppEAEHIER » A% EData ONTAP
3. A BIR IP (it 35N NAS Filer 1R o #—F“F—%" o

Mew Metipp Data ONTAP Storage X

Name
Register NetApp Data ONTAP storage by specifying DNS name or IP address,

_ Management server DNS name or IP address:

[10.61.181.180

Credentials
Description:

MAS Filer Created by SDDC\jpowell at 5/17/2022 10:34 AM.

Apply

Summary Role:

[[] Block or file storage for Viviware vSphere
[] Block storage for Microsoft Windows servers
MAS filer

< Previous Mext > Finich Cancel
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4. FBIEAREIUATFENONTAPEEE ©

Mew MetApp Data ONTAP Storage

Credentials
Specify account with storage administrater privileges.

Credentials:

MName
| HCIEUC\Admin (HCIEUC\Admin, last edited: 98 days ago) ~ | | Add...
MAS Filer Protocol: [HTTPS +
Appl)r Port: 443 E
Summary

| < Previous || Mext >

Finich

5. 7£ NAS Filer BEE L » EEERHNHE > RERET—F o



MNew Met&pp Data ONTAP Storage d

NAS Filer
Specify how this storage can be accessed by file backup jobs.

MName Protocol to use:
SMB
Credentials [] MFs

_ Create required export rules automatically

Volumes to scan:

Apply |AII volumes | Choose...
Summary Backup proxies to use:
|Automatic selection | Choose...

< Previous Apply Finish Cancel

6. EREEN TER) M EE) B > A%R—T Tl URKBEEERIRER o BilTmE
ONTAPE &R NAS 1EZAARZB—EFIE AT HAER °

E,. x =
L [ — |
Add Edit Remowve Rescan

Storage Storage Storage
hManage Storage Actions

Storage Infrastructure

4 {E;Sturagelnfrastmcture
4 FH oNTAP
E13A300
4 ZZ OTS-HC-Cluster

[» svm_nfs-A

4 swvmil]
[ i5CSI_Datastore
5 sqdb_vol2
B sqldb_vell

[+
[+
[+
[= E:j swml_root

7. (ERAEEIRR NAS HBRIFHORHEE  EGEREET  BEERHREELREML #EFE
EEIRE o
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=
- 9
Add EE

Repository Repositary
Manage Repository

Backup Infrastructure

E Backup Proxies
= Backup Repositeries
t-:E'. Externial Repositories
] Eﬁ Scale-out Repositories
€5 WAN Accelerators
3 Service Providers
4 &E SureBackup
& Application Groups
Zh Virtual Labs
] fE'! Managed Servers
i @ YMware viphere
Eg Microsoft Windows

ﬁ Home

E@ Inventory

(353 Backup Infrastructure

- AR ENRFERETRIME D RREIL#FE - BRIZIL Veeam Backup #FERFAR(E

B > 552/ "Veeam Xig" o
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MNew Backup Repository d

— Share
1
t_::j Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
t__:j write data to this share.
MName Shared folder:
[\1172.21162.187\VBRRepo] | Browse. |
_ Use \\server\folder format
Repository This share requires access credentials:
o S |ﬁ"& sddchadministrater (sddchadministrator, last edited: 85 days ago) ~ | | Add... |

Manage accounts

Review
Gateway server:
Apply (®) Automatic selection
() The following server:
Summary

veeam.sddc.netapp.com (Backup server) w

Use this option to improve performance and reliability of backup to a NAS located in a remote site.,

< Previous | | Mext = Finish
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% Amazon S3 EEFERIEABHHERE

T—F2HE Amazon S3 EFEEIEABNFHEE
1. SETHOEREE > BHRTE o m— L HERE

=
=
Add
Repository  Repository
Manage Fepository

Backup Infrastructure

E Backup Proxies
= Backup Repositories o
E External Repositories
4 ?fﬁ Scale-out Repositories
Eh Scale-out Backup Repository
£n WAN Accelerators

::5} Service Providers
4 & SureBackup

& Application Groups
dh Virtual Labs

4 {'Ei Managed Servers
f fér] VMware vSphere
= Microsoft Windows
ﬁ Home
E@ Inventory

\'?E'g Backup Infrastructure

2. EMEHEOHEERET - BEVMAEHE > FAREE Amazon S3 o EREEITHRETFERE ©



Add Backup Repository

Select the type of backup repository you want to add,

]
=
=

——

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Metwork attached storage

Metwaork share on a file server or a MAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.

2

Object storage

On-prem cbject storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported,

3. RICHMHETFERERE > REE—TT—F -
4. ET—EDH > I_HEHRE - TRE—E AWS FEEHRMERE o

Mew Object Storage Repository

Account
Specify AWS account to use for connecting to Amazon 53 storage bucket,

MName

Credentials:

_ | & AKIAXAHA3ZTSSTHXQT2W (last edited: 107 days ago) v| | Add...

Bucket

Summary

Manage cloud accounts

AWS region:
Global

[] Use the following gateway server:

veeam.sddc.netapp.com (Backup server)

< Previous Mext = Finish Cancel

5ﬁkmmmnﬁﬁﬁ’%EUMEH¢U\ﬁﬁﬁﬂ§HI » REF—T TERI ~&E& #—
5epk) RARAIBER o
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BifRRiEENHETFE

REBRMPELREFEENILE Veeam » FFIRT LRI SOBR RBEREHDEI &S BEIF MRV EM
Amazon S3 ¥4 TFEH » UBIRKHER o

1. REBEHERRET  BERRHEE AR TR HFEREEE -

" Add Scale-out Edit 5cale-out Remove SE

Repository Repository Repository Per
Manage Scale-out Repository Mana
Backup Infrastructure

= Backup Repositories
=

s External Repositories
+ = Scale-out Repositories o
£ WAN Accelerators
; Service Providers
4 I'_IE SureBackup
& Application Groups
% Virtual Labs
4 TE] Managed Servers

I ﬁ] Vidware vSphers
|_:='_- Microsoft Windows

ﬁ Home
E‘ I3 T ¥
@3 Imventory o

i?E-'g Backup Infrastructure

2. EHRRAIET BN HEFETSS SOBR Rft—ERHE > ABR—TT—% -
3. HINMAEE » BHEE SN AHEONTAPEE L1 SMB HAMBHHEE



Mew Scale-out Backup Repository >

Performance Tier
Select backup repositories to use as the landing zone and for the short-term retention.

Mame Extents:

Add...

Mame
| PerformanceTier | = Jperepor

Placement Policy

Remove

4. HRTRERE > SARBEHNEREZEN B METGE - BET—P -

o. HINAREE > HFIEMA Amazon S3 ¥H#TFRIET SOBR © 2 7 BIRKEINIE » FEFTAIR
BHOBIAGEHENIMEHRT > URERRFFRZARMNZRER o

Mew Scale-cut Backup Repository X

— Capacity Tier

= Specify ohject storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Marne Extend scale-out backup repository capacity with object storage:

Performance Tier Amazen 53 Repo v Add...

Placement Policy Define time windows when uploading to capacity tier is allowed Window...

_ Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
Archive Tier the capacity tier as soon as they are created on the performance tier.

Mowe backups to object storage as they age out of the operational restore window

Summary Reduce your long-term retention costs by moving older backups to object stoerage completely
while preserving the ability to restore directly from offloaded backups.

Mowe backup files older than 14 12 days (your cperational restore window) Override...

-

(] Encrypt data upleaded to cbject storage

Manage passwords

< Previous Mext = Finish Cancel
6. 1% > #E THEMAL M T2 MUSER SOBR BIERIL ©

BiuERETHDREFEESE

BLE Veeam MERE—T 2ERHEILA SOBR {EAED BIZRBIHHIEE - BIUFHDIEEREM
HEEEESNIEE TEN—E9 » BMELARNEFMATE - BREITE Veeam FEMNHHNEENES
SERMER v BB "Veeam EBNFIOEAMISHE" ©
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B

lueXP backup and recovery T &L E

EER AR ERE SN EN EIRE N FEEB R AWS FRHITHY VMware Cloud Volume AR » IS47AR

%

W5 E SnapCenter Server #1 Veeam Backup and Replication Server BYSITHITERS - ifEEiETHRE » &

BUARERSETAUEREBNERESRE  ERIRENHITHEERZIRIER R

B

5

E#B) Windows SnapCenter{@fR23

SnapCenter Server Z8ZE7E VMware Cloud SDDC A » s &4£7EE VMware Cloud IRIE A B K ELRR
VPC #fy EC2 #11T1ERE L o

SnapCenter software FJ{ENetAppZ IRAFULERIF » i A L4 1EATIR 2 TEBF4EHY Microsoft Windows Z#4%
£ o FHABAVFR BT R A ZEREREARIIATE "NetAppSXIFAL"

SR AIE LA i1 B+ EISnapCenter software "L 4E" o

=% E#HBh Windows SnapCenter{alfik2s

EHEHITIREE FSx ONTAP WEEARAERER » SR ALBITAESnapCenterERIERNTEER © It
%E%Eﬁiﬁ > ISR BLE R AR 0VIBIE - W AIRTERILUER FSx ONTAPER X REEFIEEAREN B

Al » & ZBEESnapCenterf@fkes LA TIER

1. BEMLERE A FREIAZAE SnapCenter{aR25HER]

2. SRTEHRERLIEL VMware Cloud #1 FSx ONTAPE i@ o

3. e 1E SnapCenterZk}ERVBTE o

4. FESnapCenterfzht KEERIET - UFEfR FSx REZHE MM EEME
5. MR E BRI ERS S EIELIEH o

EZRE%HEN Veeam Backup & Replication fEiR2S
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X EEHE) Veeam Backup & Replication {aiR23

EEHBEMHNE Amazon S3 EFZTRIMEEEIETER » WA Windows AlR2S L& 2 Veeam
Server > MHEHEHHTEAEB VMware Cloud ~ FSx ONTAPHIE1 3 [RIAHEDE#TZER S3 (H#ERE - BiEM
JB1E FSx ONTAP LECE —EHMIEHD H1ERE » UEEERIESSERBETHNGED -

ERITILBRE - UATHUTIESR -

1. BEABLUEL VMware Cloud » FSx ONTAPFI Bl & RIAEIMETZEER S3 (#721RE
i#% FSx ONTAP_LKY SMB $tAEE A HIMR (A R -
REAER BT BN RIEE— S NIRE S3 I -

BRI - ERITATAOMBIA (EEIRE SQL A Oracle ME#HLE -

A w0 D

BRIER Veeam WIEEHRIENEZER » 552 R (£ Veeam Full Restore 1E[REFAZIUESIL" o

SnapCenter& FHE D AR KEBER

SnapCenterAsFH R FIRERERE MySQL BERIEMEE S » LUEEEE K E#FMESnapCenterfalfikzs © ¥
REFINERAZE » HFIIE T AR FRFIR VPC B89 AWS EC2 $1T{ERE L A9SnapCenter&E K} EFELE - B
FSnapCenter K #ERNEZER > BHLE "LHES"

SnapCenterf& {3 HitR I&H

SnapCenterfB {3 REM G U TIRIGH :

* EABEONTAP R4 LT VLR @A SMB = » AREMENERIEMRER ©

* ANHEONTAPZR 4L AWS tRE A FSx 3 CVO Z[E8ISnapMirrorf{% o IERIEAREEE = H1%
BISnapCenter& it EE A58 EFEHYIRER o

s T TRiEIRA HY Windows Server » AJLTE EC2 #{TERE L » 18] 7E VMware Cloud SDDC H
B VM E o

* SnapCenter%4£7f VMware Cloud 1y Windows EC2 #{T{ERSEX VM L ©
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SnapCenterf& {5 ELIERMIZHE

* EAHONTAPR A LT —E% - AREEHNEREMNRTENR o

* FEAHF FSx/CVO Z I SnapMirrorfi{% o

* HE SMBHEE o

* WERBARBIT API {758 Swagger 1SS o

* REEREERER o

* M xcopy 2RI db MR EMEASHE B EERE] SMB = o

* £ FSx k£ » I ONTAPHAIRERIEIE (GBiESnapMirrorftdsitiigsd) o
* 1% SMB A1 FSx ##F) EC2/VMware Cloud °

* BERBESRN SMB HRENEIAIHEE SR o

* % Swagger #11T SQL Server ZFFZF ©
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SnapCenterig2 7 —{EB IR #11T REST API 5598 Web BB IR/ HE ° BRAER Swagger /7B REST API
S8 » 552 BSnapCenter3ig "ItHELE" o
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& ASwaggerilf EVSIZES 2

B Swagger HH » TR BARTREL BT SERBENEERER

1. &5/ SnapCenter Swagger API 488 » {i3it% https://< SnapCenter{AliR2s IP>:8146/swagger/ °

t swagger

SnapCenter API~

[ Base URL: /fapi ]

hitps isnapcenter sddc netapp.com:8 146/Content/swagger/SnapCenteryaml

Manage your SnapCenter Server using the SnapCenter APl
To access the swagger documentation of "SnapCenter Plug-in for VMware vSphere" API's, please use
https//{SCV_hosiname} {SCV_hosi_port)/api/swagger-ui_himl

2. [ERA“Auth"EB) I BEEE “Try it Out” ©

Auth v

POST /4.6/auth/login Sepice login

The login endpoint exposes the method required to log in to the SnapCenter service. The login method returns a token that is used to
authenticate subsequent requests

—

3. 1£ UserOperationContext &1 » tEE SnapCenter/R:EM A » ABE—T T#1T1 °




Name Description

TokenNeverExpires

Token never expires
boolean

(query)

o false ~ ]

UserOperationContext * ¢

object

User credenlials

(body)

Edit Value Model

{
"OserOperationContext”: {
"User”: {
"Hame": "localhost\\scadmin",
"Passphrase”: "NHetipp321",
"Rolename": "SnapCenterAdmin
b
}
}

V.

Cancel

Parameter content type

[ application/json v ]

A TENERERES » EAIUERITHE - JITHMBRERER XX FLUETEMRE -

200 Response body

"PluginName": null,
"HostId": O,
"Roleld®™: null,
"JobIds": null

Vi

"Oser”: |

Token":

"1 Y xOge=t s\ EEDd tdARA Y pe EqS SCEwcoGasSiwhE 63 rity 5Cs ¥ 6 JHRDS Lk o Z LIESEHARPGIJ OUUOy nENdg tVGD Zmvx+ I / ZJ EInSHINZI TS 6
CLIGTApg1GmcagTI8bghSoNTx 0 TEcdrAi dzANTDb3Gy LORtWI Gdwiz SeUwil] 3uVupnk 1E31 sk PREvIR S8 j 0gEQvo 4 viR LOhh ThhwEhV
9/23nFedVP/plEBviveV/ ze IVTUHFHUMO 6 9XRe ScuW9nwy j4b0I5YSFHIXDE j0==" ,

"Hame": “SCAdmin",

"TokenHashed”: null,

“Type®: "",

"TokenTime" : 22-03-22T14:21:57.3665661-07:-00",
TN L

"Fullfame": "SCAdmin",

"Host": null,

"Author™: mull,
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#iTSnapCenter&}EH%

¥ T kAIE Swagger EE R KE#EREIF L FAIASnapCenterf& (D RAZ ©
1. #%—TF TK#ER BIRUTEEER -

Disaster Recovery v

‘ /4.6/disasterrecovery/server/backup Fetch all the existing SnapCenter Server DR Backups.

‘ /4.6/disasterrecovery/server/backup Stars the SnapCenter Server DR backup.

I /4.6/disasterrecovery/server/backup Deletes the existing Snapcenter DR backup.

‘ POST /4.6/disasterrecovery/server/restore Stats SnapCenter Server Restore

I /4.6/disasterrecovery/storage Enable or disable the storage disaster recovery.

2. [ZB8 '/4.6/disasterrecovery/server/backup' &f 5 It 2hE s A" o

/4.6/disasterrecovery/server/backup Starts the SnapCenter Server DR backup.

Starts and creates a new SnapCenter Server DR backup.

3. £ SmDRBackupRequest Z53H » #ig [FFEAI AN B AZ RS B2 1T LB EN SnapCenter& i}
EFMBEENED °

()  ®HBRTAHEREHE NFS 5 CIFS MR -




Name

Description

'l‘oken = required

string
(header)

SmDRBackupRequest * ¢
object
(body)

User authorization token

TUHFHUMOE9XReScuWInwyj4b0ISYSFN3XDKQ==

Parameters to take Backup

Edit Value = Model

{
"TargetPath": "C:\\SnapCenter_Backups\\"
}

Cancel

Parameter content type

| application/json v |
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f¢SnapCenterZ &7 1E¥

ERBEREERZEFRE ASnapCenterEE HHER 7 IR HAT > EaIUE
&SnapCenterfAliras KB R BDBIFAE o

Job Details

SnapCenter Server disaster recovery backup

" SnapCenter Server disaster recovery backup

W

V’

«

>

>

Precheck validation

Disaster recovery backup of ‘oraclesrv_04.sddc.netapp.com’
Disaster recovery backup of SnapCenter Server ‘SnapCenter,sddc.netapp.com’
Disaster recovery backup of ‘'oraclesrv_02.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_07.sddc.netapp.com’
Disaster recovery backup of ‘sglsrv-02.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-03.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_10.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-04.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-01.sddc.netapp.com’
Disaster recovery backup of 'sqlsrv-05.sddc.netapp.com’
Disaster recovery backup of ‘oraclesrv_09.sddc.netapp.com’
Disaster recovery backup of 'sglsrv-06.sddc.netapp.com’

Disaster recovery backup of 'sqlsrv-07.sddc.netapp.com’

W

@ Task Name: SnapCenter Server disaster recovery backup Start Time: 03/23/2022 10:27:11 AM End Time: 03/23/2022
10:27:47 AM

View Logs

Close

L



fiEF XCOPY BERARIRENERNIEFRERE| SMB HE

TR SN BERERESnapCenterfrl fRes B A AR 4R E CIFS £A » 2HEABNRBEREE
3BSnapMirroriE B E{II A AWS AR FSx #ITIERE EAVERBNIE o (FF AR5 EEIER xcopy KRIREHE
ZERIRERR o

UEEESMNFAMBLRTRFT c AR TRAFIT T » WAMUTEHL !

xcopy <Source Path> \\<Destination Server IP>\<Folder Path> /0O /X
/E /H /K

xcopy c:\SC Backups\SnapCenter DR \\10.61.181.185\snapcenter dr /O
/X /E /H /K

L
BN S

R EETEEAEEN DO K » NS EIEFER VMware Cloud on AWS iR EIAIRR
Amazon Web Services EFEZE_EAVEHENTLEL o FMIRER E R 2SI MBIANBONTAPERE BRI 77EY ©
IlE5h > SnapCenterfll Veeam EHEHAEEA B AIAM » BERFIRVEBN LR B o

AEET s R PR B i R SR B Bis > WREMNTERE !
* SnapCenterE#}EIZEIR o BILHAISnapCenterfAlAR2%1& > iE MySQL BEXREMREX M4 » W&k
AR KEERIRTC > A0 5TEEB) FSx fFp A £ M7 o

* 88 Veeam Backup & Replication 1E/RFEFRTENE#EES o FIZRE R VM HHHY S3 76 » EAHN
» R EIZERE] VMware Cloud on AWS ©

* {EFSnapCenteriZ/R SQL Server fEFATEREE} o
* {EASnapCenterf#%& Oracle FEATENE K} o
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SnapCenter& il EIiZ/RiBE

SnapCenteriBZ B A sFEMHFIERE MySQL BRI EMNREEKZIEXBERGS - GAFEEESERME
Kl A€ SnapCenter&E BHERE BB » AR ZE N EEREIE#HBISnapCenter&E R ©

EEZEGa#SnapCenterfAl k23 _EAISnapCenterf& 1A X4 » 5552/ FFIFEE -

1. ErREEL FSx ZF&EAISnapMirrorfiil% @ SESHEEERE/B A

2. #137 CIFS fAfRes (MNBEME) WiBITISHE NG EEZREH CIFS A -

3. f£A xcopy BB EFRE XN TEBISnapCenterR 4t _E YA B &% o

4. Z#tSnapCenter v4.6 ©

5. FE{RSnapCenterf@lfR25 £ /R iARARZS 2 A +E[EHY FQDN ° ERENEEFREMINPIHNER o
LERRERBRE » AU TSR -

1. EE F#HBISnapCenterf@AR2SHY Swagger AP| 488 > T KIBRTERVEREAESIZESRE o

2. B ZE Swagger HEAVSKEHIERELD » #8¥E /4. 6/disasterrecovery/server/restore * A%
B—T T8/ -

| /4.6/disasterrecovery/server/restore Starts SnapCenter Server Restore

Starts SnapCenter Server Restore.

3. B EICpUIRESRE » W 1E SmDRResterRequest 2B R L7 BY 2 fEFEEBISnapCenter{aiRas_EAYZS

Bk

Name Description
Token * "eaui= ;

User authorization token
string
(header)

KIYXOg==rMXZSTEPIGRzZTXjton6Q+JoNGpueQL

SmDRRestoreRequest * ==

Parameters to take for Restore
object
(body) Edit Value = Model

{
“BackupName”: "SnapCenter.sddc.netapp.com_03-23-2022_12.38.00.6713",
“BackupPath™: "C:\\SnapCenteri\"

4. BB YT IR IRIETERE o
3. #SnapCenter&fizl 85171 WOUBEERFENERE o
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M NetApp SnapCenter®
‘ jobs Schedules

search by name

Jobs - Filter

ID Status Name

20482 SnapCenter Server Disaster Recovery

20481 . SnapCenter Server disaster recovery backup

20480 x SnapCenter Server disaster recovery backup

20475 Backup of Resource Group 'SQLSRV-09' with policy "SQL-Hourly'
20474 - Backup of Resource Group 'SQLSRY-05' with policy 'SQL-Hourly'
20473 Backup of Resource Group 'OracleSrv_06' with policy 'Oracle-Hourly'
20472 x SnapCenter Server disaster recovery backup

Job Details

SnapCenter Server Disaster Recovery

v ¥ SnapCenter Server Disaster Recovery

v v Prepare for restore job

v ¥ Precheck validation

v v Saving original server state
v ¥ Schedule restore

v ¥ Repository restore

v ¥ Config restore

v Reset MySQL password

6. BB _4RHFRUA SQL Server &R » #4781 SnapCenterB R EYREISKHERIEDN - EE2EAE
BRVIREMITHY » YMTE Swagger AP| 498 LEREf o
a. EMEKHMERIFOILELE /4.6/disasterrecovery/storage ©
b. R EEAAERESHE o

C. £ SmSetDisasterRecoverySettingsRequest Z3H > F{ EnableDisasterRecover  F
‘true°

d. #—T T$471 LUBYE SQL Server BISSBERIET o
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Name

Token * reauired
string

(header)

SmSetDisasterRecoverySettingsRequest * o

object

(body)

()  msmammmEEmg -

Description

User authorization token

KIYxOg==rMXzSTEPIGRzTXjflon6Q+JoNGpueQt

Parameters to enable or disable the DR mode

Edit Value | Model

“EnableDisasterRecovery": true

fEF Veeam TR IETHAEIRIEFE AIE TUE B
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B BMEFELY S3 BEAHBN

LEHBh Veeam (EARES » 1 S3 HEZEEAHESALLAE SQL Server 1 Oracle VM EREZIEHI VMware Cloud #

=

AERBRAIRIETHED#EFER S3 MHEARBR » Al TP .

1. FIEEN REEL R R IRERE B RAVRTIS A EU R B R EERE - TRENSE —HL » BE
MR EA RO REFEERE -

Add Backup Repository

Select the type of backup repository you want te add.

== Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Network attached storage
. Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

®° Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DX, If you are unable to meet the requirements of
advanced integration via native appliance AP|, use the network attached storage option instead.

% Object storage
889  On-prem object storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

2. EE4E Amazon S3 {EAYIHHTEIED
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@ Object Storage

Select the type of object storage you want to use as a backup repository.

EE‘ S3 Compatible
@ Adds an on-premises object storage system or a cloud object storage provider.

aws  Amazon S3
~ Adds Amazon cloud object storage. Amazon 53, Amazon 53 Glacier (including Deep Archive) and Amazon
Snowball Edge are supported[b

3 Google Cloud Storage
Adds Google Cloud storage. Both Standard and MNearline storage classes are supported.

Adds IBM Cloud cbject storage. 53 compatible versions of both on-premises and IBM Cloud storage offerings are

("‘\I IBM Cloud Object Storage
O
supported.

IA Microsoft Azure Storage
Adds Microsoft Azure cloud object storage. Microsoft Azure Blob Storage, Microsoft Azure Archive Storage and
Microsoft Azure Data Box are supported.

3. %t Amazon EiR{#EFRTS EE S > ¥ Amazon S3 °

@ Amazon Cloud Storage Services

Select the type of Amazon storage you want to use as a backup repository,

Amazon 53
Adds Amazon 53 storage, Both Star&ard and Infrequent Access (IA) storage classes are supported,

Amazon 53 Glacier
Adds Amazon 53 Glacier storage. Both Amazon 53 Glacier and Glacier Deep Archive are supported.

" 9

AWS Snowball Edge
Adds AWS Snowball Edge appliance to enable seeding of backups into Amazon 53 object storage.

[

4. RRTFHBEREECTRABANRE NG AN EFNEIRH#TFERMRE « H—T TS #E& -




New Object Storage Repository X
Account
Specify AWS account to use for connecting to Amazon 53 storage bucket.
Name Credentials:
_ | I AKIAXAHA3 2Y (last edited: 33 days ago) Add...
Manage cloud accounts
Bucket AWS region:
Global v|
Summary )
[] Use the following gateway server:
EC2AMAZ-3POTKQV (Backup server) i
Select a gateway server to proxy access to Amazon 52, If no gateway server is specified, all scale-out
backup repository extents must have direct Internet access
| < Previous | [ Next > Finish | Cancel
S = |

S. £ Bucket HE L > BIABERIHI ~ bucket ~ BRI RAMEIFTTREE o #2— T A" °
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6.

New Object Storage Repository X

Bucket
E Specify Amazon 53 bucket to use.

Name Data center:
| US East (N. Virginia) =
Account ;
Bucket:
I =
Sy Folder: __
IRTP l Browse...
[J Limit object storage consumption to: 10 el "

Thus is a soft limit to help control your ob]édlétorage spend.-!f the specified limit is exceeded,
already running backup offload tasks will be allowed to complete, but no new tasks will be started.

[ Make recent backups immutablefor. |30 - days

Protects backups from modification or deletion by ransomware, hackers or malicious insiders using
native object storage capabilities.

[[] Use infrequent access storage class (may result in higher costs)

With lower price per GB but higher retrieval and early deletion fees, this storage class is best suited
for long-term storage of GFS full backups. Avoid using it for short-term storage of recent backups.

tore backups in a single availability zone (even lower pnice per OB, reduced resilience)

| < Previous qisly Finish | Cancel

4,

1% o EE e MU STRGZIB R M RN E o



it 83 MIHRETFEARND

HEWR L —EPIIER S3 REFEEARD » BT FIITER

1. 1kt S3 i fTFET » EIZEEA RO URBEARBMNEE

Q Type in an object nan

Backup Infrastructure » to search for
E Backup Proxies MName T Type
! Backup Repositories £« Default Backup Repository Windows
4, External Repositories &' Cbject storage repository 2 Amazon 53
4} Scale-out Repositories &' 53 Backup Repositan: Amazon S3
F1, Scale-out Backup Repositary 2 Eix Trial Perf Extend ¥2  Rescan WS
£ WAN Acceleratars ¥ Remove
g&mwerldm @ Tmport e
4 SureBackup e
i h Maintenance mode
T Application Groups
45 Virtual Labs Q Location v
4 (Zi Managed Servers ] Properties...
b 5 VMware vSphere

2. BURBANERELERE  EET - ARTERESH LEETMRUFGBEARR

Import Backups

Summary

- Import
I Please wait while we're preparing cbject storage repository.

Message Duration
12 Starting infrastructure item update process 0:00:16
v Creating database records for repository =00:04
< Previous Mext > Finish Cancel

3. EBEASERRE @ Rl LU E #4232 RE] VMware Cloud FE o
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System

Name: Configuration Database Resynchr...  Status: Success
Action type:  Configuration Resynchronize Starttime:  4/6/2022 3:01:30 PM
Initiated by: ECZAMAZ-3POTKQV\vadmin End time:  4/6/2022 3:04:57 PM
Log
Message Duration

() Starting backup repositories synchronization
) Enumerating repositories
) Found 1 repository

() Processing capacity tier extent of S3 Backup Repository 2 0:03:23
() 53 Backup Repository: added 2 unencrypted 0:03:20
) Importing backup 2 out of 2 0:03:15

() Backup repositories synchronization completed successfully

Close




£ Veeam STEIE RS FE AR L E#i%23:2/R 2] VMware Cloud

EEH SQL # Oracle E#t4% 23325 3] VMware Cloud on AWS T {E&Silsl/&8f » B TyIFEE o

1. 1t Veeam T EH > EEFECAITABMIEREH  EEZMENERE - ARAREETEEMER

EEH” ©

Backup
El bl M
EE’ | S2lvm] o=
Instant ik Entire
Recovery Fecovery VM
Restore
Home
4 ¥ Jobs
42 Backup
« = Backups

§¥ Object Storage (Imported)
4 [ Last 24 Hours

[5 Success

2. ERBERKEREE

o
= [N N
t Application
tems = Ex2

D

Amazon Microsoft Google
Azurelaas CE
Restore to Cloud

Job Name T

¥ Oracle Servers

4 %501 Servers
(71 SQLSRV-01
(i1 SQLSRV-02
(51 SQLSRV-03
{57 SOLSRV-04
(7 SQLSRV-05
(51 SQLSRV-06
(51 SQLSRV-07
(71 SQLSRV-08
51 SQLSRV-09
(71 SQLSRV-10

X

Delete

kup from Disk

Actions

Creation Time
3/27/2022 1:00 AM
3/27/2022 1:00 AM

A ARARS A AR

)y Instant recovery...

Instant disk recovery...

= Restore entire YM... I

Restore virtual disks...
Restore Vivi files

Restore guest files

Restore to Amazon EC2...

®

e

) Restore to Google CE...

A 9
Export backup...

Eg  Delete from disk

VE—H L REFEENEHEMDVERN > AREET D -

Restore to Microsoft Azure...

1
|1
|1
I
I

I
I
1
]
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Full VM Restore
'_I Virtual Machines

Restore Mode
Secure Restore

Summary

Q Type in o VM name for instant lookup

Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded into plain VM list).

AR Voo o

MName
(515QLSRV-04

Size Restore point

62.7GB  less than a day age (1:03 AM ...

< Previous

Mext > H

Fimish

Add...
Pomt...

Remove

Cancel |

3. £ MyigwEzl, BEL » BE TEEIUE) R [MERFRRE

o




Full VM Restore x

Restore Mode
ml Specify whether selected YMs should be restored back to the original location, or to a new location or with different settings.

Virtual Machines (O Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and

— settings. This option minimizes the chance of user input error.

Host {®) Restore to a new location, or with different settings
Customize the restored VM location, and change its settings. The wizard will automatically populate

Re<otrce Pool all controls with the original VM settings as the defaults.

Datastore LJiS myeds s
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
Eold guest OS or applications prior to placing the VM into production environment.
older
pi
N & ick proxy to use

Secure Restore

Summary

< Previous Finish | Cancel

4 EXIHEE L EEERERERERTINER ESXi THIEE -
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Full VM Restore Select Host % X
I'.._l Host
I:W By default, origi Select host: ting desired VM and clicking
' Host. Use multi- [ (%) Hosts
v F& veenter.sddc-35-171-99-106.vmwarevme.com
Virtual Machines v [Elg SDDC-Datacenter
172.30.161.4
Restore M =
ode > EE Cluster-1 Ist or cluster

Resource Poal

Datastore

Folder

Network

Secure Restore

Summary

|E'§iv Type in an object name to search for Q | Host. I
| ﬁh||ch| fos | Cancel

o HEMFEFEEL - BEREENERNEREHFFIE




Full VM Restore
Datastore

Virtual Machines

Restore Mode

Host

Resource Poal
Dstastore
Folder

Network

Secure Restore

Summary

X

By default, original datastore and disk type are selected for each VM file, You can change them by selecting desired VM file, and
clicking Datastore or Disk Type. Use multi-select (Ctrl-click and Shift-click) to select multiple VMs at once.

Files location:
File Size Datastore Disk type
4 [1SQLSRV-04
EJ Configuration files WorkloadDatastore (VM...
=IHard disk 1 (SQLSR... 100GB WorkloadDatastore (VM...  Same as source
Select multiple VMs to apply settings in bulk. |_Datastore. I Disk Type... i
| < Previous ! Nt > Finich | Cancel |

6. EHERER © FERKS ERANEREERMBRUEMER o
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Full VM Restore
Network

Virtual Machines

Restore Mode

Host

Resource Pool

Datastore

Folder
Nework
Secure Restore

Summary

: By default, we will connect the restored VM to the same virtual networks as the original VM. If you are restoring to a different
location, specify how networks map between original and new locations.

Network connections:
Source Target
4 [1SQLSRV-04
,g, Management 181 (DSwitch) Not connected
A Data - A - 3374 (DSwitch) Not connected
2 pata - B - 3375 (DSwitch) Net connected

Select multiple VMs to apply settings change in bulk.

 Metwork,.. | Disconnect |

| <Previous Nmi ] Finish | | Cancel |




Select Network W

Select networlk: E]
v B 17230.160.68 a

& vdrc-backplane-Is (vmc-hostswitch)

2 DB (vmc-hostswitch)

g}ﬂ vdrp-backplane-is (vmc-hostswitch)

& VSAN (vmc-hostswitch)

2 mgmt-Is (vmc-hostswitch)

,g‘ vmk4-ls (vme-hostswitch)

3 VMOTION (vmc-hostswitch)

vmed-backplane-ls (vmc-hostswitch)

J—f:: trunk-Is (vme-hostswitch)

3 vmk0-dvportgroup (vme-hostswitch)

2 cross-vpc-ls (vme-hostswitch)

gﬂ 51_LogicalSwitch_545dd5bc-6951-45a5-%ale-648c723dc852
2 direct-connect-Is (vmc-hostswitch)

3 o-vmk0-ls (vmec-hostswitch)

3 5| LogicalSwitch_9cb29ccc-fbca-48fd-979-6ccdf7fSaad (
nt:?:: SI_LogicalSwitch_99e2aTel-0c7e-4373-2498-25cbd4bbelbb
3 sddc-cgw-network-1 (vmc-hostswitch) v

I Ot | Cancel

[ ERERTRHEERNERESTHEENE EERE2EE > REE—T Tl URKBER -

3B/= SQL Server FERE &2

KT EFRE T BREE S SR AEAELE AT BRI TE AWS Y VMware Cloud Services &R
SQL Server AJERBH ©

ATRENTERI R  REUTREHETR

1. Windows Server VM B{#/ Veeam Full Restore 2R ZE VMware Cloud SDDC °

2. BE#BNSnapCenterfAlfR2s » i B A A& PR ER5E M SnapCenter&E #l EE R MACE "SnapCenter
B MERBREREE o

53


#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary

VM : SQL Server VM H1E[REECE

EREBIERTRE - COEREMBRMEMIAR » IZEFHTESnapCenter P BRI T E RIS o

1. ZEIEH iSCSI 5 NFS 35IRHAY IP {irdik o
2. B EHIA Windows 483 o
3. BB TBETIEE DNS 5{SnapCenterf@fR2s L # hosts 12 o

4015252 PR B2 B BB R R R0 4RI BB D B Snap Centertift » BIX/ERT SQL Server VM E
() Windows BRBEAMBAIRE - BEEAIRS & » BHEESnapCenter SMCore
* Windows SM#F2HF] SQL Server SMAZTUARTS ©

@ EEB#EMEIRSnapCenteriR RV E#E ° FQDN WA 7B R FTHTIE = A SnapCenter
B E SR AR R ©

BoE FSx #7FLA#TT SQL Server i£[F

E5ERL SQL Server VM BISEE1ERIBTE » [T ERETE FSx #EEMIRA SnapMirrorRE &I 1E F ¥ 4 ErE
EHIIZERE o Bt > BRI TEER o
1. BE i SQL Server B EM Hsth4HEEAYIRE SnapMirrorfi{% @ 551 FSx CLI $1iT FFI&< ¢

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

2. FBEIIEE SQL Server Windows VM B iSCSI IQN BIERENSS ¥ 4H AR T ¥ LUN BYTZENFERR -

FSx-Dest::> igroup create -vserver DestSVM -igroup igroupName
-protocol iSCSI -ostype windows -initiator IQN

3. Ex1& > & LUN HFERIEIMI 2RI RBh 23840 ¢

FSx-Dest::> lun mapping create -vserver DestSVM -path LUNPath igroup
igroupName

4. BESHEESH > 55ETT lun show @< °
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$7E Windows VM LUETT iSCSI R BHRIE R A M

1. 1¢ SQL Server VM H » RFELRY iSCS| ABERBACER > UETERILE FSx HITER LR iSCSI BIEN

EEIEA VMware EIEEF4H HETTE o

2. BiRRisCs| BERBIEARRRIER (3R « TWEER f TER) RBELNEEGRE -
3. BIANEFE Fox BH/#EE LAY iSCSI BEAERY IP it - BEFILTE AWS 6l 8EIAmazon FSx >

ONTAP > Storage Virtual Machines %! o

Endpoints

Management DNS name

svm-045c077375d3d 9799 fs-0aed0e08accOdeab 7. fsx.us-east-1.amazonaws.com  [J

NFS DNS name

svm-045c077375d3d 9799 fs-0aed0e08accOdeab7 fsx.us-east-1.amazonaws.com [P

iSCSI DNS name

iscsi.svm-045c077375d3d9799.fs-0aed40e08accOdeab 7 fsx.us-east-1.amazonaws.com

Management IP address

198.19.254.53

NFS IP address
198.19.254.53

iSCSI IP addresses

172.30.15.101, 172.30.14.49

4. 7% TR BEHR > BT TERAOMIL) LA FSxiSCSI BARRY IP it o

i5CSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

Target portals
The system will look for Targets on folowing portals: Refresh
Address Port Adapter IF address
To add a target portal, dick Discover Portal. | Discover Portal... ]
Toremove a target portal, select the address above and e

then cick Remove.

X
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Discover Target Portal X

Enter the IP address or DNS name and port number of the portal you

want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Default is 3260.)
172.30.14.49) 3260

 Advanced... | OK | Cancel |

o EERRE L - H—TEE > MRBESLHKE » FEERAZRE ARG —THELEZIIBR -



15CSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Discovered targets

Target: | Quick Connect... |

Refresh

MName Status
ign. 1992-08.com.netapp:sn. 5918b03Mef411ecb007495... Inactive

To connect using advanced options, select a target and then | -
dick Connect.

Connect To Target X

Target name:
#92-08.com.netapp:sn. 5918b0 3f9ef41 1ech0074956fb 75f45¢:vs.6

g2 22 53

(7] Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

o Cancel | | Apdly

6. MM EMEEARRNILEHIRES - BECMESRE T AR BRIMEREE o
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== Disk 1
Basic
579.98 GB
Online

*O Disk 2
Basic
09.93 GB

Offline 0

= CD-ROM

58

MSSQL_DATA (E)
279.98 GB NTFS
Healthy (Primary Partition)

Online

Properties

Help



Mifn SQL Server &kl E

1. 1 SQL Server VM H1 > B3EX Microsoft SQL Server Management Studio 35852 THiAN1 MUBHIAEIEE
HHERTER ©

% 4 Microsoft SQL Server Management Studio
File Edit View Tools Window Help
CO-0 | B 0-% 8P| BNewauey B §

1 | | Execute

Object Explorer * 3 X
Connect~ ¥ ¥ Ve
= @ SQLSRV-01 (SQL Server 15.0.2080.9 - sa)

[#

Mew Database...

I Attach...

" Restore Database...

E2]

Restore Files and Filegroups...

2. #—T Tig) WEBEES SQL Server TEREERNERIK - BIEY » ABIZ—T MHE)



W Locate Database Files - SQLSRV-01 a X
Database Data Fie location:  |E:\MSSQL 2019\MSSQL 15 MSSQLSERVEF| | ¢, | | | I
& C:
LT.I i E
#-#8 SRECYCLEBIN
=8 MSSQL 2019
=8 M55QL15.MS5QLSERVER
-8 MSSGL
L.l DATA
| [E-E0 System Volume Information
m-E F
File name: |SQLHCO1_01.mdf | | Database Data Fies(" mdf) v
oK Cancel
3. MNRRZ BFMIMNEREIEE > AREEIR S HENERK -
4. SeRife o B TR AN AN o
Object Explorer ~ & X B @ Dotabase Properties - SQLHCOT ~
Connect= ¥ "§ 0 7 & 4
Selectapage =
= i@ SQLSRV-01 (SQL Server 15.0.2080.9 - 5a) K General LT Soit v @ heo
B B8 Databases & Fies
@ B System Databeses » Flegrouns "’?F “1 | J
& Database Snapshots : Options . v Back
@ @ SQLHCOT 5 g”""’. i Last Detabase Backup None
@ W Security F Baendad Propertias | Last Distabase Log Backup None
@ 1 Server Objects & Wiroding Database B
@ E5 Replication & Transaction Log Shipping e SQLHCO
& B PolyBase & Cuery Store Narmal
& I lway: Ou Fhgh Ayalabehty  ate oot PR AT
& W Management  Siza 514544 00 MB
@ I Integration Services Catalogs Space Ayadable 561"01 85 MB
3 SOL Server Agent (Agent XPs disabled) | Number of Users
a4 [F] XEvent Profiler | Mamary Alocated To Memary Upth'::c—cCrbue E‘r..{} MB
Meamory Used By Memasy Optimézed Objects | 0.00 MB
Cobation 5QL_Latin1_General_CP1_CI_AS




#@SnapCenterfs SQL Server JMHEXHIES

& SnapCenter& R ER R B STAIRVARERES » ©EBEENEIR SQL Server i o K THHIERETIE > 55
SCIELL TR IR

* SnapCenteriABEEH K EERIET o S ] LUER Swagger AP RTE K S#EIR TR RIHRE PFERL ©

* SQL Server B9 FQDN #ZEEEAHEE R A OHITHHITERER o

© WBRRIZEIRIRRYSnapMirrorf{% o

* WBRBEESERERN LUN 2435 SQL Server HIfTERS MIMNERIE o

15
Al

EEREISnapCenterfE i SKEHERIET, > 351 SnapCenter Web AR IREEE BE, © EE2EHE
BRI REE—TKEBER - BREAKHEREEESEHA -

M NetApp SnapCenter®
Global Settings Policies Users and Access

Global Settings

2 © @

=

Hypervisor Settings @

-

Notification Server Settings @

o

Configuration Settings €
Purge Jobs Settings @
Domain Settings €

CA Certificate Settings @

Disaster Recovery
Enable Disaster Recovery [l
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%1€ Oracle FEFE N EE

LU RIZIRME T AT S B4 LB A E TR SC BRI 7E AWS H1EY VMware Cloud Services iR
Oracle FEFATE XN ERIRYERAA o

SERA T A RMEGE LU B TIER D ER ©

1. Oracle Linux fAIAR2S VM BEEF Veeam Full Restore & ZE VMware Cloud SDDC °
2. B&ir#BhSnapCenter(@hRkas > I B8 ARIBMRAI D BRIR1ESnapCenter B K EF & E X H"SnapCenterff
PHERBRREE "
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#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary
#snapcenter-backup-and-restore-process-summary

—,

%€ FSx for Oracle i£/F — HEfSnapMirrorfi{%

A E:E Oracle fAlARZZFIIATZEX FSx ONTAPHITIEIRS LFRFE BN AR #TFS - THZERPENRE
AYSnapMirrorfif% o

1. A FSx CLI & > TUTaHSUBERERRIBARNHEIEER o

FSx-Dest::> volume show -volume VolumeName*

2. YT T e L R APENRARISnapMirrorfflfz ©

FSx-Dest::> snapmirror break -destination-path DestSVM:DestVolName

3. E#fiAmazon FSx Web F 5 iRV AR BRI

63



FSx > Velumes > fsvol-01167370e9b7aefa0

oraclesrv_03_u01_dest (fsvol-01167370e9b7aefa0) | awach || actions a |
l Update volume |

Summary

Create backup
Delete volume
Volume ID Creation time SVMID
fsvol-01167370e9b7aefa0 I 2022-03-08T14:52:09-05:00 svm-02b2ad25c6b2eSbc2
Volume name Lifecycle state Junction path
@) Created s
oraclesrv_03_u01_dest (3
uuID Volume type Tiering policy name
ONTAP
3d7338ce-9F19-11ec- SNAPSHOT_ONLY
b007-4956fb75f45¢ Size

Tiering policy cooling period (days)
-
File system ID 100.00 GB 9

fs-0ae40e08accOdeat? Storage efficiency enabled

Disabled
Resource ARN

arn:aws:fsx:us-
east-1:541696183547:volume/fs-
Oaed0e0BaccOdeab’/fsvol-

01167370e9b7aefa0

4. IMGEERELBAIR—TEH o 1 Oracle ARSI NS NFS BARE FHEE ILEAR RIS o



Update volume

Junction path

Joraclesrv_03_u01_dest

The location within your file system where your volume will be mounted.
Volume size

102400
Minimum 20 MiB; Maximum 104857600 MiB

Storage efficiency

L

Select whether you would like to enable ONTAP storage efficiencies on your volume: deduplication,

compression, and compaction.
' Enabled (recommended)
© Disabled

Capacity pool tiering policy

You can optionally enable automatic tiering of your data to lower-cost capacity pool storage.

Snapshot Only

v
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£ Oracle EliR2s _L#& NFS &

7£ Cloud Manager F > SR LUER{S A IERE NFS LIF IP IatA0#HEH < > B S Oracle BRIEHE
AE 3669 NFS BiRSE o

1. EEIREIEESH > 7B FSx 2 EMMEESE
HCApps Overview Volumes

50 volumes
Volume Name < State : Storage VM * Disk Type
3?;_'52?{‘02“ ® Online ora_svm_dest SSD
EB?;Z;‘GL ® Online ora_svm_dest 55D
Erojc_lszgwoi ® Online ora_svim_dest SSD

2. HUBEREETR 5 B THEHS) UEBTHRASERMN Oracke Linux RS LERNEEHS o

i3
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Account
NetApp Information

Clone

Restore from Snapshot copy

Create a Snapshot copy

| Capacity Pool U I Mount Command ]

Change Tiering Policy

0B Delete

Snanshot =

Mount Volume NFS
oraclesrv 03 u01 _dest

Go to your linux machine and enter this mount command

Mount Command

mount 198.19.254.180:/oraclesrv_03_u01_dest <dest_d... Copy

3. 1 NFS 1EE A4 # 8 F| Oracle Linux fAlARES ° A’ #EEL NFS HERBEEFER Oracle Linux F1%
Eo

4. 1} Oracle Linux fAlARSS > £ mount I5<HME NFS HfEE o

67



FSx-Dest::> mount -t oracle server ip:/junction-path

$51 Oracle HAIHR Y SEREEEILEH -
(D =Z®NFs SMEEFEBERAL - BEH fetc/fstab XN BEHBHS o

5. EFEIE) Oracle {AlARES o Oracle BRI EEZ D 1E & ERELL A {HfEA o

BPE ] E

FRTHhSERRLLRR R 75 2R B A PE S22 » SnapCenterfl]l Veeam #IRI1ETE AWS HREITHHEMR TN » L H
FSx ONTAPIRTERUEE A E77# » ERIBAEREBE R R OAFERBRISnapMirrorfif# o FEAEIRIEIERETH
AERR » R LAE AR ASGE P B AIZ AR R AIER B RHR R EI A ONTAPREE R ©

ZASHERFBEREY > {ERILAERE SnapCenterfd fEATZ N E FHEERE It FSx ONTAPIRGEINI I A IEBIONTAP
HF R  LBLU > KAILUERTE Veeam EAIERIET HINHFERFHDRIFSEEE] Amazon S3 » UEIRZS
HERFILRT Veeam N RIAREE AT AFEUE LA

HEEHEBL T ASHENEE - EMFEEE LI ERNHREERERE o

+ A
mEa o

ASAE T AR B B BRI RSB EREE B KB R R IT - 2888 1 NetApp#l VMware ZERIZEES © NetApp
ONTAPRETF R AR AR B RER R > EAAMBESIRSTRE A B R in R FTIR A RIONTAPEAMTRY
KEERBRTE -

AWS Y FSx ONTAPFL R EA—BREE » ERFFHSnapCenterfISyncMirrorfE4E5E R » LUIEEBRELE
KIHEREIEiR o Veeam Backup & Replication @5 —IBM% T > EENetApp ONTAPREFE R ARIFHER »
WAL vSphere R4 ETFIR IR EEFS o

SRR BRIRMET B HERERSZE > FHEE SQL Server # Oracle FEZRBRIHONTAPRAMNE S
HEI1EETF - EBSnapMirrorfySnapCenterigiit T —EZ R EEBRA S R » ARREONTAPR A EHERRER
MR & TG AR R BB B EE A FSx 8 CVO © SnapCenter2—fEx1& DR MR A ZE > AT A EAIE
RERHEEER) AWS £ VMware Cloud °
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9 NetApp hRIEERHTHRZ SRS RET FIIIREN REEHHH !

LEEREELA NETAPP TRER) 21 » AREAAREETRAVER » SEEFRNAERESEERREENEREZ
R > LB - RMEAIBERT > EREENRSENEMER EEEZEZIE « BN - MBI « 155k « &
SEFHTEMIRE (BEEFRRENBEMmIBRTE 25K ; £/ - BRSFIE LRRX | NEEEEDE) - &
it £ AL BE R LUE RS TUFREE A ~ BEESRIETS (BB EM) F75HE > NetApp AR
88 IMEERSNAERNIEZEFEZAREMSETRA o

NetApp 7 & FER £ B APt 2 (R R E BRI > -OARS1TEA o NetApp FEERERERAX PRtz EmimE
EREEET » FRIFEFIELEE NetApp EEHFEE - EANBEILLERT A EEREEMEFE « HIEESER
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BIRHERIEREE © BUTHRAIRIER « BRI AREEES DFARS 252.227-7013 (2014 £ 2 A) #1 FAR 52.227-
19 (2007 &£ 12 B) mfy TEMTERER) - JEmEIBERL & (b)(3) /N&RFFk Z PR ©

IEEFrE BN EEERN / WEERY (W FAR 2.101 FAER) HERISA NetApp, Inc. FiF © iRIBEA GRS
HBIFRE NetApp FMTERMERSREEBREENE » TEXZHMALERE - ZEBREFHRZERAS
JEERE ~ JFEGE « JFEIRE « 21K - BRARAMIENERER » ERNERBFASHIEERAISAFRAR
2 #E > WEREBITZENZENATER © IRIEAXSBERE » BRIEKRL NetApp Inc. EFIEEFTH » ~F
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