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vSphere Client

=) netapp
(w) Namespaces N
Su =1 O L 2o s Storage
v
netapp SERVICES v LAUNCH STANDALONE CLIENT v
() explore202
) my-vms
(@) netapp ] Virtual Machine Kubernetes Container
16 Virtual Machines 4 Kubernetes Clusters O Instances
GO TO SERVICE CREATE VM REATE ER GO TO SERVICE CREATE NEW INSTANCE
Virtual Machine Image Network Volume
=+ Network Services
172 VM Images ]6 Volumes
co To seRvice 6o To seavice GOTOSERVICE  NEW VOLUME
(@) netapp : ACTIONS
Summary Monitor Configure Permissions Zones Compute Storage Network Resources
netapp > Kubernetes service > create-cluster

New Kubernetes Cluster

v @ 1. Configuration Type How would you like to configure your Kubernetes cluster?

Create the cluster with a pre-defined default configuration or a custom configuration

Cluster Type (3) © Cluster APl (O) TanzuKubernetesCluster API

Configuration Type (O) Default Configuration ) Custom Configuration

(o




(@) netapp ! ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources
netapp > Kubernetes service > create-cluster
Cluster Name demo-vks-cluster
Cluster Class builtin-generic-v3.6.0 v
Kubernetes Release v1.35.5--vmware.1-vkr.1 v
VM Class
Name N g CPUs T ¥ ‘ ce . h Memory Y ‘ hiamery N 5 ¢ PCl Devices Y
request/limit request/limit
O best-effort- 2 VvCPUs No Reservation 2GiB No Reservation 0
xsmall
O best-effort- 2 vCPUs No Reservation 4 GiB No Reservation o]
small
[« ] best-effort- 2 vCPUs No Reservation 8 GiB No Reservation 0
medium
O best-effort- 4 vCPUs No Reservation 16 GiB No Reservation 0
large
O best-effort- 4 vCPUs No Reservation 32 GiB No Reservation 0
xlarge
VM Classes per page 5 ~ 1-50f8VMClasses ti7z2 >
Storage Class nfs v
v 3. Control plane Define the topology of the cluster controller
Replicas (3) 1 v
OS Image @ Photon 5 - Kubernetes Service Content Library v
(P o©verrides

Configure overrides for the control plane

NEXT




Add Nodepool

1 Configuration

Configuration

Set the configuration for this nodepool.

Name @ kubernetes-cluster-pqSk-np-psps
2 Review and Confirm
Class () node-pool v
Zone (1) use2-mgmt (Aulnmatlc
Replicas () () Use Cluster Autoscaler (D)
3 - |+
0S Image (3) Photon 5 - Kubernetes Service Cor v
Labels (1) Photon 5 - Kubernetes Service Content Library
Ubuntu 22.04 - Kubernetes Service Content Library
Ubuntu 24.04 - Kubernetes Service Content Library
(@ netapp : ACTIONS
Summary Monitor Configure Permissions Compute Storage Network Resources
netapp > Kubernetes service > create-cluster
&
New Kubernetes Cluster
. & Cluster Type Cluster API
> ® 1. Configuration Type yp
Configuration Type Custom Configuration
Cluster Name kubernetes-cluster-zjfg
Cluster Class builtin-generic-v3.6.0
> ©@ 2. General Settings Kubernetes Release v1.35.5---vmware.1-vkr.1
VM Class best-effort-medium
Storage Class nfs
Replicas 1
> @ 3. Controlplane OS Image Photon 5 - Kubernetes Service Content
Library
> ©® 4. Node pools kubernetes-cluster-zjfg-np-9krt
I v 5. Review and Confirm Review all the details before you deploy this cluster
Review the configuration and the YAML file generated. Then, click FINISH to start deploying this cluster.
v




(=) netapp ! ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources

vSphere Kubernetes Service

The vSphere Kubernetes Service enables you to create, configure, and manage Kubernetes clusters

| + create | Q, Filter

Name Status Cluster Class Kubernetes Release Age
» © demo-vks-cluster ) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 21 minutes
» Q vks04 (&) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 4 days
» © vks02 () Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 27 days
» © vks03 (&) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 27 days
» © vksO1 ) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 34 days

netapp > Kubernetes service (C SERVICES v  LAUNCH STANDALONE CLIENT

vV BT ERA SAN BV T{FEIRSZEIL B5] OVA BRIRAVERAA

B BREFHRE T AR Docker MR o LUTSEHIREBMNAIEIIERS Ubuntu 24.04 Hi%24T iSCSI M1%

BRIET B Docker B o

#san-dockerfile.txt
FROM ubuntu:24.04
# Prevent interactive prompts during package installation
ENV DEBIAN FRONTEND=noninteractive
# Install required system packages for iSCSI and Multipathing
RUN apt-get update && \

apt-get install -y --no-install-recommends \

nvme-cli \

kmod \

linux-tools—-common \

open-iscsi \

lsscsi \

sg3-utils \

multipath-tools \

scsitools \

chrony \

networkd-dispatcher &&\

apt-get clean && \

rm -rf /var/lib/apt/lists/*
# Set 1SCSI session scanning to manual as required by Trident
RUN sed -i 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
# Configure device-mapper-multipath with Trident recommendations
RUN printf "defaults {\n user friendly names yes\n
find multipaths no\n}\n" > /etc/multipath.conf
RUN mkdir -p /etc/networkd-dispatcher/off.d /etc/networkd-
dispatcher/routable.d/
CMD ["bash"]



ERAMU TS EE Docker IR :

docker build -f san-dockerfile.txt -t ubuntu-2404:san

402R Docker BRAGEEARRIA » 5FHAIT FIe < BN SRR B E LR PREGIEEEIZAE :

docker run -d -p 5000:5000 --restart=always —--name registry
registry:2

AIRENAREALIERX o

docker tag ubuntu-2404:san localhost:5000/ubuntu-2404:san
docker push localhost:5000/ubuntu-2404:san

N MMRAEREIEER (B1FA ubuntu2404vkrl35-san.yml) @ Wi5|HAZMEG :

#ubuntu2404vkrl35-san.yml
apiVersion: imageconfiguration.vmware.com/vlalphal
kind: Image
metadata:
name: ubuntu-2404-amd64-v1.35.5---vmware.l-vkr.1
spec:
osSpec:
name: ubuntu
version: "24.04"
image: "localhost:5000/ubuntu-2404:san"
kubernetesSpec:
image:
projects.packages.broadcom.com/vsphere/iaas/kubernetes-
release/1.35.5/kubernetes-distribution-image:v1.35.5 vmware.l-vkr.1l
diskSize: 20Gi
repositorySpec:
debs:
- name: noble
url: http://archive.ubuntu.com/ubuntu
suites:
- noble
components:
- main
- restricted
- universe
- multiverse

- name: noble-security



packages:

present:

name:
name:
name:
name:
name:

name:

services:

- name:

url: http://security.ubuntu.com/ubuntu
suites:

- noble-security
components:

- main

- restricted

- universe

- multiverse

# Packages to install
open-iscsi
lsscsi
sg3-utils
multipath-tools
scsitools

nvme-cli

multipath-tools.service

status: enabled

- name:

open—-iscsi.service

status: enabled

@ PEE R RBA AR BTASIZERBE - TR > EFEI OVA ERREWEII TR
AYEEER o TRSCAZERYBEERITE VCF CLI sRBARY “kr bake ep S HFKE] o

vef-cli:/hom

{5 VCF CLI 3L OVA % :

vcf kr bake -f <path/to/ubuntu2404vkrl35-san.yml> --log-level DEBUG
--log-format plain

€M SCP #& OVA &

ZEHE TS HE EEZE vSphere A ERIIESS o

2. BELEETERE » 7 vCenter FILEIT AL T & kubeconfig 128 ©

o
B

. ftEEEE N2 Supervisor Management > JABIEIEE T EEMNH R TR o

(o

. 3EH Compute &35
c. gify N&ERI &5I1ZH >

B

» R EY Kubernetes Clusters o s 4 EfEPHIFRE £ EE T RET o

ZEAVFTEEAY Kubernetes 3255 » I T &(H kubeconfig #828 ©



vSphere Client

Q

(R) Home

€ Shortcuts

& Inventory

[ Content Libraries

080 Supervisor Management

& Global Inventory Lists

() Namaspaces

Name

) explare2026-nBin

(%) netapp

(&) netapp

Summary

Core Kubernetes

Pods

Deployments

Dasman Sets

Replic

Replication Contraflers

i AcTions

Configure
~ Kubernetes clusters

Quick Filter v Enter vaie

|
Name 1T | Creation Time

| Manage Columns |

Permissians Zones

Compute  Storage  Network  Resources

Control Plane
| agaress

Available Worker Count Distribution Version

ACTIONS

(=) netapp

Summary Monitor Configure

netapp > Kubernetes service

Permissions

vSphere Kubernetes Service

The vSphere Kubernetes Service enables you to create, configure, and manage Kubernetes clusters

l + CREATE ‘

Name Status
» © vks02 ) Available
» © vksO3 © Available
» © vksO1 © Available

Zones

Compute Storage

Cluster Class

builtin-generic-v3.6.0

builtin-generic-v3.6.0

builtin-generic-v3.6.0

Network Resources

SERVICES v  LAUNCH STANDALONE CLIENT

Q, Filter
Kubernetes Release Age
v1.35.5---vmware.1- 2 hours
vkr.1
v1.35.5---vmware.1- 2 hours
vkr.1
v1.35.5---vmware.1- 6 days

vkr1




(@) netapp i ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources

netapp > Kubernetes service » vksO1 (3 SERVICES v  LAUNCH STANDALONE CLIENT Vv

vksO1 VIEW YAML DOWNLOAD KUBECONFIG FILE

summary Monitor

Status ) Available

Cluster Class builtin-generic-v3.6.0
Kubernetes Release v1.35.5---vmware.1-vkr.1
VM Class best-effort-medium
Storage Class nfs

Node Volumes { ATTACH VOLUME |

3. tEE& 1 > fFH kubeconfig HEZREARERE - UEEB CLI ETEIE -

:~$ kubectl get nodes
NAME STATUS ROLES AGE VERSION
vks@l-dhwbg-rpxst Ready control-plane 6d20h  v1.35.5+vmware.

vks®1-vks@l-np-pt27-76Usx-cdd5q-g5qnw  Ready <none> 3ht5m  v1.35.5+vmware.
vks®l-vks@l-np-pt27-76Usx-cdd5q-1tj5s Ready <none> 6d26h  v1.35.5+vmware.
vks®1-vks®@l-np-pt27-T6Usx-cdd5q-npxmj  Ready <none> 6d26h  v1.35.5+vmware.

® R RED
LUF§ R &8 7 1L vSphere Kubernetes & EMMES % ©
£ Supervisor # £ _F##17 vSphere Kubernetes 5

{8 VCF B#{6#1z vSphere Kubernetes $£&%

BEAZE AR vSphere Kubernetes AR#EHY NetApp #1755

£/ NetApp E% vSphere Kubernetes Service (VKS) BIGEFRME 0 B— @8 AMES
» BESIE A NetApp B AR FRERE AT E > I8 Kubernetes TIEEHHAIRKEE ~ 1EF 1%
FETSEM4 ° NetApp Trident @—®RBHIRAEY Kubernetes ENREfHFREECE 2SS ° BIEHER
%81 vSphere Kubernetes Service FIITFEEHES -

&EC VKS £/ NetApp fEfFs BRI = 2

1. SREETFECE . NetApp Trident AFFENRRECE FE1F:RMH Volume » & Kubernetes Pod SE$91R 1% B & 53K ED
BRAKMERME ©

2. FAM#ETF | NetApp RS RIRAHFERTFINGE » HIRTE pod EXREFMHIEHBE RV AEM T A
o

3. BXMAE © NetApp MIGETFRERRAZ > HIU1 ONTAP » IRIMEIEEM SN AEETFRE » IEEESHE
Kubernetes E#{TH 110 RERIERIER
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NetApp ONTAP 2442
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NetApp EEFFIR R EE Kubemetes %2 - NetApp Trident S4BT Nethpp (EFRETA » GiEA A

ONTAP ~ AWS 1Y FSx for NetApp ONTAP ~ Azure F1H Azure NetApp Files » L Google Cloud 1Y
Google Cloud NetApp Volumes °

&R AE R Trident Protect ZREIE Kubernetes TE& VB RI{REF K2 MIE o Trident Protect RI3EIREIL
%\apshot TREBIAT « BENKBARFERERHERER  BRENENZE2EE > WEEEKIERTAUR
Trident Y EETINRE

CSI &R AR Kubernetes ffF EINREAIREEES - BEARNRE AT EAET YAML EEREPER
FFREFK > Trident FEHEIBELEFEK o FBENFEI Trident 238 ONTAP FRZ1EHY NFS ~ CIFS/SMB

~ iSCSI ~ FC #1 NVMe/TCP B EHEEHTED o EEEMBEIE Trident T1E ONTAP K EFREUKBKR
RIEE IR IR E BRI REIRFEAERSENIZ R » B3E AWS HfY FSx for NetApp ONTAP ~ Azure H1RY Azure
NetApp Files > WA Google Cloud F1AJ Google Cloud NetApp Volumes o #EFEE I E1E R ONTAP HY
Snapshot REBFITAERINAE » BIREMHVERHREL RIS E RIS MR BIRIE o

YNZE Trident BISEEEFAHES S > BB "Trident X" o

Trident Protect

Trident Protect £ Trident @) B ZEERY o ERERI » 555858 8HY Kubernetes & ~ f&7Zs% & &% » Snapshot 1
BT H Y EEFER R RS Trident Protect Z3K" o

Trident Protect Y= EIfKE

BEIE(D Trident Protect AT &R Kubernetes FERZNIB ) ~ [REIEEFEED » BECHEBENMEZTFIN
Ao

Snapshot REBEMTEIE ©iEA ONTAP A Snapshot [RIBIZMIINAE ° 4 Container FEATETN A E #4252 JE
FEHIEFEELE A > R FERYIRIEHES

HBIPEEIFENZE Trident Protect X8 %} Restic 1 Kopia B0 HZEEITRIEAINE - ajEHERERBINARE
DRI ERHEM Volume INZFNEEINES o

BREE RETANINEE - BBEEmE S RERLEPEZEBERHRERT

‘J&%’Eﬁﬁ B1 ONTAP BVERINAEE S » RILEANKBERBRLT R > BMEmH KT FH AR RETEE

B Trident Protect FYSEEEs¥AMES =Tl » 55 2B " Trident Protect sREASC 4" o
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NetApp ONTAP X EHVFFRS B S EL@ N E

NetApp ONTAP EXEEn] £ ZIEERERISE HiETT » SRR ST MEREMMEENBTEEK o Trident IBR T H
SRABIINEE » IUAZERZTE NetApp ONTAP Z4% » BIEZ2IREI FAS (AFF) ~ 2 SAN P&l (ASA) F1ASAR2
R o BRI ER RN TR LIRER RSB SN ERER RS ENE S o

21REJ FAS (AFF) ##% AFF 245 SR AEREE » FERAS T REREXNIEEEE o

All SAN Array (ASA) %4t ASA 4B AH SAN IBIEMRt » IR AMKEEM AT T4 -

ASA R2 Systems ASA R2 Z#i# SAN IRIZIRHIZRRITHREFIRAAE ©

AFX NetApp AFX 2—BEATELR Al TEEHMRTHEBIN 2 REIHETEME - TIRMHESMEE NAS » HIFE
BRENMB=MEILIET o NetApp AFX FERFAEEMER ONTAP BIR4 (ASA ~ AFF #1 FAS) EfEEER
B LBFARR o AFX EEOMERAL » HMEBRSMEEMTETY » MEMER ONTAP AR
BRI HETFEIRNE o

1. AFF Z1EMIE : NFS » CIFS/SMB ~ iSCSI * FC * NVMe/TCP

2. ASA T1EMIHE | iSCSI ~ FC ~ NVMe/TCP

3. ASAR2 ZBMIHE : iISCSI ~ FC ~ NVMe/TCP

4. AFX ZIEMIBE - 1 Trident 25.10 FAYS » EX3E NFS B ; A1 SMB 137E °

FB1t ONTAP {#7ZHY Trident SEEHTZZ(
Trident @& LT CSI BBENTED » SEEEIIENAELNERIRFEFEREDMHE Volume ©

HNZZIRPEISE ERY NAS BGE
1. ontap-nas : —{@ PVC #fEZ—@E PV » BlI—EZ M FlexVol Volume °

2. ontap-nas-economy : S{EEER PV #2—1@ gtree > & FlexVol Volume HJ gtree BXETALE (FE:R1E
#5200 > A]7E 50 ¥ 300 ZEECE) o

—{& PVC B:53E|—1{E PV » BIE=8Y FlexVol Volume _ERY—1{@ gtree ©

TEAI LU PR B R 2R AV IEREE S qtree IRETEE — Volume A o B2 » 55/ E » Trident RZ1&
Snapshot REEFEAIT + Clone REEINAE - BEELIREHFEEIEESEIER » ©MIIFHHE—
PV ETTARM E IS ©

1. ontap-nas-flexgroup : SEEEM PV £ —E5EH ONTAP FlexGroup @ 3 B &{FH O EC4S SVM FIFRAE
E588 -

HINZZIRIERRRISE FAY SAN SBHE
1. ontap-san : —{& PVC ¥fEZ|—1{E PV > BNEH FlexVol Volume EAJ—1E LUN o

2. ontap-san-economy : —{E PVC $fEZ|—E PV > PV 2+ =H FlexVol Volume _EBJ—1E LUN o H=#Y
FlexVol Volume FIEIIAEZ{E LUN (F85%{E7% 100 > &1E FlexVol Volume FJEZE 7% 50 E| 200 & LUN/PV
) o

@ ISBI LA PR R R AR RURARRE2 LUN IRE7EE — Volume | © B2 > ILERENITEN IR
Snapshot REEFTF] Clone » {BR31E Replication ° & Replication H#FEFEEEEER » ©X
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T PV B o

san san-economy

ERAFER Trident EEBIIE N AN INEEUU A BHFEFEEIESERNIIRENTE » 35 2R Trident SXEEFHY
"ONTAP B IREEBIFZET" S8 o

7£ VKS F &£ %4 NetApp Trident

7E{EBY vSphere Kubernetes Service &2 %4 NetApp Trident {EABIEHFE R E T2

U > LA NetApp ONTAP f@#fFs L 1GEY Kubernetes TEEHES o

FAtEZ Al
* SAREMRICHY ONTAP EEERE N EFZE LM VMware Kubernetes IR1E o

* MRENTIEE R EREEREETHESE » AREEHN VKS 2EEZRE iSCSI 5 NVMe TA ©
HEREE R UER kubeconfig HE2EEE] VKS FREMEES EZEET kubectl ©
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(@ netapp ! ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources

netapp > Kubernetes service > vksOl (3 SERVICES v  LAUNCH STANDALONE CLIENT

Vk501 VIEW YAML DOWNLOAD KUBECONFIG FILE

Summary Monitor

Status ) Available

Cluster Class builtin-generic-v3.6.0
Kubernetes Release v1.35.5---vmware.1-vkr.1
VM Class best-effort-medium
Storage Class nfs

Node Volumes | + ATTACH VOLUME

1. #REB Trident X HAIERER » A Helm chart 24 Trident Operator :

"https://docs.netapp.com/us-en/trident/trident-install/kubernetes-deploy-helm.html"

EHIT Helm 82 F > 5BEILMAREC trident ApFAZER o b enforce=privileged BRERVEN -
2 Trident BT IS TEEE - WRBBIIEE > Kubernetes Pod Z 245 a1 42515 £188 Trident
Pod Ei&f o

kubectl create namespace trident
kubectl label namespace trident pod-
security.kubernetes.io/enforce=privileged

v BEmeEifl

helm install trident netapp-trident/trident-operator --version
100.2606.0 --namespace trident

EERNFABRIEECER » FAIE —--set tridentDebug=true :

helm install trident netapp-trident/trident-operator --version
100.2606.0 --namespace trident --set tridentDebug=true

@ &t BT LA Trident Operator FHZ4E Trident o F52R] Trident XEFFRLER | "FEZE
Trident Operator"

EFEZE Trident 271 » BEREFERFAERN pod Z2MIZEKIZSC "trident’ %4 20 ©
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2. FESREEPFRAE Trident Pod #BIEFEIE(E o

v BEREEH

kubectl get pods -n trident

vksbastion@vks: $ kubectl get pods -n trident

NAME READY  STATUS RESTARTS AGE
trident-controller-67f7cd9bf8-4b289 6/6 Running 3d21h
trident-node-linux-46c86 2/2 Running 3d21h
trident-node-linux-bh29q 2/2 Running 11d

trident-node-linux—fcvjw 2/2 Running (3d26h ago) 3d26h
trident-node-linux—-gkhls 2/2 Running 3d26h
trident-operator-5cbf7f857-h5hx8 1/1 Running 3d26h
vksbastion@vks: $

YN Trident Pod By @SB H IR “PodSecurity 7ZEXEEER » BIRJAE R ZEAIRIS Pod 22
() HBEERE tident LM o HEM —overwrite ERTEFIELIRE - 4B Pod
SEMD ©

kubectl label namespace trident pod-

security.kubernetes.io/enforce=privileged --overwrite

AITIRIEEHRTFRER I StorageClass HREFEZE

1. BREENEAEGHAENNEFEREZRE > & ONTAP 5R7E Trident & o

2. 7 Kubernetes FEHRHIFEE NetApp FHEFRERIRIVHEZRELER - BLiERIEEM T ENEERAE
B o
RIBLEEEMNENX » B TINFEER Trident BinFlEFRELER) -

> NAS (ontap-nas EBEHiZ=t)

> NAS Economy (ontap-nas-economy BEE1FZ()

° SAN (ontap-san EEENT2TN) 3% iSCSI ~ FC 5% NVMe 5%

> SAN Economy (ontap-san-economy EBEH2T() AR iSCSI

7 ONTAP NAS 37 TridentBackendConfig #1 StorageClass > IEUFEF NFS BFA M ETFED
B o BiR4HRE 1 S H7F7E Kubernetes Secret FIfYER:E » R MEEAY ONTAP SVM FIEIE LIF o

ERERAERBNEETENRR TR IEREERED (554 tbc-nas. yaml)

# tbc-nas.yaml
apiVersion: vl
kind: Secret

15
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metadata:
name: tbc-nas-secret
namespace: trident
type: Opaque
data:
username: "<base64-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: <ONTAP management LIEF>
backendName: tbc-nas
svm: <your SVM name>
storagePrefix: <your prefix for all volume names created using
this backend configuration>
defaults:
nameTemplate: "{{ .config.StoragePrefix }} {{
.volume.Namespace }} {{ .volume.RequestName }}"
credentials:

name: tbc-nas-secret

fEF A P im/ReE 08N R IR SRR IR EI1gRH| (57F% tbc-nas.yaml)

# tbc-nas.yaml
apiVersion: vl
kind: Secret
metadata:
name: ontap-nas—-secret
namespace: trident
type: Opaque
stringData:
clientPrivateKey: <client private key value>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas
namespace: trident
spec:



version: 1

storageDriverName: ontap-nas

managementLIF: <ONTAP management LIEF>

backendName: tbc-nas

svm: <your SVM name>

storagePrefix: <your prefix for all volume names created using
this backend configuration>

credentials:

name: ontap-nas-secret

clientCertificate: <client certificate>

StorageClass &% (57%F% sc-nas.yaml)

mountOptions B—{ERIEZRE > BFIEE NFS Volume BYMIINZEEIEIE © Itk nconnect BB T4
B— NFS £FEIZELLT TCP ELR > WMiRASEHETFEHAINEE - TERES 1> {BaLUEN
ZE ONTAP R AFTHRKIE °

ONTAP Z1B7EZ#E nconnect WA F IR L » BB— NFS B R Z R 16 {EELR o Trident EiFEHIEIEEIZE
g% Kubernetes T{FEZY > FIIEEEEIZ T (EENZE NFS FHR IHF1 ONTAP #3RIEMI(E ; WA T &I A PO{EZE

# sc-nas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
allowVolumeExpansion: true
mountOptions:

- nconnect=4

7 ONTAP NAS Economy EBENFE{ 1L TridentBackendConfig #1 StorageClass » LUfEF qtree BREER
NFS BIFEHF SR E - BiniEEE SH1F1E Kubernetes Secret FIHY/R:E » R BBITHY ONTAP SVM
MBI LIF o

FEREAELBNZERENRREBNBNRTIERES (57F% tbc-nas—econony . yaml)

# tbc-nas-economy.yaml

apiVersion: vl

17



kind: Secret
metadata:
name: tbc-nas-economy-secret
namespace: trident
type: Opaque
data:
username: "<baseb64-encoded cluster admin username>"
password: "<base6d-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas-economy
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas-economy
managementLIF: <ONTAP management LIF>
backendName: tbc-nas-eco
svm: <your SVM name>
storagePrefix: <your prefix for all volume names created using this
backend configuration>
defaults:
nameTemplate: "{{ .config.StoragePrefix }} {{ .volume.Namespace
}} _{{ .volume.RequestName }}"
credentials:

name: tbc-nas-economy-secret

StorageClass &% (31F% sc-nas-economy.yaml)

# sc-nas-economy.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: sc-nas-—-economy
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas—-economy"

media: "ssd"

provisioningType: "thin"
allowVolumeExpansion: true
mountOptions:

- nconnect=4

IR ONTAP SAN £ iSCSI B TridentBackendConfig #1 StorageClass » WEXFRE R iSCSI &R



HIFERALE o BimsHRS(ERA ontap-san BBENTZT » I 61 Z#7Z7E Kubernetes Secret FIRYR:E - BEER
sanType 28 » AITEREH iSCS| BHAHE ©

EREAERBNENEEN RIS BN RIERIER (57F% tbc-iscsi.yaml)

# tbc-iscsi.yaml

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-ontap-iscsi-secret
namespace: trident

type: Opaque

data:
username: "<base64-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-iscsi
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <ONTAP management LIEF>
backendName: ontap-iscsi
svm: <your SVM name>
credentials:
name: backend-tbc-ontap-iscsi-secret

fER AP IREERENRIEE RN RIRREER (57F% the-iscsi.yaml)

# tbc-iscsi.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-iscsi-secret
namespace: trident
type: Opaque
stringData:
clientPrivateKey: <client private key>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
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name: ontap-iscsi
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <ONTAP management LIF>
backendName: ontap-iscsi
svm: <your SVM name>
credentials:
name: backend-tbc-ontap-iscsi-secret
clientCertificate: <client certificate>

StorageClass & (H57F#% sc-iscsi.yaml)

# sc-iscsi.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-iscsi
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
fsType: ext4d
snapshots: "true"
allowVolumeExpansion: true

7 ONTAP SAN ¥BZ NVMe 17 TridentBackendConfig #1 StorageClass * UEXAER NVMe B & R4

BRACE ° Bin4ARE(F A ontap-san BEFIZT » I B = H1FTE Kubernetes Secret FHY/REE © sanType®
DEWBRTES nvme ©

EREAERBNEERENRIRSHRNBIFEBER (B5FS tbc-nvme. yaml)

# tbc-nvme.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-nvme-secret
namespace: trident
type: Opaque
data:
username: "<base64-encoded cluster admin username>"

password: "<base64-encoded cluster admin password>"



apiVersion: trident.

netapp.io/vl

kind: TridentBackendConfig

metadata:
name: ontap-nvme
namespace: trident
spec:
version: 1
storageDriverName:
sanType: nvme
managementLIF: <ON
backendName: ontap

ontap-san

TAP management LIE>

—nvme

svm: <your SVM name>

credentials:
name: backend-tb

c-ontap—nvme-secret

ERRPIREEDENR RN RIEREER (57F4 tbc-nvme. yaml)

# tbc-nvme.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-
namespace: trident
type: Opaque
stringData:
clientPrivateKey:
apiVersion: trident.
kind: TridentBackend
metadata:
name: ontap-nvme
namespace: trident
spec:
version: 1
storageDriverName:
sanType: nvme
managementLIF: <ON
backendName: ontap
svm: <your SVM nam
credentials:
name: backend-tb
clientCertificate:

ontap—-nvme-secret

<client private key>

netapp.io/vl
Config

ontap-san

TAP management LIEF>
-nvme
e>

c-ontap—-nvme-secret
<client certificate>

21



StorageClass & (HB1F% sc-nvme.yaml)

# sc-nvme.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nvme
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
fsType: ext4d
snapshots: "true"
allowVolumeExpansion: true

E2 Trident X1 » LBV E S YAML 122561 > LK SAN EEEIFZTUA] NAS BEF2 X T EEIEBUELH
Volume #EIAVAERIE T ©

* "R NAS ERENFZTURYEEH)"
* "£F3 SAN ERENTZTREEH"

#217 VolumeSnapshotClass #4H8E18 22

#2317 VolumeSnapshotClass T2 ° ILARRE R BIFE M Volume BURIRIBRIEEE

VolumeSnapshotClass &% (3774 snapshot-class.yaml)

# snapshot-class.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: trident-snapshotclass
driver: csi.trident.netapp.io

deletionPolicy: Retain

RHAAEIEERERSE

fEF “kubect! i G TERIE P BRI IE T IARREFEE I E vSphere Kubernetes IRFS 5 © BT EMEEREII N
EER ~ BIRAER « EREENMREBER

1. AREENSEREER TridentBackendConfig #1 StorageClass &2 o
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kubectl
kubectl

kubectl
kubectl

kubectl
kubectl

kubectl
kubectl

kubectl

2. R EREMINEIL °

apply
apply

apply
apply

apply
apply

apply
apply

apply

tbc-nas.yaml -n trident
sc-nas.yaml

tbc-nas-economy.yaml -n trident
sc—nas-economy.yaml

tbc-iscsi.yaml -n trident
sc-iscsi.yaml

tbc-nvme.yaml -n trident
sc—-nvme.yaml

snapshot-class.yaml

& TridentBackendConfig #14 :

kubectl get tbc -n trident

& & StorageClass #J{f :

kubectl get storageclass

%% VolumeSnapshotClass :

kubectl get volumesnapshotclass

R ETERAY Trident f#FREN RIZEER!

& Trident StorageClass #l VolumeSnapshotClass

ﬁﬁ%

EFEXHY Trident StorageClass °©

%7 vSphere Kubernetes Service #&EHRTER(E ©

& Trident X 38HY StorageClass R EAEETERE » MUETEKRISTEH#TZ4E76S > PersistentVolumeClaims B

BERE °

FE{R Rf§—1{E StorageClass T #TER(E - NRH—1E StorageClass ERTE A TERIE

false o

it CLI :

A H e AR A
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kubectl patch storageclass <storage class name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

. ERTETEEZHY Trident VolumeSnapshotClass ©

## Trident S23&HY VolumeSnapshotClass 5 E 2= £ Ta%1E ° URBRHEM Volume BYIRIREU(EE o SRJHE
f& VolumeSnapshots 7EK$57E REREERIEF - BEIER Trident CS| BEENTER ©

HRRAE—IE VolumeSnapshotClass s EATERE MRS —1E VolumeSnapshotClass Bs&E 2 TERE »
ARG H RS A false ©

¢ CLI :

kubectl patch volumesnapshotclass <snapshot class name> --type=merge -p
'"{"metadata": {"annotations": {"snapshot.storage.kubernetes.io/is-default-

class":"true"}}}'!

{#F Kubernetes Persistent Volume Claims & T{E& &5 KHEZRE

Trident B BE){¢1& 1% NetApp HFRBEIELER Volume ° BRATE VKS REHER PVC SPE LIFEH IS
» AR "ERTERTFHELFEH" -

ZRE BH NetApp FFEFEA Container FEFATETR

£ NetApp ONTAP #F4&#1F » 788 vSphere Kubernetes Service &£ HEfE
Container FEFTETN o LA T EEFIEREBANaIfEER NAS (ontap-nas) 3¢ SAN iSCSI (ontap-
san) fATFREHEE PostgreSQL Bl o

LU YAML 4BREE1E7E;5 B8 E POSTGRES _USER / POSTGRES_PASSWORD ° 7EIERfE¥IRIETH » %
fEF8 Kubernetes Secrets R EIEE R EREEHHNE o

{53 NAS #1772 HEFE PostgreSQL (ontap-nas EEEFZT)

eI LERZE A ontap-nas ERENFZNMZERY NFS 4814 Volume Z#5HY PostgreSQL Container FEFRFEL ©
LUF &) RE8U01a] 2 PostgreSQL #17 PersistentVolumeClaim (PVC) FIZBE o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: postgres-pvc
spec:

storageClassName: sc-nas # Specify the StorageClass for dynamic
provisioning

accessModes:

- ReadWriteOnce
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resources:
requests:
storage: 10Gi
apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres
spec:
replicas: 1
selector:
matchLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
securityContext:

fsGroup: 999 # Ensures proper permissions for the mounted

volume (PostgreSQL default user is 999)
containers:
- name: postgres
image: postgres:15
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 999 # PostgreSQL default user ID
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault
env:
- name: POSTGRES DB
value: "postgres"
- name: POSTGRES USER
value: "<username>"
- name: POSTGRES PASSWORD
value: "<password>"
- name: PGDATA
value: "/var/lib/postgresqgl/data/pgdata"
ports:
- containerPort: 5432
volumeMounts:
- mountPath: /var/lib/postgresgl/data
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name: postgres-storage
subPath: postgres-data # Ensures data is stored in a
subdirectory to avoid permission issues
resources:
requests:

memory: "512Mi"

cpu: "250m"
limits:

memory: "1Gi"

cpu: "500m"

volumes:
- name: postgres-storage
persistentVolumeClaim:
claimName: postgres-pvc
apiVersion: vl
kind: Service
metadata:
name: postgres-service
spec:
type: ClusterIP

ports:
- port: 5432
targetPort: 5432
selector:

app: postgres

£/ SAN #7725 20E PostgreSQL (ontap-san iSCSI EEENiED)

fEAT% YAML ZBEH ontap-san BEBHFZTLMREERY iSCSI 154814 Volume FrsZ3ERY PostgreSQL Container
FEFTER o It "Recreate’ ZFE RISFEIRTERIENET Pod Z A1 » B Pod BER24&1E » E¥ 5 ReadWriteOnce

iSCSI Volume M BHER » M ARHLE Pod EFERENRFEE 4B RIEIE o ILARRETIE Pod MIBRFIERZRY

BRHFEMS > I B8 Trident Volume TRIBR D RIREEEAATR o

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: postgres-block-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Gi

storageClassName: sc-iscsi # Must map to an ontap-san driver



apivVersion: apps/vl
kind: Deployment
metadata:
name: postgres-block-app
spec:
replicas: 1
strategy:
type: Recreate
selector:
matchLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
# 1. POD LEVEL SECURITY CONTEXT
securityContext:
runAsNonRoot: true
runAsUser: 999 # Official Postgres image default user ID
runAsGroup: 999 # Official Postgres image default group ID
fsGroup: 999
seccompProfile:
type: RuntimeDefault
containers:
- name: postgres
image: postgres:15
# 2. CONTAINER LEVEL SECURITY CONTEXT
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
env:
- name: POSTGRES DB
value: "postgres"
- name: POSTGRES USER
value: "<username>"
- name: POSTGRES PASSWORD
value: "<password>"
- name: PGDATA
value: /var/lib/postgresqgl/data/pgdata
ports:
- containerPort: 5432
name: postgres
volumeMounts:



- mountPath: /var/lib/postgresqgl/data
name: postgres-block-storage
subPath: postgres-data

resources:

requests:
memory: "512Mi"
cpu: "250m"

limits:
memory: "1Gi"
cpu: "500m"

volumes:
- name: postgres-block-storage
persistentVolumeClaim:
claimName: postgres-block-pvc
apiVersion: vl
kind: Service
metadata:
name: postgres-service
spec:
type: ClusterIP
ports:
- port: 5432
targetPort: 5432
selector:

app: postgres

BREE R ERE

FEFRRIIERE ST > /8858 Pod RS ERNEFREUKRERERSIEREF o EAMUTHLIRE Pod » PVC

FBRFERVAKRE o HE{R Pod IE7E#1T » B PVC BERLEEHEER Volume ©

kubectl get all -n <namespace>
kubectl get pvc -n <namespace>

$ kubectl get all -n postgres
READY  STATUS RESTARTS  AGE
pod/postgres-block-app-7c9859c558-bxhbg  1/1 Running © 26h

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.100.154.170 <none> 5432/TCP 25h

NAME READY  UP-TO-DATE  AVAILABLE AGE

deployment.apps/postgres-block-app 1/1 1 1 25h

DESIRED CURRENT READY AGE
i 1 1 25h

STATUS  VOLUME CAPACITY  ACCESS MODES STORAGECLASS
postgres-block-pvc  Bound pvc-b992a5cf-1127-Ub6c-a775-80ab6Uellb536  20Gi RWO sc-iscsi

vks tion@vks:~$
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VOLUMEATTRIBUTESCLASS
<unset>

AGE
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RIBEFFAHENTRE » BiHFHTZERETILUZE Volume ~ gtree B LUN o B[ INEBHZE PersistentVolume  (
PV) ZRHEERAIER Volume %78 > SA%E7E ONTAP CLI sp S HE X R IB RIS R A AE - ELbEE
ONTAP R#FHEMEMIGEIZRE o AU T <M PV IHEEYAEE Volume %18 :

kubectl

StorageClass:
Status:
Claim:

Reclaim Policy:

Access Modes:
VolumeMode:
Capacity:

VolumeHandle:

ReadOnly:

VolumeAttributes:

Labels:
Annotations:

Finalizers:
tapp-iol
StorageClass:
Status:
Claim:

Reclaim Policy:

Access Modes:
VolumeMode:
Capacity:
Node Affinity:
Message:
Source:
Type:
Driver:
FSType:

VolumeHandle:

ReadOnly:

VolumeAttributes:

describe pv/<pv-name>

=== nenew lerms and Lonaitions.

$ kubectl describe pv/pvc-U4782b05U-5aff-U9ae-bcl@-08cdfd30db77
pvc-U4782b05U-5aff-U9ae-bcl0-08cdfd30db77
<none>
pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.kubernetes.io/provisioner-deletinn-secret-name:
volume.kubernetes.io/provisioner-deletion-secret-namespace:
[external-provisioner.volume.Kkubernetes.io/finalizer kubernetes.io/pv-protection external-attacher/csi-trident-ne

sc-nas
Bound
default/postgres-pvc
Delete

RWO

Filesystem

10Gi

<none>

CSI (a Container Storage Interface (CSI) volume source)
csi.trident.netapp.io

pvc-U782b05U-5aff-U9ae-bclO-08cdfd30db77
false
backendUUID=8d6b9527-91dc-U8U7-b5cc-6aa7307cflba
internalName:trident_pvc_u782b05d_SaFF_H939_bcﬂ0_085dfd39db7?
name=pvc-U4782b054-5aff-U9ae-bcl0-08cdfd30db77
protocol=file
storage.kubernetes.io/csiProvisionerIdentity=1787189141467-7183~-csi.trident.netapp.io
<none>

$ kubectl describe pv/pvc-b992a5cf-1127-Ub6c-a775-80abélelb536
pvc-b992a5cf-1127-Ub6c-a775-80ab6Uelb536
<none>
pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.kubernetes.io/provisioner-deletion-secret-name:
volume.kubernetes.io/provisioner-deletion-secret-namespace:
[external-provisioner.volume.kubernetes.io/finalizer kubernetes.io/pv-protection external-attacher/csi-trident-ne

sc-iscsi

Bound
postgres/postgres-block-pvc
Delete

RWO

Filesystem

20Gi

<none>

CSI (a Container Storage Interface (CSI) volume source)
csi.trident.netapp.io
exty
pvc-b992a5cf-1127-Ub6c-aT775-80ab6lelb536
false
backendUUI dd718d-0dal-Ucld3-95fb-dc52f56e862L
internalNam dent 992a5cf_1127_ub6 775_80ab6lUelb536
name=pvc-b992a5cf-11 c-a775-80ab6lUelb536
protocol=block
storage.kubernetes.io/csiProvisionerIdentity=1786638282639-3882-csi.trident.netapp.io

L ERAE Volume 78 » ZARHAITLUUT L > &€ ONTAP CLI BUSEEFRAFMEEN -

#5 NAS Volume

volume show

-vserver <vserver> -volume <internal-volume-name>
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NSOL-NetApp-A70-T19U05::> volume show -vserver vks -volume trident_pvc_uU782b054_5aff_uU9ae_bcUO_08cdfd30db77

Vserver Name: vks
Volume Name: trident_pvc_U782b054_5aff_u9ae_bcU0®_08cdfd30db77
Aggregate Name: NSOL_NetApp_A70_T19U05a_NVME_SSD_1
List of Aggregates for FlexGroup Constituents: NSOL_NetApp_A70_T19U05a_
NVME_SSD_1
Encryption Type: volume
List of Nodes Hosting the Volume: NSOL-NetApp-A70-T19U65a
Volume Size: 10GB
Volume Data Set ID: 2179
Volume Master Data Set ID: 2155359667
Volume State: online
Volume Style: flex
Extended Volume Style: flexvol
FlexCache Endpoint Type: none
Is Cluster-Mode Volume: true
Is Constituent Volume: false
Number of Constituent Volumes: -
Export Policy: default
User ID: ©
Group ID: ©
Security Style: unix
UNIX Permissions: ———IrwXIwxrwx
Junction Path: /trident_pvc_u4782b054_5aff_U9ae_bcUO_08cdfd30db77
Junction Path Source: RW_volume

#$5 SAN LUN » sEHITIU T a4 ONTAP CLI BXf§ LUN S#AIEH -

lun show -—-vserver <vserver> -volume <internal-volume-name>

NSOL-NetApp-A70-T19U05::> lun show -vserver vks -volume trident_pvc_b992a5cf_1127_uUb
6c_a775_80ab6Uelb536
Path

/vol/trident_pvc_b992a5cf_1127_Ub6c_a775_80ab6Ueldb536/1un®
online mapped linux

NSOL-NetApp-A70-T19U05: : > |

AR ITIE NAS T NAS Economy #7Es%HEEERIFREER T "nconnect S35 18 » B R AERSE I TIEENRAEIRETERR
HRAREZVER TCP EARE o
B FH Trident BIGAHRSUS B IR HTE » REBHEETHRIMUEEEL vserver ZIBFE R LIF :

kubectl get tbc -n trident
kubectl describe tbc <backend-name> -n trident

PABE A ONTAP BELHITU TS » & LMEaHFRYER LIF B35 ERY LIF :

network connections active show -local-address <data-1lif> -local-port 2049
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NSOL-NetApp—A70-T19U05: :> network connections active show -local-address 192.168.164.214 -local-port 2049
Vserver Interface Remote
Name:Local Port Host:Port Protocol/Service

Node: NSOL-NetApp-A70-T19U05b
1if_VKS_U608:2049 : : L4l TCP/nfs

1Tif_VKS_uU608:2049 . . .54: TCP/nfs
1if_VKS_u4608:2049 : . .54 TCP/nfs
1if_VKS_u4608:2049 : . .54: TCP/nfs
1if_VKS_u4608:2049 : . .54 TCP/nfs

2. FEREf
Pod EIEERER - EREERELERESEHRE -
TER

1. #& PostgreSQL ARFFEIZIRERA T A

kubectl port-forward svc/postgres-service 5432:5432 -n <namespace>

2. fEB— (AL IRHER > (B psql EEHEEIERIE :

psgl "postgresqgl://<username>:<password>@127.0.0.1:5432/postgres"

3. BUBKENBERRK  RABRFERHEAZERRK !

CREATE DATABASE employee;

UHAZIFTERE (psql TTERS)

\c employee

BILRE ~ A—TER » LEHES

CREATE TABLE employees (
id SERIAL PRIMARY KEY,
first name VARCHAR(50) NOT NULL,
last name VARCHAR (50) NOT NULL,
email VARCHAR (100) UNIQUE NOT NULL,
department VARCHAR(50),
hire date DATE DEFAULT CURRENT DATE,
salary NUMERIC (10, 2)

);

INSERT INTO employees (first name, last name, email, department, salary)
VALUES ('John', 'Doe', 'john.doe@example.com', 'Engineering', 85000.00);
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SELECT * FROM employees;

TRAME

LUF & R REBUN{AITE vSphere Kubernetes =5 2% Trident » MUK HN{AI{ER Trident 2pE BB & HFEN
PostgreSQL B} E o

65/ Trident 7EF ONTAP & £7Z1EM vSphere Kubernetes Service #5£ FEIE T faH
BiRReE

{5 NetApp Console {7 E211E vSphere Kubernetes Service &£ Container f&
FE=

&£/ NetApp Console 15 E21%1E vSphere Kubernetes Service (VKS) #EHHY
Container FEFATET o ANF2F R ZE B NetApp Console B Backup and Recovery iR#EEE
3 SEIRHE EIREEE > M(ER ONTAP S3 ¥t RFIEABR EZE -

NetApp Console ¥ At A EIRIRIE PR FREN BN RFNEDEIR - TIRER—AVES - B Z093R(EM
Z2HNEE - FREUUSAFERAENEENRSEENREMERINAE » #81t% "console.netapp.com"” © &k
NetApp Console FYSEEEEFAME T > 5526 "NetApp Console SX{4" o

ASEIEEE7 48 NetApp Backup and Recovery $1¥#} Kubernetes T{E& & ERIRTS » 4552 vSphere
Kubernetes Service =% F#J Container FEFAFETX © NetApp Backup and Recovery Service AJ:E{GiFEBE—

ERE « BIF « BifRERD > WAFHE Kubernetes FEFTETNEEIZRANK - WNFRFCEEYSR » FH2B "NetApp
Backup and Recovery X" o

B ERRE TR
1. FEERIEE LR Console KIEZR

AFEIRTE VKS BEHITIVIRIEREEPE Console KIEIEZ - BRIZREE Console RIBIZNAVEEAE » 552
B "NetApp Console Setup X{4" o

v ZEmEfl

7 NetApp Console # » #&—TIREBFITRAY Deploy Agent) » MHSARIBFZRNEIFE R VKS EZEHITHIR
He o

7245k > 3532 TOn-Premises > With OVA1 » #%5) OVA URL » 7 vCenter B{FH% URL Zf=
Console f{IEFET

ERAARIEEICHY IP (AHE URL FRETTEEM - MFEFHMAIET » 5B2R "~ - REBEREXFMTKE » &5
LATE NetApp Console REEIE » YT IREEFAR ©
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Deploy an on-premises agent

Select how to deploy: @ withovA O Manual install

Choose a simplified vCenter deployment or manually install for other environments. Learn more [7
1 | Download the OVA or copy the OVA URL.
L Download the OVA (@ Copy the OVA URL
2 | Import the OVA to vCenter either as a binary or using URL.
3 | Deploy the OVA.

4 | After a successful deployment register your agent.
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2.

34

Organization - Project v =
nimolab VMware o ‘Q 0 e
Agents Manage agents

Q  Search agents

o bxpazureconn Go to Local Ul ~
Azure | southcentralus | @ Connected

(® Proxmox-Agent Go to Local Ul 2
On-Premises | - | ® Connected

O bluexpOPconn Go to Local Ul 2
On-Premises | - | @ Disconnected

O' BXPCONNOnprem Go to Local Ul 2
On-Premises | - | ® Disconnected

O‘ ocp-console-agent Go to Local Ul 2
On-Premises | - | @ Disconnected

1% ONTAP #EEFI%ZE NetApp Console i E{F Backup and Recovery

NBSEHEEE ONTAP EZEHIEZE NetApp Console @ M 7EE _EEYF Backup and Recovery BRFS » 7 BEfR:&
TEEH - MNFEARRET » 5528 "58E NetApp Backup and Recovery" ©
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3. 1£ NetApp Console {1 7 ##Z vSphere Kubernetes &%

v BEmEef)

L ERSEE vSphere Kubernetes 2 & IF1EH11T > H Console RKIER2 X B EBEHEREIMIRIED  :5E1ELL
T8 » 7E NetApp Console H1#£% vSphere Kubernetes g ©

a. 7£ NetApp Console H1 » #EY Inventory > Kubernetes ° 32 vSphere Kubernetes & 5ERI:¥4AE
o

b. E$ZEFE 7T B vSphere Kubernetes #E&EMEFIRIERAIEIER o

C. #EEURMHAIE LKL Trident Protect » Wi{{ti# 1% vSphere Kubernetes £ V%S EHIITE L

S o
d. Trident Protect Z#£mIh1 > 3% —F Discover ° NetApp Console EBIEFZIFZ vSphere
Kubernetes BEREFFEER » TEFERENMTEPIEAGLEER o

Discover resources

Workioad type

Kubernetes

¥ Expand all

Kubernetes ~
Cluster details
Cluster Name

vksO4
Agent

Proxmox-Agent X -

Generate installation commands

Before executing commands on your Kubernetes duster, review the prerequisites. Learn more (7
Installation type
@ Connected® (O Air-gapped ©
1] Create a trident-protect namespace :
2| Create a Kubemetes Secret : Use the provided client_id and cient_secret to create the occmauthcreds secret
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1| Create a trident-protect namespace :

kubectl create namespace trident-protect

2 | Create a Kubernetes Secret : Use the provided client_id and dient_secret to create the occmauthareds secret

kubectl

e secret generic occmauthcreds

--nane jent-protect
1=client_i1d-P28jqkcEVZeeg-FIECFCRNE2rOLEOKTG

=XbWBMoCnQKb7In)SIdTC@petsi

--from-1

--fron-literal=client_secret Wak1pnTgel TeDUSSB8ArZWYIuup70uNdgyBlbz

3 | Add/update helm repo :

heln repo --force-update netapp-trident-protect https://netapp.github.io/trident-protect-helm-chart

4 | Install or Upgrade Trident Protect and Trident Protect Connector

--install trident-

heln upgrade

netapp-trident-protect/trident-pr

ion .B8-console

--nanespace trident-protect
--set e
-set 966e65b1-c36a-441b-b23b-990b28c33151
-set tri otect.cbs.accountID=account-BEOEAUDL
set tr otect.cbs. ID=kgl3b3JQQR7e8Nx idF glwHIXockAbBp7clients
-set tr =occmauthereds
set tri £//18.192.113.198

vksbastior
NAME
trident-protect-connector-86bf87f7d7-7611f

trident-protect-controller-manager-8567cf76b9-1xxqz
vksbastion@vks:

Applications Namespaces Virtual machines

Clusters (4)

$ kubectl get pods -n trident-protect

=)
1/1
1L/l

STATUS
Running
Running

RESTARTS
0
0

Name % | Kubernetes Version % |  Kubemetes distribution = 3| Trident protect version % | Applications $ | Namespaces
demo-vks 0 Applications o
Pending (0 out of 0 protected)
vks-demo01 0 Applications o
Pending (0 out of 0 protecte
vks03-old 0 Applications -
kubernetes 26.08.0-console 7
Deleting
vks04 0 Applications
kubernetes 26.08.0-console 16
® Connected (0 out of 0 protected)

4. 1% ONTAP S3 R EAKFMHBRE

TEAEHIF > FFIER ONTAP S3 MHREFIEREFEH BIR o &

Cloud Storage 5§ StorageGRID {EA# IR BEIZ o
WMEFZHME ° 558 E "NetApp Console " o

HZE7E NetApp Console H#iE ONTAP S3 fE&R &R BIR

S3 Endpoint:
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Access Key:
Secret Key:
Bucket Name:

HERISELEE 5 557 ONTAP &£ #EA System Manager 1T FHHRLE o

a. {F ONTAP #5217 —(ERXA S3 §) SVM JEFFHE{HER o 32 Tk SVM 0 S3 385 URL -
b. 4F SVM ) S3 BT » BRI EME IS RAHIFRE - T FLERENERSBNLTLE -
Trident Protect E3K S3 A& E /DA PutObject » GetObject » ListBucket
(D) Deleteobject IR - ISEIBLEMIR » AppVault FB{H ERIHEIFEIS ML HIRAE
WIEBAVEEER © IASFAEEH » 55809 Trident Protect AppVault X" o
v s
L B S3 EREL FHERSHNLESH

uverview

Volumes
S3 All settings
LUNs
NVMe namespaces () Enabled
SMB shares
Buckets
Server 2 it
Qtrees FQDN
Quotas vks-s3.nsol.netapp.com
Tiers s TLS port
Enabled 443
Clients HTTP HTTP port
Enabled 80
Network v
Certificate
System-generated certificate
Events & jobs v
Protection v
Hosts - Users Groups Policies
Cluster ~
+ Add
Overview
Hardware User name Access keys Key expiration
Settings
root
Storage VMs
tp-user XBJDW6011UW6ECLOIGIU4 Valid forever

Disks
DOSV96012XODDOFIYDW7 26 Oct 2026 2:29:12 PM

.......

A. TERIA S3 By SVM HZ T —(Elf#7F1E o 50 T #7158 - LUETE NetApp Console 1 ONTAP
S3 MRS R iR n BIREfER o
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Add bucket

Name

‘ tp-bucket ‘

Storage VM

vks V‘

[ L
Enable ListBucket access for all users on the storage VM

“vks".
Enabling this will allow users to access the bucket.

«” More options Cancel

fEF S3 imdh « FENEIR - AE IR HFH %M > 7 NetApp Console H#itE ONTAP S3 ¥{HHEFER
BHER-

[m_~]

= I NetApp console Organization v Project

nimolab VMware
8ackup and Recovery
Backup targets
Overew Register cloud provider credentials and manage object storage used as offsite backup destinations.
s NEPI—
Inventory
ONTAP S3 2 O«is 0 -
Backup targets Type Total buckets Total capacity Total locations
Policies



Discover backup target

Discover ONTAP S3

Add credentials to discover the backup target

Credentials name

vks-tp-user-creds

Gateway node FQDN

vks-s3.nsol.netapp.com

Port

443

Access key

DOSV96012XODDOFSYDWT

Secret key

5. 72 NetApp Console F > 7 Container T{E& &I AR L EAEBMDMUUFE

1EEEEA Backup and Recovery B4R EIE &1} Backup and Recovery B)EIEE/AE » 74
@ BEIRILM1RE Kubernetes FEFTER o HEIEIR Kubernetes FEATER & KR EHA Backup
and Recovery B4k EIE S5 Backup and Recovery 2R EIEESAE o

v BEmeifl

TEUELSER > 57 NetApp Console 17 vSphere Kubernetes #EHEERER Container FEFRERE
I RERREI o eI LUERRRZERREIIERRER » LUR:E vSphere Kubernetes s R EfR % ZERA
BIFFA Container FEFAATER ©

CERE—EREARXMHORER © CAURTHHRERR - LSRRG NRERE

Inventory > Kubernetes Kubemetes

Kubernetes

Review protection status, create and manage policies, and recover data for one or more namespaces.

¥ 4 @ 0 © 33 0 & Ocs

Clusters Applications Namespaces v Protected application Protected Capacity

Applications Clusters Namespaces Virtual machines

Name | Protectionstatus = | Protection health =| Cluster =| Policy = | Namespaces | Status =| Protected capacity |

€

No Data
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IREERRENFMEEN T TEZEBREXNBERIEY - TEARAIF » BRI ZHE vSphere Kubernetes
FEPEEHZZTEARFTA Container BRARRNEI - #—T MEE) UEEBNZEREXNGHE
BEHEEREE - #%—T TF—%) #E -

Create application @ #ericationDetais (2) Protection Sewings

You can create an application o protect your Kubemetes resources.

Application Details

Application name Cluster Filters

postgres vksO4 @® Namespace (O Virtual machine

= Define Criteria
Namespaces Resource types Labe! selectors Optioral @
postgres X - Indude All X + Add cluster-scoped resources
Namespace-Scoped Cluster-Scoped
Resources (9) Q

Name 1| Cluster |  Namespace =5 | Type =3 | Labels
default postgres ServiceAccount
kube-root-ca.crt postgres Confightap
postgres postgres Depioyment

BTR > SREEAEAREIRHFRERT o S LRI RERR » el LUERIREMIRE o 7ERE54)
o B ARRRER R RERR & E A o BB Policy » #A%83%—T Create new policy °

Create application @ Asplication Deta:

@ #rotsction Sattngs

Protection Settings
Select a backup and recovery policy to protect your data or create 2 new policy.

¥ Expand all
Policy v
Prescripts and postscripts v
Advanced settings v

HRAS R IR ZHRDIEAE - EAOIP » BFMWIREIVIHRERE - ERIRIRIREME - 2B ERIEE
fEFsE LRI RENIER - AREBREVHHEERBHORE | BEEGHMER (EEHIDZ ONTAP
S3)  REMIHHE (EFIRRENMFFERIMGRETERRE) » LIEERBERENHUE - EHHHEE

MRREREHE - RIEEREREGHIFZERIMIARTRE » MARESREILLIRREILAER - &4
_JLME?%EEEWESZE—kE:&t RYMEFER o #—T Create 1 - RARFTZEARL > LRKRER
Bl B EL 72 17 A Gk

Create policy
Create backup and recovery policy to protect your data

¥ Expand all
Details A
Workioad type Policy name
Kubemetes policyl



Backup architecture

Select data flow

Disk to object storage v

Disk to object storage Disk to object storage information
® |ts keeping 2 data copies: on local ONTAP devices and the other in the objectStore in an offsite location.
Backup
@ —_— ﬁ ® This approach ensures that even if one backup fails, the other copies remain safe.
ONTAP Object Store ® Disk to ObjectStore backup strategy involves transferring backups from the primary ONTAP system to an objectStore in an offsite
Primary location.

Local snapshot setting

Tvio default schedules are recommended. You can use these recommendations or create different schedules.

Add schedule A~

Schedule summary Snapshot frequency Snapshot retention @
Take a snapshot Sni to keey
Hourly apshot every apshots D
[ror aRE

Run every 1 hour at 01:00, 02:00, ... | keep 3 copies

| @

Daily Take a snapshot daily at @  Snapshotsto keep

I 12:00 AM - ‘ | 3
Run daily at 12:00 AM | keep 3 copies

Kubemetes application resources

Provider

aws | o .

AWS Azure GCP StorageGRID

ONTAP 53

ONTAP S3 credentials Backup target [ ]

£19u05-tp-user-creds - ‘ | tp-bucket -

Object store settings

You can't add additional schedules to backup schedules created based on local settings. However, you can delete an existing schedule if needed.

ONTAP 53

Backup
Houly X  Daily X -
Retention copies
Hourly Daily
5 | (4 :
Provider
aws [ (2] ’
AWS Azure GCP StorageGRID
ONTAP S3 credentials Backup target [}
t19u05-tp-user-creds v ‘ ‘ tp-bucket v
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Inventory > Kubernetes Kubemetes

Kubernetes

Review protection status, create and manage policies, and recover data for one or more namespaces.

& 4 2 1 & 33 1 @ 72.37ws

Clusters Applications Namespaces Protected application Protected Capacity

Applications Clusters Namespaces Virtual machines
Application (1 =
Name 4| Protectionstatus ¥ 3 | Protectionhealth T 3 | Cluster =3 | Policy =3 | Namespaces 3| status = 3| Protected capacity + |
postgres ® Protected Healthy vksO4 policyt postgres (% ® Ready 7237 MiB
1-10f1 1

6. tEMmEREMRRER

@ {52 Backup and Recovery B4R EIEE 3} Backup and Recovery EREREA BT HEER

Kubernetes FEFBTES

v FEmEEl
o IEEILUEREAE ARERE (RMEIRR - MOREROSRERZERNER) RERERARER -

© WAL AR EREIHR G R EMNA R R ZER
c BRAILUEEREIEERPHER
© WAIVEERANEREARENERIFEEFREER

Inventory > Kubernetes Kubemetes
Kubernetes
Review protection status, create and manage policies, and recover data for OnNe or MOTe NAMeEspaces.
4 1 ® 33 g 1 @ 72.37wis
Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Applicton () a
Name 4| Protectionstatus T + | Protectionhealth T 3 | Cluster =3 | Poliy =3 | Namespaces S| status = 3| Protectedcapacity |
postgres ® Protected Healthy vksO4 policy? postgres (% ® Ready 7237 MiB

1101 1| Unprotect

Edit
View and Restore

Backup now

View job >



View protection details

P}

(©) Healthy
Protection health

Aug 31, 2026, 22:00:35
Snapshot date

postgres. vks04. 1
% Application ‘ Cluster @ Namespaces
@ Policy
Disk to object storage ik
Backup Schedules
Frequency | NextRun
@ Backup @
Hourly 11:00 PM
ONTAP Obiject Store
Primary
Daily 12:00 AM
Restore points (2)
Name $| Size % | Restore point 4+ | Location | Status
backup-C7830433-606D-4795-945b-... 7248 MiB 31 Aug 2026, 10:12:49 PM © 9 Q@ ® Success
custom-9d82a-20260901020035 7237 MiB 31 Aug 2026, 10:00:35 PM © Q ® Success
o General settings @ Resource selection @ Destination settings
custom-9d82a-20260901020035 s
@ 72.37wis
Snapshot name si
ize
Restore from : O local () Secondary (8 Object store
Cluster
vksD4 X w
Restore to : (O Original namespaces (8 New namespaces
Namespace (1)
Source namespaces Destination namespaces
postares postgres2
Destination Application

Application name

postgres

[[] Do not create an application for restored resources
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[ — 1 Restore all resources ) ‘AR [ \' Selecti s
=, e e T T = i Restoring all resources lets you filter specific items for recovry, tailoring the process to your needs.
individual items. This option is not the default, so make sure it aligns with your recovery goals before §
. Remember, this isn't the default setting, so ensure it fits your recovery strategy.
proceeding.
Namespace-Scoped Cluster-Scoped
Resources (10) Q
Name 1| Grouw =2 | Version =% | kind =3 | Namespace | Labels
application-1562a055-d024-40fa- R P
226521693 1682325 anapshot coordinationk8s.io vl Lease postgres
default vi ServiceAccount postgres
kube-root-cacrt v ConfigMap postgres
postgres apps Vi Deployment postgres
postgres-6fcc5345¢8 apps v ReplicaSet postgres pod-templ
postgres-6fcc5545¢8-8n9cq v Pod postgres — =
postgres-pvc v PersistentVolumeClaim postgres
postgres-service vi Service postgres
[ e | (N
Destination settings A
@ Restore using default storage class (O Map Storage Classes to Destination
10 sc-nas
Number of source storageclasses Default Destination storagedass
Restore scripts v
Resource transformations v

& BIATE NetApp Console By T851E | EIDBEHERRIEREERE o BIRIEESTHE > EBILATE vSphere
Kubernetes s EEIBERNER o

Kubernetes

Review protection status, create and manage policies, and recover data for one or more namespaces.

7 4 & 2 © 34 5 1 o 7248w

Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Applictions 2 a
Name 4| Protectionstatus T < | Cluster =3 | Poliy = 3| Namespaces 3| status = 3| Protected capacity 3 |
postgres ® Protected © Healthy visO4 policy? postgres (% ® Ready 7248 MiB
postgres ® Unprotected vks04 postgres2 (2 < Restoring
1-20f2 1
Edit
View and Restore

Delete

Restore job View job >



Job Name: postgres-restore
Job Id: 87032123-5ac4-464c-a9b5-c0a2daac32dd

© © &)

vks04 postgres Aug 312026, 10:27:17 pm Aug 312026, 10:28:55 pm Success
Cluster Application Start time End time Job status

Application restore
© Create Restore Start Event
Status: Completed

© Create Secret
Status: Completed

@ Create App Vault
Status: Completed

© Wait For App Vault
Status: Completed

) Create Destination Namespace
Status: Completed

©  Wait For Destination Namespace Create
Status: Completed

© Lay Down Backup Restore CR
Status: Completed

@ Wait For Backup Restore CR

Status: Completed

© Set App State
Status: Completed

Expand all
BackupRestore (postgres2/bkp-res-poklebu5ah) (v) Success
Inventory > Kubernetes Kubemetes
Kubernetes
Review protection status, create and manage policies, and recover Gata for one or more namespaces.
a 4 2 ® 34 g 1 o 7248w
Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Applications (2) Q Creste mpplication
Name 1| Protectionstatus ¥ 3 | Protectionhealth ¥ 3 | Cluster 3| Poliy T3 | Namespaces 3| status = 3| Protected capacity |
postgres ® protected Healthy vksO4 policyl postgres (2 ® Ready T248 MiB
postgres ® Unprotected visO4 postgres2 (% ® Ready
1-20f2 1

£ Trident Protect 7 vSphere Kubernetes Service #&EF#{) K&iER Container f&
FAERX

R Trident Protect 1REBFEHITHAEE > 7€ vSphere Kubernetes Service (VKS) #E&E{E
AFNIZIR Container FEFATET o ILIZRFEE(FEHE ONTAP S3 ¥4 #7FEEIL AppVault ~ 527
Trident Protect LARRENFERTENER (B3F Kubernetes BEIRMEMIF4E#TE Volume)
UREVERZRFRER o

£ VKS ZEHF#ITH Container BRI E1E%S Kubernetes TIEE#7E TIEEiREap B ERFEITRE © RE
FEFAR P EB RN Volume ERAEE » MUETEKRTIRRFFESIMIUIRIE -
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VKS FEFTERAYIFAENE Volume ATHEL VKS EEE AR ONTAP H#IFRERMIIE » £ "Trident CSI" o Itb
F2F(ER "Trident Protect” B EARIVIRBAFED - FEERNIRBAFEEEEETE ONTAP ¥4HEEDR > M
Volume REBERIBRBERFRERR ; HHERRNIEEE] ONTAP MH-#TF o S UEEERFRCIRBED
=R o

Trident Protect 73 ¥t Kubernetes 25 FFIEAENETITIRE B0 ~ B[R KEEMRIE o Trident Protect BJ{F
ENEReIEEERER REIFEM Volume 1HEFHIEY Kubernetes BRI ©

UT B A gisi ] R ER N ST iRE

* VMware Cloud Foundation (VCF) 9.1 £2 vSphere Kubernetes ARFS
* "Trident 26.06"

* "Trident Protect 26.06"

* "ONTAP 9.16"

£ vSphere Kubernetes &% %4 Trident Protect

Vv 4% Trident Protect

f§F3 Helm 7E vSphere Kubernetes Service #£ %4t Trident Protect © Zkﬁ'ﬁ'?ﬂ’]%ﬁ@]ﬁ% tridentctl-
protect * B Trident Protect CLI o Z5#KBR"Trident Protect CLI S {4"HBYRBBETTZEE o Hfth Trident
Protect &4 73 A B 5CERI Trident Protect sRBA 4" o

B B IAZLE “trident-protect 85 & 25 o “enforce=privileged 12 AN EIER » K2 Trident Protect #
TIHETEESH - EEILIZE > Kubernetes Pod Z& 45 r #2845 £188 Trident Protect Pod BIERE] o

kubectl create namespace trident-protect
kubectl label namespace trident-protect pod-
security.kubernetes.io/enforce=privileged

SR1BHNY Helm {SB1FELAE Trident Protect 24 E| a4 20R ©

helm repo add netapp-trident-protect https://netapp.github.io/trident-
protect-helm-chart

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2606.0 --namespace
trident-protect

N Trident Protect Pod EX&h5< Bt 3R "PodSecurity #Fa] 852 » B a]fER R EERTRAE Pod
()  =2MBWEME tident-protect &2 o HEM —overwrite BHEMBLRH - 265
% Pod @&EE

kubectl label namespace trident-protect pod-
security.kubernetes.io/enforce=privileged --overwrite
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https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-get-started/quickstart.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-installation.html
https://docs.netapp.com/us-en/ontap/
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
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https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
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kubectl get pods -n trident-protect

vksbastion@vks: $ kubectl get pods -n trident-protect

NAME READY STATUS RESTARTS AGE
autosupportbundle-eldcb1693-66U40-Ufcd-bddf-bUl3ffUlf37c—znvsw 1/1 Running 0 16h
trident-protect-controller-manager-5f64+f594f-cl8cp 1/1 Running 0 3h50m
vksbastion@vks: $ \

vksbastion@vks: $ tridentctl-protect version -n trident-protect
26.06.0
vksbastion@vks: $ |

B ARYH#ES App Vault

V #1317 AppVault

EAERRNEIIRBNGEN 2/ » HA7BLE Trident Protect FEREYIE E1FRE o BRI LUEIBET
AppVault CR 2K5ER - REEIEEZA S MELE AppVault CR ©

AppVault ¥4 Z2#FRFEITEERY Kubernetes BE]EJRZR T © AppVault CR B S 1FREITIRE(REEE (
BIENeED ~ 1REE « BERIEZEF SnapMirror 5) EAFREAIAERE o

LU EREI$1E ONTAP S3 52 EH AppVault CR : .7£ ONTAP %—-‘%E’J SVM H#37 S3 ¥ 1Fi & EAR
23 o EVHTERERIRSSPEILEER o 7 SVM i1 S3 FHE - AR FNEBNLEERERETEE
BRI E o

+¥2  Trident Protect B3k S3 FHEE/ VR PutObject > GetObject ™ ListBucket #
DeleteObject MR o MNRREELERIR » AppVault 7 EIRIE/EEA & KB HIREFEUIERIVTEER o 1
TEFHAEN » 2R Trident Protect AppVault X" o o £ VKS sRE&EH » B —EE&#R#TF ONTAP S3 /&
78 o o 7 ONTAP S3 £ AppVault #f5 ©

7 ONTAP S3 %€ Trident Protect AppVault

TN REERRA T RERSEN HTTPS » EREERIRINVEMRMG - MREH ONTAP S3 in

@ FEAREEEENA A CAFMEENESR » AIETETEINYREHER - IRER Esg%"i
W38 CA /&5 » s5fER “rootCARIIIRM BT IR B &k CA /&8 > WBEFIR - MREFZAN
FRBERIEE EIRTAEN HTTP 48RS » F2RAERENEREZ AR

# alias tp='tridentctl-protect'

# cat appvault-secret.yaml
apiVersion: vl
data:
accessKeyID: <baseb6t4 encoded access key>

secretAccessKey: <baseb6t4 encoded secret access key>

# Alternatively, remove the data section above and use:
# stringData:

# accessKeyID: "<access key of S3>"

# secretAccessKey: "<secret access key of S3>"
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kind: Secret
metadata:
name: ontap-s3-appvault-secretl
namespace: trident-protect
type: Opaque

# cat appvault.yaml
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvaultl
namespace: trident-protect
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: trident-protect
endpoint: <1if for S3 access>
secure: "true"
skipCertValidation: "false"
# If your ONTAP S3 endpoint uses a certificate signed by a public
CA
# already trusted by the cluster, no additional certificate config
is needed.
# If it uses a self-signed or internal CA certificate, provide the
# root CA certificate:
# rootCA: <root CA certificate>
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: ontap-s3-appvault-secretl
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: ontap-s3-appvault-secretl
providerType: OntapS3

# kubectl create -f appvault-secret.yaml -n trident-protect



# kubectl create -f appvault.yaml -n trident-protect

EREREIRIE (HTTP > BIRERR)

LR "s3REEAEFASHRENNRRERERIEFER - F7NTEEREPEREERE

s3:
bucketName: trident-protect
endpoint: <1if for S3 access>
secure: "false"

skipCertValidation: "true"

vksbastion@vks: $ kubectl get appvault -n trident-protect
NAME STATE ERROR MESSAGE AGE
ontap-s3-appvaultl Available 3d1dh

vks—appvault Available 5d15h
vksbastion@vKks: $‘

#£37 Trident Protect FEFRTE

V 737 Trident Protect FEFTZR

AEHISKE T LUETE postgres #5 ZERIRAIEEH postgres FEFTR XM ELHFE - INTLREMNFMESN > H2
&) "fEFE NetApp f#EFRESPE VKS TIE&HE" -

&35l PostgreSQL PVC 53K RWO ZEUET o FEUENAZBTE PVC BB RBBREISERE ; Trident

@ $§$E?§1§%TT§$@T *E@Jffﬁﬁﬂmﬁ_ﬁ o NAS ZiE/) PVC %1& RWX ZEUET > SAN £iE
B9 PVC t]iEAREIMARE T IR RWX IFEURT o HISEsF4HE N » 552/ "Trident Protect 572883
Hr o

7459 > postgres frRZERIE —EEBTE » 21 Trident Protect FEFRER R @S ZmBEHIFE
HiF o

# alias tp='tridentctl-protect'
# tp create app postgres—-app --namespaces postgres -n postgres --dry-run
> postgres—-app.yaml

# cat postgres-app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: postgres-app
spec:
includedNamespaces:
- namespace: postgres
resourceFilter: ({}
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vksbastion@vks: - tp$ kubectl get application -n postgres

NAME PROTECTION STATE  AGE
postgres—app None 3d13h

BIuBHURERAER
v EZIEH
BIUBEERER

AR postgres-app EILHD » BIPABER S postgres i 2 ERBFHNFIEEIR o BIRMANRGHEE
{389 appvault 7% o

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: postgres-backup-on-demand
spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
cleanupSnapshot: true

replicateSnapshot: false

kubectl create -f postgres-backup-on-demand.yaml -n postgres

vksbastion@vks: $ kubectl create —f postgres-backup-on-demand.yaml -n postgres
backup.protect.trident.netapp.io/postgres—-backup-on-demand created

vksbastion@vks: $ kubectl get backups -n postgres

NAME APP RECLAIM POLICY STATE ERROR AGE
postgres-backup-on-demand postgres-app Retain Running 12s
vksbastion@vks: D= = $ kubectl get backups -n postgres -w

NAME APP RECLAIM POLICY STATE ERROR AGE
postgres-backup—-on-demand postgres-app Retain Running 29s
postgres-backup-on-demand postgres-app Retain Running 82s
postgres-backup-on-demand postgres-app Retain Running 82s
postgres-backup-on-demand postgres-app Retain Running 82s
postgres-backup-on-demand postgres-app Retain Running 83s
postgres—-backup-on-demand postgres-app Retain Running 83s
postgres-backup-on-demand postgres-app Retain Running 83s
postgres-backup-on-demand postgres-app R R Completed 83s

vksbastion@vks:~

—V tp$ kubectl get application -n postgres
NAME PROTECTION STATE  AGE
postgres-app Partial 3d13h

o E TS ERVAAY)
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# tp create schedule backup-schedulel --app postgres-app --appvault
ontap-s3-appvaultl --granularity Hourly —--minute 45 --backup-retention 1

-n postgres —--dry-run>postgres-backup-schedulel.yaml

#cat postgres-backup-schedulel.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: backup-schedulel
namespace: postgres
spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
backupRetention: "1"
dayOfMonth: ""
dayOfWeek: ""
enabled: true
granularity: Hourly
hour: ""
minute: "45"
recurrenceRule: ""
replicationRetention: "O"
runImmediately: false
snapshotRetention: "Q0O"

# kubectl create -f postgres-backup-schedulel.yaml -n postgres

vksbastion@vks: $ kubectl create -f postgres—backup-schedulel.yaml -n postgres
schedule.protect.trident.netapp.io/backup-schedulel created

vksbastion@vks: $ kubectl get schedule -n postgres
NAME ENABLED GRANULARITY STATE ERROR AGE
backup-schedulel true Hourly 10m

emnER
v tEHER
AR EREEERNGRZEM

TS EEEHIH > #15 postgres-backup-on-demand €15 postgres-app FIFES °

RiBRERRERN Z AT > ARG B P ERIEDER "Completed #RES  EITHHEBMN BN EIERANER
FERTE o
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kubectl get backup -n postgres

RN ARAE % "Completed & » MIB& postgres FEFET » MFERIC A ZEM Mpostgres) HflER PVC 0
pod ¥4 o

vksbastion@vks: $ kubectl get all -n postgres
NAME READY  STATUS RESTARTS  AGE
pod/postgres—-6fcc55U5c8-6gw9h v/t Running © 3d13h

NAME YRE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.1601.183.142 <none> 5432/TCP 3d13h

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 1 3d13h

NAME DESIRED CURRENT READY  AGE
replicaset.apps/postgres—-6fcc5545c8 1l 1 1 3d13h
vksbastion@vks: s/tp$ kubectl delete deployment/postgres -n postgres
deployment.apps "postgres" deleted from postgres namespace

vksbastion@vks: = $ kubectl get all -n postgres

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.101.183.142 <none> 5432/TCP 3d13h

vksbastion@vks: $ kubectl get pvc -n postgres

NAME STATUS VOLUME CAPACITY  ACCESS MODES STORAGECLASS
OLUMEATTRIBUTESCLASS AGE

postgres-pvc Bound pvc-U43f275d5-6063-4751-98d5-3a36b07d0Ob+0 10Gi RWO sc-nas
unset> 3d1ldh

vksbastion@vks:~/demo-vks/tp$ kubectl get all,pvc -n postgres
No resources found in postgres namespace.

R B —EFEGFRMERDF o

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
annotations:
protect.trident.netapp.io/max-parallel-restore-jobs: "25"
name: postgres—app-restore
namespace: postgres
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/backups/postgres-backup-on-demand 63efc9dl1-92d7-45ce-84fe-
846ce7db7b29
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false

resourceFilter: {}



runArchivedExecHooks: true

vksbastion@vks: : $ kubectl create —f postgres-app-bir.yaml -n postgres

backupinplacerestore.protect.trident.netapp.io/postgres—-app-restore created

E%E postgres FEFTZTNERE ~ ARFS ~ pod A1 PVC BB ERER ©

vksbastion@vks: $ kubectl get all,pvc -n postgres
NAME READY STATUS RESTARTS AGE
pod/postgres-6fcc5545c8-9pv2m  1/1 Running © 2mls

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
service/postgres-service ClusterIP 10.107.38.167 <none> 5U32/TCP

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/ il il 2mls

NAME DESIRED CURRENT READY AGE
replicaset.apps/postgres-6fcc5545c8 il 1 al 2mls

NAME STATUS VOLUME CAPACITY ACCESS MO

DES STORAGECLASS VOLUMEATTRIBUTESCLASS AGE
persistentvolumeclaim/postgres-pvc Bound pvc-191af706-6Udac-U4f09-921a—ff9bf6d86a68 16Gi RWO
sc-nas <unset> 2m6s

REARELERITRENGRER

Bt B —E#HSHRZER 0 UWESEREXNEREZEHD » &EHFA postgres? o IEFF » postgres-app B

BIfERKRBIZR IS/ NEED o ERLEHGFRAREINEREMAIGAZER postgres2

vksbastion@vks: . ‘p$ kubectl get backup -n postgres
NAME APP RECLAIM POLICY  STATE ERROR  AGE

hourly-cbd11-20266831164500 postgres-app Retain Completed 14m
postgres-backup-on-demand postgres-app Retain Completed 51m

@ EERISHEMNBIRE » SAFERAMS kubectl get backups <backup-name> -n
postgres -o jsonpath='{.status.appArchivePath}"' °

vksbastion@vks: $ kubectl get backups -n postgres

NAME APP RECLAIM POLICY  STATE ERROR  AGE

hourly-cbd11-20260831124500 postgres-app Retain Completed 13m

postgres—-backup-on-demand postgres-app Retain Completed 170m

vksbastion@vks: $ tp get backups -n postgres -o yaml | grep hourly-cbd11-202608311245600
: |

name: hou cbd11-260266083112456
appArchivePath: postgres-app_31lU4bbaf6-2ce3-U4065-b3cl-ab85c7bb7c7c/backups/hourly-cbd11-262

7bda9-5cb0-Uc8f-ae7a-20f9Uc23c3b9

vksbastion@vks: $

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore
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metadata:
annotations:
protect.trident.netapp.io/max-parallel-restore-jobs: "25"
name: postgres—-app-z2woek
namespace: postgres?2
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/backups/hourly-cbdl11-20260831124500 2b57bda9-5cb0-4c8f-
ae7a-20£94c23c3b9
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false
namespaceMapping:
- destination: postgres?2
source: postgres
resourceFilter: {}
runArchivedExecHooks: true

skipApplicationCreation: false

vksbastion@vks: p$ tp create backuprestore —-appvault ontap-s3-appvaultl --path postgres-app_31u4bb
af6-2ce3-4065-b3cl- ab85c7bb7c7c/backups/hourly cbd11-20260831124500_2b57bda9-5cb0-Uc8f-ae7a-20f9U4c23c3b9 —--na
mespace-mapping postgres:postgres2 -n postgres2 --dry-run>postgres-app-postgres2-br.yaml

vksbastion@vks:
vksbastion@vks: S $ kubectl create -f postgres-—app-postgres2-br.yaml -n postgres2
backuprestore.protect.trident.netapp.io/postgres—-app-btguyt created

ERE postgres FERENYIMHH PVC BEEEH B ZM postgres2 1L ©

vksbastion@vks: $ kubectl get all,pvc -n postgres2
NAME READY  STATUS RESTARTS  AGE
pod/postgres-6fcc5545c8-858dt aljfal Running 0 72s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.109.5.180 <none> 5432/TCP 72s

NAME READY  UP-TO-DATE  AVAILABLE AGE
deployment.apps/postgres Lyl 1 il 72s

NAME DESIRED CURRENT  READY
replicaset.apps/postgres—-6fcc55U45c8 il il 1

NAME STATUS VOLUME CAPACITY ACCESS MO

DES STORAGECLASS  VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres—pvc Bound pvc—-5893851c-c152-439f-all7-clae3581cc6+ 10Gi RWO
sc—-nas <unset> 78s

vksbastion@vks: $

fEF8 Snapshot REEF fiTR:EERE

V 717 Snapshot [REBH; T

¥ 17BEEE Snapshot [REBR T AFEMATZEREIL Snapshot TREBHAT » LWFEE AppVault IA7FH Snapshot REE
AT 4EE Rl © Volume Snapshot FREBISITERI A A GEMIMHHESRE > MeFrBERERERR
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—-—appvault ontap-s3-appvaultl -n postgres --dry-run>postgres-app

—-snapshot-ondemand. yaml

# cat postgres—-app-snapshot-ondemand.yaml

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot

metadata:
name: postgres-app-snapshot-ondemand
namespace: postgres

spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
cleanupSnapshot: false
completionTimeout: Os
volumeSnapshotsCreatedTimeout: Os

volumeSnapshotsReadyToUseTimeout: Os

# kubectl create -f postgres-app-snapshot-ondemand.yaml
snapshot.protect.trident.netapp.io/postgres—app-snapshot-ondemand

created

vksbastion@vks: $ kubectl create -f postgres—app-snapshot-ondemand.yaml
snapshot.protect.trident.netapp.io/postgres—-app-snapshot-ondemand created
vksbastion@vks:

vksbastion@vks: $ kubectl get snapshots -n postgres

NAME APP RECLAIM POLICY STATE ERROR AGE
postgres—-app-snapshot-ondemand postgres-app Delete Completed 20s
vksbastion@vks:

#2137 Snapshot IRERFZfMTETE] 1L Snapshot RERILMTETEI o 157 Snapshot REBFMAVEAEURERSE
#J Snapshot fREBIZ T E ©

# tp create schedule snapshot-schedulel --app postgres-app --appvault
ontap-s3-appvaultl --granularity Hourly --minute 55 --snapshot-retention

1 -n postgres --dry-run>postgres—-app-snapshot-schedulel.yaml

# cat postgres-app-snapshot-schedulel.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: snapshot-schedulel
namespace: postgres
spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
backupRetention: "0O"
dayOfMonth: ™"
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dayOfWeek: ""
enabled: true

granularity: Hourly

mn

hour:

minute: "55"

mwn

recurrenceRule:
replicationRetention: "O0"
runImmediately: false

snapshotRetention: "1"

schedule.protect.trident.netapp.io/snapshot-schedulel created

vksbastion@vks: $ kubectl create —f postgres—app-snapshot-schedulel.yaml -n postgres
schedule.protect.trident.netapp.io/snapshot-schedulel created
vksbastion@vks: $ kubectl get schedule -n postgres

NAME ENABLED GRANULARITY STATE ERROR  AGE
backup-schedulel true Hourly 3h37m
snapshot-schedulel true Hourly 10s
vksbastion@vks: "p$ kubectl get snapshots -n postgres -w

NAME APP RECLAIM POLICY STATE
postgres-app-snapshot-ondemand postgres-app Delete Completed
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete
hourly-f1dd9-20260831135500 postgres-app Delete Running
hourly-f1dd9-20260831135500 postgres-app Delete Running
hourly-f1dd9-20260831135500 postgres-app Delete Running
hourly-f1dd9-20260831135500 postgres-app Delete Running
"Cvksbastion@vks: $ kubectl get snapshots -n postgres

NAME APP RECLAIM POLICY STATE
hourly-f1dd9-20260831135500 postgres-app Delete Completed
postgres-app-snapshot-ondemand postgres-app Delete Completed

1t Snapshot RERFAITER

V¥ 1t Snapshot tREEF: fTiE R
R FEATE L Snapshot REEFiTER EHEE fhsa 2R

MIBRFERTEN 2 Al > sAFESRE ST 2T IZREA Snapshot [REBFRATEER “Completed ARAE o #E{THEL S
Snapshot {REEF i Z AN IEERRRER ©

kubectl get snapshot -n postgres

FE:2 Snapshot REBHTARAEZ “Completed % » 1 postgres #n$ =R MIFR postgres BIFEFEIZR Y14
PVC °
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vksbastion@vks: $ kubectl get deployment,svc,pvc -n postgres
NAME READY  UP-TO-DATE  AVAILABLE AGE
deployment.apps/postgres 173 i il 3h14m

NAME iYEE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.107.38.167 <none> 5U432/TCP  3hldm

NAME STATUS  VOLUME CAPACITY  ACCESS MODES STORAGECLASS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres-pvc Bound pvc-191af706-6Uac-4f09-921a-ff9bf6d86a68 16Gi RWO sc-nas
<unset> 3h1l4m

vksbastion@vks: $ kubectl delete deployment/postgres -n postgres

deployment.apps "postgres" deleted from postgres namespace

vksbastion@vks: $ kubectl delete service/postgres-service -n postgres

service "postgres-service" deleted from postgres namespace

vksbastion@vks: $ kubectl delete pvc/postgres-pvc -n postgres

persistentvolumeclaim "postgres-pvc" deleted from postgres namespace

vksbastion@vks: $ kubectl get deployment,svc,pvc -n postgres

No resources found in postgres namespace.

vksbastion@vks:

fit Snapshot {RERX TR ILRMIERYIMF

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: postgres-restore-from-snapshot
namespace: postgres
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/snapshots/20260831135500 hourly-£f1dd9-
20260831135500 36c2bd2a-9405-4424-88a7-75e6bbc5b315
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false
resourceFilter: {}

runArchivedExecHooks: true

snapshotinplacerestore.protect.trident.netapp.io/postgres-restore-from-
snapshot created

HEST AR PVC 57E postgres apta ZEfEIFRETL o
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vksbastion@vks: = $ kubectl get all,pvc -n postgres
NAME READY STATUS RESTARTS AGE
pod/postgres-6fcc5545c8-wrppb  1/1 Running © u3s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 1 01.142.54 <none> 5432/TCP 43s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 1 u3s

NAME DESIRED CURRENT  READY
replicaset.apps/postgres-6fcc5545c8 1 1 1

NAME STATUS  VOLUME CAPACITY  ACCESS MODES STORAGECLASS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres-pvc Bound pvc-40f55cd3-ba5c-40b6-9Uba-52ale6767b33 10Gi RWO sc-nas
<unset> 49s

vksbastion@vks: - $

R FEATEIN Snapshot REEFTEREAR R ZEM
B FCRTTREBIDERBY postgres2 fra TR AIEREL °

vksbastion@vks: tp$ kubectl get all,pvc -n postgres2
NAME READY  STATUS RESTARTS AGE
pod/postgres-6fcc55U45c8-858dt  1/1 Running © 65m

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres—service ClusterIP 10.109.5.180 <none> 5432/TCP 65m

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 il 65m

NAME DESIRED CURRENT READY AGE
replicaset.apps/postgres-6fcc55U45c8 il al 1 65m

NAME STATUS VOLUME CAPACITY  ACCESS MODES STORAGECLASS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres-pvc Bound pvc-5893851c-c152-439f-all7-clae3581lcch+ 10Gi RWO sc-nas
<unset> 65m

vksbastion@vks: $ Kubectl delete deployment/postgres -n postgres2

deployment.apps "postgres" deleted from postgres2 namespace

vksbastion@vks: $ Kubectl delete service/postgres-service -n postgres2

service "postgres-service" deleted from postgres2 namespace

vksbastion@vks: = $ kubectl delete pvc/postgres-pvc -n postgres2

persistentvolumeclaim "postgres-pvc" deleted from postgres2 namespace

vksbastion@vks: tp$ kubectl get all,pvc -n postgres2

No resources found in postgres2 namespace.

vksbastion@v

1% Snapshot IREZEAMTERIL Snapshot IREREAMTERYIM > MR an ZEERES o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: postgres-sr
namespace: postgres?2
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/snapshots/20260831135500 hourly-£1dd9-
20260831135500 36c2bd2a-9405-4424-88a7-75e6bbc5b315
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true



cleanUpArchivedExecHooks: false

namespaceMapping:

- destination: postgres?2
source: postgres

resourceFilter: {}

runArchivedExecHooks: true

skipApplicationCreation: false

snapshotrestore.protect.trident.netapp.io/postgres—sr created

vksbastion@vks: : ts/tp$ Kkubectl get snapshotrestore -n postgres2
NAME STATE ERROR AGE

postgres-sr Completed s

ExsBE R4 PVC BB BE7E postgres2 A= PER ©

vksbastion@vks: $ kubectl get all,pvc -n postgres2
NAME READY STATUS RESTARTS AGE
pod/postgres-6fcc5545c8-ql8hy  1/1 Running © 3m29s

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/postgres-service ClusterIP 10.107.103.215 <none> 5432/TCP 3m29s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 i 3m29s

NAME DESIRED CURRENT READY  AGE
replicaset.apps/postgres-6fcc5545c8 il i il 3m29s

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres—pvc Bound pvc-11led41614-4706-Ubc7-ab77-da57b3baf75uU 10Gi RWO sc-nas
<unset> 3m33s

vksbastion@vks: 5 $
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