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@ Resource Groups & Tag Editor  #& FSx
Identity and Access Policies > snapcenter
Management (IAM) 1 Summary
Dashboard Policy ARN arm:aws:iam::541696183547:policy/snapcenter (Z)
= Access management Description Policy to grant snapcenter service permission to create connector in AWS.
User groups —_—
Permissions Policy usage Tags Policy versions Access Advisor
Users
Roles Policy summary | {)Json | Edit policy
Policies L
Identity providers ! ver:

Account settings

~ Access reports
Access analyzer
Archive rules
Analyzers

Settings

Credential report
Qrganization activity

Service control policies (SCPs)
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https://console.bluexp.netapp.com/

1. BABlUSXPESIA o HINEAIRS - BEMARSBNE IRF > EEIES > T ST
B {TRIEBNTAFE o

Manage Account: Automation-team Overview Members Workspaces BlueXP Connector X

Manage the BlueXP connector Workspaces

+ Add New Workspace

Database 1w
Database-2 we
sufians-k8 we
Waorkspace-1 W e

2. #—T TEMGERESR) DREEERRETIERE

M NetApp Cloud Manager Account Connector

Automation-team NA

& @ Backup 8L Restare Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring

e

=]

Backup & Restore -
® B\ = Rl B 11225
Fully integrated data protection for ONTAP anywhere

& Cloud Backup dramatically reduces the complexity of backing up critical structured =

R and unstrucutred data across your ONTAP hybrid cloud environments to cost- -

= effective object storage. All you need to do Is select the source, the target and the

® protection policy and you're protected =

- 15 17178 E 124 262578 -

® To start your Backup & Restore experience, please deploy our connector
o Add a Connector

(]

[

&
Foos

=

"] Simple & intuitive Hybrid Multicloud Unmatched Efficiency

No backup or cloud expertise required. Simply click Backup from On-premises or Cloud Volumes Combines incremental, block-level operatio

-
=

the button above and follow the instructions ONTAP to AWS, Azure, GCP or StorageGRID storage efficiencies to reduce time and ¢




1. B2 RIRRHEE (E4AHIHA*Amazon Web Services*) o

Add Connector X

Provider

Choose the cloud provider where you want to run the Connector:

[ 1 aws
. S
Microsoft Azure Amazon Web Services Google Cloud Platform

1. MBEEAHE AWS IEF PR T IR SRRETER S H > BBELESE - MBERE > 1§
WIBS R B SR - 1OBIE > BRIMURE L — 3| B R AWS SEBSEUREIR NN A BlueXP H93E
e



Add Connector - AWS

Deploying a Connector

The Connector is a crucial component for the day-to-day use of Cloud Manager.

It's used to connect Cloud Manager's services to your hybrid-cloud environments.

The Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for Connector installation.

Permissions Authentication
Set up an 1AM role with the Choose between two AWS
required permissions authentication methods: AWS keys

or assuming an IAM role

Skip to Deployment

Networking
Obtain details about the VPC and
subnet in which the Connector will

reside

Previous Continue

1. £/ FIEH M £F BALH AWS IRFPEEEE o

Add Connector - AWS

o AWS Credentials @ Details @ Network

AWS Authentication

Region

us-east-1 | US East (N. Virginia)

Select the Authentication Method: O Assume Role

AWS Access Key

AKIAB|RXAGZVGVFSHMO3

Want to launch an instance without AWS Credentials? ~

Previous

(®) AWS Keys

AWS Secret Key

® Security Group @ Review

More Information

X
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Add Connector - AWS

@ AWS Credentials ° Details @ Network @ Security Group @ Review

Details

Connector Instance Name
Connector Role

SnapCentersvs
@ Create Role O Select an existing Role

Role Name

@ Add Tags to Connector Instance Cloud-Manager-Operator-VZzS5P9-SnapCenter

AWS Managed Encryption

next

1. {EAEER VPC ~ Subnet 1 SSH Key Pair 2 EASIR LIETTEIEE37ZEY o

More Information

X



Add BlueXP Connector - AWS More Information X

@ AWS Credentials @ Details o Network @ Security Group @ Review

Network
Connectivity Proxy Configuration (Optienal)
VPC HTTP Proxy
vpc-0b522d5e982a50ceb - 172.30.15.0/25
Subnet Define Credentials for this Proxy ~

172.30.15.0/25 | priv-subnet-01
Upload a root certificate ~

Key Pair (i ]

sufi_new

Public IP
Use subnet settings (Disable)
Motice: Ensure that the subnet has internet connectivity

through a NAT device or proxy server so that the Connector
can communicate with AWS services.

Previous “

*

2. g e

K
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Add BlueXP Connector - AWS More Information

@ AWS Credentials @ Details @ Netwark o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a security group: O Create a new security group @ Select an existing security group

1 Security Group Q
Security Group Name 4|  Description
@ default default VPC security group

Hew

3. BEMEREIFE INL LIFREINERDS - BETM—REB100EALS - STl  BEEBINTER

HHHIRTE AWS EC2 R&RAR ©



Add BlueXP Connector - AWS

@ AWS Credentials

BlueXP Connector Name
AWS Access Key

Region

VPC

Subnet

Key Pair

Public IP

Proxy

Security Group

@ Details @ Network @ Security Group e Review

Review

Code for Terraform Automation

aws-snapctr-us-east
AKIAX4H43ZT561WWR3TI

us-east-1

vpc-0b522d5e982a50ceb - 172.30.15.0/25
172.30.15.0/25 | priv-subnet-01

sufi_new

Use subnet settings (Disable)

None

default

EBlueXPHREH/EFZLUFE AWS ER

More Information

X

11
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BEBEITEREZ -

tdentity and Acoess £

Management (IAM)

e @

[}

Roles

Bk T

#EBlueXPIEH & #REY

IAM > Roles > Create role

Select trusted entity

Select trusted entity e

Trusted entity type

Tilslid resses

AWS servi

SAML 2.0 federation Custom trust policy

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account

This account (541606183547)
© Another AWS account

Account D

Identifer of the at
952013314444

Account ID is a 12-gigit number.

Options

Require external ID (Best practice when a third party will assume this role)
Require MFA
Requires that the assuming entit

- BB fox BIBER R A R R HIEEAT o

i

- B REAWS EC2 I8 » 1 BOMEIEE (IAM) EE At « BV AG PRI —EAE > UEE

Laat el T

- EEEREAEREET  EEAWS 1RE* « 5—1E AWS RS > A%RA5E EBlueXPHRSE ID > 3 ID AJ



IAM > Roles > Create role

Add permissions e

Select trusted entity

Add permissions Permissions policies T Create policy

4matches <13 @

B Policy name & =  Type v | Description

W AmazonFSxReadOnlyAccess AWS ma. Provides read only access to Amazon FSx.

W AmazonFsxFullAccess AWS ma, Provides full access to Amazon FSx and aceess to related AWS services

Wil AmazonFsxConsoleReadonlyAccess AWS ma. Provides read only access to Amazon FSx and access to related AWS services via the AWS Management Console.

Wil AmazonFSxConsoleFullAccess AWS ma. Provides full access to Amazon FSx and access to related AWS services via the AWS Management Gonsole

b Set permissions boundary - optional into
Seta control this role can have. This is not a commen setting, but you can use it to delegate permission management to others.

cancel Previous m
4 FAGHBEEY A MR ARE—TEBuAB -

IAM > Roles > Createrole

Name, review, and create

Select trusted entity

s Role details
Add permissions

Role name

Name, review, and create PE———

Description

d 2 short explana

Grant permission for BlueXP access to FSxN in AWS.

Step 1: Select trusted entities Edit
iz
2 "Version™: "2812-10-17",
3n "Statement”: [
4~ {
5 “Effec 1low
6 “Actior sts:AssumeRole”,
7 "Principal
8 "AWS": "952013314444"
9 5
18 "Condition”": {}
11 }
12
5

5. iR[EBluexXPZfl G » BHEZEH A LANRE
TR ©

TR RAEE Bl 0 3R GRS BERERE

kspace Connector
NetA, ‘Account Worksp
etApPP  BlueXP tormation- Database-2 acao-aws-conn.,
& {:c} Credentials Account credentials User credentials
o
BlueXP and the Connector use account-level credentials to deploy
v and manage resources in your cloud environment.

5 Credentials

@«
aws  Shantanucreds
® " Type Assume Role | BlueXP
2
g 210811600188 nkarthik_kafka_nfs_role FSxN

AWS Account ID

6. EIERE(IE A - Amazon Web Services - BlueXP °



I NetApp  BluexpP 7 Account Workspace Connector v ‘ QD ‘u 0 e

Automation-te. Database-2 ‘acao-aws-conn..

@ Add Credentials

X
©
Choose Credentials Location
v
as @

o Microsoft Azure Amazon Web Services
® - -

Choose how to associate the credentials
L

=
«©

Connector Bluexp

T (=)

7. EABEEN AR ARNEZR AWS /& > IR LR E—FEM AWS IAM BEHEZ o BlueXP
RE ID > FARESE—FEFEIL AWS IAM B

) Account ~ ‘Workspace ~ Connector 2
1 NetA ) 5
etApp  Blucxp ) wmorin. | eatmes N * 0 06
& @ Add Credentials @ credentials Type @ ocinccredentials () review X
©
Define Amazon Web Services Credentials
v Learn more about AWS authentication methods
@
® When creating the IAM role, select Another AWS account and enter the account ID for
BluskP: 952013314444
®
e Credentials Name © RoleARN (]
foun_bluexp || amawsiamisateos183547n0tey.. |
External ID Optional @

| have verified that the |AM policy associated with this 1AM role adheres to the
BlueXP 1AM palicy requirements.

resous “ g



Automation-te.. Database-2 acao-aws-conn...

M NetApp  BlueXP 7 Account v Workspace Connector ‘ QZ) 5 @ 0

& # Add Credentials @ credentials Type @ Define Credentials @ ien X
°
Review
v
Credentials Type AWS
o ype
® Credentials Name fsxn_bluexp

Credential Storage Cloud Manager

Role ARN amn:aws:iam:541696183547:role/fsxn_bluexp

“ O

SnapCenterfRTS:RE

15
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ERBE IR WAL /SRR » IREALURER TS ERRESnapCenterfR7 :
1. R TEIRIE BB I TEIRIE LA IREREE AWS HIRY FSx ©

7 - Account $d Workspace v Connector v

FMINetApp BluexP WLSERRT R L e e Databese-2 aws-snapctr-us-..
& © canvas My Working Environments My Opportunities
” o

+ Add Working Environment Q Enabla Services' @ Worklng Environments
L J
o
®

Amazon 53

1. $%&{Z*Amazon Web Services* {EB I E °

ST\ Acomt v Workspace v Comnector v
M NetApp  BluexP ( Q Bluexpsearch ) &

Automation-team Database-2 ‘aws-snapetr-us-.

& Add Working Environment Choose a Location
©
.
= aws ) =
o
Microsoft Azure ‘Amazon Web Services Google Cloud Platform On-Premises
®
©

1. 3% —"F * Amazon FSx ONTAP* 55/ 2$IRIRA o

L.

& 0 o

HH Go to Tabular View




T Account Works; 2 Connect -
M NetApp  BluexP (_Q Bluexpsearch ) ot or e ennecior L B © O

Automation-team Database-2 aws-snapctr-us-.

Add Working Environment Choose a Lacation X
- ws @ Y =
Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises
Select Type

Cloud Volumes ONTAP

Cloud Volumes ONTAP HA

High Availability
‘Amazon F5x for ONTAP
High Avallability
‘@. Kubernetes Cluster

3

- EERE E—EIR LAY Credentials Name °> L5 BlueXPEIE FSx ONTAPPRERVEIR o S1R K

N

ARATIE/REE o [RTLAEBlueXPIERI GG AR TRE) ThEERPHIE o

P NetApp BlueXP

& Add an Existing FSx for ONTAP FSx for ONTAP Authentication X
®
v Select the credentials that provides BlueXP with the permissions that it

needs to manage FSx for ONTAP,

Credentials Name

® DemoFSkNCMCredentials

To add a new set of credential. go to the Cradentials Page.

2. FEEEEZE Amazon FSx ONTAP FYAWS &1 » 82 :EE Oracle BRIER) FSx &£8% » ABIR— T o
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& Add an Existing FSx for ONTAP Select FSx for ONTAP

0
v Choose an AWS region and then select the working environment that you want to add
Region
o g
us-east-1| US East (N. Virginia)
]
7 FSx for ONTAP instance
L4

Subnet ID Management Ad Deployment mod:

net- management.fs-

O fx0t fe

Account ~ Workspace
Automation-team Database 2

Q. Bluexp Search

vp
023d7b3476b741df 0b522d5e982... 041SFeTOT311S.. 02ac7bf3476b741d fsxus-east.. G RS For

gitisic e & @ ©

& ® canvas My Working Environments My Opportunities

() Enable services @

b

fo 01

FSx for ONTAP Amazon 53
3 250 Gi2 6
Volumes | Capacty  aws, s -

1. BB LUEA fsxadmin 1R REEE A FSx & o

HH Go to Tabular View

Working Environments

7 FSx for ONTAP (High-Availability)
25068 Provisioned Capacity




M NetApp BlueXP

Q Bluex search )

Account

Automation-team

& @ fsx_01

9

Overview

Volumes

One last step and you are ready to start

Provide GNTAP Cluster Password

ONTAP Cluster Password

1. Z AAmazon FSx ONTAP# » B BN EMEFEN (FINBEREMEE) -

M NetApp  BlueXP

( Q sBluexpsearch )

Account.

Automation-team

Workspace v
Database 2

Connector

‘aws-snapcr-us-.

& fsx_01

b

Overview  Volumes
Volumes Summary
Y 3 250 ais
Volumes Provisioned Capacity
3 Volumes
% ora 01 date B ONUNE | Manage Volume
INFO CAPACITY
Disk Type 5D Provisioned 100 GiB
SVM Name sum_ora 55D Used 579 GiB
Tiering Policy Snapshot Only Capacity Pool 0Gis
Used

g ora_01_biny W ONLINE Manage Volume
INFO CAPACITY
Disk Type 5D Provisioned s0Gie
SVM Neme svm_ora S50 Used 194 GiB
Tiering Policy  Snapshot Only Capacity ool 0GiB

1. feERl e ERRHE - BB R
m o B IRERTELR o

Used

BIFTERE

b ABEBEMRE> AR UREREXRESE

26.03 sie

SSD Used

B oo

INFO
Disk Type $5D
SVM Name svym_ora

Tiering Policy Snapshot Only

O GiB

Capacity Pool Used

Q B Add Volume
M ONLINE | Manage Volume
CAPACITY
Provisioned 100 GiB
SSD Used 114Gig
CapacityPool 0GB

Used

19
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.

b}

1.

Cloud Backup for Applications

Integrated Data Protection for ONTAP primary

)
&)

Ny Vi At sty

©)

Sanve time & resources Protect data in minutes

Streamiined dots managament

EIE*Oracle*EAERE R -

doramoims e oreaniranional nperators help yoa to meet

Account Workspace
Automation

Select Application Source Type

Select the application source type thatyou want to manage.

Hybrid Cloud Native
Applications hosted within your Applications that are hosted and run in
organization's infrastructure. the cloud using AWS, Azure, GCP, etc.,

Connector




P NetApp BlueXP

( Q Bluexpsearch )

Account Workspace
A

Discover Applications

Select Application Type

@ ORACLE Eﬁi})

H Oracle SAP HANA

1. 5% AWS EC2 Oracle FEFAR2 N EHEFARE N B M SSHEA ML REER > DUETT—D 1

HREMBEREEIR - 2418 > BB I SSH FAR* o

M NetApp  BlueXP

Aceount v

( Q sluexpsearch )

Automation-team

& @ Backup and recovery Volumes Restore  Applications  Virtual Machines Kubernetes Job Monitoring
®
Add Host
A 4
Provide the following details to add host and discover applications
>
Host Installation Type O Manual @ @® usingssH @
(]

Host FQDN or IP Connector @

‘ 172.30.15.58 ‘ aws-snapctr-us-east -

Username(Sudo) @

‘ ec2-user ‘ (3) Add S5H Private Key Optional @
SSH Port Plug-in Port
‘ 2 ‘ ‘ 8145

2. Bb FERIE EC2 1RV ec2-user SSH £18 » SABIE— T Eiss 4848 o

21
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Account Workspace Connector
FINetApp BluexP A o e =

b Add SSH Private Key

Validate SSH connectivity to host

SSH Private Key

| —ENDRSAPRATEKEY-— |
Validate

3. RMERHETE TEREEIEAL LUEE -

T — Account Workspace Connector

omation-team

& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubemetes  Job Monitoring

Validating fingerprint

Algorithm

Fingerprint

By proceeding further, | confirm that the above fingarprint for host is valid.

4. $—T F—% R Oracle ERAESNIMESIEEAR EC2 Fi% L0 Oracle ERIE © SHRMEKER
AZN AT - RAVEHES > BRI RERE ERA TERE -



M NetApp BlueXP

(_ Q Bluexpsearch )

Account v Workspace

& @) Backup and recovery Volumes ~ Restore  Applications  Virtual Machines Job Monitoring
o
v
‘ Cloud Native - ‘ ‘ Oracle . 4 ‘
>
®
00 0o
e Hosts ORACLE Clone
1 Databases
Filter By
Name ~ | HostName 2 | Policy Name
db1 172.30.15.58

E5eR T Oracle BYSnapCenterfRFSHIFNIAERTE © AN AEFE TRV =E7148 Oracle ERIERNHER ~ BERH

ERMEE -

OracleE R EH %

Automation-team Database 2

Application Protection

Qo

Protected

Q Manage Databases | ¥

| Protection Status

) Unprotected

1-10f1

1

Unprotected

Settings

o

23



1. B—TERERERE ZIEHN = (ER - ARF—T R UEETEMARFE Oracle BERIENTERR
TR A B EIRERD o

R Account ~ Workspace Connector
I NetApp  Bluexp & mre [ St L 5 0 606
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes Job Monitoring
v
v
Cloud Native v ‘ ‘ Oracle v ‘
@
® Application Protection
00 oo
X 1 e 1 90 N ®o 1
a Hosts ORACLE Eloie Protected Unprotected
1 Databases
Filter By [6W  Manage Databases | v Settings Iv
Policies
Name Host Name Policy Name
About
db1 172301558 ) Unprotected —
osts

1. St AT LRI B CHISRER » BRI RIMERNHOERHRERE o

M NetApp  BluexP

™ Account v Connector
Q BlueXP Search
> Automation-team aws-snapctr-us-
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubemetes  Job Monitoring
©
Applications > Policies
°
@ ‘ Cloud Native - ‘ ‘ Oracle - ‘
® A4 policies (3, Create Pol
"

Backup

Schedules and Retention

Dally: Repeats Every 1 Day, Keeps 14 copies
Weekly: Repeats Every Fri. Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov

oracle Full Backup for Bronze FullBackup

Hourly: Repeats Every 6 Hrs, Keeps 16 copies
Daily: Re its E 1 Day, K 30
Oracle Full Backup for Gold FullBackup W:e’:d;::em":\:yw F:VK;ZZ m;’:;es
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov

Hourly: Repeats Every 12 Hrs, Keeps 6 copies
Daily: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Silver FuliBackup ¥: Rep ¥ Dayifeew i
Weekly: Repeats Every Fri, Keeps 4 coples
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov

my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

1.40fa | << <-> -

1. BEHREEERIIMER > T MSKEEEN RIS RIREERE o



M NetApp  BlueXP

Account e Workspace

Database-2

Connector
Automation-team

aws-snapctr-us-,

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubemnetes  Job Monitoring
©
L/

Cloud Native ‘ | Orade v ‘
[~
® Application Protection

(5]w] (8]w)
5 1 00 1 0o 0 Qo 01
e Hosts ORACLE Clone Protected Unprotected
1 Databases

db1 172.30.15.58

1. BEEERAE R ERIREE o

P NetApp  BlueXP

) Unprotected oee

View Details

Account v~ Workspace

— Connector
BlueXp Search

Automation-team Database-2

[ &

& 0 6

& @ Backup and recovery

Volumes

Restare

Applications

Applications > Assign Policy

] 4 policies

Oracle Full Backup for Bronze

Oracle Full Backup for Gold

Oracle Full Backup for Silver

° my_full_bkup

aws-snapetr-us-

Virtual Machines Kubernetes Job Monitoring

Assign Policy

Assign a policy to start taking backups of the database "db1*

Backup Type Schedules

Daily: Repeats Every 1 Day, keeps 14 copies
Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar; Apr, May, Jun, Jul, AUg, Sep, C

FullBackup

Hourly: Repeats Every 6 Hrs, Keeps 16 copies

Daily: Repeats Every 1 Day, Keeps 30 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun. Jul. Aug, Sep, C

FullBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 copies

Daily: Repeats Every 1 Day, Keeps 14 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep. C

FullBackup

FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

1-40f4

M B

1. ERRAE - BREREREERZHRE > THGBEERT
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N NetApp  BlueXP ( Q ouerp searsh )

& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
v

Cloud Native - ‘ Oracle v ‘
[~
® Application Protection

0o oo

5 E 1 ge. 1 g, O . .
% Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By [O@  Manage Databases | v Sattings 1w

Name A | HostName 2 | PolicyName | Protection Status 2

db1 17230.15.58 £ my_full_bkup @ Protected

1-10f1 <« <-> »

1. BN EFHHRRAENRERET o St UBIT—RMEERERD > TR

e ™\ Account b Workspace e Connector e
a o
M NetApp BlueXP ([ SR Search) ) Automation-team Database-2 aws-snapetr-us-a. rr o @ 0
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
L
Cloud Native > ‘ Oracle - ‘
[~
@ Application Protection
00 00 \

e E 1 2 1 C 0 01 ¢
®s Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By Q Manage Databases | ¥ Settings Iy

Name ~ | HostName 2 | Policy Name | Protection Status s |

db1 172.30,15.58 £ Oracle Full Backup for Gold © Protected
View Details
on-Demand Backup
—_—

Assign Policy

Un-assign Policy

1. AJLUEBRBIEEFERN IEEFMAEN REFENERMFEEN - SEERMHRE  HHE
Bl « SCN &7 BHA - EREBERHEN BEEHRE - Bt S IRREEN EIRE R 2 B IR
L - MRECEARIIRPSHAENREN » RITTUERERESS ©



N NetApp BlueXP

Bluexp Search

Account ™ Workspace Connector ¥

Automation-team Databa: aWS-SNapetr-us-...
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Applications > Database Details
v
- Database Details
o db1 @ Protected Oracle Full Backup for Gold Database Type
Database Name Protection Policy Names
C]
172.30.15.58 FSx Unreachable bKed8yv2T19BJ0V5QyqvA...
£ Host Name Host Storage Database Version Agent Id
Clones Parent Database
8 Backups
Filter By Q, | select Timeframe ¥
Backup Name > Backup Type SCN Backup Date
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24 19_12_18_60900_1 Log 2589354 Mar 24, 2023, 3:12:34 pm Delete
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24_19_11_51_51476_0 Data 2589306 Mar 24, 2023, 3:12:18 pm e
Oracle_rull_Backup_for_Gold_Hourly_db1_2023 03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm aee

Oracle B} EERHAER
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1. W ERERE > FEEERNED - FTLUEIE SCN SEMNERE o H—TERNEERMEN PN =(E24
» RER—TER B EREERRNER -

Account v Connector
FINetApp  BlueXp Q aoesench ) L el . 2 @0 06
& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubernetes Job Monitoring
o
Applications > Database Details
v
Database Details
>
1 @ Protected Oracle Full Backup for Gold baktiSase Fpe
@® Hatabas Nare Protection Policy Names
o
® 172.30.15.58 Fsx Unreachable bKedByv2T19BJOVSQyqUA...
Host Name Host Storage Database Version Agent1d
Clones Parent Database
6 Backups
Filter By Q | select Timeframe ¥

Backup Name Backup Type s | sen Backup Date

Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete

Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm e

l Restore l
Oracle_Full_Backup._for_Gold_Hourly_db1_2023 03 2415 37.04 988511 Log 2580577 Mar 24, 2023, 11:37:1 3
Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_15_36_33 27205 0 Data 2580524 Mar 24,2023, 11370 cjone

1. EERERIMIERTE o MREHETE ff ‘?ﬁaﬂ—ﬁﬂﬁfﬁﬁ ﬁﬁﬂﬁﬁ (BUGNHTIE T BRI E SR SR AE)
» AJRTUfEF Sah mthiB R &R » BEBEREER - T > FAEEBULF IR

- » ™ Account v ‘Workspace hd ‘Connector

M NetApp BluexP {5 EneTEen ) Automation-team Database-2 aws-snapetr-us- L @ 0
& Restore "db1" @ restoresettings  (2) Review
©
. Restore Settings
o RestoreScops @ g Al Data Fies

Data Files Restore
®

Control Files

Control Files Restore
<

Force in place restore

In place restore will skip the foreign files(files which are not part of the database) validation check. The Oracle
database and the ASM disk group will be restored to the point when the backup was created.

(D Database state will be changed if needed for restore and recovery.

Recovery Scope @allLogs @  Ountil System Change Number  ODateand Time O No Recovery
Archive Log Files Locations  /mnt/log_location001

‘Open the database or the container database in READ-WRITE mode after recovery.

1. BEURKREREERMNER



NetApp  BlueXP Account

- Restore "db1" (@) Restore settings © review
0
Review

v
(]

Backup Name Oracle_Full_Backup_for_Gold_Week!
® y_db1_2023_03 24 19_11_51_51476_

0

o )

Restore Scope All Data Files

Recovery Scope Al Logs

Force In Place Restore Yes

Open Database or Container Yes

Database in READ-WRITE Mode
After Recovery

Previous Restore

1.1 MERERE RED > CoIUEEERFRREURATREEAFAEN

- N\ Account ~ Workspace Connector v
NP mhake LTS S it CUR sk s R -
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
o

Last Updated
March 24 2023, 15:25:33

Job Monitoring

v
[~ — K
= Advanced Search & Filtering Timeframe: Last 24 Hours v
®
Jobs(30) A
.

Y

Job ID > | Type % | Resource Name + | status + | Job Name % | startTime o

3 1fdcadbd-a9c8-45za... -- -- (©) Success Restore for Oracle Database db...  Mar 24 2023, 3:16:28 pr

A ——

(9 féfdfe2d-3040-497f-... e e () Success Backup of db1 oracle database o Mar 24 2023, 3:11:51 pr

(3 5e3299f5-29db-4dec.. | -~ -- (©) Success Backup of dbi oracle database ... Mar 24 2023, 2:10:03 pr

3 6daSeSie-1a79-deTe.. = -- e () Success Initialize FullBackup backup of po...  Mar 24 2023, 2:10:01 pr

29



Account ~ Connector
n NetApp BlueXP " Q Bluexp Search B Automation-team aws-snapctr-us-...
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
© Job Monitoring > Job Id: 1fdcaObd-a9c8-45aa-9d7a-05a07cb291f4
L J
Job Details
o Job Id: 1fdcaObd-a9¢c8-45aa-9d7a-05a07ch291f4
Expand All
Sub-Jobs(6)
®
Job Name + | JobID + | Start Time ~ | End Time + | Duration = e
<
Restore for Oracle Database db1 using backup ... O 1fdcaObd-agc8-45aa-9d... Mar 24 2023, 3:16:28 pm Mar 24 2023, 3:23:33 pm 7 Minutes

Post Restore Cleanup (3 2096a8e4-889d-4b2a-9... Mar 24 2023, 3:23:18 pm Mar 24 2023, 3:23:32 pm 14 Seconds

Post Restore ) fb7b1171-9f61-4228-9.. Mar 24 2023, 3:20:06 pm Mar 24 2023, 3:23:19 pm 3 Minutes

Restore 7 0f4580d0-6598-458b-a7..  Mar 24 2023, 3:17:49 pm Mar 24 2023, 3:20:07 pm 2 Minutes

Oracle B} [E5 &
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HERNEHNE > FIMERENERDFEENEEMEERITERE
1 RETRNENEREORAS > BE=(EMEEES » AREE REEE-

70

& @ o

— Account - Workspace Connector
M NetApp  Bluexp X Automation-team Database-2 aws-snapetr-us-. 'z
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
Applications > Database Details
v
Database Details
[~
dbi @ Protected Oradle Full Backup for Gold Database Type
® Database Name. Protection Policy Names
.
172.30.15.58 FSx Unreachable bKedByv2T19BJOVSQyqUA...
Host Name Host Storage Database Version Agent Id
Clones Parent Database
2 Backups
Backup Name & & SCN Backup Date
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_41_30491_1 Log 2575607 Mar 24, 2023, 9:34:55 am Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_07_26748_0 Data 2575555 Mar 24, 2023, 9:34:41 am L)
Restore
Delete

1 MREFFELBEMERENEDY

FINetApp  Bluexp TRy Account ~ Connector ¥

Q. Bluexp se

Automation-team AWS-SNaPClr-US-w

a

Clone Database of "db1" @ clone petails @) review
©
Create Clone
L
Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Hourly_db1_2023.03_24.13...
-]
Select Clone Options @® Basic @ O specification file @
®
.
Clone Host Clone SID
‘ 172:30.15.58 - ‘ | dbiclone ‘
Clone Naming Scheme Oracle Home
[i] [i]
‘ Auto-generated - ‘ ‘ /u01/apporacle/product/19.0.0/db1 |
Database Credentials Optional ASM Credentials Optional
] [ ]
@ Add Credential (@ Add Credential

1. 5E » EEHREER EALRET THRERNVREESR « ETEARKHE L ERIFERER -
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N NetApp BluexP

- Clone Database of "db1"

Connector N

aws-snapcir-us-..

Account ~ Waorkspace

Automation-team Database-2

@ conepetais @) review

Create Clone

Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Weekly db1_2023 03 24 19...

b

Select Clone Options

@ Generate specification file to modify input parameters and use for clone.

O Basic @ ® Specification file @

4 Download File

Specification File [ ]
| db1_3 24 2023 10_14_specjson | X Browse ‘
Clone Host Clone sID
| 172.30.15.58 - ‘ | dbiclone ‘
Database Credentials Optional ASM Credentials Optional

]
@ Add Credential

1. BEETREZI(E-

M NetApp BluexP

General

[}
@ Add Credential

Connector
aws-snapetr-

Account v Workspace v

BluexP Search
oo Database 2

Automation-tear

(@) clonepetails @) Review

Review

Database parameters

& Clone Database of "db1"

©

A J

L~

® Backup Nerme

L
Clone SID
Clone Host

Control files

Redo logs

21y sco0e

P
iy

11 TEXERE REEITERREERE

%

Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24 13 34_07_26748_0
dbiclone

172.30.15.58

DATA_db1clone

+DATA _dbiclone/db1clone/control/controlo.ctl

RedoGroup = 1 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo01_01.Iog
RedoGroup = 2 TotalSize = 1024 Path =
+DATA dbiclone/dh1clone/redolog/redo02_01.log
RedoGroup = 3 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo03_01.log

Until cancel using selected backup's archive logs

Previous Clone




P NetApp BluexP Q. Bluexp Account ¥ LI

Automation-team Database-2

Connector

‘aws-snapetr-us-.

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring
© Job Monitoring > Job Id: cd30abaf-fbe2-4052-a6db-4bf965a8d29b
v
Job Details
Job Id: cd30abaf-fbe2-4052-a6db-4bf965a829b
>
Sub-Jobs(2)
®
Job Name 2| JobID 2 | StartTime % | EndTime 2+ | Duration
<
Cloning Oracle Database dbi as dblclone on h... 9 cd30abaf-fbe2-4052-a6..  Mar 24 2023, 1:3036 pm .
Running pre scripts ) 5171521-853a-dec6-adf..  Mar 24 2023, 1:30:41 pm Mar 24 2023, 1:30:41 pm 0 Second
Validating clone request () 9326¢44-2eb2-4c52-9f... Mar 24 2023, 1:30:35 pm Mar 24 2023, 1:30:42 pm 7 Seconds

1. Bg38 EC2 BTIERE I LAV BRI -

Expand All v

N +)
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fapp/oracl

app/oracle

(DO NOT EREMOVE

LONE . dg

ONLINE

CHNLINE

OFFLINE

ora.cssd
1 CNLINE
ora.dbl.db

ONLINE

ONLINE

ora.diskmon

OFFLINE OFFLINE

er.afd

ONLINE ONL

HOME=/ull/app/oracle/pr

_5ID=dbiclone
SORACLE HOME/bi

as sysdba

Fri Mar

Edition Release 19.0.0.0.0

ct name, open mode from vidatabase;

OPEN_MODE




P INE R
ET7HRARAISETHANERNESER » FEBUTHEN/SA8LL
* REMEEBlueXP
"https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html"
* BlueXP backup and recoveryX#&
"https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html"
» Amazon FSx ONTAP
"https://aws.amazon.com/fsx/netapp-ontap/"
* /%% EC2

https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-

4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!laws%20ec2&ef id=Cj0KCQiA54KfB

hCKARIsAJzSrdgwQrghn6171jiwzSeaT9Uh1-vY-VfhJixF-

xnv5rWwn2S7RgZOTQ0aAh7eEALwW_wcB:G:s&s_kwcid=AL!14422131467723097970'e!'g!laws%20ec2
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https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html
https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
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