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Backup Catalog File-based backup: EXeINERUNNI)!

[ Show Log Backups []Show Delta Backups

Stat.. Started - Duration Size Backup Ty.. Destinati... (~2 70 M B/S th ro u g h p ut)

a Jan 11, 2022 10:26:59 AM 00h 01m 17s 451TB Data Back.. Snapshot

® Jan 11, 2022 8:40:02 AM 00h 27m 11s 4.51 TB _Data Back...Snapshot

=] Jan 11, 2022 1:00:58 AM I 04h 05m 39s 3.8_2 TB Data Back.. File I

B  Jan9,2022 4:40:03 PM 00h 01m 23s 451TB Data Back.. Snapshot 04h 05m 39s 3.82 TB Data Back... File

a Jan 9, 2022 8:00:02 AM 02h 39m 04s 3.82TB DataBack.. File

(=] Jan 9. 2022 12:40:03 AM 00h 01m 18s 4.51TB Data Back.. Snapbshot

=] Jan 8, 2022 4:40:03 PM 00h 01m 18s 451TB Data Back.. Snapshot

L] Jan 8, 2022 8:40:03 AM 00h 01m 22s 4.517TB Data Back.. Snapshot

8 Jan 8, 2022 12:40:03 AM 00h 01m 19s 4.51TB Data Back.. Snapshot .

(] Jan 7, 2022 4:40:03 PM 00h 01Tm 19s 451TB Data Back.. Snapshot S n a ps h Ot baCku p N

L Jan 7, 2022 8:40:02 AM 00h 01m 19s 4517TB Data Back.. Snapshot

=] Jan 7, 2022 12:40:02 AM 00h 01m 20s 4517TB Data Back.. Snapshot

=] Jan 6, 2022 4:40:02 PM 00h 01m 18s 451TB Data Back.. Snapshot 00h 01m 18s 451 TB Data Back.. Snapshot
=] Jan 6, 2022 8:40:03 AM 00h 01m 17s 4517TB Data Back.. Snapshot

®  Jan6,2022 1240:03AM  00hOTm 19s 451TB DataBack.. Snapshot 00h 01m 22s 451 TB Data Back... SnaDShOt
=] Jan 5, 2022 4:40:03 PM 00h 01m 19s 451TB Data Back.. Snapshot

00h 01Tm 19s 451TB Data Back.. Snapshot
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Restore and Recovery of a 4TB HANA Database (8TB RAM)
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Runtime reduction Further reduction through higher backup frequency and less logs to be

7:00 through fast restore applied during forward recovery
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1 xfile-based per day 1 x Snapshot per day 2 x Snapshots per day 4 x Snapshots per day 6 x Snapshots per day 12 x Snapshots per day 24 x Snapshots per day
W Startup runtime Recovery runtime M Restore runtime
« Log backups: 50% of db size per day
« Database size: 4TB on file system * Read troughput during db start: 1000MB/s
» Restore throughput: 250MB/s « Throughput during recovery: 250MB/s
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Use Cases for Backup and Recovery

Operations .
1
Backup Testing Restn!e and_recovery, sDaB
- if required tart =
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» Accelerate HANA system upgrade operations i
H i
» Fast on-demand backup before HANA system upgrade _ Tesing Planned downtime reduced by |
* Fast restore operation in case of an upgrade failure il ! 8 hours i
1
* Reduction of planned downtime —E < > |
Reset system Reset system
« Acclerate test cycles @ @ g Evauate routs
« Fast creation of savepoints after a successful step Golden — Finish testing
Template Savepoint 1 Savepoint 2

« Fast reset of system to any savepoint

* Repeat step until successful - -
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Use Cases for Cloning Operations
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+ SAP System Refresh

Fast creation of a new volume based on a production
Snapshot backup

» Attach volume to the test system and recover HANA
database with SID change

* Repair System creation to address logical
corruption

» Fast creation of a new volume based on a production
Snapshot backup

« Attach volume to the repair system and recover HANA
database w/o SID change

+ Disaster Recovery testing
* Combined with SnapMirror Replication

+ Attach storage clone from a replicated production Snapshot
backup to a DR test system
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NetApp® SnapCenter® server SnapCenter plug-ins

SAP application
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SVM: sapce-hana-svm  SVM: sapcc-backup-target-zone5
SnapVault

o J o Bl - By
: 1

FSxN FSxN

LH\e

4HRESnapCenter
EABHITAEIFRAIPER « 7 BESnapCenter 2 EEMAYINEE « W IREHANAER o

%H. ﬁu'.é\' i EW II‘IL:\

WAABIT TP ER ~ A BESnapCenter REEBRRIEFIREINEE « LIRFEHANAER - U TR ERFARAE
B8R o

1. 2RTESAP HANABDE & Mhdbuserstoresz i o FIERhdbsqll B A iRfZEXHANAE KLE o

2. 22 ESnapCenter ATFIEFAET o fEONTAP SVM_ETZEXFSX for SVMsHIzR:E & KISnapCenter

3. FREIMHIEXZBERIZREE o AR TESnapCenter HANAE B 1 - B SN0 E R ZEEFRRMIINEER 2 o
4. BHANAZ#F1E SnapCenter ZEFE Il Z4EFFE SnapCenter FIINAE R ZHIIMEFETL ©

5 RERA o EHEMEHDIERLEER (Snapshot ~ file) R ~ MUREAAISnapshotHNES o

6. :REHANAER{R:E - {2fithdbuserstore$g - WG FRBIFNHEAZHIINEHANAE R ©
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SAP HANAE {7 & B hdbuserstore4l &

NetAppfE:ZTEHANAE B EP R EEEE R EFERE « USnapCenter MiTHERN@mNBERIEE - E_P 2
HILBDERERESAP HANAEREEREEHE - ItEAEFHRE AR SnapCenter 58 ESAP HANASMz
B e

TEIFER AT 2R R EAEBISAP HANA Studio

HANA 2.0 SPS5HRAFTZEFRERIEIR : HHERE - BEGEN - ERERMEERBEEZRIRES - HItR
Fhids ~ B EENBRENE S -

N SAP HANA MDC& 4R ~ (A BERRENEFREIFERE - RARGNERERNENMME#T G TEHEFE
BRBERERIT ©

T hdbstudio - /Security/Users/SNAPCENTER System: SYSTEMDB@PFX Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - =} X

File Edit Navigate Search Run Window Help

- W@:d - Bl - - o - | Q m®

%4 Systems X ﬁ’ Ei-mEBE%§ 0 [frxorm {2} Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 PS5 B} svstemos@Pprx (i SYSTEMDB@PFX - SNAPCENTER X =

> [EPRX@PRX (SYSTEM) HANA20 SPs5 SYSTEMDB@PFX (SYSTEM) HANAZ2.0 SPS5  hana-100 Bkl d| © |

~ [E5 SYSTEMDB@PFX (SYSTEM) HANA2 0 5PS5 &
! Backup i User 'SNAPCENTER' created

> = catalog . |
> > Provisioning User | User Parameters
v (= Security
T security
v {1 users
{i sAPDBCTRL
i SNAPCENTER
i svs

{ SNAPCENTER
[JDisable ODBC/JDBC access

Authentication

Password [CIsAML [JSAP Logon Ticket

it svsTEM Passwora: 8 | cofrm= | |

{i XSSQLCC_AUTO_USER_3094F258AB978FTAT558E080C ‘ -
{} XSSQLCC_AUTO_USER 5E2492DBCDEDAESBFSSAOEA: e PAsSWOIT changeoft nextlogo!

{} XSSQLCC_AUTO_USER_DSD3BOC4FO6A79377BEODA1S o KE“’*’“"S [Ixs09 [I$AP Assertion Ticket
‘5 _SYS_ADVISOR External ID
# _svs_ArL
{ _SYS_DATA ANONYMIZATION Valid From: Feb 21, 2022, 3:08:28 PM GMT (3| Valid Until ]
i svsepm
e s client: 9|
{i _svs_PLAN_STABILITY ession Clen ]
{i _svs_repo
{i _svs_saL_ANALYZER Granted Roles | System Privileges ~Object Privileges Analytic Privileges ~ Application Privileges ~Privileges on Users
{§ _SYS_STATISTICS A
§ e % 2~ Details for 'BACKUP ADMIN'
i _SYS_TABLE_REPLICAS Fo—— o
G _SYS_TASK st ?iﬂ rivilege rantor
{} _SYS_WORKLOAD_REPLAY EZBACKURARMIN EXSTEM [JGrantable to other users and roles
&= CATALOG READ SYSTEM
> GFroles -
&= DATABASE BACKUP ADMIN SYSTEM
&= DATABASE RECOVERY OPERATOR SYSTEM
M
= T =
=] properties X Error Log 2lE Y ] m]
Property Value
< >

SYSTEMDB@PFX hana-1 00 (SYSTEM):SYSTEM

UFan<ARASR T<SID>admERENFEREFREARRE !

hdbuserstore set <key> <host>:<port> <database user> <password>

£/ <SID>adm'fEAEBEHANAE R} ERE o SnapCenterALL « MBI ERIET# FEA<id>adm EHRE
REEEREFHEEH © SAP HANA hdbsql P imEriSE R F B R ERARSs LR —EZR M - NRBERIIE
anit ~ usZBfcZ8EhdbClient ©

7£SAP HANA MDC:&EH ~ 18 3<instanceNo>13) BSQLEEENZRMAE R EMIEEEIZE « 7BA

#hdbuserstore4H5E

FERESAP HANAZ 1 ~ B ARFMA TR ECAEREFEZR - CASERHNSREARREENE -
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EIERPT LRI IE(E « iGSAP HANARRFS BEERREHERERIER ° SnapCenterE BEEERET ~ HMIBRM
PFX&E T EAEFFEE Tpixadmi ~ ERE—HFNE—FHHANA MDCRAR ©

pfxadm@hana-1:/usr/sap/PFX/home> hdbuserstore set PFXKEY hana-1:30013
SNAPCENTER <password>
Operation succeed.

pfxadm@hana-1:/usr/sap/PFX/home> hdbuserstore list

DATA FILE : /usr/sap/PFX/home/.hdb/hana-1/SSFS_HDB.DAT
KEY FILE : /usr/sap/PFX/home/.hdb/hana-1/SSFS HDB.KEY
ACTIVE RECORDS N

DELETED RECORDS : 0
KEY PFXKEY
ENV : hana-1:30013
USER: SNAPCENTER
KEY PEFXSAPDBCTRL
ENV : hana-1:30013
USER: SAPDBCTRL
Operation succeed.

TWRIUER Thdbsql) B LREEAEBIHANARGEKHEFEVE o

pfxadm@hana-1:/usr/sap/PFX/home> hdbsgl -U PFXKEY
Welcome to the SAP HANA Database interactive terminal.
Type: \h for help with commands

\g to quit
hdbsgl SYSTEMDB=>

RE BfFRim
A IRER 5 BRIESnapCenter NITRETZRVIEN NEITRE ©

1. TS EVIFR ~ 2B T#7ER 41 SnapCenter ©

12



3.
4.

@~ Lscadmin  SnapCenterAdmin  #Sign Out

M NetApp SnapCenter®
Status  GetStarted

<
Last refreshed: 02/21/2022 03:15 PM

255 Dashboard
& Resources
RECENTJOB ACTVITIES @ ALERTS © LATEST PROTECTION SUMMARY €
2 Monitor © 0 critical 0 Warning Secondary
Primary
4l Reports
& Hosts
A No data availabl Nodata available No Plugins No Plugins
+E  Storage Systems
= settings
A Aers o - 0 es0 o gured:0 w0
Jo85 @ Last 7 days ~ sTorace @
Backup 0 o 0 0x
0Snapshots 0SnapMirrors 0SnapVauks Storage Savings
No data availeb No data avalabie No data avalabie
Falleds 0 « Warning 0  Completed:0 # Running:0 o primrySnapshots + Secondary Sapshots Primary Sorage
CONFIGURATION @
B 0 Hosts @0 ®0 ®o E Osw

TR LURZRHTFRAAEIONTAP ~ thaTLUZE TSVMI BIONTAP T2E&) o £ T5EEHIF « BEBSVME

ANy

I o

M NetApp SnapCenter® ~  &scadmin  SnapCenterAdmin [ Sign Out
ONTAP Storage

<

O resources ONTAP Storage Connections
2 Monitor Name Eow Cluster Name User Name Platform Controler License
There is no match for your search or data s not available.
@ Reports
Hosts
.
8 Storage System
I Settings

AEIMSHFRRAIRHAARA R LENTE « 5FE—T New (GtE) 1 o

SVMEHREARAEFEERvsadminfEAE ~ N FEIFAR o —fkM S ~ FRBERESVMLERE « MiERHITHES B
BERFEEER c MEBEXNERIRABREN « 5528 " (£2£158) SnapCenter" TE1ZEZAONTAP rﬂi

REKAVER) —&i o

M NetApp SnapCenter®

ONTAP Storage Add Storage System

Add storage System ©

ONTAP Storage Connections

Name I

There is no match for your search or data
is not available.

Send AutoSupport notification to storage system

Log SnapCenter Server events to sys!
£ More Options : Platform, Protocol, Preferred IP etc

Cancel || Resec

LEERTHETS AR—T F2EmE) o
EEFEAIl Flash FAS ZB1EARBIZRM « LUIFE{RFSX- for ONTAP the FSX-FYIZH#E R £ SnapCenter fEH o
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http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
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http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html
http://docs.netapp.com/ocsc-43/index.jsp?topic=%2Fcom.netapp.doc.ocsc-isg%2Fhome.html

More Options

Platform | All Flash FAS -

Protocol | HTTPS -
Port 443

Timeout &0 secands

J Preferred IP

L) secondary @

i

SVMHJ TsAPCA-Hana - SVM] IRBE&E SnapCenter FASVMH o

I NetApp SnapCenter®
ONTAP Storage

B Gt LTl ONTAP SV ~ [ sear

ONTAP Storage Connections

O Resources
P

£ Wonitor [ Name
A7

BISMMEN S ERREER

HE7ESnapCenter HANAT 1 EEPE N ERIMIER « MBRTE

1. BE RE

M NetApp SnapCenter®
Global Settings

%Hy rl:vquJ

Eoe

198.19.255.9

Cluster Name

~ REE—T TEnE o

User Name Platform Controller License

vsadmin AFF v

ﬁﬁﬁ%wunﬂ

. @~  Lscadmin  SnapCenterAdmin  ®Sign Out

T match fory hor data labi
e

B9
3
3
@

[ i IBIEE
i
H

2. TERERTET ~ &KFIESnapCenter HANAEE FEE THHERE MZE1 -

FASudo prvilleges * 1 FEIFfT ©

14
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Credential X

Credential Name | PluginOnLinux
Authentication Mode | Linux ¥

Username | snapcenter i

PEISSW[}!'d SREmERREEE

Use sudo privileges @

hana-1:/etc/sudoers.d # cat /etc/sudoers.d/90-cloud-init-users

# Created by cloud-init v. 20.2-8.48.1 on Mon, 14 Feb 2022 10:36:40 +0000
# User rules for ec2-user

ec2-user ALL=(ALL) NOPASSWD:ALL

# User rules for snapcenter user

snapcenter ALL=(ALL) NOPASSWD:ALL

hana-1:/etc/sudoers.d #

¥ SAP HANA 4
FHESAP HANAE#BFSnapCenter ~ NetApp BTEERIE 1% S BFRENIMIMER « LT EEIRRIEE o

SAP HANASMISERN FEE Java 6417T1.8hR o B TE T EZ i Java ~ AR A BER EHFTIESnapCenter i3
%o

hana-1:/etc/ssh # java -version

openjdk version "1.8.0 312"

OpenJDK Runtime Environment (IcedTea 3.21.0) (build 1.8.0 312-b07 suse-
3.61.3-x86_ 64)

OpenJDK 64-Bit Server VM (build 25.312-b07, mixed mode)

hana-1:/etc/ssh #

% #20penJDKTMELOracle Java SnapCenter ©
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EEAESAP HANATHS - FEETHIHE
Rifieh ~ — TR ©

1. EEHERS

- fscadmin  SnapCenterAdmin 8 Sign Out

I NetApp SnapCenter®

Managed Hosts  Disks  Shares

Name L Type System Plugin

Resources
There is no match for your search or data is not available.

Monitor

R 6 Qi

Storage Systems

i -
g

Settings

[ 4

Aerts.

2. IRMHEHEN « WERNBLEMSAP HANASMIER 12— MR o

~  Ascadmin  SnapCenterAdmin @ Sign Out

M NetApp SnapCenter®
Managed Hosts

X

Add Host

& HostType | Linux

Name

There is no match for your search or data s HostName | hana-1
not available.

Credentals | PluginOntinux - +0

& Select Plugeins to Install SnapCenter Plug-ins Package 4.6 for Linux

Oracle Database
SAP HANA
% More Options :Port, Instal Path, Custom Plug-ns..

p—
14
3. a@?aﬁ °

Confirm Fingerprint

Authenticity of the host cannot be determined @

Host name i Fingerprint Valid

hana-1 ssh-rsa 3072 2A:98:DB:7E:58.A3:7E:51:06:79:83;:C6:9D:BABEB9

Confirm and Submit

HANAEZLinuxIMIMEXN I L8 & BENRNE) - ZEETRME - FIAVIREIRE R Configure VMware Plug-in
(B2 VMwareIMiMZET) 1 o BIERISAP HANASMIMEN B B R EE#ECIRIEH ° SnapCenteriE I 55
RVMwarelRiE s AE EHRERIVIRIE - TEEE B ISnapCenter T ~ IHAER G EET R EHypervisorfJ £ o

TRAIMER T T BRIFESAE

cadmin  SnapCenterAdmin 1 Sign Out

I NetApp SnapCenter®

ManagedHosts  Disks  Shares  Initiator Groups  ISCSI Session
< —
@  Resources Name & Type System Plug-in Version Overall Status
rana. . Configure VMware plug-in
D Monior han, Linux stand-alone UNIX, SAP HANA 46 ‘8! plugin @
@ Reports

16



R IE THE o EW T2ERE o

b. ﬁ'l‘%ﬂ‘Hypervisor?&T‘E ~ 3#EHYVM Hs Hs iSCSI Direct Attached Disk@NFS for All hosts (VMAiSCSI
DirectPiNMFRSINFSRRFIBE ) ~ ABEMRE ©

M NetApp SnapCenter® [ ] ©~  Lscadmin  SnapC
GlobalSettings  Polices  UsersandAccess  Roles  Credential  Software
< —
5% Dashboard
O Resources Global Settings
2 monitor
4l Reports Hypervisor Settings @ A
& Hoss VM have ISCS! direct attached disks or NFS for al the hosts
x
I8 Storage Systems
e Syt Notifcation Server Settings @ ~
= sett
e Configuration Settings @ 2
A Ners
Purge Jobs Settings @ hid
Domain settings @ -
CACertiicate Settings @ -
Disaster Recovery @ >

RESEGETLINuXIMIMEZATHANASMEZT « WEERHATARES ©

FINetApp SnapCenter® 5 @  $sadmin SnapCenteradmin @ Sign Out
MansgedHosts  Disks  Shares  Initator Groups  1SCSI Session

Dashboard

[— Name I Type System Plugin Version Overall status

9
u
P 1

hana al X, SAP a R
—— Stand-alone UNIX, SAP HANA 6 @ Runnin g

Reports

R

o

T Storage systems
= Settings
A

Alerts

RRERBBIREETR © IS ESAP HANABRIEER
HANREARES TR :

RERNS/NEEHDRR . TRMEESET) o
* FRERARMETEBEERIRTREERENRA © BlockintegrityCheck] °

TR B RS LR A AVARRS ©
Snapshotf&{7 R
HRIB TP ERL ESnapshotfEH REY o

1. #BE RE) > TRAL -~ A%%E—T g o

M NetApp SnapCenter® ~  Ascadmin  SnapCenterAdmin @ Sign Out
Global Settings  Policies  Users and Access

< —
SAP HANA

S Monito e I | Sacuplype Schedule Type Replication
There Is no match for your search or data s not available.

4 Reports

& Hosts

b Kl v
3
@
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2.

3.

5.

18

BARRREMEREA - #H—T 'F—%)

New SAP HANA Backup Policy

Provide a policy name

2 Settings Policy name Localsnap i

Details Snapshot backup at primary volume
3 Retention | P P pimaly e

4 Replication

uun

summary

EEVEDTEEMA TSnapshot Based (1REREY) ~ ZA%BEEEN THourlyl (&8/)\EF)

2R BTHE ERTEHANAE RIREMHRE o

New SAP HANA Backup Policy

o Name Select backup settings

Backup Type ® sSnapshotBased O File-Based @

3 Retention

Schedule Frequency
4 Replication Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to
stagger your start times.

5 Summary

O On demand
® Hourly

O Daily

O Weekly

O Monthly

o Narne Retention settings
o S Hourly retention settings
@ Total Snapshot copies to keep 7 [i]
O Keep Snapshot coples for 14 days
4 Replication
5 Summary
REBREIE - TEBERT » KSnapVault BEEUE(AIERINEE ©



New SAP HANA Backup Policy X

o heme Select secondary replication options €
o Settings [ Update SnapMirror after creating a local Snapshat copy.
o Ratantion [ Update SnapVault after creating a local Snapshot copy.

Secondary policy label (1]
4 Replication
3 i

Error retry count

5 Summary
New SAP HANA Backup Policy X
o AR Summary
aSettlngs Policy name LocalSnap
Details Snapshot backup at primary volume
© retention
Backup Type Snapshot Based Backup
o Replication Schedule Type Hourly

Hourly backup retention Total backup copies to retain @ 7
5 Summary
Replication none

REEREMERE -

N NetApp SnapCenter® @~  Lscadmin  SnapCenterAdmin @ Sign Out

Global Settings ~ Policles  UsersandAccess  Roles  Credential  Software

<
SAP HANA

Search by Name

3% Dashboard

@ Resources

©  Monitor o Iz BackupType Schedule Type Replication
Localsnap Data Backup Hourly

4 Reports

& Hosts

¥ Storage Systems.

EHRTEMIRERR
kIR TP RREBIRTEMIRERA

1. BE IRE) > TRA ~ ARFE—T UL -
2. HARRRIBIERA - #—TF F—F
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New SAP HANA Backup Policy

Provide a po;lcy name

2 Settings Policy name BlockintegrityCheck i)
! Details Check HANA DB blocks using flle-based backup

3 Retention

4 Replication

5 Summary

3 RBMIERRS MERE - LRHMZEERRS (881 - MEASHRETREHANAERRIMREARRE

New SAP HANA Backup Policy

o Name Select backup settings
Backup Type O SnapshotBased @ File-Based @
3 Retention

Schedule Freguency

A& Summary. Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to

stagger your start times.
O On demand

O Hourly

O Daily

® Weekly

O Monthly

4. REBRBAIRDRE -

New SAP HANA Backup Paolicy

° e Retention settings
e b Weekly retention settings
® Total backup copies to kee 1
O Keep backup coples for 14 days
4 Summary

S. T THE) BELE ~#%—T ey °
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New SAP HANA Backup Policy

o Name
o Settings
© retention

Summary

Policy name
Details
Backup Type
Schedule Type

Weekly backup retention

BlockintegrityCheck

Check HANA DB blocks using file-based backup
File-Based Backup

Weekly

Total backup copies to retain : 1

M NetApp SnapCenter® ~  Lscadmin  SnapCenterAdmin @ Sign Out
GlobalSettings ~ Polides  Usersand Access  Roles
SAP HANA
B o hedule T licati
@ e Iz BackupType Schedule Type Replication
BlockintegrityCheck File Based Backup Weekly
@ Reports
@il Repor
Localsnap Data Backup Hourly
& Hosts
i1 Storage Systems
IE  Settings
A Nerts

R E RIREHANAE R

SMMERZRTTRE - HANAE RN EBIRZEFEEERE - £ TER) ST - SR —@EHMER « LA
A EHEETRTRAHEE - AEREKRREMHIHANATIR « 551K TIZERIRME

1. ERIE—TERUEERTE

THOrRILUR—T TEREEER & 'ER SETFIELEEIERRER

M NetApp SnapCenter® - scadmin  SnapCenterAdmin
saprana [l

@ Resources [ System System ID (SID) Tenant Databases Replication Plugin Host Resource Groups Policies Lastbackup  Overall Status

@ o 8 PRX PRX PRX None hana-1 Not protected

4l Reports

& Hosts

1 Storage Systems
= Settings

A Ners

2. REHANAB R ENEREFRE SR
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Configure Database X

Plug-in host hana-1
HDBSQL OS User pfxadm

HDB Secure User Store

PFXKEY (i )
Key

B_EEBRREFERRRERPENNRETRBILAEMEENRS

M NetApp SnapCenter® = ~  Lscadmin  SnapCenterAdmin [ Sign Out
EYION - | est X

>

i
! il Detalls for selected resource

PRX

© KJ i

Type

HANA System Name

B

siD
Tenant Databases
Plugein Host

HDB Secure User Store Key

B it L e

HDBSQL S User
Log backup location
Backup catalog location

System Replication

plugiin name SAP HANA
Last backup

Resource Groups

Policy

Discovery Type

Storage Footprint

M Volume Junction Path LUN/Quree

. 7€ TResources (&) 1 &3

TED - W TERUREERFRE

M NetApp SnapCenter® ~  Lscadmin  SnapCenterAdmin @ Sign Out

SAP HANA -

<

= (B \utitenant Database Container ~ i s ases -4 + +

fii  Dashboard Ratrosh Resourcas A SAP HANA Databas  New Rescurce Group
@ Resources o System System ID (SID) Tenant Databases Replication Plugein Host Resource Groups Policies Last backup Overall Status

@ Nonior PRX PRX PRX None hana-1 Not protected

®
g
@

SEEE
i

>
>
@

. BESnapshoti A TR -
NetAppi2s#EF BT Snapshotii A 218 ~ SESRHBI SR I ML - LR R IRERARFHE -



fESnapshotE A iEFRHTIEHEZEEE « AlR]@ O HFEAM ABHRHED - BREHHH [HHERME FHRAZES
- MHEFERIESFE ek ~ T8H) ~ THEAE) -

2 scadmin  SnapCenterAdmin

FINetApp SnapCenter®

saprana R Multitenant Database Container - Protect

x

i

tion Server Settings

heduled or jobs by going

Configure an SMTP Server to send

0 2 3 4 5
Notification Summary

Resource  Application Settings Policies

Provide format for custom snapshot name

Use custom name format for Snapshot copy.
oy saeaseoe |

SnapCenter

#signout

X

2 scadmin  SnapCenterAdmin

M NetApp SnapCenter®

saprana | Multitenant Database Contalner - Protect

3 4 5

Resource Application Settings Policies Notification Summary

Select consistency group option for backup @

O Enable consistency group backup

scripts v
Custom Configurations =
Snapshot Copy Tool v

6. EIRNEIMEEERRA

2 scadmin  SnapCenterAdmin 8 Sign Out

NI NetApp SnapCenter®
SAP HANA - Multitenant Database Container - Protect X
[ System
=
4 5
Policies Notification Summary

Resource Application Settings

Select one or more policies and configure schedules

Localsnap, BlockintegrityCheck - + O

v Locaisnap

+ BlockintegrityCheck s

Policy Applied Schedules Configure Schedules
BlockintegrityCheck None +

LocalSnap None +

Total 2

7. ERERTEMRERRIBIHE o
TEULEEHF ~ IERERTE—R -



Add schedules for policy BlockIntegrityCheck

Weekly

Start date
[ Expires on

Days

02/22/2022 12:00 pm

03/22/2022 12:00 pm

Sunday

+ Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

1'_' The schedules are triggered in the SnapCenter Server time

Zone.

8. E&E A SnapshotRAIAIHER o

24
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Modify schedules for policy LocalSnap

Hourly

Start date 02/22/2022 02:00 pm iz

(J Expires on 04/28/2022 11:57 am

Repeat every 6 hours 0 mins

i The schedules are triggered in the SnapCenter Server time %
zone.

FINetApp SnapCenter®
saprana R

napCenterAdmin [ Sign Out

System

PFX

Select one or more policies and confi

LocalSnap, BlockintegrityCheck

Configure schedules for selected policies
Policy 1¢  Applied Schedules Configure Schedules
BlockintegrityCheck Weekly: Run on days: Sunday s ox
LocalSnap Hourly: Repeat every 6 hours s x

Total 2

- IREEFEHEBVIERAE
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NI NetApp SnapCenter®
saprana [

System

PFX

M NetApp SnapCenter®
T - |

L System

PFX

O K] v

Multitenant Database Container - Protect

nin  SnapCenterAdmin [ Sign Out

X

If you want to send notifications for scheduled or on demand jobs, an SMTP server must be configured. Continue to the summary page to save your Information,

o—0—0—0 :

Resource Application Settings Policies Notification Summary

Provide email Se(!lngs o
Select the service accounts or people to notify regarding protection issues.

Email preference | Never
From Froi
o r
Subject Notfication

Attach job report

Multitenant Database Container - Protect

the SMTP.

scadmin  SnapCenterAdmin  #5ign Out
X

Detats

If you want to send notifications for scheduled or on demand jobs, an SMTP server must [ Y p: information, and then

- Resource  Application Settings Policies Notification Summary
L
5
System name. PFX
= Policy

send email

© Application Settings

HANAERABREIRE Fem ~ ISR ABITHR o

M NetApp SnapCenter®
sapHana B3

“PFX" Topology

L Syen Manage Copies
PEX
- RS Summary Card
=
= oCiones 0 Backups
Local coples 3 abocups

Primary Backup(s)
search v

Backup Name Count

There is no match for your search.

0 File Based backups @
0 Clones

End Date

X iRtED1EXSnapCenter
e BT BEEE Snapshot 17 FIMEE EIRTEEMIRTE(EZE o

¥ HEESnapshotf&E{n

AER T3 SR E I fE T Snapshotf& {7 ©

1. 72 TEIR) W3R ~ EER - RERM FEITUTHRE THRE) &8 -
MERRE] EfRRHSnapCenter FRB R AEMHIVAEE « LB SERMERMIEIL o WRRNITE
;ﬁﬁ%gg%—?ﬁg;ﬁ% BT EERTERE (BEES) LNES - UREMERETFSRE (BRMREFEESE

2. ETaIRIH ~ BEEY BB BmARERERER
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M NetApp SnapCenter®

“PFX" Topology

Manage Copies
Summary Card
0 Backuy

Primary Backup(s)
search v

Backup Name Count  If End Date

There s no match for your search.

3. e THIVEED « EEUEMIRA MLocalSnapy ~ AEIE—T & BBHERED -

Backup

Create a backup for the selected resource

Resource Name PFX

Policy LocalSnap - | 0

27



Confirmation X

The policy selected for the on-demand backup Is
associated with a backup schedule and the on-
demand backups will be retained based on the
retention settings specified for the schedule type.
Do you want to continue ?

Al AL (B TIRRYECER S AR a R E0Ey a8 &I -

4. #H—T NEE) BEPNIEESTIE - SRR IEFMEER - MRILUR—T MEtRacst RERGEHET
(2

28



Job Details

Backup of Resource Group ‘hana-1_hana_MDC_PFX' with policy 'LocalSnap'

+ w Backup of Resource Group 'hana-1_hana_MDC_PFX' with policy 'LocalSnap’

v

v

<

S L £ S

© Task Name: Backup Start Time: 02/22/2022 12:08:58 PM End Time: 02/22/2022 12:10:21 PM

BINTTEE ~ IRIEERPEERMIER - BRI

* hana-1

Backup

» Validate Dataset Parameters

» Validate Plugin Parameters

» Complete Application Discovery
» Initialize Filesystem Plugin

» Discover Filesystem Resources
» Validate Retention Settings

» Quiesce Application

» Quiesce Filesystem

v

Create Snapshot

» UnQuiesce Filesystem

v

UnQuiesce Application

v

Get Snapshot Details

v

Get Filesystem Meta Data

v

Finalize Filesystem Plugin

» Collect Autosupport data

» Register Backup and Apply Retention
* Register Snapshot attributes

* Application Clean-Up

» Data Collection

» Agent Finalize Workflow

REHANAER] "

View Logs | Cancel Job " Close

185 E—Ei P E & AISnapshot & FEMEE " (EE K
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30

L JARARAN AR ERR « A REEEEMNHEHNEE -

I NetApp SnapCenter®

SAP HANA -

*PPX" Topology

Syster
ysem Manage Copies
PEX
= Rlo)
0 Clones
Local coples
Primary Backup(s)
search v

Backup Name

SnapCenter_hana-1_LocalSnap_Hourly_02-22-2022_12.08.54.4516

Count

@©-  Lsadmin  SnapCenterAdmin [ Sign Out

X
i e ;s 3 e

Maisanance Contgyee Database

Summary Card
1 Backup

15m

based backup.
0 Fle-Based backups @
0 Clones

End Date

02/22/2022 12:09:57 PM

TESAP HANA# {3 Bt SnapCenter ~ i2RED BIBE#E7F4 [Comment (FEAR) 1 ML ~ MUK MR

21D (EBID) 1 °F

BTRARENENHEAERNEPFXBT

I8 hdbstudio - System: SYSTEMDB@PFX Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio
File Edit Navigate Search Run Window Help

IN-ERg-F oo
S Systems X = O [} prxerrx Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5 1§ svstempB@Prx
BF-@il-285% 8 # packup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5

> (B PFX@PFX (SYSTEM) HANA2.0 PS5
> (B SYSTEMDB@PFX (SYSTEM) HANA20  Overview | Configuration | Backup Catalog

Backup Catalog
Database: |SYSTEMDB v

I Show Log Backups [ Show Delta Backups

Status  Started
a Feb 22, 2022, 12:09:22 PM

a Feb 21, 2022, 3:01:49 PM

Duration
00h 00m 165
00h 00m 195

size Backup Type
550GB DataBackup  Snapshot
3.56 GB Data Backup File

[ Properties X @] Error Log

Property Value

Destination Ty.

SYSTEMDB@PFX - SNAPCENTER

Backup Details

1D:

Status:
Backup Type:
Destination Type:
Started:
Finished:
Duration:
Size:
Throughput:
System ID:
Comment:

Additional Information:

1% svstempe@prx

T§ prxerrx ) Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5 X

Last Update:12:10:00 PM | [

1645531762175
Successful

Data Backup

Snapshot

Feb 22, 2022, 12:09:22 PM (UTC)
Feb 22, 2022, 12:09:38 PM (UTC)
00h 00m 165

5.50 GB

na

SnapCenter_hana-1_LocalSnap_Hourly_02-22-2022_12.08.54.4516

<ok>

Location: /hana/data/PFX/mnt00001/
Host Service Size Name Source Type  EBID
| hana-1 nameserver 5.50 GB_hdb00001 volume SnapCenter_hana-1_LocalSnap_Hour.




J& hdbstudio - System: SYSTEMDB@PFX Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio

-~ =] x
File Edit Navigate Search Run Window Help
SRR R RN Q B®
oa Systems X = u PEX@PFX é; Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5 B“ SYSTEMDB@PFX SYSTEMDB@PFX - SNAPCENTER W SYSTEMDB@PFX ﬁ“ PFEX@PFX @ Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5 X

BF-@i-2EESR § @ packup SYSTEMDB@PFX (SYSTEM) HANAZ.0 SPS5
> L%PFX@PFX (SYSTEM) HANA2.0

> [E SYSTEMDB@PFX (SYSTEM) HA

Last Update:12:12:08 PM 1
o Ovenview Configuration Backup Catalog

Backup Catalog Backup Details

Database: |PFX o 1D: 1645531762174
Status: Successful
Show Log Backups [ |Show Delta Backups Backup Type: Data Backup
Status  Started Duration Size Backup Type Destination Ty.. Destination Type: Snapshot
=] Feb 22, 2022, 120922 P 00h 00m 165 594GB DataBackup  Snapshot Started Febi22 202212022 FMITIE)
[ ] Feb 21, 2022, 3:02:31 PM 00h 00m 19s 3.64 GB Data Backup File Finished: Feb 22, 2022, 12:09:38 PM (UTC)
Duration: 00h 00m 165
Size: 594GB
Throughput na.
System ID:
Comment; SnapCenter_hana-1_LocalSnap_Hourly_02-22-2022_12.08.544516

Additional Information: | <ok

Location: /hana/data/PFX/mnt00001/

Host Service Size Name Source Type  EBID

hana-1 indexserver 569GB hdb00003.00003  volume SnapCenter_hana-1_LocalSnap_Hour.
hana-1 xsengine 25600 M8 hdb00002.00003  volume SnapCenter_hana-1_LocalSnap_Hour.

[E] properties X @] Error Log AEYR § =0
Property Value

7EFSXfor ONTAP Sfingfile &4t L ~ ] LUERESVMBEIES ~ 5l Snapshotf&E(s ©

sapcc-hana-svm: :> snapshot show -volume PFX data mnt00001

-—--Blocks—---

Vserver Volume Snapshot Size Total%
Used%

sapcc-hana-svm
PFX data mnt00001

SnapCenter hana-1 LocalSnap Hourly 02-22-
2022 12.08.54.4516

126.6MB 0%
2%

sapcc-hana-svm: : >

BIERERTEMREFE

i@ ERRBBlockintegrityCheck ~ FEEBIRTE M REEENBITH X ESnapshotfE S TIEHERE o EALLERA
B2 BB SnapCenter ~ A RFAITEE BRI EREIIIZERSAP HANAEZRED ©

31




Backup

Create a backup for the selected resource

Resource Name PEX

BlockintegrityCheck ~| @

Policy

32



Job Details X

Backup of Resource Group 'hana-1_hana_MDC_PFX' with policy 'BlockintegrityCheck'

+ v Backup of Resource Group ‘hana-1_hana_MDC_PFX' with policy 'BlockintegrityCheck’

¥ hana-1

> Validate Plugin Parameters
k Start File-Based Backup
» Check File-Based Backup

» Register Backup and Apply Retention

¢ ¢ 4 4 B4

» Data Collection

@ Task Name: File-Based Backup Start Time: 02/22/2022 12:55:21 PM End Time: 02/22/2022 12:56:36 PM =

View Logs -Z_.-'1.“.e_'=':i|r_...‘ Close |

F&SnapshotfE REUE R AIREE T EIRTE MRS © SnapCenterMiBi ERAIGRTMERE BHHNHEM LRI
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PPXTopology

Sy
honbl Manage Copies
PFX
-
= ociones
Local coples

Primary Backup(s)

search v

Backup Name

SnapCenter_hana-1_LocalSnap_Hourly_02-22-2022_12.08.54.4516

SAP HANAfE R B SRR AMAMERERENIEE o T

BIRTEERE o

o]

e

2 scadmin  SnapCenteradmin @ Sign Out

o © ’ X (i) =

Remov proscion Backup Mainennce el Confgure Dt

Summary Card
2 Backups
1 Snapshot based backup
1 il Based backup

Last Backup 2/22/2022 12:56:25 PM
Backup succeeded

End Date

0212212022 12:09:557 PM 83

MmSnapCenter RZFMIEL BRI ERHBEPR T

& hdbstudio - System: SYSTEMDB@PFX Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio
File Edit Navigate Search Run Window Help
AR ; = R R ]
%o Systems X =0
B-2il-=E8E% §
> & PFX@PFX (SYSTEM) HANA2 0 SPS5
> & SYSTEMDB@PFX (SYSTEM) HANAZ.0

v v ¥

Gl ¥
T4 prx@rex (¥ Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5
& Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5

Overview | Configuration Backup Catalog

Backup Catalog
Database: SYSTEMDB v

[LIshow Log Backups [| Show Delta Backups

B systemps@prx

SYSTEMDB@PFX - SNAPCENTER

Status  Started Duration Size Backup Type
L} Feb 22, 2022, 12:55:21 PM 00h 00m 21s 356 GB Data Backup
[} Feb 22, 2022, 12:09:22 PM 00h 00m 165 5.50GB Data Backup

Feb 21, 2022, 3:01:49 PM 00h 00m 195 356 GB Data Backup

[ Properties X @] Error Log

Property Value

34

Destination Ty..
File

Snapshot

File

Backup Details
ID:
Status:
Backup Type:
Destination Type:
Started:
Finished:
Duration:
Size:
Throughput:
System ID;

Comment:

Additional Information:

Location: /backup/data/SYSTEMDB/

Host Service Size Name Source Type  EBID
hana-1 nameserver 6.06KB SnapCenter Snap... topology

hana-1 nameserver 356 GB SnapCenter Snap... volume

¥ sysTEMDB@PFX

- o x
Q mE
B8 prxeprx () Backup SYSTEMDB@PFX (SYSTEM) HANA2.0 SPS5 X =g
Last Update:12:57:59 PM % | [1]|
A
1645534521466
Successful

Data Backup

File

Feb 22, 2022, 12:55:21 PM (UTC)
Feb 22, 2022, 12:55:43 PM (UTC)
00h 00m 215

356GB

17371 MB/s

SnapCenter_hana-1_BlockintegrityCheck_Weekly_02-22-2022_12.55.18.7966

<ok> ‘




& Systems X =0

B-@-a80% 38
> [F5 PFX@PFX (SYSTEM) HANAZ0 5PS5
> [FLSYSTEMDB@PFX (SYSTEM) HANAZ C

File Edit Navigate Search Run Window Help

A== ERE RISy RER AR ]

I8 hdbstudio - System: SYSTEMDB@PFX Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio

- o x
Q B(s
B8 prxopex () Backup SYSTEMDB@PFX (SYSTEM) HANA20SPS5 [ SYSTEMDB@PFX  SYSTEMDB@PFX - SNAPCENTER ¥ovstemosaprx [ prx@prix ) Backup SYSTEMDB@PRX (SYSTEM) HANA2.0 SPS5 X =g
& Backup SYSTEMDB@PFX (SYSTEM) HANAZ.0 SPS5 Last Updater12:58:19 PM 170 ‘ B ‘ B
Overview | C Backup Catalog
Backup Catalog Backup Details 2
s [ . D0 1645534534230
Status: Successful
[CIshow Log Backups [ Show Delta Backups Backup Type: Data Backup
Status  Started Duration Size Backup Type Destination Ty... Destination Type: File
= Feb 22, 2022, 12:55:34 PM 00h 00m 275 364 GB Data Backup File Started: Feb;22,2022,12:55:34 PRI(UITC):
] Feb 22,2022, 120922PM  00h 00m 16s 594GB DataBackup  Snapshot Finished: Feb 22, 2022, 12:56:01 PM (UTC)
5] Feb 21, 2022, 3:02:31 PM 00h 00m 195 364GB DataBackup  File Duration: 00h 00m 275
Size: 364GB
Throughput: 13807 MB/s
System ID:
Comment:

[ Properties X @] Error Log
Property

Value

Additional Information: = <ok>

SnapCenter_hana-1_BlockintegrityCheck_Weekly_02-22-2022_12.55.18.7966

Location: /backup/data/DB_PFX/

Host Service Size Name Source Type  EBID
hana-1 indexserver 1.58KB SnapCenter_Snap... topology

hana-1 xsengine 80.00 MB SnapCenter Snap... volume

hana-1 indexserver 356GB SnapCenter Snap... volume

B

RN &SRS R AR T A I AZZEAYSAP HANAE RHERTE R A B R EHANAE R ERED BREITIEREY
BREE{DEZ - SnapCenter
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hana-1:~ # 1s -al /backup/data/*
/backup/data/DB PFX:
total 7665384

drwxr-xr—-- 2 pfxadm sapsys 4096
drwxr-xr-x 4 pfxadm sapsys 4096
SR Rees=e 1 pfxadm sapsys 155648
COMPLETE DATA BACKUP databackup 0 1

=SEf= === 1 pfxadm sapsys 83894272
COMPLETE DATA BACKUP databackup 2 1

—rw-r—---—-—-— 1 pfxadm sapsys 3825213440

COMPLETE DATA BACKUP_ databackup 3 1
—rw-—r———-—-— 1 pfxadm sapsys

2022 12.55.18.7966_databackup 0 1

Feb
Feb
Feb

Feb

Feb

22
21
21
21

21

12:
15:
15:
15:

15:

56
02
02
02

02

155648 Feb 22 12:55
SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 02-22-

== po—m—e 1 pfxadm sapsys 83894272 Feb 22 12:55

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 02-22-

2022 12.55.18.7966_databackup 2 1

SE= o= 1 pfxadm sapsys 3825213440 Feb 22 12:56

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 02-22-

2022 12.55.18.7966_databackup 3 1
/backup/data/SYSTEMDB:
total 7500880

drwxr-xr-- 2 pfxadm sapsys 4096
drwxr-xr-x 4 pfxadm sapsys 4096
—rw-—r-—-——-— 1 pfxadm sapsys 159744
COMPLETE DATA BACKUP databackup 0 1

—rw-r—---—-—- 1 pfxadm sapsys 3825213440
COMPLETE DATA BACKUP databackup 1 1

SE—Rees=e 1 pfxadm sapsys 159744

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 02-22-

2022 12.55.18.7966_databackup 0 1

Feb
Feb
Feb

22
21
21

Feb 21

12:
153
15:

15:

55
02
01

02

Feb 22 12:55

A 1 pfxadm sapsys 3825213440 Feb 22 12:55

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 02-22-

2022 12.55.18.7966 databackup 1 1
hana-1:~ #

IFE SR E R B

IFERHEREINENZE

230 o

QBB EZEE RN ERISCE AR

R

4t

o

* REBE R EE R HEEREE LR SAP HANAE K EiZ

SnapCenter BEEREBIZPI—EB » ELESAP HANASME

EZiohaisin

EERNERFREMIFERIERINERPIE » NetAppiZiR it HIFE R R FHZEEIMIBND RS « LUE



7ESAP HANAE R EHR o RIEHFERERME ~ IFEREERNEHEMD e 2 AEHRERMAEREME
IR EZE B IFE RIS E TSEER o FIZIHANA Volume T/HANA /HZE ) B85 A#1T4E « BthE S SAP HANA
BHME o HEIATTHITIE R ATESAP HANAE R EH KR4 G EE « (HSAP HANAZBHHME I sEE BRI HH 18
Z \ A HE{EFSAP HANAZR D REREIE R ©

FBIEEREREHDINEE - REHF MR I FAAERAAIRE I SnapshotiEds  HZERMERESAP HANAE
K EEEHHER © SnapCenter REZ BEFER « FEESQLEISAP HANAZKIEETTIE ©

BEIFEN I E R
BRI TS R AR R R
14t TR REERTER TJEERERE  ABE—T HINSAP HANABKE) o

M NetApp SnapCenter®

@ Resources JER ] Name. Associated System ID (SID)

2. 11 TEMBSAP HANAEKIE ) HEARNP Rz —FR 1t TERHE) BERER DFERRE]  15E
EANERNERLHE - 1HRSIDAISAP HANASMUET 1 « 2A%B1Z—T Next (F—%) 1 o
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3. BESVMMHFHIRE /S A RETFREGAZER « A% Next (F—F) 1

38

Add SAP HANA Database

Provide Resource Details

2 Storage Footprint

3 Summary

Resource Type Non-data Volume
Resource Name PFX-Shared-Volume
Associated SID . PEX

Plug-in Host hana-1

o




Add SAP HANA Database

o Name

Provide Storage Footprint Details

3 Summary

Add Storage Footprint

x
Storage System sapcc-hana-svm =
Select one or more volumes and if required their assoclated Qtrees and LUNs
Volume name LUNSs or Qtrees
PFX_shared - Default is "None' or type to find
Save

AEMESRPE—T 5y -
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Add SAP HANA Database x

@ eme Summary
o Storage Footprint Resource Type Non-data Volume
Resource Name PFX-Shared-Volume
3 Summary
Associated SID PFX
Plug-in Host hana-1

Storage Footprint

Storage System Volume LUN/Qtree

sapcc-hana-svm PFX_shared

EHNIEEREIERIRE L SnapCenter ZEINEEE o 1M FHERUMITER(RE ©

M NetApp SnapCenter® = - fsadmin  SnapCenterAdmin (8 Sign Out

saprana |

<

@ Resources L™ Name Associated System ID (SID) Plugin Host Resource Groups Policies Lastbackup  Overall Status
e Monitor - PFX-Shared-Volume PFX hana-1 Not protected
4l Reports

Hosts
1 Storage Systems
Z=  Settings
A Aers

BRRENMITANEHANAB R EE R ZAIFTAAEE o
- WIRFERILUR—T TZBEDMER RBITHER o



admin  SnapCenterAdmin  #Sign Out

M NetApp SnapCenter®
EYION - | "PFX-Shared-Volume® Topology

Manage Copies

PFX-Shared-Volume
PR 0 sichups Summary Card
W | 0Clones 0 Backups.
Local coples 0 Snspsnorbased backups

0 Clones
Primary Backup(s)
v
Backup Name Count IF End Date
There is no match for your search.

6. BEEVRAM FAIA 1R 1R o

Backup

Create a backup for the selected resource

Resource Name PF¥-Shared-Volume

Policy LocalSnap - O

EERF e G RRE R TIERIZ L 5% o SnapCenter

41



Job Details

Backup of Resource Group 'hana-1_hana_NonDataVolume_PFX_PFX-Shared-Volume' with
policy 'LocalSnap’

¥ Backup of Resource Group 'hana-1_hana_NonDataVolume_PFX_PFX-Shared-Volume' with policy
'LocalSnap'

w hana-1

» Validate Dataset Parameters

» Validate Plugin Parameters

b Validate Retention Settings

» Create Snapshot

» Get Snapshot Details

» Collect Autosupport data

» Register Backup and Apply Retention
» Register Snapshot attributes

# Data Collection

€ € € € ¢ ¢ < ¢ < B

» Agent Finalize Workflow

€ Task Name: Backup Start Time: 02/22/2022 3:27:48 PM End Time:

View Logs | Canceljob | Close

4

HMBBEOREEFENEREERNERISRTEL -
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M NetApp SnapCenter® & = @- fsadmin  SnapCenterAdmin  §Sign Out

N SAP HANA -

Manage Copies
2 PFX-Shared-Volume

O KJ i

- D Summary Card
=
= ocones

B

Local coples

B it W

Primary Backup(s)

Backup N:

BTEREYE - REE—ER ~ AR SHRHANAE —FHAIMDC R B EEIBREUER1EE © SnapCenteriy
REEIWARNEBZEEFBIMDCRAR » SnapCenter (BHITERIEE ~ BRBEFHHITER ©

TRILUER T T BRRTEEIERREBRIFE :

1. ERNZERAREREENER o
2. FERUERSER - #EEY [#EAVolume Reverts{ A #E A Volume Revert#{TREBIER] o
3. {5 EIEREEEIRIRLREY ¢
ERIIRE
o WrfEEh
EREERMEDR
° FEIMIE

ENNERBEMANERARNELELRE -

T SnapCenter ~ $I{TFHIEE :

1. BEEEIEHANABRIE o
2. BRENE - FUENNERENNE « SRITARMIEE o

° YNEREEHYVolume Revert » SnapCenter B #}&Volume « 7£SnapRestore {#7Z/E# A Volume Basedfy
INAEIZ R Volume ~ SR & Volume ©

° YNERFKIEEVolume Revert ~ SnapCenter BIffFiSnapRestore #1FE FRVE —EZREREERKEZRFAIA
FEZ o

3. EEMEENE :
a. MIERMERE
b. PIEFHF & kE
C. BXENHANAE K}

NERIEEX "No Recovery (FE1E) 1 ~ SnapCenter BIERHILINGE « M BFBHITRAMBLEN
ERERIEE o

AEHTFIEREE  FER TP
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1. #E#ESnapCenter EANIEREEMNLIE o

FINetApp SnapCenter® 2 scadmin  SnapCenterAdmin @ Sign Out

senave [ PFX Topology

Search d:

5
yitem Manage Copies
PFX
- Summary Card
— 0 Clones 5 Backups.
Local coples & Snapshot based backups

1 il Based backup.

0 Clones

Primary Backup(s) =3

search v

Gone | pesiors | Deete
Backup Name count  IF End Date
SnapCenter_hana-1_LocalSnap. Hourly_02-23-2022.14.00.05.4361 1 021232022 201:11 PM B

SnapCenter_hana-1_Localsnap_Hourly_02-22-2022_20,00.01.4482 02/22/20228:01:01 PM &

1
SnapCenter_hana-1_LocalSnap_Hourly_02-22-2022_14.00.02.8713 1 022212022 2:01:01 PM B8
1

SnapCenter_hana-1_LocalSnap_Hourly_02:22-2022.12.08544516 0212212022 1209:57PM &

2. FEEUEREEMER o

HANA MDC%—*H)E' ’%“EE’\J@"EEWJ%EQ SRR AT TEZZE!FE EAEEZERFAHANA MDC’%
%~ A RERBBRRE—MF - RE—HPERFENFMEEN ﬁﬁaﬁ "“Z2REZER (netapp.com) "

44


https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-br-scs-restore-and-recovery.html

Restore from SnapCenter_hana-1_LocalSnap_Hourly_02-23-2022_14.00.05.4361

Select the restore types

2 Recovery scope @ Complete Resource €
Volume Revert
3 PreQps i
As part of Complete Resource restore, if a resource contains volumes as Storage Footprint, then the latest Snapshot
copies on such volumes will be deleted permanently. Also, if there are other resources hosted on the same volumes,
41PostOps then it will result In data loss for such resources.
5 Notification O Tenant Database
6 Summary

The newer tenants added on the host after the backup was created cannot be restored and will be lost after restore operation.

Configure an SMTP Server to send emall notifications for Restore jobs by going to Settings>Global Settings>Notification Server Settings.

3. BEEY MEigEE) -~ WiRMHECHEHNBRERIME -
fEFAHANA global.inifEZ FRRITAR RSB ERRIE « FASTIE A SCERA B B AL E ° SnapCenter
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4.

46

Restore from SnapCenter_hana-1_LocalSnap_Hourly_02-23-2022_14.00.05.4361 X

0 Restare scope Recover database files using

2 Recovery scope @ Recover to most recent state @

O Recover to pointin time €@

3 PreOps O Recover to specified data backup @
O No recovery @
4 PostOps
5 Notification Specify log backup locations @
Add
& Summary T
fbackup/log

Specify backup catalog location @

fbackup/log

Recovery options are applicable to both system database and tenant database.

Configure an SMTP Server to send emall notifications for Restore fobs by going to. Settings>Global Settings>Notification Server Settings.

MAEEMRCERMS



Restore from SnapCenter_hana-1_LocalSnap_Hourly 02-23-2022_14.00.05.4361 X

o HEsiorRS60PE Enter optional commands to run before performing a restore operation @
o Re(cvery scope Pre restore command
4 PostOps

5 Notification

& Summary

Configure an SMTP Server to send emall notifications for Restore jobs by going to Settings>Global Settings>Notification Server Settings.

o BIAFENERRSHS o
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Restore from SnapCenter_hana-1_LocalSnap_Hourly 02-23-2022_14.00.05.4361 X

o Bestore scope Enter optional commands to run after performing a restore operation @

e Recovery scope Post restore command

o PreQps

4 PostOps

5 Notification

£

6 Summary

Configure an SMTP Server to send emall notifications for Restore jobs by going to Settings=Global Settings>Notification Server Settings.

AERREREERIEE « 5% —T TFinish (M) 1 °



Restore from SnapCenter_hana-1_LocalSnap_Hourly 02-23-2022_14.00.05.4361 %

o Restore scope Summary
oR\‘-‘C‘WEW scope Backup Name SnapCenter_hana-1_LocalSnap_Hourly_02-23-2022_14.00.05.4361
Backup date 02/23/2022 2:01:11 PM
© o
Restore scope Complete Resource with Volume Revert
of’cstﬂps Recovery scope Recover to most recent state
Log backup locations /backup/log
oNo'ﬂﬂcatjon
Backup catalog location /backup/log

6 Summary Pre restore command

Post restore command

Send email No

If you want to send notifications for Restore Jobs, an SMTP server must be configured. Continue to the Summary page to save your Information, and
then go to Settings>Global Settings>Notification Server Settings to configure the SMTP server.

PITEREERIEE - SnapCentertb &8 FIZ8EREE R TERI TEsF4AE RS o
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Job Details

Restore 'hana-1\hana\MDC\PFX'

¥ Restore ‘hana-1\hanatMDCWPFX'
v hana-1
v Restore

» Validate Plugin Parameters

» Stopping HANA instance
» Fllesystem Pre Restore

v

L

v

L

v v Pre Restore Application
L

v

v v Restore Filesystem
L

» Filesystem Post Restore

» Recovering system database
» Checking HDB services status
» Recovering tenant database 'PFX'
» Starting HANA instance
» Clear Catalog on Server
» Application Clean-Up

» Data Collection

¢ ¢ £ ¢ £ £ < 4

» Agent Finalize Workflow

© Task Name: Recaver Application Start Time: 02/23/2022 2:07:31 PM End Time:

View Logs

Cancel job

k

4

Close




HIRThREE TR D E F SnapVault

49 .- SnapVault A ETHENES

FEEREERTETD - BFITEONTAP £ —{EAWSH B E &g 5 — {@FSXfor the Sfor the
SfusefE Z A 43K B THANABE RVolume BN EE o

WE SRR " TEEMFESRR) "~ EEBENBIEONTAP Z—ERARIE PR E —{EFSXfor the SP2IEEZ
45 ~ AREBERONTAP BEBANZNERFNEEFSXEE o S - HANAREZHIR & thEE B EREFSXfor
ONTAP the Sfor the Sf— 1EZE R4 o

AWS Availability Zone 1 AWS Availability Zone 2
hana-1 EYHANA SnapCenter
PFX - single host
MDC single tenant -
HANA plug-in
L — ]
SVM: sapcc-hana-svm ~ SVM: sapcc-backup-target-zone5
SnapVault

< Backup
Log % ‘@] - Data II.
Log
Backup

FSxN FSxN

AERED BRARER

B X% E4RRE S ER M BIEFSXfor ONTAP Sof the Sof the Layer E#117 o &5 LUf&EFENetApp Cloud Manager
g{FSXfor ONTAP the Sfor the Command LineZRHITULIEZE o

1. HEFSXfor ONTAP Sffit {ERAMER o FSXfor ONTAP Sfor Sfor Sfor Sfor FeSffile R AU RETTHE R
I AREERILZ EITES
2. HESVM | SVM/BEITHEFRIE « A BEERIL 2 BEITERR

3. 7 H1EVolume o IEBEIESVM EET I E -« HiEE EEA TDP) - 4E#A DP) (EAEER
F&Volume ©

4. #37SnapMirror[RAl - ERAREUEREES [RFE) BRE -

a. #rigiRAZERA o IEFRBE S SnapMirroriZBFR B E R « UBERBILSETHD - CXNETHE
7ESnapCenter NE/R) RBIPEEHERAISnapMirroriZ% ~ SnapCenter UEE S A LEIZHAIEK
J8Volume_EF£37 Snapshotf#{f °

5. #137SnapMirrorBif% o EHEIRELBIZVolume Z IRIE BRI ~ L MINEREA o
6. #1ta1ESnapMirror  EZERENVIIAER  UERTENRFEEZEH ZEB1ZVolume ©

EVolumetE BAHRESERES « & 7BTESnapCenter F5ILERRE EEA TITHAEMNFENES :
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1. B B1ZESVMEESnapCenter ESVM o

. ZSnapCenter Snapshotf& {7 F1SnapVault IEEREER B EHBNINERZRE o

2
3. BRAFIEEHANAE RIRE
4. IRTERIUERFHRBITHED -

WUTEER Bt RS E DT 5 -

7EFSX_EEXEONTAP FEH IR StxfoniE R R RVIE B RAE
N SnapMirrorAREIEIERFAHE S ~ 552 I%EONTAP 8 (RERSnapMirror4B

#l) "SnapMirrorff 8 T{ERE (netapp.com) "

* BRIFJEFSX: ONTAP TFsxld00fa9e3c784b6abbb

* KIESVM : TAPCA-HA-SVM]

* BIZEFSxAIRONTAP ZIEERI A4 - TFsxId05f7f00af49dc7a3e ]

* B4&SVM : TAPCPCCHH-Bi&-&EiE5)

HEFSXfor ONTAP Sfit 1§ ARMER

REEIARE

FsxId00fa9%9e3c784boabbb: :> network interface show -role intercluster

Logical Status Network
Is
Vserver Interface Admin/Oper Address/Mask
Home

Current

Port

FsxId00fa%e3c784b6abbb

inter 1 up/up

FsxId00fa%e3c784b6abbb-01

true

inter 2 up/up

FsxId00fa%e3c784b6cabbb-02

true
2 entries were displayed.
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10.1.1.57/24

10.1.2.7/24

ele
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FsxId05f7f00af49dc7a3e: :> network interface show

Logical Status Network
Is
Vserver Interface Admin/Oper Address/Mask
Home

-role intercluster

Current

Node

Current

Port

FsxId05f7f00af49dc7a3e
inter 1 up/up 10.1.2.144/24
FsxId05£f7f00af49dc7a3e-01

true
inter 2 up/up 10.1.2.69/24
FsxId05f7f00af49dc7a3e-02

true

2 entries were displayed.

ele

ele

FsxId05f7f00af49dc7a3e::> cluster peer create -address-family ipv4 -peer

-addrs 10.1.1.57, 10.1.2.7

Notice: Use a generated passphrase or choose a passphrase of 8 or more

characters. To ensure the authenticity of the peering relationship,

phrase or sequence of characters that would be hard to guess.

Enter the passphrase:
Confirm the passphrase:

use a

Notice: Now use the same passphrase in the "cluster peer create" command

in the other cluster.

() remmEm REnmEEQESEP -
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FsxId00fa9e3c784b6abbb::> cluster peer create -address-family ipv4 -peer

-addrs 10.1.2.144, 10.1.2.69

Notice: Use a generated passphrase or choose a passphrase of 8 or more

characters. To ensure the authenticity of the peering relationship, use a
phrase or sequence of characters that would be hard to guess.

Enter the passphrase:

Confirm the passphrase:

FsxId00fa%9e3c784bbabbb: :>

FsxId00fa9%e3c784b6abbb::> cluster peer show

Peer Cluster Name Cluster Serial Number Availability
Authentication

FsxId05f7f00af49dc7a3e 1-80-000011 Available ok
£SVM

FsxId05f7£00af49dc7a3e: :> vserver peer create -vserver sapcc-backup-
target-zoneb5 -peer-vserver sapcc-hana-svm -peer-cluster
FsxId00fa9e3c784bbabbb -applications snapmirror

Info: [Job 41] 'vserver peer create' job queued

FsxId00fa9%e3c784b6abbb: :> vserver peer accept -vserver sapcc-hana-svm
—-peer-vserver sapcc-backup-target-zoneb
Info: [Job 960] 'vserver peer accept' job queued

FsxId05f7£00af49dc7a3e: :> vserver peer show

Peer Peer Peering
Remote
Vserver Vserver State Peer Cluster Applications
Vserver

sapcc-backup-target-zoneb
peer-source-cluster
peered FsxId00fa9e3c784b6abbb
snapmirror
sapcc-hana-svm



#37 H1ZVolume

T ZRfER TDP) BRI BIRHMIRE « RERTAERBER

FsxId05f7£00af49dc7a3e: :> volume create -vserver sapcc-backup-target-zoneb
-volume PFX data mnt00001 -aggregate aggrl -size 100GB -state online
-policy default -type DP -autosize-mode grow shrink -snapshot-policy none
-foreground true -tiering-policy all -anti-ransomware-state disabled

[Job 42] Job succeeded: Successful

#17SnapMirror/Rl

SnapMirror[RBIFNFTIZRATE & T REF SnapMirrortE# ~ LUH IR BSnapshot © 1B EZSnapCenter T
¥y RRIE ~ S BERERNEE o

FsxId05f7f00af49dc7a3e: :> snapmirror policy create -policy snapcenter-
policy -tries 8 -transfer-priority normal -ignore-atime false -restart
always —-type vault -vserver sapcc-backup-target-zoneb

FsxId05f7f00af49dc7a3e: :> snapmirror policy add-rule -vserver sapcc-
backup-target-zone5 -policy snapcenter-policy -snapmirror-label
snapcenter -keep 14

FsxId00fa%e3c784bbabbb: :> snapmirror policy showVserver Policy
Policy Number Transfer
Name Name Type Of Rules Tries Priority Comment

FsxId00fa%9e3c784b6abbb

snapcenter-policy vault 1 8 normal -
SnapMirror Label: snapcenter Keep: 14
Total Keep: 14

##37SnapMirrorf{%

REEERRREBRVolume Z BRIRAA « LURXDPEEZ AT FISTATEILAIRE
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FsxId05f7f00af49dc7a3e::> snapmirror create -source-path sapcc-hana-
svm:PFX data mnt00001 -destination-path sapcc-backup-target-
zoneb5:PFX data mnt00001 -vserver sapcc-backup-target-zoneb -throttle
unlimited -identity-preserve false -type XDP -policy snapcenter-policy
Operation succeeded: snapmirror create for the relationship with
destination "sapcc-backup-target-zoneb5:PFX data mnt00001".

#ta1ESnapMirror

ERLLA L EREBVRER - ERSABEMMEKFHIRE B EHEEREKRENA -

FsxId05f7f00af49dc7a3e: :> snapmirror initialize -destination-path sapcc-
backup-target-zone5:PFX data mnt00001 -source-path sapcc-hana-
svm:PFX data mnt00001

Operation is queued: snapmirror initialize of destination "sapcc-backup-
target-zone5:PFX data mnt00001".

fEB]MAEA Tnapmirror show < RIGEEZAREE o

FsxId05£f7£00af49dc7a3e: :> snapmirror show

Progress

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

sapcc-hana-svm:PFX data mnt00001
XDP sapcc-backup-target-zone5:PFX data mnt00001
Uninitialized
Transferring 1009MB true
02/24 12:34:28
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FsxId05f7£00af49dc7a3e: :> snapmirror show

Progress

Source Destination Mirror Relationship Total
Last

Path Type Path State Status Progress
Updated

sapcc-hana-svm:PFX data mnt00001
XDP sapcc-backup-target-zone5:PFX data mnt00001
Snapmirrored
Idle -

B SVMETIZSnapCenter &
EEBEIPSVMETESnapCenter ZSVM ~ :H{KEB 7S ERIR(E

1. 28ESVM * SnapVault EE{IFSVM SnapCenter FRISVMBEIER o

I NetApp SnapCenter®
ONTAP Storage

Add Storage System

Add Storage System @

Storage Syster

ONTAP Storage Connections

Healthy

true

& = @ Lsadmn SnapCenterAdmin ¥ Sign Out

X

2. £ TMore Options (FZEEIE) | RET -~ ZEE TAll Flash FAS | fEAT A& ~ ABER Secondary (RE

) 1 e
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More Options X

Platform | All Flash FAS - Secondary @
Protocol | HTTPS -

Port | 443

Timeout 60 seconds (1 )

() preferred IP (5 ]

Save Cancel

SVMIREHEH SnapCenter LUHi5EEE o

I NetApp SnapCenter® 2 scadmin  SnapCenterAdmin Sign Out
\ ONTAP Storage

. +

T e -l  ONTAP SVMs ~ [ search by Name "

@  Resources ONTAP Storage Connections

e Monitor [} Name ©® P Cluster Name User Name Platform Controller License
O sapcc-backup-target-zone5 10.1.2.31 vsadmin AFF Not applicable

.’ﬁfl' Reports - R p-targ: PP
O sapcc-hana-svm 198.19.255.9 vsadmin AFF v

& Hosts

:-I Storage Systems

= Settings

A Alerts

jZ37SnapCenter I IEE E NI EFINHE
G BREHNERSRA ~ tTFFR -
1. IR HERALHE o

M NetApp SnapCenter®
Global Settings ~_ Polices  UsersandAccess  Roles

SAP HANA

9
e

o Name 12 BackupType Schedule Type Replication

BlockintegrityCheck ile Based Backup Weekly
Reports

2

LocalSnap Data Backup Hourly
Hosts.

Storage Systems

Y
£
b

2. $EEYSnapshotE (R HIFHEIRE - BREERNEMNESR °
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New SAP HANA Backup Policy x

m Provide a policy name

2 Settings Policy name LocalSnapAndSnapVault (1]

Details Replication to backup volume
3 Retention | P P

4 Replication

L

Summary

3. 3EEYSnapshotE P HIREE o

New SAP HANA Backup Policy =
o Name Select backup settings
Backup Type ® Snapshot Based O File-Based @
3 Retention

Schedule Frequency
4 Replicatien Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to
stagger your start times.

5 Summary O On demand

O Hourly

® Daily

O Weekly

O Monthly

E T HFERESHHAITSnapshot D BIR B o fLaiBERNMNZERMNadd rulefi < ~ 7EERBIZEH
BEREHEDHIFRYE o SnapVault ONTAP:E 2R T7EFSx LR EONTAP BARAN A ZIEMNIERZRAKIIESRA
%1 (xref) o

New SAP HANA Backup Policy x
o faie Retention settings
o Satlils Dally retention settings
@® Total Snapshot copies to keep 3 H [i ]
O Keep Snapshot coples for 14 days

4 Replication

5 Summary

4. 3%#HY E#rSnapVault | THEEEE - WIRMHBTIEE -

IERBHAFTSONTAP TADDRRR) an<FriRftaySnapMirrortRE « I RELRIEAR ©
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New SAP HANA Backup Policy

o Name Select secondary replication options €
o Settings [ Update SnapMirror after creating a local Snapshot copy.
o Retention Update SnapVauit after creating a local Snapshot copy.
Secondary policy label Custom Label -~ 0
4 Replication
snapcenter|
5 Summar
x Error retry count 3 i ]

New SAP HANA Backup Policy

0 NETE Summary

o Settings Policy name LocalSnay

© retention

Details Replication to backup velume

Backup Type Snapshot Based Backup
o Replication Schedule Type Dz
Daily backup retention Total backup coples to retain: 3
5 Summary
Replication SniapVault enabled , Secondary policy label: Cus 2|
count: 3

IR7ESnapCenter B EFAIIHAEEFRA o

M NetApp SnapCenter® ©- 1 scadmin
GlobalSettings ~ Polides  UsersandAccess  Roles  Credential  Software
SAP HANA
Dashboard
>
+ s
©  Resources
Name S BackupType Schedule Replication
£ Monitor I P Type ule Type =
BlockintegrityCheck File Based Backup Weekly
@ Reports
il Repo
Localsnap Data Backup Hourly
Hosts LocalSnapAndsnapVault Data Backup Dally SnapVault

8 Storage Systems.

= Settings

WG R EEIRRE
TR BERHTRBFTE EHANAE RIREEAHRE « (NTFEFAT ©

2 scadmin

M NetApp SnapCenter®

SAP HANA - PFX Topology X | Multitenant Database Container - Protect

Iziw System

Manage Copies

PRX Primary Backup(s) o ° e A =

search Resource  Application Settings Policies Notifcation Summary

Backup Name
Select one or more policies and configure schedules
SnapCenter_hana-1_Localsnap_Hourly_02-

24-2022_14.00.03.6698 LocalSnap, BlockintegrityCheck ~ + 0

SnapCenter_hana-1_LocalSnap_Hourly_02- v Localsnap
24-2022.08.00.02.2808

v BlockintegrityCheck s
SnapCenter_hana-1_LocalSnap_Hourly_02- LocalsnapAndsnapVault
Al020i02 Sope e 15chedules Configure Schedules
Soap Qe bl LS o 02 BlockintegrityCheck Weekly: Run on days: Sunday e || =
B-2022,.20.00.02.3280 Localsnap Hourly: Repeat every 6 hours e || =
SnapCenter_hana-1_Localsnap_Hourly_02
23-2022.14.00.05.4361
SnapCenter_hana-1_Localsnap_Hourly_02- Total 2

22-2022_20.00.01.4482

SnapCenter_hana-1_Localsnap_Hourly_02-
22-2022.14.00.02.8713
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=nter , Error retry

SnapCenterAdmin

SnapCenterAdmin

#ign Out

#sign out



HPINREER TSR

I NetApp SnapCenter® ~  %scadmin  SnapCenterAdmin [ Sign Out

SAP HANA PFX Topology Multitenant Database Container - Protect X

Manage Copies

PFX Primary Backup(s) o e e 4 J

search Resource  Application Settings Policies Notification Summary

Backup Name

Select one or more policies and configure schedules
SnapCenter_hana-1 LocalSnap_Hourly 02

24-2022_14.00.03.6698 LocalSnap, BlockintegrityCheck, LocalSnapAt ~ + O

SnapCenter_hana-1_LocalSnap_Hourly_02-

4
2-2022.0800022508 Configure schedules for selected policies

SnapCenter_hana-1_LocalSnap_Hourly_02-

24-2022.02.0002.1758 tell K| Amiwascweries Sorfigues scheshins
e PR BlockintegrityCheck Weekly: Run on days: Sunday e | x
23-2022_20.00.02.3280 LocalSnap Hourly: Repeat every 6 hours 4 x
SnapCenter_hana-1_LocalSnap_Hourly 02- LocalSnapAndsnapVault Dally: Repezt every 1 days s x
23-2022_14.00.05.4361

SnapCenter_hana-1_LocalSnap_Hourly 02- Total 3

22-2022.20.00.01.4482

SnapCenter_hana-1_LocalSnap_Hourly_02-
22:2022.14.00.02.8713

ERESZILER
IRV IL 5 TV B A SnapshotiE Zs 48R
LERUERRHED FENESHENERNRR - ARZ—THD -

Backup A

Create a backup for the selected resource

Resource Mame PEX

Policy LocalSnapAndSnapVault ~| @

£ TH#5scEk) PSnapCenter ~ {RIMEBE] IREEH) PR - EGR@ESnapVault 'EHf) 1B - BRIEE
BRRHEENEIREE A B IZHRE -
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Job Details x

Backup of Resource Group 'hana-1_hana_MDC_PFX' with policy 'LocalSnapAndSnapVault'
% ¥ Hackup or Hesource Lroup nand-1_Nana_MLUL_FPEL WITN policy ‘LoCalbnapAnd-napyvault

v ¥ hana-1

4

¥ Backup

* Validate Dataset Parameters

* Validate Plugin Parameters

» Complete Application Discovery

» Initialize Filesystem Plugin

» Discover Filesystern Resources

» Validate Retention Settings

* Quiesce Application

* Quiesce Filesystem

» Create Snapshot

* UnQuiesce Filesystem

* UnQulesce Application

b Get Snapshot Detalls

» Get Filesystemn Meta Data

* Finalize Filesystern Plugin

» Collect Autosupport data
Secondary Update

» Register Backup and Apply Retention

k Register Snapshot attributes

* Application Clean-Up

» Data Collection

» Agent Finalize Workflow

T 4 L L% T B Y § % 14 % S /% L% OLALNs

¥ (Job 49 ) SnapVault update

© Task Name: Secondary Update Start Time: 02/24/2022 3:14:37 PM End Time: 02/24/2022 3:14:46 PM =
| View Logs | Cancel ok | Close

FEFSXfor ONTAP Sfor SR2IEZ &4k « G{EASnapCenter SnapMirroriZ%; ISfor the Sf2) EI KRR E £
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BYSnapshot ~ IEAZE ESnapCenter 1R1E (ZEER) RAIFREN IZEER) o

FsxId00fa9%e3c784b6abbb: :> snapshot show -vserver sapcc-hana-svm -volume
PFX data mnt00001 -fields snapmirror-label

vserver volume snapshot

snapmirror-label

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 03-31-
2022 13.10.26.5482 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 03-31-
2022 14.00.05.2023 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 04-05-
2022 08.00.06.3380 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 04-05-
2022 14.00.01.6482 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 04-14-
2022 20.00.05.0316 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 04-28-
2022 08.00.06.3629 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-1 LocalSnap Hourly 04-28-
2022 14.00.01.7275 -

sapcc-hana-svm PFX data mnt00001 SnapCenter hana-

1 LocalSnapAndSnapVault Daily 04-28-2022 16.21.41.5853

snapcenter

8 entries were displayed.

EEEHREE L ~ FEIABEREASnapshotiEZs o

FsxId05f7£00af49dc7a3e: :> snapshot show -vserver sapcc-backup-target-zoneb
-volume PFX data mnt00001 -fields snapmirror-label

vserver volume snapshot

snapmirror-label

sapcc-backup-target-zone5 PFX data mnt00001 SnapCenter hana-
1 LocalSnapAndSnapVault Daily 04-28-2022 16.21.41.5853 snapcenter
FsxId05f7f00af49dc7a3e: :>

#BYSnapshotfE (At EHIEHANAGE R B o
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Backup Catalog
Database: |SYSTEMDB X

[ Show Log Backups [] Show Delta Backups

Status  Started Duration Size Backup Type
= Apr 28, 2022, 4:22:06 PM 00h 00m 15s 5.50 GB Data Backup Snapshot

Destination Ty..

Apr 28, 2022, 2:00:26 PM 00h 00m 15s 5.50 GB Data Backup Snapshot

Apr 28, 2022, 8:00:35 AM 00h 00m 15s 5.50 GB Data Backup Snapshot
= Apr 15, 2022, 5:00:44 PM 00h 06m 59s 5.50 GB Data Backup Snapshot
= Apr 14, 2022, 8:00:32 PM 00h 00m 16s 5.50 GB Data Backup Snapshot
Apr 5, 2022, 00h 00m 15s 5.50 GB Data Backup Snapshot
] Apr 5, 2022, 8: 00h 00m 15s 550 GB Data Backup Snapshot
= Mar 31, 2022, 2:00:29 PM 00h 00m 15s 5.50 GB Data Backup Snapshot
= Mar 31, 2022, 1:10:57 PM 00h 00m 165 5.50 GB Data Backup Snapshot
Feb 22, 2022, 12:55:21 PM 00h 00m 21s 3.56 GB Data Backup File

Backup Details

ID:

Status:

Backup Type:
Destination Type:
Started:

Finished:
Duration:

Size:
Throughput:
System ID:

Comment:

Additional Information:

1651162926424

Successful

Data Backup

Snapshot

Apr 28, 2022, 4:22:06 PM (UTC)
Apr 28, 2022, 4:22:21 PM (UTC)
00h 00m 155

5.50 GB

na.

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_04-28-2022_16.21.41.5853

<ok>

Location: /hana/data/PFX/mnt00001/
Host : Service Size Name Source Type EBID
hana-1 nameserver 5.50 GB hdb00001 volume SnapCent...

EiE[REFSnapCenter ~ BRI LAE— T RERRTRRVaultiEZs ~ LT HESBIERD ©

N NetApp SnapCenter®

saenana PRX Topology

Search databases

@~ fscadmin  SnapCenterAdmin @ Sign Out
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Manage Copies

- | 8Backups
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Vault copies
Secondary Vault Backupl(s)
search v

Backup Name

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_04-28-2022_16.21.41.5853
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Summary Card
10 Backups
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0 Clones

Count  IF End Date

1 04/28/2022 4:22:40 PM 19
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M NetApp SnapCenter®
SAP HANA - PFX Topology

Search databases

@~ Lscadmin  SnapCenterAdmin @ Sign Out

o © [>)

RemovePrascton  Back upNw Modity Producton Configure Daabase

i
c System Manage Copies

PRX
8 Backups
-
= ocones

Local coples

Vault copies
Secondary Vault Backup(s)

search | v

Backup Name

SnapCenter_hana-1_LocalSnapAndSnapVault_Dally_04-28:2022_16.21.41.5853
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Summary Card
10 Backups
9 Snapiot s backups
1 File Based backup

0 Clones

Restore

Count  IF End Date
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Restore from SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_04-28-2022_16.21.41.5853 X

2 Recovery scope ® Complete Resource @

O Tenant Database
3 PreOps
Choose archive location
4 PostOps

SepeEhana-auTL PR data TtaBaat sapcc-backup-target-zone5:PFX_data_mnt00 ~

5 Notification

6 Summary

The newer tenants added on the host after the backup was created cannot be restored and will be lost after restore operation.

Configure an SMTP Server to send email notifications for Restore jobs by going to Settings>Global Settings=Notification Server Settings.
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* FSX for NetApp ONTAP f#R75 & E5R—ft/EEAmazon FSX for NetApp ONTAP IE ?

https://docs.aws.amazon.com/fsx/latest/ ONTAPGuide/what-is-fsx-ontap.html

* YR EREESnapCenter
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

"https://www.netapp.com/us/documentation/snapcenter-software.aspx"

* B HESnapCenter
"https://docs.netapp.com/us-en/snapcenter/index.html"

* TR-4667 : Fl/F3SnapCenter T3IINSE BENESAP HANARRIESEERIFRE
https://www.netapp.com/pdf.html?item=/media/17111-tr4667 .pdf

* TR-4719 : SAP HANAZR#R#ER . SnapCenter ¥ BIHAEEI TN BHINIE

"https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-sr-scs-sap-hana-system-replication-
overview.htm!"
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https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-sr-scs-sap-hana-system-replication-overview.html
https://docs.netapp.com/us-en/netapp-solutions-sap/backup/saphana-sr-scs-sap-hana-system-replication-overview.html
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