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® Total Snapshot copies to keep 7
7 Sumrnary -
(O Keep Snapshot copies for 14 days
ANl e e esEe
RERS




1

New SQL Server Backup Policy

o e Select secondary replication options @
o Backup Type [0 update SnapMirror after creating a local Snapshot copy.
o Retenkion [C) Update SnapVault after creating a local Snapshot copy.
Secondary policy label
4 Replication
Error retry count [ E 1 Li]
5 Script

& \Verification

7 Summary

Previous

5

- REIELHBAENTHD ZANIT - BB T—% * o
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New SQL Server Backup Policy

© e

© saciup 1ype
e Retention
o Replication

6 'Verification

7 Summary

Specify optional scripts to run before performing a backup job

Prescript full path

Prescript

Choose optional arguments...
arguments

Specify optional scripts to run after performing a backup job

Postscript full path l

Postscript
arguments

Script timeout 60 Secs

Choose optional arguments...

1. WS TIIEMPHERERE

28
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New SQL Server Backup Policy X

{1 TR Select the options to run backup verification

° Backup Type Run verifications for the following backup schedules

Seiect how often you want the schedules to occur in the policy. The specific venfication times are set at backup job creation
o Retention enabling you to stagger your verification start times.

(] Hourly

Database consistency checks options

Limit the integrty structure to physical structure of the database (PHYSICAL_ONLY)

Verfication

Suppress all information message (NO_INFOMSGS)
7 Summary (] Display all reported error messages per object (ALL_ERRORMSGS)

] Do not check non-clustered indexes |NOINDEX)

] Limit the checks and obtain the locks instead of using an internal database Snapshot copy (TABLOCK)

O

Verification script settings @

Scnpt timecunt 80 80

Prescript full path <SCRIPTS_PATH>

Prescript i
Chooss o plrOnal arEUments
SFEUMENLTS

Postscript full path <SCRIPTS_PATH>

Postscript

Choose opUonal Arguments...
Rrgl.r‘.'.-,lnts

F'EH'IQ'JS

2. £ HE - BEL  BREM - REHR—T "l °
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New SQL Server Backup Policy A
oh"‘"“ Summary

°B¢1fkuﬂ Type Policy name LLBACKLF LA RAE
Details

e Retention

Backup type

° Repication Availability group settings
Schedule Typs

0
UTM retention

o ventfication Hourly Full backup retention
Replication

7 Summary

Sdn','_ul_i prescript sett "Si
Backup postscrpt settings ndefin @ O

verification for backup schedube type

Verification prescript tettings

Verfication postscnpt sett ngs

R R IREZE SQL Server Eil[E
1 #8—T (*+*) FRUGREMBBEAFEIEAR

2.

Ks

il

B ©
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Add schedules for policy FULLBACKUP_CHAMPIONSHIPDB  *

Hourly
Start date 11/11/2022 05:30 pm =

S— 2 .‘ . L s

_] Expires on 12/11/2022 05:27 pm =
Repeat every g ¢ | hours| o mins

i The schedules are triggered ®he Sn@Cenler Server time
zone.

X

Cance
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O. IR FRERHERNE o« #H—TF T2

Confirmation X

The policy selected for the on-demand backup is
associated with a backup schedule and the on-
demand backups will be retained based on the
retention settings specified for the schedule type.
Do you want to continue ?

N -

BEZENERNDIF
FEAAIEESF ~ B B EREG IE  ARE—T * FEEN * LURHRITIREE -
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New SQL Server Backup Policy

o Name

2 Backup Type

3

Retention

Replication

Script

Verification

summary

Select SQL server backup options

Choose backup type

(O Full backup and log backup
() Full backup
® Log backup

[C] Copy only backup [i]

Maximum databases backed up per Snapshot copy:

100

L]

Availability Group Settings v

Schedule frequency

Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling you to

stagger your start times.
(2) On demand

@ Hourly

O Daily

() Weekly

O Monthly

= -

0. RECEBNRERE - EE*T—H* o
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New SQL Server Backup Policy x

° Name

o Backup Type

4 Replication

5 Script

6 Verification

7 Summary

Log backup retention settings

Up-to-the-minute (UTM) retention settings retains log backups created as part of full backup and full and log backup operations.
UTM retention settings also decides for how many full backups the log backups are to be retained. For example, if UTM retention
settings is configured to retain log backups of the last 5 full backups, then the log backups of the last 5 full backups are retained and
the rest are deleted.

L
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MNew SQL Server Backup Policy

Select secondary repbcation optians. @

. GER) EHITHEMITEZA - EREERITHEMIESHE o

10 | Wit mapvTm.chemain oo LAk,

12.

(ER) RERNERE -

MNew SQL Server Backup Policy
' e Syeecifly Gptonal sRipts 1o run belore performming 4 badkup job O
[ ; JEE wiort bl SRS FaTY

gt
[ 1 T
[ [r——

Specity optional scripts to run after performing a backup job 0
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New SQL Server Backup Policy

.'”" Select the aptions to run hackip verficstion

© s
© rwien
O foimn
O

13. £ * Summary (%) *HmEL > BE *Finish (5E) * °

“ C A Motmiies | b imapem demcaz com 1kt SO ceet Protectindi iResorce Ty

New 50U Server Backup Policy
0 Sy

[ Y

B E RFEZE MSSQL Server EilE
1. B—THEBINR S B R R o
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°

& g more polices and configure schedule
A + B
B .
Configure schodules for selected policies
= Peicy I Apphed Schedues Conifgurs Kchatules
A FLALIACHLIR CHAMIMON DS Vecunly: Repeat svery & hours s | u
OOAACKLIR C AR tanne =z
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Add schedules for policy LOGBACKUP_CHAMPIONSHIPDE

Hourly

i e FEF ek o g B e A o =
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Backup

Creat 4 Backup for T SH1ECIE FesOuIe
EGCHAMPONS

FLBACKR CHEMPIDNIN = 0
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Restore

T ciniur 3 SAFTP Sarvar 13 sand e et stions for Retars joon g0 10 Sailles -Gl Setting Hhah
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Restore

[ re— Pree nestore optians

Specify optional scripts to run before performing a restore job @

SUCMIPTE_PATHE

To Caniyrume o= SMTP Serser o e e foihicanoms Jor Keaiory jobse, 1393 Setile - frzeel B4

 BRERE: -
9. BUBEE - THR(F « EEABREMTR o BB T8 o

T Sessonss x T o= g N

& © A Notimers | b imapem Semaat cnm 8 1AL sy S0 Pt Prissctinies s Trpe i Sareweimian s < Hou 2w O &

Restore

[ B Pott restone optiora
oomye e
[ I

Specify optional scripts to run after perfonming a restore job @)

“®
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ERIN -~ UBEEFERRMFEIEGIETIRIE
FoIR G
SERRASX PSR A ~ BN BEETYIREH

* AWSHRE

* BENIAMAE « LECBEC2FFSXfor ONTAP ESIF

* EC2_EAIWindows Active Directory48i;

* FRESQL ServerEiEh A JBRESD L 3BT

* FEEDNSHRMTIES ~ THATER LU - WIRRE ~ AFERAEMERIEE -
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

* SQL ServerZ =g —HG N4

tESh ~ FE2RERAISQAL ServeriRIEHINetAppRIEBFHMUE  UREREENHFAERE -
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EC2_LSQL ServeriZiZEMRIEEFF4ARE

B TFSX ONTAP If5E « IRIEfEFRERRMENTIIF - MERILUZEBEMERRFRNT - SHEHEN

RFAREZETHERARMERES - BHNTFESQLIFEH ANt EFHEENEER

F o FSX ONTAP XEARHETE R BB EAHITSQL ServerBIEC2HITEREFT 5t ~ HiBBEFEFZMLE
ERZATNERLEES - HEFEZREHEEENTAMBEDELEEEVolumeZKLUN ~ MIFFASECEZE
B o AARZHAALES « EMIPREIREHLUNFRER (BRWIEMSnapshotEARE) B« hERHAIA
ZEf o TREHBIREDEFFRENVERRE °

VolumefRsE ® (FAR=RE)
LUNTREE 2R

DEFRE 0% (FERRTE)
Snap_Reserve 0%

EEG]ES Volume / OLDEST _First
BERERIE FRK

Fest A BEHET

Volume% BRI {258 Snapshot
Snapshot/R 8l "

fEFILARRERE ~ HIBRE AR/ N A BERINIERRRT PI AN ERHTAE - MRLUNSSnapshottE AFidR
MZERARERERNAIAZER « MHEREEEEIER - (LAESERAMNES TR - BENIETRINER
:EFSXSIAONTAP H B &gt & X/ MEMELTRRENRAK) - BZRMEERFL AR FIAZER
A RESRMIR R B B R - Rt - MABEEERINER - CRZEEANSERARPOTAZER « LR
FEEMERRL -

IHESN ~ FERRE "= DEC" LUN ERVEEIRRR AR « LUETEONTAP kB EMAE « BHRE FRILUNER
EIER R - FSXIIREE@AEC2EH o IE5h « EONTAP EC2EH ERISQL ServerflFRE IR « HL2EIE
A]sEFSX for S2EENEULZER] ° ERECEREIATERDEMA

BRI E R TTZRR(REILUN ~ RILUNSOIE (75 2 Ba3E R PR IR BBLUNARIR o 32
() EERARRBNMEEIATHTHRALUN ; MEERS IEERARHREMN AL

HEiRGE o

fERILEAERSET ~ FSX- ONTAP st @ EE S B E A LERBHIRE A/ « UEEEKREEEHIFLUNE
RAMTHERZMA -

@ NetAppiZiZitHSQLEMRS TIFRHERBINERRR - MRIEXZRFRNZERARR
i FREEZRAFTNEZRARANHIREENEZRHERE « URFREIEETEFATAZEAE -

() EBmREERERRAR T FlexCloneRiHEAISnapshoti ¢

HREBRARAEREN (FIW0SQL Server) ~ EMERRAENEHERE « hEERT « A
@ EEETERERBECRRTRRE - EERERT « RFEEERHFERED  IFEE
RHBEERAE MRA) -
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https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/What_does_the_LUN_option_space_alloc_do%3F
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* RIEBHUME "
1. BEEESRERTVE  ARERRARSERER BN EREREM1.35F -

ERRBHEKER « W RETEENERE « Y LAMNITEFSE  LIBRERAEINEH

E?‘Z\‘“*Cloudwatchﬂ],ﬁ\%ﬁ*?"“lﬂﬁz/‘r UBERFREERE - Bie ASR EsRREME®T &R

.oo!v

L ESQL ServerfV# 7S ~ W EPESnapCenter ARED « BIR RERIEEMINEE
EHEL(SnapCenter STIEINAEHITSQL ServerfEE ~ (EAZBHASQL ServerfZILFEFREFILUN o
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ZSQL ServerZiriEiE&EHLUN

EEASQL ServerfE X HEFEEFILUN ~ 5552 YL EE ¢

1. BAEXAmazon FSXEIZEA « #8it% https://console.aws.amazon.com/fsx/

2. (EFONTAP TEEII757E1 TH THRZERRI) 3EIE ~ ANetAppHISHXXIER R ILAmazon FSX 58]
BT E&EFSxadminflvsadminsBsE &Kl o

Creation method

R

Quick create © standard create
Use recommended best-practice configurations. You set all of the configuration options, including
Most configuration options can be changed after specifying performance, networking, security,
the file system is created. backups, and maintenance.

1. $57EfsxadminBYZREE o

File system administrative password
Password for this file system's “fsxadmin® user, which you can use to access the ONTAP CLl or REST APL

Don't specify a password
© Specify a password

Password

Confirm password

1. I§FESVMBEYZRES o

SVM administrative password
Password for this SVM's "vsadmin” user, which you can use to access the ONTAP CLI or REST APL

Don't specity a password

© Specify a password
Password

Confirm password

1. {KEBAFRIRYS EEER T Volume "TEFSX_EE 7 NetApp ONTAP B9Volume" ©
o BRRIEEFHMOL *
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-volumes.html

* (ZHE#FESnapshotiE B2 R B RA - M2EHANetApp SnapCenter 2R 75 Z A& 17HESQL
Server&fI AL #RE IR & RISnapshotiE 2k o

* ARG ERREEAILUN ERERE « LUER R BEMeVERINAE ©

* BERAEERE (mdf) RERARNEEE L - BATTPIEEISEREATEEH - BIIXS
BB PEIERBERNEREED o AL ~ B ZEkE (1df) MIERERHEZR 2 R
RE&E L« UEASERIEEEIIEIINEGDHHE - EB9MRA TR IRERERES AI/OH
BEHEZRAMEER I/OFREE - KIZIEFSQL ServerfHE o

* Tempdbs@Microsoft SQL ServerFRMMAET R T FENAMRERE « FRIEBARIOZE
HIDBCC CECKDB{EZ ° At ~ AL E R ERER B E L o EHEREE —IEHER K
BIRIR S ~ AU Tempdb B & AR DIVHIREE « MELBFMARE 2% - BHEHEFEEEM
ARG ERERRNEREES - BN EXREHEE Microsoft SQL ServerBF&iE EFEIL ML E R
[E ~ FEttTempdb Y& KHRE N IEZBLIER ©

2. {FFT5ISSHAF < B IMRE :

vol create -vserver svm00l -volume vol awssglprod0Ol data -aggregate
aggrl -size 800GB -state online -tiering-policy snapshot-only -percent
-snapshot-space 0 -autosize-mode grow -snapshot-policy none -security
-style ntfs

volume modify -vserver svm00l -volume vol awssglprodOl data -fractional
-reserve 0

volume modify -vserver svm00l -volume vol awssglprod0l data -space-mgmt
-try-first vol grow

volume snapshot autodelete modify -vserver svm00l -volume

vol awssglprod0l data -delete-order oldest first

1. #EWindowsfrAlAR2$FFE B = HIERR « LIPowerShellEX&1iSCSIARFS ©

Start-service -Name msiscsi

Set-Service -Name msiscsi -StartupType Automatic

1. FEWindowsfrRiR2s P iR = BIHERR « LUPowerShellZE#E 2 HEERIKIO o

Install-WindowsFeature -name Multipath-IO -Restart

1. FEWindowsfRRZ: R E B S RIHEIR « S EBPowerShellf9WindowsEX B33 %18 o

Get-InitiatorPort | select NodeAddress
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PS C:\Users\administrator.CONTOSO> Get-InitiatorPort | select NodeAddress
[

ign.1991-05.com.microsoft:ws2019-sqll.contoso.net

1. ERRRERERFERESE (SYM) ~ ABEIZiGroup

igroup create -igroup igrp ws2019sgll -protocol iscsi -ostype windows
—initiator ign.1991-05.com.microsoft:ws2019-sgll.contoso.net

1. EAT5ISSHASEIILUN :

lun create -path /vol/vol awssqglprod0l data/lun awssglprod0l data -size
700GB -ostype windows 2008 -space-allocation enabled lun create -path
/vol/vol awssglprod0Ol log/lun awssqglprodOl log -size 100GB -ostype
windows 2008 -space-allocation enabled

1. BEEFI/OBEXRFZDITEE— - AFEHAwindows 2008MAIEZAILUNEER! o (520 "5iRiEE"
LESEZE ©

2. A THISSHEr S #igroup ¥t FEE IEMIZRIZAILUN o

lun show

lun map -path /vol/vol awssqglprod0l data/lun awssglprod0Ol data -igroup
igrp awssglprodOllun map -path

/vol/vol awssglprod0Ol log/lun awssqglprodOl log -igroup

igrp awssqglprodOl


https://docs.netapp.com/us-en/ontap/san-admin/io-misalignments-properly-aligned-luns-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/io-misalignments-properly-aligned-luns-concept.html
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https://docs.netapp.com/us-en/ontap/san-admin/io-misalignments-properly-aligned-luns-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/io-misalignments-properly-aligned-luns-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/io-misalignments-properly-aligned-luns-concept.html

1. BRERWindows B a2 SE AV FRERE
BWindows A% & Z fRAR28ATigroup ©

2. {EFISCSIEZRWindows ServeriE42ZESVM o ILAWS A AL S B 2Pt o

svmsql (svm-09e98ab33a31b724a)

Summary

SVM ID

svm-09e98ab33a31b724a

SVM name

svmsgl

uuID

ea00ea2d-1b1d-17ec-9de1-6f3cef731025

09e98ab33a31h724a

Endpoints

Management DNS name

svm-09e98ab33a31b724a fs-0ab4b447ebd6082aa fsx.us-west-2 amazonaws.com

sV

SCSI DNS name

iscsi.svm-09e9Bab33a31b724a.fs-0ab4b447ebd6082aa fsx.us-west-2. amazonaws.com

1.1t TMARR=SEIES) M TTHR) IhEERP « EEUSCSIEENES - BEUREZRS

09e98ab33a31b724a.fs-0ab4b447ebd6082aa.fsx.us-west-2.amazonaws.com

N

HHITSSHER L ~ REEMLUNSEEZEBIRFIES

Creation time

2021-09-21T13:18:34-07:00

Lifecycle state

@ Created

Subtype

DEFAULT

west-2:139763910815:storage-virtual-machine/fs-0ab4b447ebd6082aa/svm-

Management IP address

198.19.255.153

10.2.1.167, 10.2.2.12

RE ~ ARERRRAN

AL o 1t E—PIRMHHSCSI IPALL ~ AR BERUERS o 1EAHK T E REEEMicrosoft iISCSIEIENZS o TERRED
ZRIPEEEAIARAZBYIP o ARIEEN THETE) RARAFABRE °
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Targets DiSCOVETY  Favorite Targets  Volumes and Devices  RADIUS  Configuration

Target portals
The system will look for Taraets an fo_llg_wing portals: Refresh
Address Part Adapter IF address

To add a target portal, dick Discover Portal. Discover Portal. ..

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced buttan,

IP address or DNS name: Port: {Defaultis 3260.)

To remove a target portal, select the address above and
then dick Remave.,

Advanced Settings

General  [Paec

iSMNS servers Connect using

The system is registered on the following i5N5 servers:
Local adapter:

Mame
Initiator IP:

Target portal IP:

CRC [ Checksum
[Jpata digest

To add an iSMS server, didk Add Server,

1. $#H¥SVMAYE —{AiSCSI IPEEFER12 o
2. ZEEY TEZ*) RSIEH « EE [E45)

Targets Discovery Favorite Targets  Volumes and Devices

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or

DMS name of the target and then dick Quick Connect.

RADIUS Configuration

Lonnec

| 10.2.1.167 | | 3260 |
Advanced. .. OK Cancel
? >
Microsoft iSCSI Initiator ]
10.2.2.232 b
[JHeader digest

C RBIER TRIAZERE Y o

Target name:
‘ 32-08.com.netapp:sn.eallea2d 1b1d11ecode 16f3cef731025:vs. 3

Target: Qu
Discovered targets
|
Mame Status
ign. 1992-08.com.netapp:sn.eallea2dibid11ec9de 16f9.,. Inactive

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

Enable mult-path

Advanced... Can

To connect using advanced options, select a target and then
dick Connect.

3. RERRAEMAE
PERERERE ~ AREBHEIE12 -
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STargetPortals =
(STarget
-TargetPortalAdd

foreach

$TargetPortals

T

('10.2.1.167', '10.2.2.12"
Portal in S$TargetPortals)

)
{New-IscsiTargetPortal
ress S$TargetPortal}

G L0 L)

foreach ($TargetPortal in $TargetPortals) {New-IscsiTargetPortal -TargetPortalAddress $TargetPortal}

Initiato®InstanceName
InitjatorPortalAddress :
IsDataDigest
IsHeaderDigest
TargetPortalAddress :
TargetPortalPortNumber :

PSComputerName

InitiatorInstanceName

InitiatorPortalAddress :

IsDataDigest
IsHeaderDigest
TargetPortalAddress

TargetPortalPortNumber :

PSComputerName

* RIFEHHE "
* AEEBENERTE AEISCSITIEREL « MIESREMAE o
* REBREEBRRD ~ LUESRERNERZISCSIRLEE
* BIV{ELUNES « S5FETE D BRI D BCEE TTA/\ar 764K

a. M7 T5PowerShellsn <  BE:BISCSI TIRRERIFATFIE ©
Stargets = Get-IscsiTarget

foreach (Starget
{

Connect-IscsiTarget -IsMultipathEnabled S$true

in Stargets)

-NodeAddress

Starget.NodeAddress -IsPersistent S$true

}

PS c:\Windows\system32> Connect-IscsiTarget -NodeAddress (Get-IscsiTarget | select -ExpandProperty NodeAddress)

AuthenticationType
InitiatorInstanceName
InitiatorNodeAddress
InitiatorPortalAddress
InitiatorSideIdentifier
IsConnected
IsDataDigest
IsDiscovered
IsHeaderDigest
IsPersistent
NumberofConnections
sessionIdentifier
TargetNodeAddress
TargetSideIdentifier
PSComputerName

1. A T%PowerShellds

: NONE

: ROOT\ISCSIPRT\0000_0

: ign.1991-05.com.microsoft:awssqlprod0l.cloudheroes.dom
: 0.0.0.0

: 400001370000

: True

: False

: True

: False

: True

= Gt

: FFFf9988350Ff010-4000013700000012

: ign.1992-08.com.netapp:sn.eal0ea2dlbldllec9del6f9cef731025:vs.3
: 0200

PR 1EHER
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Sdisks = Get-Disk | where PartitionStyle -eq raw
foreach ($disk in S$disks) {Initialize-Disk $disk.Number}

Ps c:\Windows\system32> $disks = Get-Disk | where Partitionstyle -eq raw
foreach ($disk in $disks) {Initialize-Disk $disk.Number}

Ps C:\Windows\system32> Get-Disk

Number Friendly Name serial Number Healthstatus Operationalstatus Total Size Partition

AWS PVDISK vo105d1lc31fcb4c790ab Healthy online 30 GB MBR
NETAPP LUN C-Mode TwWBOp?RmMR2s2 Healthy online 700 GB GPT
NETAPP LUN C-Mode TwWBOp?RMR2s3 Healthy online 100 GB GPT

1. fEFPowerShell#{T Create Partition, and Format Disk] #% ©

New-Partition -DiskNumber 1 -Driveletter F -UseMaximumSize
Format-Volume -Driveletter F -FileSystem NTFS -AllocationUnitSize 65536
New-Partition -DiskNumber 2 -Driveletter G -UseMaximumSize
Format-Volume -Driveletter G -FileSystem NTFS -AllocationUnitSize 65536

& Bl LUE A HiEEBRAIPowerSheliE S HE « BENEILVolumeFILUNLUNtH AT LAfEEFI SnapCenter 5% B35 HY
IHREREZIL ©

—BERTHIRENLUN - ER44ZERESnapCenter IFIBINAE ~ A BEMITERIEIEZE o

#istiSnapCenter

NetApp SnapCenter ZiEFM— BRI {RENEE « BANRF1ECEEARER - MAE—FOTEE T I

B{CAE RS E D 5@@&@%%1@éﬂf‘)ﬁ'zﬁfﬁﬁ%ﬁ%&‘tlf’ﬁ%%ﬂﬁEﬁE’J?@J %ﬁé&ﬁﬁﬁﬁ%ﬁ’ﬁz

FFSnapCenter ° NetApp#!|FINetAppHifiT « E3ENetApp Snapshot + NetApp SnapMirror ~ SnapMirror

*ﬂNetApp FlexClone SnapRestore SnapCenter © ZIERE & RRITAHMETHEEZERZNE « M HEE
ETRYSLAZGE ~ IR ARETERAREEENEES °
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fAlAR235E Kk SnapCenter

TR H7ESnapCenter Microsoft Windows Server_t 24t % 12 ARFS 23 A IMATZ R RIE TR ©

ToiF
&/NCPU#

EE

(GRS

SRR

AR

MEFFHAEEA ~ FH2H

MFBRRAABEME

==

=1

P9{E+Z1 v vCPU

=i : E:ZFH8GB : 32GB

LRFIRNR/NER | #EFEN&/INZERZ10Gb

* Windows Server 2012
* Windows Server 2012 R2
» Windows Server 2016
* Windows Server 2019

* NET 4.5. 25 Bk
* WindowsE 22248 (WMF4.03% EF#THR )
* PowerShell 4.05{ E A2

"ZEFRET K"

B "NetApp BiBMHERKRTA"
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https://mysupport.netapp.com/matrix/
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TE:RAEfEASnapCenter EREITHDEF « EiZMicrosoft SQL Server&E R EHEFE BN —EEE o

Host
| Plug-in |

NetApp
SnapCenter®
Servers
4 ‘:, 4 A
........... Management
FS:‘&D Data

* RIEEHME "

1.

2.

5.

HEABIIOBETHHAREREA/N (FIIN500GBFHU L) WERIEREEIIATHIEE L « N
PUERIRE o IHERE tERER N TIEETHE?R

RARBERIOBRR DN NABERERSEE—MIRE - HHNE—EEREFHAREER
[E ~ AIp D E 2 MEERISnapshoti SR H & - B hZEE S Microsoft SQL ServerH1TEEE « LUEAHE
[EIFERRIE SRIZ R 1D SnapshotlE AN BB RIT B FHHIMUE o

BIBIIAILUN ~ DUEEF TR FRRESEME SR RRERESE

~EEEHISKIEIZAILUN « LU#EEFMicrosoft SQL ServersCEki&(7 o
HEEREARSPEERHERN TR EENNARENETSEEEN - RAMRENE/BEE

FHRTE R BRIHERESLUND © 55708 R E R ERTAEAE TN EERNHIRED - FRAEE
HEAATRNERRR - MARERENEREBERERDERRIRR -

. ¥ Microsoft SQL Server Availability GroupsZE ~ sEiHE 2SRV E RN EERETEFR B B s _L4E[E

RYERIRASIE o

BT R EREBENERE 2 IR A EHIRERNMIERZ 25 « BRENEAIER 2650 RIS R R R

@ o S ERICEIED PRI HIRE « AT ARMEEERRE AR EHSEEREBHMERAIHER
& o @t - AARIIOREEBAREANEREENELEZBINENRE - AXHFHERIRHEFMANE
PEBERBETMOERA



£SQL Server 2012 (11.x) FA%A ~ RHKERIE (Master ~ Model ~ MSDB#ITempDB) -~ i
BENES | ZERAEERETUZESMBIER ARSI M AFMFEE - EEANBEIIINSQL
Serverf1SQL ServerB a8 g E L o 15 A :EIEAFFSXfor ONTAP Sfor Sfor VMware S E
FRIEMBER BN SR RICER « EifHMIEERE « MEEET M RERMREINNE » Z2SQL
Serverfe$ 7T D EREE LINRENES - EEREXARSAERNERNERESIFETHEN
BIEE - MAEEEREUNTFSZ 2RI ° NetApp SnapCenter A& AN G E R BRI
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5% ESnapCenter °
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1. BEREDFER  FEIRE> G~ ARBASTEEN

Authentication Mode

Credential

Cradential Name | SCAdmin

Authentication Mode | Windows

I Settings

Username [ rdscustomvalAdministrator | ®

Password ‘ ........

1. 342 TStorage Systems) (HEFRHM) > Newys Grig) -~ RBIEEE NRHBEEBIFSXfor ONTAP
the Sfe storage information] (32 {3E & HIFSXLUHEETR)
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& vonkor Name L w Cluster Name User Name Platform Controlier License
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Protocol, Preferred P etc.

£ More Options.
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B TEREsCHkE k) RRECERE R

fEF 0 B IR HEER BCiRE D BRI SnapCenter © ER2EFHMBITERER - =

@ ZBSnapCenter Az IEHISQL ServerF &R A BRE FHECER B8R « A REBMITECERED o B
RESERERTE - ALEED - BRIEREEERNPEEN SREFEEPRER ERH
7ZEF SnapCenter ©

FHEHRBEBRIANAETLSNT -

AR ( ( (RREREA/+ (RADB LDFA/)WERZHEERY%) ) x (Snapshotis
*&E) + (1-LUN&fIZR%)
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i T
Host Detls

. D MName 12 Host Name RDSAMAZ-FRIDFMR.rdscustomwval.com

ROSAMAZ- Host IP 10.0,1.56
FRDEMR.rdscustomval.com

Overall Status & Configure log directory
Host Type Windows
System Stand-alone
Credentials SCAdmin &

Plug-ins  SnapCenter Plug-ins package 4.6.0.6965 for Windows

Microsoft Windows

* Microsoft SQL Server Remove Configure log directory @

£+ More Options : Port, gMSA, Install Path, Add Plug-Ins...

o [

MREEELUN « A LUEBHNER R AR EWECER B 8% o

Configure Plug-in for SQL Server x
[%C(mﬁgure the log backup directory for RDSAMAZ-FFIDFMR.rdscustomval.com

Configure haost log directory

Host log directory dedicated disk directory path B Browse

Choose directory on NetApp Storage
& RDSAMAZ-FRIDFMR.rdscustomval.com
B D:\FSxN\Datah
I DAFSxMNAHLDY

B DFSxN\Logh

REEBEEFHFNITSAL ServerfIE (D  ERFERIEE o
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FRINBEEITERERA{7 SnapCenter

B EMECIRAEMIEFSX ONTAP Z#ELUN_EZZ & ~ SnapCenter BIR]{E R SZBIHAERB N ERIE - TF
RFEAREISTRED o

* RIEEHME "

* RIMTAERE - RPOA A ABHIER « HINITEEHHREHIER « UERERIERREL D
##SnapCenter ° FIFILINAE « AIUS A EHHE—XEH{SDSnapCenter © i ~ TERIER 5 BFRE
FEEHEREARBEREFXRRSNERT - BRuEEAIEBEREETR - REMCAEHHEAZENR
SitrfBm ~ MIETRED

* B Z AR MURIERPOMRTO © ERHEN L EZN S — B AR H BN AN EREMRENE R « &

EEREHRIREA o FlalSnapCenter ~ #ETHAES EIZRER ~ HEiZscirtEn R REIRIFEA 1501 « BEilE
2BV R R PR AN 26/ \BF ©

* (EREREHERETSnapshot R ECRIH MR « UREEENTIER -

a. = Resources (BR) ~ ABMA AN THIT{INAERFER Microsoft SQL Server o EEE*E
EEIRER o

b. FEZHMIERE « AREW* T—H M () ~ WEEKREIRINERTHERR - 8
&*#EISQL Serverfa{n RAIHREZILIERA -

. Name
DWConfiguration
4 5
DWDiagnostics
Resource  Pol licies Verification Notification Summary
DWQueue
master
i Select one or more policies and configure schedules
m

odel
Full Backup - ‘ El 1]
msdb

Configure schedules for selected policies

Policy |= Applied Schedules Configure Schedules
Full None To schedule operations select a policy that has the appropriate schedule asseciated, or modify
Backup the selected policy to allow schedules.

C. HERFIEEEREEARES o IbEARESSnapCenter BTEIR I e B H 1% #1TDBCC CHECKDBAIEAR
2% o W T —S U EVSEAN - ARERREELUSE o % « H—T "W o
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.4 Name 3
Dwconfiguration
DwDiagnostics
DWQueue
master
model
msdb
SeattleRetail

tempdb

4 5

Resource Paolicies Verification

Select the verification servers

Notification Summary

Verification server

Configure verification schedules
Palicy Iz Schedule Type

There is no match for your search or data is not available.

Applied Schedules

Select one or Morg-=so<=

Configure Schedules

d. #—T I BMEG LURIE AR - FEREBRE P ~ BEECHEHG" -

Backup

Create a backup for the selected resource

Resource Name

SeattleRetall

Policy

Full Backup -

(] Verify after backup

e. EE BT LR H MR

M NetApp SnapCenterd
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* {tSnapCenter ZIEERIRHB N R F L8R « U{ESnapCenter THERIBRET « SESEEREFEH
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* WRERH MRS EmETHED « 5% SnapCenter  [TEXRPERERD ) LU RECERIEFRERE « I
ERBIEFEZ AT AR ZERINEE

BERERESnapCenter

TEONTAP EC2 L f2FCE FIFSXINAEHEECSQL ServerV E 2B 2 — ~ FLESEHMEBEE R ERRNITIRE
BEMEER -

sTThl T ER ~ e SnapCenter THZHAERER B EE R ERF EREER « HEEHRE -
1.2 &R ~ ARENCEERNERE

SeattleRetail (RDSAMAZ-FFIDFMR) Topology
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1. BB Tempdb BEREGSERMT - EATHEINERNBERMMN o BTempdoMEREE
I Snapshot@ AAHILUNS EEZER AR EPHISMBEEE L -

2. AEBII0FERAEINAIMIcrosoft SQL Server I TEREFEFRREE R EIRIEMN TIEH ~ MUAEREH
BRMNERHRD IR o

3. RERFHER B EEMRGIZ4100(E « ARRBREFNEREBMERHERE « LUBRRRANT
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o MRECEFEREMER « AIIREHEEREXNSERTEEREN « FIUERNITHED « UWERT
RATBVERIFE ©

FARRERAZRERENERL TRINR S 5L EkE{DSnapCenter SnapCenter ©
E&FlexVol SEEREMIREER « AT LA BN TR ARENPESE o
BREERER - ARTHEE B B8R Az o

BuUBiIRA s SRR VEEREN —RRARERE -

© © N 9



#FSnapCenter I5EE B &I E
HERBREERERZEFARIRENEMAE « FBRIERUEFESTZA ~ NetAppREBHHER
ERENAE - ER—ERITERSERNITER LRIIBEREEZR
1%500 GBRYE R EE R L H A FSXfor ONTAP the Sfor the Sof the SE/F IRIEMISCSIFEIE L ~ BEE
NE| B BRI o BRTME - FRENNIEENNENE LRITAREVERNER (FE - Wikish (1
IREH) KREOREIHETFER o BMABRERA/NSMA « NetAppRREFBE R TR EAVRRE o

BN ERNERAEREESENT | BRMKEEMNAENRLER - A UfEREREMBIEE « UE
EREHITERE LIRHRAVEE o

FFALETHAE ~ ERIM SIS RGN B DIFT R AVEERE £ ~ MUEEREHITER LAERFEREBIER - I
HE P2 517 TfESnapCenter ©

B EE R R — BN TRERE PR E R ERTE
THF BRI AR E R EEREIE—EEEC2_ EMITAISQL ServerBITERERAVFTERI B

1.2l TER) ~ ARENFEERVNERE -
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3. RIBENRERRERIE RS ERER -

4. 3EEY TERIE) DIFEESERESTH ©
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BEREERNEEC2 EHITRIFSQL ServerHl 1T E RS

T3 BRI ARG EREERFEC2 EMITHIFSQL Server i TERS !

1. ERE—EVPCHIEC2_ LI FHISQL Server o

2. ERFBiSCSHBEIREFMPIO « FR%EONTAP kB8 TCreate volume and LUNSs for SQL Server (
ASQL ServerfE X HAREGEFILUN) | —EIFRAYL EE3H04 ~ SR EEIZEFSXforz 5 ©

3. kIR ER3 [ ZEE R TELUMMER) —EHRIPEES - TEEC2 LFIESQL Server SnapCenter
SnapCenter °

4. ENER>RRHITER - ARENEHRIEER o

o EH MEIF) ~ ARENCEERHNERE -
6. HEVGERBAFEN LM  RBER Clone (BHR) 1 o
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F3ESHER] FZREC BRFEEFILUN ~ thaliRiE FitiEmRAEE EiSCSI - AM{EPowerShelF5SHS :

* EnableMPIO.psl

Function Install MPIO ssh ({

Shostname = S$env:COMPUTERNAME

Shostname = Shostname.Replace('-',' ')

#Add schedule action for the next step

Spath = Get-Location

Spath = $path.Path + '\2 CreateDisks.psl'

Sarg = '-NoProfile -WindowStyle Hidden -File ' +Spath

SschAction = New-ScheduledTaskAction -Execute "Powershell.exe"
-Argument Sarg

SschTrigger = New-ScheduledTaskTrigger -AtStartup

SschPrincipal = New-ScheduledTaskPrincipal -UserId "NT AUTHORITY
\SYSTEM" -LogonType ServiceAccount -RunLevel Highest

Sreturn = Register-ScheduledTask -Action $schAction -Trigger
SschTrigger -TaskName "Create Vols and LUNs" -Description "Scheduled
Task to run configuration Script At Startup" -Principal $schPrincipal

#Install -Module Posh-SSH

Write-host 'Enable MPIO and SSH for PowerShell' -ForegroundColor
Yellow

Sreturn = Find-PackageProvider -Name 'Nuget' -ForceBootstrap
-IncludeDependencies

Sreturn = Find-Module PoSH-SSH | Install-Module -Force

#Install Multipath-IO with PowerShell using elevated privileges in
Windows Servers

Write-host 'Enable MPIO' -ForegroundColor Yellow

Sreturn = Install-WindowsFeature -name Multipath-IO -Restart
}
Install MPIO ssh
Remove-Item -Path SMyInvocation.MyCommand.Source

* CreateDisks.psl

#Enable MPIO and Start iSCSI Service
Function PrepISCSI

Sreturn = Enable-MSDSMAutomaticClaim -BusType iSCSI

#Start i1SCSI service with PowerShell using elevated privileges in
Windows Servers

Sreturn = Start-service -Name msiscsi



Sreturn = Set-Service -Name msiscsi -StartupType Automatic
}
Function Create igroup vols luns (SfsxN) {
Shostname = S$env:COMPUTERNAME
Shostname = Shostname.Replace('-',' ')
Svolsluns = @ ()
for ($i = 1;%1 -1t 10;$i++){
if ($i -eq 9){
Svolsluns
+=(Q@{volname=('v_'+Shostname+' log');volsize=$fsxN.logvolsize;lunname= (
'l_'+$hostname+'_log');lunsize=$fst.loglunsize})
} else {
Svolsluns
+=(@{volname=('v_'+Shostname+' data'+[string]$i);volsize=$fsxN.datavols
ize;lunname= ('l '+Shostname+' data'+[string]$i);lunsize=$fsxN.datalunsi
ze})

}

$secStringPassword = ConvertTo-SecureString $fsxN.password
-AsPlainText -Force

ScredObject = New-Object System.Management.Automation.PSCredential
($fsxN.login, S$secStringPassword)

$igroup = 'igrp '+Shostname

#Connect to FSx N filesystem

Ssession = New-SSHSession -ComputerName $fsxN.svmip -Credential
ScredObject -AcceptKey:S$Strue

#Create igroup

Write-host 'Creating igroup' -ForegroundColor Yellow

#Find Windows initiator Name with PowerShell using elevated
privileges in Windows Servers

Sinitport = Get-InitiatorPort | select -ExpandProperty NodeAddress

Ssshcmd = 'igroup create -igroup ' + $igroup + ' -protocol iscsi
-ostype windows -initiator ' + S$initport
Sret = Invoke-SSHCommand -Command $sshcmd -SSHSession $session

#Create vols

Write-host 'Creating Volumes' -ForegroundColor Yellow
foreach (Svollun in S$volsluns) {
Ssshcmd = 'vol create ' + $vollun.volname + ' -—-aggregate aggrl
-size ' + S$vollun.volsize #+ ' -vserver ' + Svserver
Sreturn = Invoke-SSHCommand -Command S$sshcmd -SSHSession
Ssession

}

#Create LUNs and mapped LUN to igroup

Write-host 'Creating LUNs and map to igroup' -ForegroundColor
Yellow

foreach (Svollun in S$volsluns) {
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$sshecmd = "lun create -path /vol/" + $vollun.volname + "/" +

$vollun.lunname + " -size " + Svollun.lunsize + " -ostype Windows 2008
" #-vserver " +Svserver

Sreturn = Invoke-SSHCommand -Command $sshcmd -SSHSession
Ssession

#map all luns to igroup

$sshcemd = "lun map -path /vol/" + $vollun.volname + "/" +
Svollun.lunname + " -igroup " + S$igroup

Sreturn = Invoke-SSHCommand -Command S$sshcmd -SSHSession
Ssession

}
}
Function Connect iSCSI to SVM ($TargetPortals) {
Write-host 'Online, Initialize and format disks' -ForegroundColor
Yellow
#Connect Windows Server to svm with iSCSI target.
foreach (STargetPortal in $TargetPortals) {
New-IscsiTargetPortal -TargetPortalAddress S$TargetPortal
for ($1 = 1; $1i -1t 5; S$i++){

Sreturn = Connect-IscsiTarget -IsMultipathEnabled S$true
-IsPersistent S$true -NodeAddress (Get-iscsiTarget | select
-ExpandProperty NodeAddress)

}

}

Function Create Partition Format Disks{

#Create Partion and format disk
Sdisks = Get-Disk | where PartitionStyle -eq raw
foreach ($disk in $disks) {

Sreturn = Initialize-Disk $disk.Number

Spartition = New-Partition -DiskNumber $disk.Number

-AssignDriveletter -UseMaximumSize | Format-Volume -FileSystem NTFS
-AllocationUnitSize 65536 -Confirm:$false -Force
#Sreturn = Format-Volume -Driveletter S$partition.Driveletter

-FileSystem NTFS -AllocationUnitSize 65536

}
}
Function UnregisterTask {

Unregister-ScheduledTask -TaskName "Create Vols and LUNs"
-Confirm:S$false
}
Start-Sleep -s 30
SfsxN = @{svmip ='198.19.255.153"';1login =
'vsadmin';password='net@ppll';datavolsize='10GB';datalunsize="8GB"';logv
olsize='8GB';loglunsize="'6GB"}



STargetPortals = ('10.2.1.167', '10.2.2.12")
PrepISCSI

Create igroup vols luns S$fsxN
Connect iSCSI to SVM STargetPortals

Create Partition Format Disks

UnregisterTask

Remove-Item -Path SMyInvocation.MyCommand.Source
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https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy-v10

1. FEAzCopy VI0ITHE  REHERIZEMN « ABEE—E Texe) tEZE o
2. EERBEEEENDREREASASHENKIZ#AzCopy °
3. TEAzCopy BB 1% « BRHEMmTAZRAA -

°o Pk : *
o TEHLRAET  FBIEMNEEBSASENFHIFMN%FTT o Kl IUIESASHEN FRMNIBE % F T EIN % T
TCHRTER LIRS o

° o "EELEEH" REFRFIKRETRECLEAFRRELZE!E (TLS) REAZHFIRFNERRZE
IEERETAR AR o T RIS ISR E Rt SnapshottE s B & LUEER 75 TVE R EIFSERIBIObE
s .

SET source="Z:\~snapshot"

echo %source%

SET
dest="https://testanfacct.blob.core.windows.net/azcoptst?sp=racwdl&st=2020
-10-21T18:41:352&se=2021-10-22T18:41:00Z2&sv=2019-12
-12&sr=c&sig=Z2xRUJwF1LXgHS8As7HzXJ0aDXXVJ7PxxIX3ACpx56XY%%3D"

echo %dest$%

7E£PowerShell# 1T F5!cmd#E 4l :

—-recursive

INFO: Scanning...

INFO: Any empty folders will not be processed, because source and/or
destination doesn't have full folder support

Job b3731dd8-da61-9441-7281-17a4db09%ce30 has started

Log file is located at: C:\Users\niyaz\.azcopy\b3731dd8-da61-9441-7281-
17a4db09ce30.10g

0.0 %, 0 Done, 0 Failed, 2 Pending, 0 Skipped, 2 Total,

INFO: azcopy.exe: A newer version 10.10.0 is available to download
0.0 %, 0 Done, 0O Failed, 2 Pending, O Skipped, 2 Total,

Job b3731dd8-da61-9441-7281-17a4db09%ce30 summary

Elapsed Time (Minutes): 0.0333

Number of File Transfers: 2

Number of Folder Property Transfers: 0

Total Number of Transfers: 2

Number of Transfers Completed: 2

Number of Transfers Failed: 0

Number of Transfers Skipped: 0

TotalBytesTransferred: 5

Final Job Status: Completed
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