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MR REEIETE
Red Hat OpenShiftiREE EIEEH1T N5 LTE :

1. UFEEBENS D E ARed Hat OpenShift#£E o
2. B MEHERARAERMNER -

oc create namespace project-1

oc create namespace project-2

S BUBRINMABAEAR -

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-1
name: developer-project-1
rules:

- verbs:

B I |



apiGroups:

- apps

- batch

- autoscaling

- extensions

- networking.k8s.io

- policy

- apps.openshift.io

- build.openshift.io

- image.openshift.io

- ingress.operator.openshift.io

- route.openshift.io

- snapshot.storage.k8s.io

- template.openshift.io
resources:

B I |

- verbs:

B |

apiGroups:

L}

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates
- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:

— T %1

apiGroups:
- trident.netapp.io

resources:
- tridentsnapshots

EQOF

() roRtmpeTERR—EE0 - BHEARSELERERBEREBRNNES -



1. B~ ARER2EITRBEASHSE

2. FiE OpenShiftiINetAppfEF EIRE R RH#FEEE EIE - IFEEENFEER R E Trident AT IL
BTridentiREE A IR o It « RFEEESUREFEIERACEE « 7T EERIEERENERS -

3 ERETHMFMAEERTEZTEEERICRNAR  REMNEREREEES -

cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:
- verbs:

B R |

apiGroups:

resources:
- resourcequotas
- verbs:
— T %1
apiGroups:
- quota.openshift.io
resources:

B |

EOF

4. FREREEREBNS HHIRHEERS - MACREHEEEEZEHERD - THBAHRETRE D HAIR
HEBURERS - WARAGRERERY -

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. AEFEIEERTEClusterds 17 455%E o



cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF

() sipeneEms  WARERERES : TidentBH FRIERES -

1. RAZAEBRIUABELS RAZASER1ACREEER1PHENEE (OCPEE1) o



cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: project-l-developer
namespace: project-1
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-project-1
roleRef:
apiGroup: rbac.authorization.k8s.io

kind: Role
name: developer-project-1
EQOF

2. [Ef - ARAREASRYAGEGEEER2THRNEREHENARES

MRS - R RAEETLF
R EREYNERTE FIER :

1. MadminE& 9% ANetApp ONTAP SRR L o

2. BB =Storage ([#7FRME) > Storage VM (EEFERHEVM) ~ ABE—TAJRMAAIBIFEER « B1MW
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Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access

Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IPACDREEES EUBMET MASK GATEWRY SROADCAST DOMAIN
10.61.181.224 24 Add optional hekiis
gateway

1. LU#EFEEIEE 59 E ARed Hat OpenShift& £ o

2. BUEE1NBIE - LEHHEZTEZEMAMSVM o NetAppiE B ASVMAvsadmintR 5 ~ i1l
ZESVM ~ MIEONTAP (FHZEESIES -



®
®

cat << EOF | tridentctl -n trident create backend

{
1,
"storageDriverName" :

"version":
"ontap-nas",
"backendName": "nfs project 1",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.224",

"svm": "project-l-svm",

"vsadmin",

"NetAppl23"

"username":

"password":

EOF

ABIEFRRIZONTAP-NASEEENIZT,  IRIBEAEARILBIHE -

HPRER TridentZEEE TridentEZE A o

1. FEIfEH  SBABFRR2EU TridentBis WG HHEEHERZR2EMAAISVM ©
2. TR ~ BIUHFRR o BIUER1PMEFLER « IR EstoragePoolsS# ~ LUERI EBRIHEIFR 189

FHEIRM

cat << EOF | oc create -f -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: project-1-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*"
EOF

=it

A EAEERREER -

3. Atk ~ FERER2ZUFEEFRN  TREREAERATEBRRIRIER2MHEERM °
4. BUBRACE « URFIFEZ1DNER - EXFEFERRBEMEZERNHETERE
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rqg
namespace: project-1
spec:
hard:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O
EOF

o. [EfFM ~ W] BRI BEIRACER « UIRBFEZR2FNER - EXRFFERREEMEZEANRERE

BrE
LAEREFRTRPRENSHPLERE Bl FHITER

B EVE « UEHEIKEE EREIIPVCSEPod

1. MER1MBZEABOCPERIERAEINEA ©
2. BMEFRUERUBRIIMESE -

oc create ns sub-project-1

3. EEFE1PEAISREEZ1Mstorageclassedi 2T —{EPVC.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EQOF
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4. BERAEFHEREMPY o
oc get pv

5. BRsEPVEEVolume 2B 2 EEFIAMR NetApp ONTAP EEHZFE1AISVMHEEI] ©
volume show -vserver project-l-svm

6. TER1PEI—(EPod » ABHE _E—PEITAKAEREERE o

cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"

volumeMounts:
- mountPath: "/usr/share/nginx/html"

name: test-pvc-project-1

EOF
7. 1 BEPodBE EREHIT - UREEEHEEEE o
oc describe pods test-pvc-pod -n project-1
RS EEVER « UIES —EERPEIPVCSHPod » HfFAHEMERERNEIR

1. NEZ 1B ASOCPERIFEREGAEA °
2. EREAEF2NREFRETER1PREIL—EPVC.
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cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. EEE2FEI—EPVC.

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

4. FE{RKREIIPVCS Ttest-PVC-project - 1-sc-2] # Ttest-PVC-project - 2-sc-1

oc get pvc -n project-1

oc get pvc -n project-2

5. EEE2HEIIPod °



cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
EOF

BReE P EVERR ~ URRAAREEE - BIRECERM AR

1. UEZ 1B ABSOCPERIFERESGAEA °
2. BEFRUERURIIMESE o

oc create ns sub-project-1

3. BT EVERLIGHRESE -

oc get ns

4. BBEFEREESUUEERIPIERFEEE IR

oc get resourcequotas -n project-1

oc edit resourcequotas project-l-sc-rg -n project-1

o Bt AERTARRRMEEAE -

oc get sc

6. REFIMIRH#EZER -
7. iR fERENEFEVE « LURERHTER -

oc edit sc project-1l-sc

14
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Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

1. UEEBEIEHHE ARed Hat OpenShifti£E o
2. BIHEE-

oc create ns project-3

16



3. 3N EAE R4 EEIDP LR « W EOpenShiftZ &R o

oc get groups

4. BUFEINHEBASHEG o

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-3
name: developer-project-3
rules:
- verbs:
— T X1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

I |

- verbs:

B B |

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates



- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EOF

@ FERMNABERRR—EHE - HEASABUARBRIREREFTRMLUES -

1. #£Project 3P ARBASRTABRYE - RASASERABRETERITHENEE (OCPERS) -

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-3

EQOF

2. PYEFEEE D& ARed Hat OpenShifté £

3. B Trident® i -« WG HEEEEZZIHEAMSVM o NetAppiE:&EASVMAvsadmintRE ~ i§1& iniE4R
ZESVM ~ MIFONTAP (EHZEEEIES o
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cat << EOF | tridentctl -n trident create backend -f
{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "nfs project 3",

"managementLIF": "172.21.224.210",

"dataLIF": "10.61.181.228",

"svm": "project-3-svm",
"username": "vsadmin",
"password": "NetApp!23"

—

EOF
() #BIERHRONTAP-NASIERNIZS, - RIFEARG « EREENEIRRIGRT B -

1. BUBRINFEEFER - TREREAEANERIERRIGNHEERM

B FIERR TridentZEETE TridentE A o

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: project-3-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas
storagePools: "nfs project 3:.*"
EOF

2. BUEIRICER - URHIFRIFHNER - ERFEERREHMERERNREERE



20

cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rq
namespace: project-3
spec:
hard:
project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims:

project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims:
EOF

3 EMHMBEBRERNERACER « RYBELEEXRPNERBALERIFZANFERFHEFIRHERE -

oc patch resourcequotas project-l-sc-rg -n project-1 —--patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0}}}'
oc patch resourcequotas project-2-sc-rg -n project-2 —--patch
"{"spec":{"hard":{ "project-3-

sc.storageclass.storage.k8s.io/persistentvolumeclaims": 0}}}'
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